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The Freedom of Information Act 

TITLE 5, U.S.C. 


Sec. 552 


§ 552. Public information; agency rules, opinions, orders, records, 
and proceedings 

(a) Each agency shall make available to the public information as 
follows: 

(1) Each agency shall separately state and currently publish in 
the Federal Register for the guidance of the public — 

(A) descriptions of its central and field organization and the 
established places at which, the employees (and in the case of a 
uniformed service, the members) from whom, and the methods 
whereby, the public may obtain information, make submittals 
or requests, or obtain decisions; 

(B) statements of the general course and method by which its 
functions are channeled and determined, including the nature 
and requirements of all formal and informal procedures avail- 
able; 

(C) rules of procedure, descriptions of forms available or the 
places at which forms may be obtained, and instructions as to 
the scope and contents of all papers, reports, or examinations; 

(D) substantive rules of general applicability adopted as au- 
thorized by law, and statements of general policy or interpreta- 
tions of general applicability formulated and adopted by the 
agency; and 

(E) each amendment, revision, or repeal of the foregoing. 
Except to the extent that a person has actual and timely notice of 
the terms thereof, a person may not in any manner be required to 
resort to, or be adversely affected by, a matter required to be pub- 
lished in the Federal Register and not so published. For the pur- 
pose of this paragraph, matter reasonably available to the class of 
persons affected thereby is deemed published in the Federal Regis- 
ter when incorporated by reference therein with the approval of 
the Director of the Federal Register. 

(2) Each agency, in accordance with published rules, shall make 
available for public inspection and copying — 

(A) final opinions, including concurring and dissenting opin- 
ions, as well as orders, made in the adjudication of cases; 

(B) those statements of policy and interpretations which 
have been adopted by the agency and are not published in the 
Federal Register; and 

(C) administrative staff manuals and instructions to staff 

- that affect a member of the public; 
unless the materials are promptly published and copies offered for 
sale. To the extent required to prevent a clearly unwarranted inva- 
sion of personal privacy, an agency may delete identifying details 
when it makes available or publishes an opinion, statement of 
policy, interpretation, or staff manual or instruction. However, in 
each case the justification for the deletion shall be explained fully 
in writing. Each agency shall also maintain and make available for 
public inspection and copying current indexes providing identifying 
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information for the public as to any matter issued, adopted, or pro- 
mulgated after July 4, 1967, and required by this paragraph to be 
made available or published. Each agency shall promptly publish, 
quarterly or more frequently, and distribute (by sale or otherwise) 
copies of each index or supplements thereto unless it determines by 
order published in the Federal Register that the publication would 
be unnecessary and impracticable, in which case the agency shall 
nonetheless provide copies of such index on request at a cost not to 
exceed the direct cost of duplication. A final order, opinion, state- 
ment of policy, interpretation, or staff manual or instruction that 
affects a member of the public may be relied on, used, or cited as 
precedent by an agency against a party other than an agency only 
if— 

(i) it has been indexed and either made available or pub- 
lished as provided by this paragraph; or 

(ii) the party has actual and timely notice of the terms there- 
of. 

(3) Except with respect to the records made available under para- 
graphs (1) and (2) of this subsection, each agency, upon any request 
for records which (A) reasonably describes such records and (B) is 
made in accordance with published rules stating the time, place, 
fees (if any), and procedures to be followed, shall make the records 
promptly available to any person. 

(4XAXi) In order to carry out the provisions of this section, each 
agency shall promulgate regulations, pursuant to notice and re- 
ceipt of public comment, specifying the schedule of fees applicable 
to the processing of requests under this section and establishing 
procedures and guidelines for determining when such fees should 
be waived or reduced. Such schedule shall conform to the guide- 
lines which shall be promulgated, pursuant to notice and receipt of 
public comment, by the Director of the Office of Management and 
Budget and which shall provide for a uniform schedule of fees for 
all agencies. 

(ii) Such agency regulations shall provide that — 

(I) fees shall be limited to reasonable standard charges for 
document search, duplication, and review, when records are re- 
quested for commercial use; 

(II) fees shall be limited to reasonable standard charges for 
document duplication when records are not sought for commer- 
cial use and the request is made by an educational or noncom- 
mercial scientific institution, whose purpose is scholarly or sci- 
entific research; or a representative of the news media; and 

(III) for any request not described in (I) or (II), fees shall be 
limited to reasonable standard charges for document search 
and duplication. 

(iii) Documents shall be furnished without any charge or at a 
charge reduced below the fees established under clause (ii) if disclo- 
sure of the information is in the public interest because it is likely 
to contribute significantly to public understanding of the oper- 
ations or activities of the government and is not primarily in the 
commercial interest of the requester. 

(iv) Fee schedules shall provide for the recovery of only the direct 
costs of search, duplication, or review. Review costs shall include 
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only the direct costs incurred during the initial examination of a 
document for the purposes of determining whether the documents 
must be disclosed under this section and for the purposes of with- 
holding any portions exempt from disclosure under this section. 
Review costs may not include any costs incurred in resolving issues 
of law or policy that may be raised in the course of processing a 
revest under this section. No fee may be charged by any agency 
under this section — 

(I) if the costs of routine collection and processing of the fee 
are likely to equal or exceed the amount of the fee; or 

(II) for any request described in clause (iiXII) or (III) of this 
subparagraph for the first two hours of search time or for the 
first one hundred pages of duplication. 

(v) No agency may require advance payment of any fee unless 
the requester has previously failed to pay fees in a timely fashion, 
or the agency has determined that the fee will exceed $250. 

(vi) Nothing in this subparagraph shall supersede fees chargeable 
under a Btatute specifically providing for setting the level of fees 
for particular types of records. 

(vii) In any action by a requester regarding the waiver of fees 
under this section, the court shall determine the matter de novo: 
Provided, That the court’s review of the matter shall be limited to 
the record before the agency. 

(B) On complaint, the district court of the United States in the 
district in which the complainant resides, or has his principal place 
of business, or in which the agency records are situated, or in the 
District of Columbia, has jurisdiction to enjoin the agency from 
withholding agency records and to order the production of any 
agency records improperly withheld from the complainant. In such 
a case the court shall determine the matter de novo, and may ex- 
amine the contents of such agency records in camera to determine 
whether such records or any part thereof shall be withheld under 
any of the exemptions set forth in subsection (b) of this section, and 
the burden is on the agency to sustain its action. 

(C) Notwithstanding any other provision of law, the defendant 
shall serve an answer or otherwise plead to any complaint made 
under this subsection within thirty days after service upon the de- 
fendant of the pleading in which such complaint is made, unless 
the court otherwise directs for good cause shown. 

(D) [Repealed.] 

(E) The court may assess against the United States reasonable at- 

torney fees and other litigation costs reasonably incurred in any 
case under this section in which the complainant has substantially 
prevailed. ; ■ 

(F) Whenever the court orders the production of any agency 
records improperly withheld from the complainant and assesses 
against the United States reasonable attorney fees and other litiga- 
tion costs, and the court additionally issues a written finding that 
the circumstances surrounding the withholding raise questions 
whether agency personnel acted arbitrarily or capriciously with re- 
spect to the withholding, the Special Counsel shall promptly initi- 
ate a proceeding to determine whether disciplinary action is war- 
ranted against the officer or employee who was primarily responsi- 
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ble for the withholding. The Special Counsel, after investigation 
and consideration of the evidence submitted, shall submit his find- 
ings and recommendations to the administrative authority of the 
agency concerned and shall send copies of the findings and recom- 
mendations to the officer or employee or his representative. The 
administrative authority shall take the corrective action that the 
Special Counsel recommends. 

(G) In the event of noncompliance with the order of the court, 
the district court may punish for contempt the responsible employ- 
ee, and in the case of a uniformed service, the responsible member. 

(5) Each agency having more than one member shall maintain 
and make available for public inspection a record of the final votes 
of each member in every agency proceeding. 

(6XA) Each agency, upon any request for records made under 
paragraph (1), (2), or (3) of this subsection, shall— 

(i) determine within ten days (excepting Saturdays, Sundays, 
and legal public holidays) after the receipt of any such request 
whether to comply with such request and shall immediately 
notify the person making such request of such determination 
and the reasons therefor, and of the right of such person to 
appeal to the head of the agency any adverse determination; 
and 

(ii) make a determination with respect to any appeal within 
twenty days (excepting Saturdays, Sundays, and legal public 
holidays) after the receipt of such appeal. If on appeal the 
denial of the request for records is in whole or in part upheld, 
the agency shall notify the person making such request of the 
provisions for judicial review of that determination under 
paragraph (4) of this subsection. 

(B) In unusual circumstances as specified in this subparagraph, 
the time limits prescribed in either clause (i) or clause (ii) of sub- 
paragraph (A) may be extended by written notice to the person 
making such request setting forth the reasons for such extension 
and the date on which a determination is expected to be dis- 
patched. No such notice shall specify a date that would result in an 
extension for more than ten working days. As used in this subpara- 
graph, “unusual circumstances” means, but only to the extent rea- 
sonably necessary to the proper processing of the particular re- 
quest — 

(i) the need to search for and collect the requested records 
from Field facilities or other establishments that are separate 
from the office processing the request; 

(ii) the need to search for, collect, and appropriately examine 
a voluminous amount of separate and distinct records which 
are demanded in a single request; or 

(iii) the need for consultation, which shall be conducted with 
all practicable speed, with another agency having a substantial 
interest in the determination of the request or among two or 
more components of the agency having substantial subject- 
matter interest therein. 

(C) Any person making a request torany agency for records under 
paragraph (1), (2), or (3) of this subsection shall betdeemed to have 
exhausted his administrative remedies with respect to such request 
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if the agency fails to comply with the applicable time limit provi- 
sions of this paragraph. If .the Government can show exceptional 
• circumstances exist and that the agency is exercising due diligence 
in responding to the request, the court may retain jurisdiction and 
allow the agency additional time to complete its review of the 
records. Upon any determination by an agency to comply with a 
request for records, the records shall be made promptly available to 
such person making such request. Any notification of denial of any 
request for records under this subsection shall set forth the names 
and titles or positions of each person responsible for the denial of 
such request. 

(b) This section does not apply to matters that are — 

(1XA) specifically authorized under criteria established by an 
Executive order to be kept secret in the interest of national de- 
fense or foreign policy and (B) are in fact properly classified 
pursuant to such Executive order; 

(2) related solely to the internal personnel rules and prac- 
tices of an agency; 

(3) specifically exempted from disclosure by statute (other 
than section 552b of this title), provided that such statute (A) 
requires that the matters be withheld from the public in such 
a manner as to leave no discretion on the issue, or (B) estab- 
lishes particular criteria for withholding or refers to particular 
types of matters to be withheld; 

(4) trade Becrets and commercial or financial information ob- 
tained from a person and privileged or confidential; 

(5) inter-agency or intra-agency memorandums or letters 
which would not be available by law to a party other than an 
agency in litigation with the agency; 

(6) personnel and medical files and similar files the disclo- 
sure of which would constitute a clearly unwarranted invasion 
of personal privacy; 

(7) records or information compiled for law enforcement pur- 
poses, but only to the extent that the production of such law 
enforcement records or information (A) could reasonably be ex- 
pected to interfere with enforcement proceedings, (B) would de- 
prive a person of a right to a fair trial or an impartial adjudi- 
cation, (C) could reasonably be expected to constitute an un- 
warranted invasion of personal privacy, (D) could reasonably 
be expected to disclose the identity of a confidential source, in- 
cluding a State, local, or foreign agency or authority or any 
private institution which furnished information on a confiden- 
tial basis, and, in the case of a record or information compiled 
by criminal law enforcement authority in the course of a crimi- 
nal investigation or by an agency conducting a lawful national 
security intelligence investigation, information furnished by a 
confidential source, (E) would disclose techniques and proce- 
dures for law enforcement investigations or prosecutions, or 
would disclose guidelines for law enforcement investigations or 
prosecutions if such disclosure could reasonably be expected to 
risk circumvention of the law, or (F) could reasonably be ex- 
pected to endanger the life or physical safety of any individual; 
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(8) contained in or related to examination, operating, or con- 
dition reports prepared by, on behalf of, or for the use of an 
agency responsible for the regulation or supervision of finan- 
cial institutions; or 

(9) geological and geophysical information and data, includ- 
ing maps, concerning wells. 

Any reasonably segregable portion of a record shall be provided to 
any person requesting such record after deletion of the portions 
which are exempt under this subsection. 

(cXl) Whenever a request is made which involves access to 
.records described in subsection (bX7XA) and — 

(A) the investigation or proceeding involves a possible viola- 
tion of criminal law; and 

(B) there is reason to believe that (i) the subject of the inves- 
tigation or proceeding is not aware of its pendency, and (ii) dis- 
closure of the existence of the records could reasonably be ex- 
pected to interfere with enforcement proceedings, 

the agency may, during only such time as that circumstance con- 
tinues, treat the records as not subject to the requirements of this 
section. 

(2) Whenever informant records maintained by a criminal law 
enforcement agency under an informant’s name or personal identi- 
fier are requested by a third party according to the informant’s 
name or personal identifier, the agency may treat the records as 
not subject to the requirements of this section unless the inform- 
ant’s status as an informant has been officially confirmed. 

(3) Whenever a request is made which involves access to records 
maintained by the Federal Bureau of Investigation pertaining to 
foreign intelligence or counterintelligence, or international terror- 
ism, and the existence of the records is classified information as 
provided in subsection (bXD, the Bureau may, as long as the exist- 
ence of the records remains classified information, treat the 
records as not subject to the requirements of this section. 

(d) This section does not authorize withholding of information or 
limit the availability of records to the public, except as specifically 
stated in this section. This section is not authority to withhold in- 
formation from Congress. 

(e) On or before March 1 of each calendar year, each agency shall 
submit a report covering the preceding calendar year to the Speak- 
er of the House of Representatives and President of the Senate for 
referral to the appropriate committees of the Congress. The report 
shall include — 

(1) the number of determinations made by such agency not 
to comply with requests for records made to such agency under 
subsection (a) and the reasons for each such determination; 

(2) the number of appeals made by persons under subsection 
(aXS), the result of such appeals, and the reason for the action 
upon each appeal that results in a denial of information; 

(3) the names and titles or positions of each person responsi- 
ble for the denial of records requested under this section, and 
the number of instances of participation for each; 
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(4) the results of each proceeding conducted pursuant to sub- 
section (aX4XF), including a report of the disciplinary action 
taken against the officer or employee who was primarily re- 
sponsible for improperly withholding records or an explanation 
of why disciplinary action was not taken; 

(5) a copy of every rule made by such agency regarding this 
section; 

(6) a copy of the fee schedule and the total amount of fees 
collected by the agency for making records available under this 
section; and 

(7) such other information as indicates efforts to administer 
fully this section. 

The Attorney General shall submit an annual report on or before 
March 1 of each calendar year which shall include for the prior 
calendar year a listing of the number of cases arising under this 
Bection, the exemption involved in each case, the disposition of 
such case, and the cost, fees, and penalties assessed under subsec- 
tions (aX4XE), (F), and (G). Such report shall also include a descrip- 
tion of the efforts undertaken by the Department of Justice to en- 
courage agency compliance with this Bection. 

(0 For purposes of this section, the term "agency” as defined in 
section 551(1) of this title includes any executive department, mili- 
tary department, Government corporation, Government controlled 
corporation, or other establishment in the executive branch of the 
Government (including the Executive Office of the President), or 
any independent regulatory agency. 

CPub. L. 89-554, Sept. 6, 1966, 80 Stat. 383; Pub. L. 90-23, § 1, June 
5, 1967, 81 Stat. 54; Pub. L. 93-502, §§ 1-3, Nov. 21, 1974, 88 Stat. 
1561-1564; Pub. L. 94-409, § 5(b), Sept. 13, 1976, 90 Stat. 1247; Pub. 
L. 95-454, title IX, § 906(aX10), Oct. 13, 1978, 92 Stat. 1225; Pub. L. 
98-620, Nov. 8, 1984, 98 Stat. 335; Pub. L. 99-570, Oct. 27, 1986, 100 
Stat. 3207-48 and 3207-49.) 
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§ 552a. Records Maintained on Individuals 

(a) Definitions,— For purposes of this section— 

(1) the term “agency” means agency as defined in section 
552(e) of this title; 

(2) the term “individual” means a citizen of the United 
States or an alien lawfully admitted for permanent residence; 

(3) the term “maintain” includes maintain, collect, use, or 
disseminate; 

(4) the term “record” means any item, collection, or grouping 
of information about an individual that is maintained by an 
agency, including, but not limited to, his education, Financial 
transactions, medical history, and criminal or employment his- 
tory and that contains his name, or the identifying number, 
symbol, or other identifying particular assigned to the individ- 
ual, such as a finger or voice print or a photograph; 

(5) the term “system of records” means a group of any 
records under the control of any agency from which informa- 
tion is retrieved by the name of the individual or by some iden- 
tifying number, symbol, or other identifying particular as- 
signed to the individual; 

(6) the term “statistical record” means a record in a system 
of records maintained for statistical research or reporting pur- 
poses only and not used in whole or in part in making any de- 
termination about an identifiable individual, except as provid- 
ed by section 8 of title 13; 
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(7) the term ‘'routine use” means, with respect to the disclo- 
sure of a record, the use of such record for a purpose which is 
compatible with the purpose for which it was collected; 

(8) the term “matching program”-— 

(A) means any computerized comparison of — 

(i) two or more automated systems of records or a 
system of records with non-Federal records for the 
purpose of — 

(I) establishing or verifying the eligibility of, or 
continuing compliance with statutory and regula- 
tory requirements by, applicants for, recipients or 
beneficiaries of, participants in, or providers of 
services with respect to, cash or in-kind assistance 
or payments under Federal benefit programs, or 

(II) recouping payments or delinquent debts 
under such Federal benefit programs, or 

(ii) two or more automated Federal personnel or 
payroll systems of records or a system of Federal per- 
sonnel or payroll records with non-Federal records, 

(B) but does not include— 

(i) matches performed to produce aggregate statisti- 
cal data without any personal identifiers; 

(ii) matches performed to support any research or 
statistical project, the specific data of which may not 
be used to make decisions concerning the rights, bene- 
fits, or privileges of specific individuals; 

(iii) matches performed, by an agency (or component 
thereof) which performs -as its principal function any 
activity pertaining to the enforcement of criminal 
laws, subsequent to the initiation of a specific criminal 
or civil law enforcement investigation of a named 
person or persons for the purpose of gathering evi- 
dence against such person or persons; 

(iv) matches of tax information (I) pursuant to sec- 
tion 6103(d) of the Internal Revenue Code of 1986, (II) 
for purposes of tax administration as defined in sec- 
tion 6l03(bX4) of such Code, (III) for the purpose of 
intercepting a tax refund due an individual under au- 
thority granted by section 464 or 1137 of the Social Se- 
curity Act; or (IV) for the purpose of intercepting a tax 
refund due an individual under any other tax refund 
intercept program authorized by statute which has 
been determined by the Director of the Office of Man- 
agement and Budget to contain verification, notice, 
and hearing requirements that are substantially simi- 
lar to the procedures in section 1137 of the Social Se- 
curity Act; 

(v) matches— 

(I) using records predominantly relating to Fed- 
eral personnel, that are performed for routine ad- 
ministrative purposes (subject to guidance provid- 
ed by the Director of the Office of Management 
and Budget pursuant to subsection (v)); or 
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(II) conducted by an agency using only records 
maintained by that agency; 

if the purpose of the match is not to take any adverse 
financial, personnel, disciplinary, or other adverse 
action against Federal personnel; or 
(vi) matches performed for foreign counterintelli- 
gence purposes or to produce background checks for 
security clearances of Federal personnel or Federal 
contractor personnel; 

(9) the term "recipient agency” means any agency, or con- 
tractor thereof, receiving records contained in a system of 
records from a source agency for use in a matching program; 

(10) the term "non-Federal agency” means any State or local 
government, or agency thereof, which receives records con- 
tained in a system of records from a source agency for use in a 
matching program; 

(11) the term "source agency” means any agency which dis- 
closes records contained in a system of records to be used in a 
matching program, or any State or local government, or 
agency thereof, which discloses records to be used in a match- 
ing program; 

(12) the term “Federal benefit program” means any program 
administered or funded by the Federal Government, or by any 
agent of State on behalf of the Federal Government, providing 
cash or in-kind assistance in the form of payments, grants, 
loans, or loan guarantees to individuals; and 

(13) the term "Federal personnel” means officers and em- 
ployees of the government of the United States, members of 
the uniformed services (including members of the Reserve 
Components), individuals entitled to receive immediate or de- 
ferred retirement benefits under any retirement program of 
the Government of the United States (including survivor bene- 
fits). 

(b) Conditions of Disclosure. — No agency shall disclose any 
record which is contained in a system of records by any means of 
communication, to any person, or to another agency, except pursu- 
ant to a written request by, or with the prior written consent of, 
the individual to whom the record pertains, unless disclosure of the 
record would be — 

(1) to those officers and employees of the agency which main- 
tains the record who have a need for the record in the per- 
formance of their duties; 

(2) required under section 552 of this title; 

(3) for a routine use as defined in subsection (aXT) of this sec- 
tion and described under subsection (eX4XD) of this section; 

(4) to the Bureau of the Census for purposes of planning or 
carrying out a census or survey or related activity pursuant to 
the provisions of title 13; 

(5) to a recipient who has provided the agency with advance 
adequate written assurance that the record will be used solely 
as a statistical research or reporting record, and the record is 
to be transferred in a form that is not individually identifiable; 
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(6) to the National Archives and Records Administration as a 
record which has sufficient historical or other value to warrant 
its continued preservation by the United States Government, 
or for evaluation by the Archivist of the United States or the 
designee of the Archivist to determine whether the record has 
such value; 

(7) to another agency or to an instrumentality of any govern- 
mental jurisdiction within or under the control of the United 
States for a civil or criminal law enforcement activity if the ac- 
tivity is authorized by law, and if the head of the agency or 
instrumentality has made a written request to the agency 
which maintains the record specifying the particular portion 
desired and the law enforcement activity for which the record 
is sought; 

(8) to a person pursuant to a showing of compelling circum- 
stances affecting the health or spfety of an individual if upon 
such disclosure notification is transmitted to the last known 
address of such individual; 

(9) to either House of Congress, or, to the extent of matter 
within its jurisdiction, any committee or subcommittee thereof, 
any joint committee of Congress or subcommittee of any such 
joint committee; 

(10) to the Comptroller General, or any of his authorized rep- 
resentatives, in the course of the performance of the duties of 
the General Accounting Office; 

(11) pursuant to the order of a court of competent jurisdic- 
tion; and 

(12) to a consumer reporting agency in accordance with sec- 
tion 3711(f) of title 31. 

(c) Accounting of Certain Disclosures. — Each agency, with re- 
spect to each system of records under its control shall — 

(1) except for disclosures made under subsections (bXl) or 
(bX2) of this section, keep an accurate accounting of — 

(A) the date, nature, and purpose of each disclosure of a 
record to any person or to another agency made under 
subsection (b) of this section; and 

(B) the name and address of the person or agency to 
whom the disclosure is made; 

(2) retain the accounting made under paragraph (1) of this 
subsection for at least five years or the life of the record, 
whichever is longer, after the disclosure for which the account- 
ing is made; 

(3) except for disclosures made under subsection (bX7) of this 
section, make the accounting made under paragraph (1) of this 
subsection available to the individual named in the record at 
his request; and 

(4) inform any person or other agency about any correction 
or notation of dispute made by the agency in accordance with 
subsection (d) of this section of any record that has been dis- 
closed to the person or agency if an accounting of the disclo- 
sure was made. 

(d) Access to Records. — Each agency that maintains a system of 
records shall— 
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(1) upon request by any individual to gain access to his 
record or to any information pertaining to him which is con- 
tained in the system, permit him and upon his request, a 
person of his own choosing to accompany him, to review the 
record and have a copy made of all or any portion thereof in a 
form comprehensible to him, except that the agency may re- 
quire the individual to furnish a written statement authorizing 
discussion of that individual's record in the accompanying per- 
son’s presence; 

(2) permit the individual to request amendment of a record 
pertaining to him and— 

(A) not later than 10 days (excluding Saturdays, Sun- 
days, and legal public holidays) after the date of receipt of 
such request, acknowledge in writing such receipt; and 

(B) promptly, either — 

(i) make any correction of any portion thereof which 
the individual believes is not accurate, relevant, 
timely, or complete; or 

(ii) inform the individual of its refusal to amend the 
record in accordance with his request, the reason for 
the refusal, the procedures established by the agency 
for the individual to request a review of that refusal 
by the head of the agency or an officer designated by 
the head of the agency, and the name and business ad- 
dress of that official; 

(3) permit the individual who disagrees with the refusal of 
the agency to amend his record to request a review of such re- 
fusal, and not later than 30 days (excluding Saturdays, Sun- 
days, and legal public holidays) from the date on which the in- 
dividual requests such review, complete such review and make 
a final determination unless, for good cause shown, the head of 
the agency extends such 30-day period; and if, after his review, 
the reviewing official also refuses to amend the record in ac- 
cordance with the request, permit the individual to file with 
the agency a concise statement setting forth the reasons for his 
disagreement with the refusal of the agency, and notify the in- 
dividual of the provisions for judicial review of the reviewing 
official’s determination under subsection (gXlXA) of this sec- 
tion; 

(4) in any disclosure, containing information about which the 
individual has filed a statement of disagreement, occurring 
after the filing of the statement under paragraph (3) of this 
subsection, clearly note any portion of the record which is dis- 
puted and provide copies of the statement and, if the agency 
deems it appropriate, copies of a concise statement of the rea- 
sons of the agency for not making the amendments requested, 
to persons or other agencies to whom the disputed record has 
been disclosed; and 

(5) nothing in this section shall allow an individual access to 
any information compiled in reasonable anticipation of a civil 
action or proceeding. 

(e) Agency Requirements. — Each agency that maintains a 
system of records shall — 
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(1) maintain in its records only such information about an 
individual as is relevant and necessary to accomplish a purpose 
of the agency required to be accomplished by statute or by ex- 
ecutive order of the President; 

(2) collect information to the greatest extent practicable di- 
rectly from the subject individual when the information may 
result in adverse determinations about an individual’s rights, 
benefits, and privileges under Federal programs; 

(3) inform each individual whom it asks to supply informa- 
tion, on the form which it uses to collect the information or on 
a separate form that can be retained by the individual — 

(A) the authority (whether granted by statute, or by ex- 
ecutive order of the President) which authorises the solici- 
tation of the information and whether disclosure of such 
information is mandatory or voluntary; 

(B) the principal purpose or purposes for which the in- 
formation is intended to be used; 

(C) the routine uses which may be made of the informa- 
tion, as published pursuant to paragraph (4XD) of this sub- 
section; and 

(D) the effects on him, if any, of not providing all or any 
part of the requested information; 

(4) subject to the provisions of paragraph (11) of this subsec- 
tion, publish in the Federal Register upon establishment or re- 
vision a notice of the existence and character of the system of 
records, which notice shall include— 

(A) the name and location of the system; 

(B) the categories of individuals on whom records are 
maintained in the system; 

(C) the categories of records maintained in the system; 

(D) each routine use of the records contained in the 
system, including the categories of users and the purpose 
of such use; 

(E) the policies and practices of the agency regarding 
storage, retrievability, access controls, retention, and dis- 
posal of the records; 

(F) the title and business address of the agency official 
who is responsible for the system of records; 

(G) the agency procedures whereby an individual can be 
notified at his request if the system of records contains a 
record pertaining to him; 

(H) the agency procedures whereby an individual can be 
notified at his request how he can gain access to any 
record pertaining to him contained in the system of 
records, and how he can contest its content; and 

(I) the categories of sources of records in the system; 

(5) maintain all records which are used by the agency in 
making any determination about any individual with such ac- 
curacy, relevance, timeliness, and completeness as is reason- 
ably necessary to assure fairness to the individual in the deter- 
mination; 

(6) prior to disseminating any record about an individual to 
any person other than an agency, unless the dissemination is 
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made pursuant to subsection (bX2) of this section, make reason- 
able efforts to assure that such records are accurate, complete, 
timely, and relevant for agency purposes; 

(7) maintain no record describing how any individual exer- 
cises rights guaranteed by the First Amendment unless ex- 
pressly authorized by statute or by the individual about whom 
the record is maintained or unless pertinent to and within the 
scope of an authorized law enforcement activity; 

(8) make reasonable efforts to serve notice on an individual 
when any record on such individual is made available to any 
person under compulsory legal process when such process be- 
comes a matter of public record; 

(9) establish rules of conduct for persons involved in the 
design, development, operation, or maintenance of any system 
of records, or in maintaining any record, and instruct each 
such person with respect to such rules and the requirements of 
this section, including any other rules and procedures adopted 
pursuant to this section and the penalties for noncompliance; 

(10) establish appropriate administrative, technical, and 
physical safeguards to insure the security and confidentiality 
of records and to protect against any anticipated threats or 
hazards to their security or integrity which could result in sub- 
stantial harm, embarrassment, inconvenience, or unfairness to 
any individual on whom information is maintained; 

(11) at least 30 days prior to publication of information under 
paragraph (4XD) of this subsection, publish in the Federal Reg- 
ister notice of any new use or intended use of the information 
in the system, and provide an opportunity for interested per- 
sons to submit written data, views, or arguments to the 
agency; and 

(12) if such agency is a recipient agency or a source agency 
in a matching program with a non-Federal agency, with re- 
spect to any establishment or revision of a matching program, 
at least 30 days^prior to conducting such program, publish in 
the Federal Register notice of such establishment or revision. 

(f) Agency Rules. — In order to carry out the provisions of this 
section, each agency that maintains a system of records shall pro- 
mulgate rules, in accordance with the requirements (including gen- 
eral notice) of section 553 of this title, which shall — 

(1) establish procedures whereby an individual can be noti- 
fied in response to his request if any system of records named 
by the individual contains a record pertaining to him; 

(2) define reasonable times, places, and requirements for 
identifying an individual who requests his record or informa- 
tion pertaining to him before the agency shall make the record 
or information available to the individual; 

(3) establish procedures for the disclosure to an individual 
upon his request of his record or information pertaining to 
him, including special procedure, if deemed necessary, for the 
disclosure to an individual of medical records, including psy- 
chological records pertaining to him; 

(4) establish procedures for reviewing a request from an indi- 
vidual concerning the amendment of any record or information 
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pertaining to the individual, for making a determination on 
the request, for an appeal within the agency of an initial ad- 
verse agency determination, and for whatever additional 
means may be necessary for each individual to be able to exer- 
cise fully his rights under this section; and 

(5) establish fees to be charged, if any, to any individual for 
making copies of his record, excluding the cost of any search 
for and review of the record. 

The Office of the Federal Register shall biennially compile and 
publish the rules promulgated under this subsection and agency 
notices published under subsection (eX4) of this section in a form 
available to the public at low cost. 

(gXl) Civil remedies.— Whenever any agency— 

(A) makes a determination under subsection (dX3) of this sec- 
tion not to amend an individual’s record in accordance with his 
request, or fails to make such review in conformity with that 
subsection; 

(B) refuses to comply with an individual request under sub- 
section (dXD of this section; 

(C) fails to maintain any record concerning any individual 
with such accuracy, relevance, timeliness, and completeness as 
is necessary to assure fairness in any determination relating to 
the qualifications, character, rights, or opportunities of, or ben- 
efits to the individual that may be made on the basis of such 
record, and consequently a determination is made which is ad- 
verse to the individual; or 

(D) fails to comply with any other provision of this section, 
or any rule promulgated thereunder, in such a way as to have 
an adverse effect on an individual, 

the individual may bring a civil action against the agency, and the 
district courts of the United States shall have jurisdiction in the 
matters under the provisions of this subsection. 

(2XA) In any suit brought under the provisions of subsection 
(gXlXA) of this section, the court may order the agency to amend 
the individual’s record in accordance with his request or in such 
other way as the court may direct. In such a case the court shall 
determine the matter de novo. 

(B) The court may assess against the United States reasonable at- 
torney fees and other litigation costs reasonably incurred in any 
case under this paragraph in which the complainant has substan- 
tially prevailed. 

(3XA) In any suit brought under the provisions of subsection 
(gXlXB) of this section, the court may enjoin the agency from with- 
holding the records and order the production to the complainant of 
any agency records improperly withheld from him. In such a case 
the court shall determine the matter de novo, and may examine 
the contents of any agency records in camera to determine whether 
the records or any portion thereof may be withheld under any of 
the exemptions set forth in subsection Oc) of this section, and the 
burden is on the agency to sustain its action. 

(B) The court may assess against the United States reasonable at- 
torney fees and other litigation costs reasonably incurred in any 
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case under this paragraph in which the complainant has substan- 
tially prevailed. 

(4) In any suit brought under the provisions of subsection (gXlXC) 
or (D) of this section in which the court determines that the agency 
acted in a manner which was intentional or willful, the United 
States shall be liable to the individual in an amount equal to the 
sura of— 

(A) actual damages sustained by the individual as a result of 
the refusal or failure, but m no case shall a person entitled to 
recovery receive less than the sum of $1,000; and 
■ (B) the costs of the action together with reasonable attorney 
fees as determined by the court. 

(5) An action to enforce any liability created under this section 
may be brought in the district court of the United States in the dis- 
trict in which the complainant resides, or has his principal place of 
business, or in which the agency records are situated, or in the Dis- 
trict of Columbia, without regard to the amount in controversy, 
within two years from the date on which the cause of action arises, 
except that where an agency has materially and willfully misrepre- 
sented any information required under this section to be disclosed 
to an individual and the information so misrepresented is material 
to establishment of the liability of the agency to the individual 
under this section, the action may be brought at any time within 
two years after discovery by the individual of the misrepresenta- 
tion. Nothing in this section shall be construed to authorize any 
civil action by reason of any injury sustained as the result of a dis- 
closure of a record prior to September 27, 1975. 

(h) Rights of Legal Guardians. — For the purposes of this sec- 
tion, the parent of any minor, or the legal guardian of any individ- 
ual who has been declared to be incompetent due to physical or 
mental incapacity or age by a court of competent jurisdiction, may 
act on behalf of the individual. 

(iXl) Criminal Penalties.— A ny officer or employee of an agency, 
who by virtue of his employment or official position, has possession 
of, or access to, agency records which contain individually identifia- 
ble information the disclosure of which is prohibited by this section 
or by rules or regulations established thereunder, and who know- 
ing that disclosure of the specific material is so prohibited, willfully 
discloses the material in any manner to any person or agency not 
entitled to receive it, shall be guilty of a misdemeanor and fined 
not more than $5,000, 

(2) Any officer or employee of any agency who willfully main- 
tains a system of records without meeting the notice requirements 
of subsection (eX4) of this section shall be guilty of a misdemeanor 
and fined not more than $5,000. 

(3) Any person who knowingly and willfully requests or obtains 
any record concerning an individual from an agency under false 
pretenses shall be guilty of a misdemeanor and fined not more 
than $5,000. 

(j) General Exemptions.— T he head of any agency may promul- 
gate rules, in accordance with the requirements (including general 
notice) of sections 553(b) (1), (2), and (3), (c), and (e) of this title, to 
exempt any system of records within the agency from any part of 
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this section except subsections (b), (c) (1) and (2), (eX4) (A) through 
(F), (e) (6), (7), (9), (10), and (11), and (i) if the system of records is — 

(1) maintained by the Central Intelligence Agency; or 

(2) maintained by an agency or component thereof which 
performs as its principal function any activity pertaining to 
the enforcement of criminal laws, including police efforts to 
prevent, control, or reduce crime or to apprehend criminals, 
and the activities of prosecutors, courts, correctional, proba- 
tion, pardon, or parole authorities, and which consists of (A) in- 
formation compiled for the purpose of identifying individual 
criminal offenders and alleged offenders and consisting only of 
identifying data and notations of arrests, the nature and dispo- 
sition of criminal charges, sentencing, confinement, release, 
and parole and probation status; (B) information compiled for 
the purpose of a criminal investigation, including reports of in- 
formants and investigators, and associated with an identifiable 
individual; or (C) reports identifiable to an individual compiled 
at any stage of the process of enforcement of the criminal laws 
from arrest or indictment through release from supervision. 

At the time rules are adopted under this subsection, the agency 
shall include in the statement required under section 553(c) of this 
title, the reasons why the system of records is to be exempted from 
a provision of this section. 

(k) Specific Exemptions. — The head of any agency may promul- 
gate rules, in accordance with the requirements (including general 
notice) of sections 553(b) (1), (2), and (3), (c), and (e) of this title, to 
exempt any system of records within the agency from subsections 
(cX3), (d), (eXl), (eX4) (G), (H), and (I) and (0 of this section if the 
system of records is — 

(1) subject to the provisions of section 552(bXl) of this title; 

(2) investigatory material compiled for law enforcement pur- 
poses, other than material within the scope of subsection 0X2) 
of this section: Provided, however. That if any individual is 
denied any right, privilege, or benefit that he would otherwise 
be entitled by Federal law, or for which he would otherwise be 
eligible, as a result of the maintenance of such material, such 
material shall be provided to such individual, except to the 
extent that the disclosure of such material would reveal the 
identity of a source who furnished information to the Govern- 
ment under an express promise that the identity of the source 
would be held in confidence, or, prior to the effective date of 
this section, under an implied promise that the identity of the 
source would be held in confidence; 

(3) maintained in connection with providing protective serv- 
ices to the President of the United States or other individuals 
pursuant to section 3056 of title 18; 

(4) required by statute to be maintained and used solely as 
statistical records; 

(5) investigatory material compiled solely for the purpose of 
determining suitability, eligibility, or qualifications for Federal 
civilian employment, military service, Federal contracts, or 
access to classified information, but only to the extent that the 
disclosure of such material would reveal the identity of a 
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source who furnished information to the Government under an 
express promise that the identity of the source would be held 
in confidence, or, prior to the effective date of this section, 
under an implied promise that the identity of the source would 
be held in confidence; 

(6) testing or examination material used solely to determine 
individual qualifications for appointment or promotion in the 
Federal service the disclosure of which would compromise the 
objectivity or fairness of the testing or examination process; or 

(7) evaluation material used to determine potential for pro- 
motion in the armed services, but only to the extent that the 
disclosure of such material would reveal the identity of a 
source who furnished information to the Government under an 
express promise that the identity of the source would be held 
in confidence, or, prior to the effective date of this section, 
under an implied promise that the identity of the source would 
be held in confidence. 

At the time rules are adopted under this subsection, the agency 
shall include in the statement required under section 553(c) of this 
title, the reasons why the system of records is to be exempted from 
a provision of this section. 

(1XD Archival Records. — Each agency record which is accepted 
by the Archivist of the United States for storage, processing, and 
servicing in accordance with section 3103 of title 44 shall, for the 
purposes of this sefction, be considered to be maintained by the 
agency which deposited the record and shall be subject to the provi- 
sions of this section. The Archivist of the United States shall not 
disclose the record except to the agency which maintains the 
record, or under rules established by that agency which are not in- 
consistent with the provisions of this section. 

(2) Each agency record pertaining to an identifiable individual 
which was transferred to the National Archives of the United 
States as a record which has sufficient historical or other value to 
warrant its continued preservation by the United States Govern- 
ment, prior to the effective date of this section, shall, for the pur- 
poses of this section 1 , be considered to be maintained by the Nation- 
al Archives and shall not be subject to the provisions of this sec- 
tion, except that a statement generally describing such records 

(modeled after the requirements relating to records subject to sub- 
sections (eX4) (A) through (G) of this section) shall be published in 
the Federal Register. 

(3) Each agency record pertaining to an identifiable individual 
which is transferred to the National Archives of the United States 
as a record which has sufficient historical or other value to war- 
rant its continued preservation by the United States Government, 
on or after the effective date of this section, shall, for the purposes 
of this section, be considered to be maintained by the National Ar- 
chives and shall be exempt from the requirements of this section 
except subsections (eX4) (A) through (G) and (eX9) of this section. 

(m) Government CoNTRACTORS.—kl) When an agency provides by 
a contract for the operation by or on behalf of the agency of a 
system of records to accomplish an agency function, the agency 
shall, consistent with its authority, cause the requirements of this 
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section to be applied to such system. For purposes of subsection (i) 
of this section any such contractor and any employee of such con- 
tractor, if such contract is agreed to on or after the effective date of 
this section, shall be considered to be an employee of an agency. 

(2) A consumer reporting agency to which a record is disclosed 
under section 3711(f) of title 31 shall not be considered a contractor 
for the purposes of this section. 

(n) Mailing Lists. — An individual’s name and address may not 
be sold or rented by an agency unless such action is specifically au- 
thorized by law. This provision shall not be construed to require 
the withholding of names and addresses otherwise permitted to be 
made public. 

(o) Matching Agreements. — (1) No record which is contained in 
a system of records may be disclosed to a recipient agency or non- 
Federal agency for use in a computer matching program except 
pursuant to a written agreement between the source agency and 
the recipient agency or non-Federal agency specifying— 

(A) the purpose and legal authority for conducting the pro- 
gram; 

(B) the justification for the program and the anticipated re- 
sults, including a specific estimate of any savings; 

(C) a description of the records that will be matched, includ- 
ing each data element that will be used, the approximate 
number of records that will be matched, and the projected 
starting and completion dates of the matching program; 

(D) procedures for providing individualized notice at the time 
of application, and notice periodically thereafter as directed by 
the Data Integrity Board of such agency (subject to guidance 
provided by the director of the Office of Management and 
Budget pursuant to subsection (v», to — 

(i) applicants for and recipients of financial assistance or 
payments under Federal benefit programs, and 

(ii) applicants for and holders of positions as Federal per- 
sonnel, 

that any information provided by such applicants, recipients, 
holders, and individuals may be subject to verification through 
matching progams; 

(E) procedures for verifying information produced in such 
matching program as required by subsection (p); 

(F) procedures for the retention and timely destruction of 
identifiable records created by a recipient agency or non-Feder- 
al agency in such matching program; 

(G) procedures for ensuring the administrative, technical, 
and physical security of the records matched and the results of 
such programs; 

(H) prohibitions on duplication and redisclosure of records 
provided by the source agency within or outside the recipient 
agency or the non-Federal agency, except where required by 
law or essential to the conduct of the matching program; 

(I) procedures governing the use by a recipient agency or 
non-Federal agency of records provided in a matching program 
by a source agency, including procedures governing return of 
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the records to the source agency or destruction of records used 
in such program; 

(J) information on assessments that have been made on the 
accuracy of the records that will be used in such matching pro- 
gram; and 

(K) that the Comptroller General may have access to all 
records of a recipient agency or a non-Federal agency that the 
Comptroller General deems necessary in order to monitor or 
verify compliance with the agreement. 

(2XA) A copy of each agreement entered into pursuant to para- 
graph (1) shall — 

(i) be transmitted to the Commmittee on Governmental Af- 
fairs of the Senate and the Committee on Government Oper- 
ations of the House of Representatives; and 

(ii) be available upon request to the public. 

(B) No such agreement shall be effective until 30 days after the 
date on which such a copy is transmitted pursuant to subpara- 
graph (AXi). 

(C) Such an agreement shall remain in effect only for such 
period, not to exceed 18 months, as the Data Integrity Board of the 
agency determines is appropriate in light of the purposes, and 
length of time necessary for the conduct, of the matching program. 

(D) Within 3 months prior to the expiration of such an agree- 
ment pursuant to subparagraph (C), the Data Integrity Board of 
the agency may, without additional review, renew the matching 
agreement for a current, ongoing matching program for not more 
than one additional, year if— 

(i) such program will be conducted without any change; and 

(ii) each party to the agreement certifies to the Board in 
writing that the program has been conducted in compliance 
with the agreement. 

(p) Verification and Opportunity to Contest Findings. — (1) 
In order to protect any individual whose records are used in match- 
ing programs, no recipient agency, non-Federal agency, or source 
agency may suspend, terminate, reduce, or make a final denial of 
any financial assistance or payment under a Federal benefit pro- 
gram to such individual, or take other adverse action against such 
individual as a res.ult of information produced by such matching 
programs, until an officer or employee of such agency has inde- 
pendently verified such information. Such independent verification 
may be satisfied by verification in accordance with (A) the require- 
ments of paragraph (2); and (B) any additional requirements gov- 
erning verification under such Federal benefit program. 

(2) Independent verification referred to in paragraph (1) requires 
independent investigation and confirmation of any information 
used as a basis for an adverse action against an individual includ- 
ing, where applicable — 

(A) the amount of the asset or income involved, 

(B) whether such individual actually has or had access to 
such asset or income for such individual’s own use, and 

(C) the period or periods when the individual actually had 
such asset or income, 
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(3) No recipient agency, non-Federal agency, or source agency 
may suspend, terminate, reduce, or make a Final denial of any fi- 
nancial assistance or payment under a Federal benefit program to 
any individual described in paragraph (1), or take other adverse 
action against such individual as a result of information produced 
by a matching program, (A) unless such individual has received 
notice from such agency containing a statement of its Findings and 
informing the individual of the opportunity to contest such find* 
ings, and (B) until the subsequent expiration of any notice period 
provided by the program’s law or regulations, or 30 days, whichev- 
er is later. Such opportunity to contest may be satisfied by notice, 
hearing, and appeal rights governing such Federal benefit pro- 
gram. The exercise of any such rights shall not affect any rights 
available under this section. 

(4) Notwithstanding paragraph (3), an agency may take any ap- 
propriate action otherwise prohibited by such paragraph if the 
agency determines that the public health or public safety may be 
adversely affected or significantly threatened during the notice 
period required by such paragraph. 

(q) Sanctions.-— (1) Notwithstanding any other provision of law, 
no source agency may disclose any record which is contained in a 
system of records to a recipient agency or non-Federal agency for a 
matching program if such source agency has reason to believe that 
the requirements of subsection (p), or any matching agreement en- 
tered into pursuant to subsection (o), or both, are not being met by 
such recipient agency. 

(2) No source agency may renew a, matching agreement unless— 

(A) the recipient agency or non-Federal agency has certified 
that it has complied with the provisions of that agreement; and 

(B) the source agency has no reason to believe that the certi- 
fication is inaccurate. 

(r) Report on New Systems and Matching Programs. — Each 
agency that proposes to establish or make a significant change in a 
system of records or a matching program shall provide adequate 
advance notice of any such proposal (in duplicate) to the Commit- 
tee on Government Operations of the House of Representatives, the 
Committee on Governmental Affairs of the Senate, and the Office 
of Management and Budget in order to permit an evaluation of the 
probable or potential effect cf such proposal on the privacy or other 
rights of individuals. 

(s) Biennial Report.— The President shall biennially submit to 
the Speaker of the House of Representatives and the President pro 
tempore of the Senate a report— 

(1) describing the actions of the Director of the Office of 
Management and Budget pursuant to section 6 of the Privacy 
Act of 1974 during the preceding 2 years; 

(2) describing the exercise of individual rights of access and 
amendment under this section during such years; 

(3) identifying changes in or additions to systems of records; 

(4) containing such other information concerning administra- 
tion of this section as may be necessary or useful to the Con- 
gress in reviewing the effectiveness of this section in carrying 
out the purposes of the Privacy Act of 1974. 
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(tXl) Effect of Other Laws.— No agency shall rely on any ex- 
emption contained in section 552 of this title to withhold from an 
individual any record which is otherwise accessible to such individ- 
ual under the provisions of this section. 

(2) No agency shall rely on any exemption in this section to with- 
hold from an individual any record which is otherwise accessible to 
such individual under the provisions of section 552 of this title. 

(u) Data Integrity Boards. — (1) Every agency conducting or par- 
ticipating in a matching program shali establish a Data Integrity 
Board to oversee and coordinate among the various components of 
such agency the agency’s implementation of this section. 

(2) Each Data Integrity Board shall consist of senior officials des- 
ignated by the head of the agency, and shall include any senior of- 
ficial designated by the head of the agency as responsible for imple- 
mentation of this section, and the inspector general of the agency, 
if any. The inspector general shall not serve as chairman of the 
Data Integrity Board. 

(3) Each Data Integrity Board — 

(A) shall review, approve, and maintain all written agree- 
ments for receipt or disclosure of agency records for matching 
programs to ensure compliance with subsection (o), and all rel- 
evant statutes, regulations, and guidelines; 

(B) shall review all matching programs in which the agency 
has participated during the year, either as a source agency or 
recipient agency, determine compliance with applicable laws, 
regulations, guidelines, and agency agreements, and assess the 
costs and benefits of such programs; 

(C) shall review all recurring matching programs in which 
the agency has participated during the year, either as a source 
agency or recipient agency, for continued justification for such 
disclosures; 

(D) shall compile an annual report, which shall be submitted 
to the head of the agency and the Office of Management and 
Budget and made available to the public on request, describing 
the matching activities of the agency including — 

(i) matching programs in which the agency has partici- 
pated as a source agency or recipient agency; 

(ii) matching agreements proposed under subsection (o) 
that were disapproved by the Board; 

(iii) any changes in membership or structure of the 
Board in the preceding year; 

(iv) the reasons for any waiver of the requirement in 
paragraph (4) of this section for completion and submission 
of a cost-benefit analysis prior to the approval of a match- 
ing program; 

(v) any violations of matching agreements that have 
been alleged or identified and any corrective action taken; 
and 

(vi) any other information required by the Director of 
the Office of Management and Budget to be included in 
such report; 
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(E) shall serve as a clearinghouse for receiving and providing 
information on the accuracy, completeness, and reliability of 
records used in matching programs; 

(F) shall provide interpretation and guidance to agency com- 
ponents and personnel on the requirements of this section for 
matching programs; 

(G) shall review agency recordkeeping and disposal policies 
and practices for matching programs to assure compliance 
with this section; and 

(H) may review and report on any agency matching activities 
that are not matching programs. 

(4XA) Except as provided in subparagraphs (B) and (C), a Data In- 
tegrity Board shall not approve any written agreement for a 
matching program unless the agency has completed and submitted 
to such Board a cost-benefit analysis of the proposed program and 
such analysis demonstrates that the program is likely to be cost ef- 
fective. 

(B) The Board may waive the requirements of subparagraph (A) 
of this paragraph if it determines in writing, in accordance with 
guidelines prescribed by the Director of the Office of Management 
and Budget, that a cost-benefit analysis is not required. 

(C) A cost-benefit analysis shall not be required under subpara- 
graph (A) prior to the initial approval of a written agreement for a 
matching program that is specifically required by statute. Any sub- 
sequent written agreement for such a program shall not be ap- 
proved by the Data Integrity Board unless the agency has submit- 
ted a cost-benefit analysis of the program as conducted under the 
preceding approval of such agreement. 

(5XA) If a matching agreement is disapproved by a Data Integrity 
Board, any party to such agreement may appeal the disapproval to 
the Director of the Office of Management and Budget. Timely 
notice of the filing of such an appeal shall be provided by the Di- 
rector of the Office of Management and Budget to the Committee 
on Governmental Affairs of the Senate and the Committee on Gov- 
ernment Operations of the House of Representatives. 

(B) The Director of the Office of Management and Budget may 
approve a matching agreement notwithstanding the disapproval of 
a Data Integrity Board if the Director determines that — 

(i) the matching program will be consistent with all applica- 
ble legal, regulatory, and policy requirements; 

(ii) there is adequate evidence that the matching agreement 
will be cost-effective; and 

(iii) the matching program is in the public interest. 

(C) The decision of the Director to approve a matching agreement 
shall not take effect until 30 days after it is reported to committees 
described in subparagraph (A). 

(D) If the Data Integrity Board and the Director of the Office of 
Management and Budget disapprove a matching program proposed 
by the inspector general of an agency, the inspector general may 
report the disapproval to the head of the agency and to the Con- 
gress. 

(6) The Director of the Office of Management and Budget shall, 
annually during the first 3 years after the date of enactment of 
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this subsection and biennially thereafter, consolidate in a report to 
the Congress the information contained in the reports from the 
various Data Integrity Boards under paragraph (3XD)- Such report 
shall include detailed information about costs and benefits of 
matching programs that are conducted during the period: covered 
by such consolidated report, and shall identify each waiver granted 
by a Data Integrity Board of the requirement for completion and 
submission of a cost-benefit analysis and the reasons for granting 
the waiver, 

(7) In the reports required by paragraphs (3XD) and (6), agency 
matching activities that are not matching programs may be report- 
ed on an aggregate basis, if and to the extent necessary to protect 
ongoing law enforcement or counterintelligence investigations. 

(v) Office of Management and Budget Responsibilities.— T he 
Director of the Office of Management and Budget shall — 

(1) -develop and, after notice and opportunity for public com- 
ment; prescribe guidelines and regulations for the use of agen- 
cies in implementing the provisions of this section; and 

(2) provide continuing assistance to and oversight of the im- 
plementation of this section by agencies. 

(Added Pub. L. 93-579, § 3, Dec. 31, 1974, 88 Stat. 1897, and amend- 
ed Pub. L. 94-183, § 2(2), Dec. 31, 1975, 89 Stat. 1057; Pub. L. 97- 
365, § 2, Oct. 25, 1982, 96 Stat. 1749; Pub. L. 97-375, title II, § 201(a), 
(b), Dec. 21, 1982, 96 Stat. 1821; Pub. L. 97-452, § 2(aXl), Jan. 12, 
1983, 96 Stat. 2478; Pub. L. 98-477, Oct. 15, 1984, 98 Stat. 2211; Pub. 
L. 98-497, Oct. 19, 1984, 98 Stat. 2292; Pub. L. 100-503, Oct. 18, 
1988, 102 Stat. 2507.) 
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CLOSURE OF MATERIAL OR IN- 
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Subpart A— Procedures for Disclosure of 
Records Under the Freedom of Infor- 
mation Acl 
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sponses. 
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Federal and State Proceedings 

16.21 Purpose and scope. 

16.22 General prohibition of production or 
disclosure in Federal and State proceed- 
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party. 

16.23 General disclosure authority in Fed- 
eral and State proceedings in which the 
United States is a party. 

16.24 Procedure in the event of a demand 
where disclosure is not otherwise author- 
ized. 

16.25 Final action by the Deputy or Associ- 
ate Attorney General. 

16.26 Considerations in determining wheth- 
er production or disclosure should be 
made pursuant to a demand. 

16.27 Procedure in the event a department 
decision concerning a demand Is not 
made prior to the time a response to the 
demand is required. 

16.28 Procedure in the event of an adverse 
ruling. 

16.29 Delegation by Assistant Attorneys 
General. 

Appendix to Subpart B— Redf.legation of 
Authority to the Deputy Assistant at- 
torney General for Litigation, anti- 
trust Division, To authorize Produc- 
tion or Disclosure of Material or In- 
formation 

Subpart C— Production of FBI Identification 
Records In Response 1o Written Re- 
quests by Subjects Thereof 

16.30 Purpose and scope. 

16.31 Definition of identification record. 

16.32 Procedure to obtain an identification 
record. 

16.33 Fee for production of identification 
record. 

16.34 Procedure to obtain change, correc- 
tion or updating of identification 
records. 

Subpart D— Protection of Privacy and Ac- 
cess fo Individual Records Under the 
Privacy Act of 1974 

16.40 General provisions. 

16.41 Requests for access to records. 

16.42 Responses by components to requests 
for access to records. 

16.43 Form and content of component re- 
sponses. 

16.44 Classified information. 
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16.46 Access to records. 

16.47 Fees for access to records. 

16.48 Appeals from denials of access. 

16.49 Preservation of records. 

16.50 Requests for correction of records. 

16.51 Records not subject to correction. 
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16.52 Requests for accounting of record dis- 
closures. 

16.53 Notice of subpoenas and emergency 
disclosures. 

16.54 Security of systems of records. 

16.55 Contracting record systems. 

16.56 Use and collection of social security 
numbers. 

16.57 Employee standards of conduct. 

16.58 Other rights and services. 

Appendix A to Subpart D— Delegation of 

AUTHORITY 

Appendix B to Subpart D— Delegation of 
Authority 

Subpart E— Exemption of Records Systems 
Under the Privacy Act 

16.70 Exemption of the Office of the Attor- 
ney General System — limited access. 

16.71 Exemption of the Office of the Deputy 
Attorney General System — limited ac- 
cess. 

16.72 Exemption of Office of the Associate 
Attorney General System— limiied ac- 
cess. 

16.73 Exemption of Office of Legal Policy 
System— limited access. 

16.74 Exemption of Office of Intelligence 
Policy and Review Systems — limited ac- 
cess. 

16.75 Exemption of the Office of the Inspec- 
tor General Systema'Limited Access. 

16.76 Exemption of Justice Management Di- 
vision. 

16.77 Exemption of U.S. Trustee Program 
System— limited access. 

16.78 Exemption of the Special Counsel for 
Immigration-Related, Unfair Employ- 
ment Practices Systems. 

16.79 Exemption of Pardon Attorney Sys- 
tems. 

16.80 Exemption of Office of Professional 
Responsibility System— limited access. 

16.81 Exemption of United States Attorneys 
Systems — limited access. 

16.82 Exemption of the National Drug Intel- 
ligence Center Data Base— limited ac- 
cess. 

16.83 Exemption of the Executive Office for 
Immigration Review System — limited ac- 
cess. 

16.84 Exemption of Immigration Appeals 

System. 

16.85 Exemption of U.S. Parole Commis- 
sion— limited access. 

16.38 Exemption of Antitrust Division Sys- 
tems— limited access. 

16.89 Exemption of Civil Division Systems— 
limited access. 

16.90 Exemption of Civil Rights Division 
Systems. 

16.91 Exemption of Criminal Division Sys- 
tems — limited access, as indicated. 

16.92 Exemption of Land and Natural Re- 
sources Division System -limited access, 
as indicated. 


16.93 Exemption of Tax Division Systen 
limited access. 

16.96 Exemption of Federal Bureau of Inves- 
tigation Systems— limited access. 

16.97 Exemption- of Bureau of Prisons Sys- 
tems— limited access. 

16.98 Exemption of the Drug Enforcement 
Administration (DEA) — limited access. 

16.99 Exemption of Immigration and Natu- 
ralization Service System— limited ac- 
cess. 

16.100 Exemption of Office of Justice Pro- 
grams — limited access. 

16.101 Exemption of U.S. Marshals Service 
Systems — limited access, as indicated, 

16.102 Exemption of Drug Enforcement Ad- 
ministration and Immigration and Natu- 
ralization Service Joint System of 
Records. 

16.103 Exemption of the INTERPOL — United 
States National Central Bureau 
GNTERPOL-U SNCB ) System. 

Subpart F— Public Observation of Parole 
Commission Meetings 

16.200 Definitions. 

16.201 Voting by the Commissioners without 
joint deliberation. 

16.202 Open meetings. 

16.203 Closed meetings— Formal procedure. 

16.204 Public notice. 

16.205 Closed meetings— Informal pr 

dures. 

16.206 Transcripts, minutes, and miscellane- 
ous documents concerning Commission 
meetings. 

16.207 Public access to nonexempt tran- 
scripts and minutes of closed Commis- 
sion meetings — Documents used at meet- 
ings— Record retention, 

16.208 Annual report. 

Appendix I to Part 16 — Components of the 
Department of Justice 

Authority: 5 U.S.C. 301, 552, 552a, 552b(g), 
553; 18 U.S.C. 4203(a)(lV, 28 U.S.C. 509. 510, 534; 
31 U.S.C. 3717. 9701. 

Subpart A— Procedures for Disclo- 
sure of Records Under the 
Freedom of information Act 

SOURCE: Order No. 1055-84, 49 FR 12254. Mar. 
29, 1984, unless otherwise noted. 

§16.1 Genera! provisions. 

(a! This subpart contains the regula- 
tions of the Department of Justice im- 
plementing the Freedom of Informa- 
tion Act C'FOIA"). 5 U.S.C. 552. All re- 
quests for records that are not r 
essed under subparts C or D of this 
shall be processed under this subpart. 
Information customarily furnished to 
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the public in the regular course of the 
performance of official duties may con- 
tinue to be furnished to the public 
without complying with this subpart, 
provided that the furnishing of such in- 
formation would not violate the Pri- 
vacy Act of 1974. 5 U.S.C. 552a, and 
would not be inconsistent with sub- 
parts C, D, or E of this part. To the ex- 
tent permitted by other laws, the De- 
partment will also consider making 
available records which it is permitted 
to withhold under the POIA if it deter- 
mines that such disclosure could be in 
the public interest. 

(b) As used in this subpart, the fol- 
lowing terms shall have the following 
meanings: 

(1) Appeal means the appeal by a re- 
quester of an adverse determination of 
his request, as described in 5 U S C 

552(a)<6XAXii). 

(2) Agency has the meaning given in 5 
U.S.C. 551(1) and 5 U.S.C. 552(e). 

(3) Component means each separate 
bureau, office, board, division, commis- 
sion, service, or administration of the 
Department of Justice. 

(4) Request means any request for 
records made pursuant to 5 U S C 
552(a)(3). 

(5) Requester means any person who 
makes a request to a component. 

(6) Business information means trade 
secrets or other commercial or finan- 
cial information. 

(7) Business submitter means any com- 
mercial entity which provides business 
information to the Department of Jus- 
tice and which has a proprietary inter- 
est in the information. 

(c) The Assistant Attorney General, 
Office of Legal Policy, shall be respon- 
sible to the Attorney General for all 
matters pertaining to the administra- 
tion of this subpart within the Depart- 
ment of Justice. The Assistant Attor- 
ney General, Office of Legal Policy, 
may take or direct such actions, di- 
rectly or through the Office of Informa- 
tion and Privacy within the Office of 
Legal Policy, to carry out this respon- 
sibility as he deems necessary. 

(d) Components of the Department of 
Justice shall comply with the time 
limits set forth in the FOIA for re- 
sponding to and processing requests 
and appeals, unless there are excep- 
tional circumstances within the mean- 
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ing of 5 U.S.C. 552(a)(6)(C). A compo- 
nent. shall notify a requester whenever 
the component is unable to respond to 
or process the request or appeal within 
the time limits established by the 
FOIA. Components shall respond to and 
process requests and appeals in their 
approximate order of receipt, to the ex- 
tent consistent with sound administra- 
tive practice. 

S 16.2 Public reference facilities. 

(а) The Department of Justice shall 
maintain public reading rooms or areas 
at the locations listed below. 

(1) United States Attorneys and Unit- 
ed States Marshals — at the principal 
offices of the United States Attorneys 
listed in the United States Government 
Manual: 

(2) Federal Bureau of Investigation— 
at the J. Edgar Hoover Building, 9th 
Street and Pennsylvania Avenue NW„ 
Washington. DC; 

(3) Immigration and Naturalization 
Service— at the Central Office, 425 I 
Street NW„ Washington, DC, and at 
each District Office in the United 
States listed in the United States Gov- 
ernment Manual; 

(4) Drug Enforcement Administra- 
tion— in Room 1207, 1405 I Street NW„ 
Washington, DC; 

(5) Civil Rights Division— in Room 
948, 320 First Street, NW., Washington 
DC; 

(б) Community Relations Service— in 
Suite 330, 5550 Friendship Boulevard, 
Chevy Chase, Maryland; 

(7) Office of the Pardon Attorney — in 
Suite 490, 5550 Friendship Boulevard, 
Chevy Chase, Maryland; 

(8) United States Parole Commis- 
sion— on the Fourth Floor, 5550 Friend- 
ship Boulevard, Chevy Chase, Mary- 
land; 

(9) Office of Justice Programs— in 
Room 1268 B, 633 Indiana Avenue, NW., 
Washington, DC; 

(10) Foreign Claims Settlement Com- 
mission— in Room 400, 1120 20th Street, 
NW,, Washington, DC; 

(11) Executive Office For Immigra- 
tion Review (Board of Immigration Ap- 
peals)— in Suite 1609, 5203 Leesburg 
Pike, Falls Church, Virginia; 

(12) INTERPOL— in Room 907, 806 
15t.h Street. NW., Washington, DC; 
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(13) All other components of the De- 
partment of Justice— at the Depart- 
ment of Justice, 10th Street and Con- 
stitution Avenue, NW., Washington, 
DC. 

The public reference facilities of all 
components shall contain the mate- 
rials relating to those components 
which are required, by 5 U.S.C. 552(a)(2) 
to be made available for public inspec- 
tion and copying. 

(b) Each component shall maintain, 
make available for public inspection 
and copying, and publish each quarter 
a current index of the materials avail- 
able at its public reading room or area 
which are required to be indexed under 
5 U.S.C. 552(a)(2). However, if a compo- 
nent determines by order published in 
the Federal Register that publica- 
tion of such an index would be unneces- 
sary or impracticable, then it shall not 
be required to publish the index. 

(c) Each component is responsible for 
determining which materials it gen- 
erates or maintains are required to be 
indexed under 5 U.S.C. 552(a)(2). The 
Justice Management Division shall en- 
sure that a current index of all mate- 
rials required to be indexed under 5 
U.S.C 552(a)(2) is published in the Fed- 
eral Register, except to the extent 
that such publication is considered un- 
necessary or impracticable and an 
order to that effect is published in the 
Federal Register. 

(Order No. 1055-54, 49 FR 12254, Mar. 29. 1984, 
as amended by Order No. 1286-88, 53 FR 27161, 
July 19. 1988] 

§ 16.3 Requirements pertaining to re- 
quests. 

(a) How made and addressed. A re- 
quester may make a request under this 
subpart for a record of the Department 
of Justice by writing to the component 
that maintains the record. A request 
should be sent to the component at its 
proper address and both the envelope 
and the request itself should be clearly 
marked: “Freedom of Information Act 
Request.” (appendix I to this part lists 
the components of the Department and 
their addresses. The functions of each 
component are summarized in part 0 of 
this title and in the description of the 
Department and its components in the 
United States Government Manual, 
which is issued annually and is avail- 


able from the Superintendent of Doc 
ments.) A requester in need of guidance 
in defining a request or determining 
the proper component to which he 
should send his request may write to 
the FOIA/PA Section, Justice Manage- 
ment Division, United States Depart- 
ment of Justice, 10th Street and Con- 
stitution Avenue NW., Washington, DC 
20530. Requests for certain historical 
records of the Department maintained 
in National Archives and Records Serv- 
ice centers must be directed to the 
General Services Administration in ac- 
cordance with its regulations. 

(b) Request must reasonably describe 
the records sought. A request must de- 
scribe the records sought in sufficient 
detail to enable Department personnel 
to locate the records with a reasonable 
amount of effort. A request for a spe- 
cific category of records shall be re- 
garded as fulfilling this requirement if 
it enables responsive records to be 
identified by a technique or process 
that is not unreasonably burdensome 
or disruptive of Department oper- 
ations. Wherever possible, a reqn 
should include specific informa 
about each record sought, such as 
date, title or name, author, recipient, 
and subject matter of the record. In ad- 
dition. if the request seeks records per- 
taining to pending litigation, the re- 
quest should indicate the title of the 
case, the court in which the case was 
filed, and the nature of the case. To the 
extent possible, requesters are encour- 
aged also to include in their requests 
the file designations of the records 
they seek. If a component determines 
that a request does not reasonably de- 
scribe the records sought, the compo- 
nent shall either advise the requester 
what additional information is needed 
or otherwise state why the request is 
unsufficient. The component also shall 
extend to the requester an opportunity 
to confer with Department personnel 
with the objective of reformulating the 
request in a manner which will meet 
the requirements of this section. 

(c) Agreement to pay fees. The filing of 
a request under this subpart shall be 
deemed to constitute an agreement by 
the requester to pay all applicab 1 '"es 
charged under § 16.10 of this subp p 
to $25, unless a waiver of fees is so..„nt. 
The component responsible for re- 
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s ponding to the request shall confirm 
this agreement in its letter of acknowl- 
edgement to the requester. When filing 
a request, a requester may specify a 
willingness to pay a greater amount, if 
applicable. 

$ 16.4 Responses by components to re- 
quests. 

(a) In general. Except as otherwise 
provided in this section, the component 
that: (1) First receives a request for a 
record; and (2) has possession of the re- 
quested record is the component ordi- 
narily responsible for responding to the 
request. 

(b) Authority to grant or deny reguests. 
The head of a component, or his des- 
ignee, is authorized to grant or deny 
any request for a record of that compo- 
nent. 

(c) Initial action by the receiving com- 
ponent. When a component receives a 
request for a record in its possession, 
the component shall promptly deter- 
mine whether another component, or 
another agency of the Government, is 
better able to determine: (1) Whether 
the record is exempt, to any extent, 
from mandatory disclosure under the 
FOIA; and (2) whether the record, if ex- 
empt to any extent from mandatory 
disclosure under the FOIA, should 
nonetheless be released to the re- 
quester as a matter of discretion. If the 
receiving component determines that 
it is the component or agency best able 
to determine whether or not to disclose 
the record in response to the request, 
then the receiving component shall re- 
spond to the request. If the receiving 
component determines that it is not 
the component or agency best able to 
determine whether or not to disclose 
the record in response to the request, 
the receiving component shall either: 

(i) Respond to the request, after con- 
sulting with the component or other 
agency best able to determine whether 
or not to disclose the record and with 
any other component or agency having 
a substantial interest in the requested 
record or the information contained 
therein; or 

(ii) Refer the responsibility for re- 
sponding to the request to the compo- 
nent best able to determine whether or 
not to disclose the record, or to an- 
other agency that generated or origi- 


nated the record, but only if 
component or agency is sub. 
provisions of the FOIA. 

Under ordinary circumsta 
component or agency that gc 
originated a requested recoi 
presumed to be the compone: 
cy best able to determine \ 
not to disclose the record i 
to the request. However, j 
this section shall prohibit a ■ 
that generated or origina 
quested record from referri 
sponsibility for responding 
quest to another compone 
component that generated 
nated the requested record > 
that the other component ha 
interest in the requested re< 
information contained there; 

(d) Law enforcement i 
Whenever a request is m 
record containing informal 
relates to an investigation o 
violation of criminal law or 
nal law enforcement proce 
which was generated or ori 
another component or agen 
ceivjng component shall re 
sponsibility for responding 
quest to that other compone 
cy; however, such referral s! 
only to the information ge 
originated by that other cor 
agency. 

(e) Classified information. 1 
request is made for a record 
information which has been 
or which may be eligible for 
tion, by another component 
under the provisions of 
Order 12356 or any other 
order concerning the class: 
records, the receiving comp 
refer the responsibility for 
to the request to the con 
agency that classified the i 
or should consider the infoi 
classification. Whenever a j 
tains information that has t 
tively classified by a com 
cause it contains informat-io 
by another component or <■ 
component shall refer the i 
ity for responding to the req 
component or agency thal 
the underlying informatior 
such referral shall extend c 
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information classified by the other 
component or agency. 

(f) Notice of referral. Whenever a com- 
ponent refers all or any part of the re- 
sponsibility for responding to a request 
to another component or to another 
agency, it ordinarily shall notify the 
requester of the referral and inform the 
requester of the name and address of 
each component or agency to which the 
request has been referred and the por- 
tions of the request so referred. 

(g) Agreements regarding consultations 
and referrals. No provision of this sec- 
tion shall preclude formal or informal 
agreements between components, or 
between a component and another 
agency, to eliminate the need for con- 
sultations or referrals of requests or 
classes of requests. 

(h) Separate referrals of portions of a 
request. Portions of a request may be 
referred separately to one or more 
components or to one or more other 
agencies whenever necessary to process 
the request in accordance with the pro- 
visions of this section. 

(i) Processing of requests that are not 
properly addressed. A request that is not 
properly addressed as specified in 
§ 16.3(a) of this subpart shall be for- 
warded to the FOIA/PA Section, Jus- 
tice Management Division, which shall 
forward the request to the appropriate 
component or components for process- 
ing. A request not addressed to the ap- 
propriate component will be deemed 
not to have been received by the De- 
partment of Justice until the FOIA/PA 
Section has forwarded the request to 
the appropriate component and that 
component has received the request, or 
until the request would have been so 
forwarded and received with the exer- 
cise of reasonable diligence by Depart- 
ment personnel. A component receiv- 
ing an improperly addressed request 
forwarded by the FOIA/PA Section 
shall notify the requester of the date 
on which it received the request. 

(j) Date for determining responsive 
records. In determining records respon- 
sive to a request, a component ordi- 
narily will include only those records 
within the component’s possession and 
control as of the date of its receipt of 
the request. 


§ 16.5 Form and content of compone. 
responses. 

(a) Form of notice granting a request. 
After a component has made a deter- 
mination to grant a request in whole or 
in part, the component shall so notify 
the requester in writing. The notice 
shall describe the manner in which the 
record will be disclosed, whether by 
providing a copy of the record to the 
requester or by making a copy of the 
record available to the requester for in- 
spection at a reasonable time and 
place. The procedure for such an in- 
spection shall not unreasonably disrupt 
the operations of the component. The 
component shall inform the requester 
in the notice of any fees to be charged 
in accordance with the provisions of 
§16.10 of this subpart. 

(b) Form of notice denying a request. A 
component denying a request in whole 
or in part shall so notify the requester 
in writing. The notice must be signed 
by the head of the component, or his 
designee, and shall include: 

(1) The name and title or position of 
the person responsible for the denia' 

(2) A brief statement of the reaso 
reasons for the denial, including 
FOIA exemption or exemptions which 
the component has relied upon in deny- 
ing the request and a brief explanation 
of the manner in which the exemption 
or exemptions apply to each record 
withheld; and 

(3) A statement that the denial may 
be appealed under § 16.8(a) and a de- 
scription of the requirements of that 
subsection. 

(c) Record cannot be located or has 
been destroyed. If a requested record 
cannot be located from the information 
supplied, or is known or believed to 
have been destroyed or otherwise dis- 
posed of, the component shall so notify 
the requester in writing. 

§ 16.6 Classified information. 

In processing a request for informa- 
tion that is classified or classifiable 
under Executive Order 12356 or any 
other Executive order concerning the 
classification of records, a component 
shall review the information to deter- 
mine whether it warrants class 
tion. Information which does not 
rant classification shall not be with- 
held from a requester on the basis of 5 
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U.S.C. 552(b)(1). The Office of Informa- 
tion and Privacy shall, upon receipt of 
any appeal involving classified or clas- 
sifiable information, take appropriate 
action to ensure compliance with part 
H of this chapter. 

§ 16.7 Business information. 

(a) In general. Business information 
provided to the Department of Justice 
by a submitter shall not be disclosed 
pursuant to a Freedom of Information 
Act request except in accordance with 
this section. 

(b) Definitions. The following defini- 
tions are used in reference to this sec- 
tion: 

Business information means commer- 
cial or financial information provided 
to the Department by a submitter that 
arguably is protected from disclosure 
under Exemption 4 of the Freedom of 
Information Act, 5 U.S.C. 552(b)(4). 

Submitter means any person or entity 
who provides business information, di- 
rectly or indirectly, to the Depart- 
ment. The term includes, but is not 
limited to, corporations, state govern- 
ments and foreign governments. 

(c) Notice to submitters. A component 
shall, to the extent permitted by law, 
provide a submitter with prompt writ- 
ten notice of a Freedom of Information 
Act request or administrative appeal 
encompassing its business information 
wherever required under paragraph (d) 
of this section, except as is provided for 
in paragraph (i) of this section, in order 
to afford the submitter an opportunity 
to object to disclosure pursuant to 
paragraph (f) of this section. Such writ- 
ten notice shall either describe the 
exact nature of the business informa- 
tion requested or provide copies of the 
records or portions thereof containing 
the business information. The re- 
quester also shall be notified that no- 
tice and an opportunity to object are 
being provided to a submitter. 

(d) When notice is required. Notice 
shall be given to a submitter whenever: 

(1) The information has been des- 
ignated in good faith by the submitter 
as information deemed protected from 
disclosure under Exemption 4, or (2) 
the component has reason to believe 
that the information may be protected 
from disclosure under Exemption 4. 


(e) Designation of business information. 
Submitters of business information 
shall use good-faith efforts to des- 
ignate, by appropriate markings, either 
at the time of submission or at a rea- 
sonable time thereafter, those portions 
of their submissions which they deem 
to be protected from disclosure under 
Exemption 4. Such designations shall 
be deemed to have expired ten years 
after the date of the submission unless 
the submitter requests, and provides 
reasonable justification for, a designa- 
tion period of greater duration. 

(0 Opportunity to object to disclosure. 
Through the notice described in para- 
graph (c) of this section, a component 
shall afford a submitter a reasonable 
period of time within which to provide 
the component with a detailed written 
statement of any objection to disclo- 
sure. Such statement shall specify all 
grounds for withholding any of the in- 
formation under any exemption of the 
Freedom of Information Act and, in the 
case of Exemption 4, shall demonstrate 
why the information is contended to be 
a trade secret or commercial or finan- 
cial information that is privileged or 
confidential. Whenever possible, the 
submitter’s claim of confidentiality 
should be supported by a statement or 
certification by an officer or author- 
ized representative of the submitter. 
Information provided by a submitter 
pursuant to this paragraph may itself 
be subject to disclosure under the 
FOIA. 

(g) Notice of intent to disclose. A com- 
ponent shall consider carefully a sub- 
mitter's objections and specific 
grounds for nondisclosure prior to de- 
termining whether to disclose business 
information. Whenever a component 
decides to disclose business informa- 
tion over the objection of a submitter, 
the component shall forward to the 
submitter a written notice which shall 
include: 

(1) A statement of the reasons for 
which the submitter’s disclosure objec- 
tions were not sustained; 

(2) A description of the business in- 
formation to be disclosed; and 

(3) A specified disclosure date. 

Such notice of intent to disclose 
shall be forwarded to the submitter a 
reasonable number of days prior t.o the 


207 



§16.8 


28 CFR Ch. I (7-1-94 Edition) 


specified disclosure date and the re- 
quester shall be notified likewise. 

(h) Notice of FOIA lawsuit. Whenever a 
requester brings suit seeking to compel 
disclosure of business information, the 
component shall promptly notify the 
submitter. 

(i) Exceptions to notice requirements. 
The notice requirements of paragraph 
(c) of this section shall not apply if: 

(1) The component determines that 
the information should not be dis- 
closed; 

(2) The information lawfully has been 
published or has been officially made 
available to the public; 

(3) Disclosure of the information is 
required by law (other than 5 U.R.C. 
552); or 

(4) The designation made by the sub- 
mitter in accordance with paragraph 
(e) of this section appears obviously 
frivolous; except that, in such case, the 
component shall provide the submitter 
with written notice of any final admin- 
istrative decision to disclose business 
information within a reasonable num- 
ber of days prior to a specified disclo- 
sure date. 

(Order No. 1286-88 , 53 FR 27161, July 19, 1988] 

$ 16.8 Appeals. 

(a) Appeals to the Attorney General. 
When a request for access to records or 
for a waiver of fees has been denied in 
whole or in part, or when a component 
fails to respond to a request within the 
time limits set forth in the FOIA, the 
requester may appeal the denial of the 
request to the Attorney General within 
30 days of his receipt of a notice deny- 
ing his request. An appeal to the Attor- 
ney General shall be made in writing 
and addressed to the Office of Informa- 
tion and Privacy, United States De- 
partment of Justice, 10th Street and 
Constitution Avenue, NW., Washing- 
ton, DC 20530. Both the envelope and 
the letter of appeal itself must be 
clearly marked; “Freedom of Informa- 
tion Act Appeal.” An appeal not so ad- 
dressed and marked will be forwarded 
to the Office of Information and Pri- 
vacy as soon as it is identified. An ap- 
peal that is improperly addressed will 
be deemed not to have been received by 
the Department until the Office of In- 
formation and Privacy receives the ap- 
peal, or would have done so with the 


exercise of reasonable diligence by I 
partment personnel. 

(b) Action on appeals by the Office of 
Information and. Privacy. Unless the At- 
torney General otherwise directs, the 
Director, Office of Information and Pri- 
vacy, under the supervision of the As- 
sistant Attorney General, Office of 
Legal Policy, shall act on behalf of the 
Attorney General on all appeals under 
this section, except that: 

(1) In the case of a denial of a request 
by the Assistant Attorney General, Of- 
fice of Legal Policy, the Attorney Gen- 
eral or his designee shall act on the ap- 
peal, and 

(2) A denial of a request by the Attor- 
ney General shall constitute the final 
action of the Department on that re- 
quest. 

(c) Form of action on appeal. The dis- 
position of an appeal shall be in writ- 
ing. A decision affirming in whole or in 
part the denial of a request shall in- 
clude a brief statement of the reason or 
reasons for the affirmance, including 
each FOIA exemption relied upon and 
its relation to each record withb-' ,H . 
and a statement that judicial revi< 

the denial is available in the U.S. 
trict Court for the judicial district in 
which the requester resides or has his 
principal place of business, the judicial 
district in which the requested records 
are located, or the District of Colum- 
bia. If the denial of a request is re- 
versed on appeal, the requester shall be 
so notified and the request shall be 
processed promptly in accordance with 
the decision on appeal. 

§16.9 Preservation of records. 

Each component shall preserve all 
correspondence relating to the requests 
it receives under this subpart, and all 
records processed pursuant to such re- 
quests, until such time as the destruc- 
tion of such correspondence and 
records is authorized pursuant to title 
44 of the U.S. Code. Under no cir- 
cumstances shall records be destroyed 
while they are the subject of a pending 
request, appeal, or lawsuit under the 
Act. 

§16.10 Fees. 

(a) In general. Fees pursuan 5 

U.S.C. 552 shall be assessed acco.^ng 
to the schedule contained in paragraph 
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(b) of this section for services rendered 
by components in responding to and 
processing requests for records under 
this subpart. All fees so assessed shall 
be charged to the requester, except 
where the charging of fees is limited 
under paragraph (c) of this section or 
where a waiver or reduction of fees is 
granted under paragraph (d) of this sec- 
tion. A component shall collect all ap- 
plicable fees before making copies of 
requested records available to a re- 
quester. Requesters shall pay fees by 
check or money order made payable to 
the Treasury of the United States. 

(b) Charges. In responding to requests 
under this subpart, the following fees 
shall be assessed, unless a waiver or re- 
duction of fees has been granted pursu- 
ant to paragraph (d> of this section: 

(1) Search, (i) No search fee shall be 
assessed with respect to requests by 
educational institutions, noncommer- 
cial scientific institutions, and rep- 
resentatives of the news media (as de- 
fined in paragraph (j) (6), (7) and (8) of 
this section, respectively). Search fees 
shall be assessed with respect to all 
other requests, subject to the limita- 
tions of paragraph (c) of this section. 
Components may assess fees for time 
spent searching even if they fail to lo- 
cate any respective record or where 
records located are subsequently deter- 
mined to be entirely exempt from dis- 
closure. 

(ii) For each quarter hour spent by 
clerical personnel in searching for and 
retrieving a requested record, the fee 
shall be S2.25. Where a search and re- 
trieval cannot be performed entirely by 
clerical personnel — for example, where 
the identification of records within the 
scope of a request requires the use of 
professional personnel — the fee shall be 
$4.50 for each quarter hour of search 
time spent by such professional person- 
nel. Where the time of managerial per- 
sonnel is required, the fee shall be $7.50 
for each quarter hour of time spent by 
such managerial personnel. 

(iii) For computer searches of 
records, which may be undertaken 
through the use of existing program- 
ming, requesters shall be charged the 
actual direct costs of conducting the 
search, although certain requesters (as 
defined in paragraphic )(2) of this sec- 
tion) shall be entitled to the cost 
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equivalent of two hours of mania 
search time without charge. These d 
rect costs shall include the cost of o] 
erating a central processing unit f< 
that portion of operating time that 
directly attributable to searching ft 
records responsive to a request, as we 
as the costs of operator/programm' 
salary apportionable to the search (; 
no more than $4.50 per quarter hour 
time so spent). A component is not r 
quired to alter or develop programmii 
to conduct a search. 

(2) Duplication. Duplication fees sha 
be assessed with respect to all reques 
ers, subject to the limitations of par 
graph (c) of this section. For a pap 
photocopy of a record (no more thi 
one copy of which need be suppliet 
the fee shall be $0.10 per page. For co 
ies produced by computer, such 
tapes or printouts, components shi 
charge the actual direct costs, inclu 
ing operator time, of producing t 
copy. For other methods of duplic 
tion. components shall charge the a 
tual direct costs of duplicating 
record. 

(3) Review . (i) Review fees shall be £ 
sessed with respect to only those i 
questers who seek records for a co: 
mercial use, as defined in paragra 
(j)(5) of this section. For each quart 
hour spent by agency personnel in i 
viewing a requested record for possil 
disclosure, the fee shall be $4.50, exce 
that where the time of managerial p< 
sonnel is required, the fee shall be $7 
for each quarter hour of time spent 
such managerial personnel. 

(ii) Review fees shall be assessed or 
for the initial record review, be., all 
the review undertaken when a com] 
nent analyzes the applicability of 
particular exemption to a particu 
record or record portion at the init 
request level. No charge shall be 
sessed for review at the administrat: 
appeal level of an exemption alrea 
applied. However, records or rec< 
portions withheld pursuant to an > 
emption that is subsquently det 
mined not to apply may be reviev 
again to determine the applicability 
other exemptions not previously ci 
sidered. The costs of such a subsequ< 
review are properly assessable, parti 
larly where that, review is made n 
essar.y by a change of circumstances. 
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(c) Limitations on charging fees. (1) No 
search or review fee shall be charged 
for a quarter-hour period unless more 
than half of that period is required for 
search or review. 

(2) Except for requesters seeking' 
records for a commercial use (as de- 
fined in paragraph (j)(5) of this sec- 
tion), components shall provide with- 
out charge — 

(i) The first 100 pages of duplication 
(or its cost equivalent), and 

(ii) The first two hours of search (or 
its cost equivalent). 

(3) Whenever a total fee calculated 
under paragraph (b) of this section is 
$8.00 or less, no fee shall be charged. 

(4) The provisions of paragraph (c) (2) 
and (3) of this section work together. 
For requesters other than those seek- 
ing records for a commercial use, no 
fee shall be charged unless the cost of 
search in excess of two hours plus the 
cost of duplication in excess of 100 
pages exceeds $8.00. 

(d) Waiver or reduction of fees. (1) 
Records responsive to a request under 5 
U.S.C. 552 shall be furnished without 
charge or at a charge reduced below 
that established under paragraph (b) of 
this section where a component deter- 
mines, based upon information pro- 
vided by a requester in support of a fee 
waiver request or otherwise made 
known to the component, that disclo- 
sure of the requested information is in 
the public interest because it is likely 
to contribute significantly to public 
understanding of the operations or ac- 
tivities of the government and is not 
primarily in the commercial interest of 
the requester. Requests for a waiver or 
reduction of fees shall be considered on 

a CaS6-hy-CaS6 uoSlS. 

(2) In order to determine whether the 
first fee waiver requirement is met- 
re., that disclosure of the requested in- 
formation is in the public interest be- 
cause it is likely to contribute signifi- 
cantly to public understanding of the 
operations or activities of the govern- 
ment — components shall consider the 
following four factors in sequence: 

(i) The subject of the request: Whether 
the subject of the requested records con- 
cerns "the operations or activities of the 
government." The subject matter of the 
requested records, in the context of the 
request, must specifically concern 


identifiable operations or ac-tivitier 
the federal government— with a co, 
nection that is direct and clear, not p 
mote or attenuated. Furthermore, tl 
records must be sought for their i 
formative value with respect to tho 
government operations or activities; 
request for access to records for the 
intrinsic informational content alo: 
will not satisfy this threshold conside 
ation. 

(ii) The informative value of the infi 
motion to be disclosed: Whether the d 
closure is "likely to contribute" to an u 
derstanding of government operations 
activities. The disclosable portions 
the requested records must be mea 
ingfully informative on specific gc 
ernment operations or activities 
order to hold potential for contributi 
to increased public understanding 
those operations and activities. T 
disclosure of information that alrea 
is in the public domain, in either a c 
plicative or a substantially identh 
form, would not be likely to contribi 
to such understanding, as nothing n 
would be added to the public recor 

(iii) The contribution to an under „ 
ing of the subject by the public likely 
result from disclosure: Whether disclos 
of the requested information will cont: 
ute to "public understanding." The c 
closure must contribute to the und 
standing of the public at large, as 
posed to the individual understand 
of the requester or a narrow segmern 
interested persons. A requester's id 
tity and qualifications— e.g., experi 
in the subject area and ability and 
tention to effectively convey infori 
tion to the general public— should 
considered. It reasonably may be ] 
sumed that a representative of 
news media (as defined in paragr 
(j)(8) of this section) who has acces: 
the means of public disseminat 
readily will be able to satisfy this c 
sideration. Requests from libraries 
other record repositories (or reques' 
who intend merely to disseminate 
formation to such institutions) shal 
analyzed, like those of other requ 
ers. to identify a particular person ' 
represents that he actually will • 
requested information in scho 
other analytic work and then cm ,v 
nate it to the general public. 
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(iv) The significance of the contribution 
to public understanding: Whether the dis- 
closure ^ u likely to contribute ‘•signifi- 
cantly to public understanding of gov- 
ernment operations or activities. The 
public s understanding of the subject 
matter in question, as compared to the 
level of public understanding existing 
prior to the disclosure, must be likely 
to be enhanced by the disclosure to a 
significant extent. Components shall 

sep ? rate value judgments as 
to whether information, even though it 
in fact would contribute significantly 
to public understanding of the oper- 
?* °w r , acti j: ities of the government. 

lie lmportant en °ugh to be made pub- 

(3) In order to determine whether the 
“ C °” d waiver requirement is mety- 
t.e.. that disclosure of the requested in- 
formation is not primarily in the com- 
mercial interest of the requester— com- 
ponents shall consider the following 
two factors in sequence: 

(i) The existence and magnitude of a 
commercial interest: Whether the re- 

umZTh h °f S ft commercial interest that 

rlnlfr, J by thS reQuested dis ~ 

closure. Components shall consider all 

fw^r erC r al lnterests of the requester 
(with reference to the definition of 
commercial use” in paragraph (j)(5) of 

behalf^ ° r any P 61 ^ 011 on whose 
the r ® quester m ay be acting, but 
Shail consider only those interests 
which would be furthered by the re- 
quested disclosure. In assessing the 
magnitude of identified commercial in- 
c ° Pslderat mn shall be given to 

format? ^ Such FOI A-disclosed in- 
ormation plays with respect to those 
commercial interests, as well as to the 
extent to which FOIA disclosures serve 

s£anVm ereStS 0VeralI ‘ Requesters 
m Jhe H a reasonat, le opportunity 
n the administrative process to pro- 
vide information bearing upon this 
consideration. 

w { hi]JZ e <r imary interest in disclosure: 
Whether the magnitude of the identified 

C ffmZT a ! iUtereSt 0f the is Ef- 

ficiently large , in comparison with the 

public interest in disclosure, that disclo- 

lTZ t : PTimarUy in the commer cial inter- 
est of the requester. ” A fee waiver or re- 

?he 'n n Kf warranted °uly where, once 
the public interest" standard set out 

paragraph (d)(2) of this section is 
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satisfied, that public interest, can fairly 
be regarded as greater in magnitude 
than that of the requester's eommer- 
cial interest, in disclosure. Components 
shall ordinarily presume that, where a 
news media requester has satisfied the 
public interest” standard, that will be 
the interest primarily served by disclo- 
sure to that requester. Disclosure to 
data brokers or others who compile and 
market government information for di- 
rect economic return shall not be pre- 
sumed to primarily serve the “public 
interest." 

(4) Where only a portion of the re- 
quested records satisfies both of the re- 
quirements for a waiver or reduction of 
fees under this paragraph, a waiver or 
reduction shall be granted only as to 
that portion. 

(5) Requests for the waiver or reduc- 
tion of fees shall address each of the 
factors listed in paragraph (d) (2) and 
(3) of this section, as they apply to 
each record request. 

nfZZnn Ce Jl antici ^ ated fees in excess 
of $25.00. Where a component deter- 
mines or estimates that the fees to be 
assessed under this section may 
amount to more than 525.00, the com- 
ponent shall notify the requester as 
soon as practicable of the actual or es- 
timated amount of the fees, unless the 
requester has indicated in advance his 
willingness to pay fees as high as those 
anticipated. (If only a portion of the 
fee can be estimated readily, the com- 
ponent shall advise the requester that 
the estimated fee may be only a por- 
tion of the total fee.) In cases where a 
requester has been notified that actual 
or estimated fees may amount to more 
than $25.00, the request will be deemed 
not to have been received until the re- 
quester has agreed to pay the antici- 
pated total fee. A notice to the re- 

pu u rsuant t0 this paragraph 
shall offer him the opportunity to con- 
fer with Department personnel in order 
to reformulate his request to meet his 
needs at a lower cost. 

(f) Aggregating requests. Where a com- 
ponent reasonably believes that a re- 
quester or a group of requesters acting 
in concert is attempting to divide a re- 
quest into a series of requests for the 
purpose of evading the assessment of. 
fees, the component may aggregate any 
such requests and charge accordingly. 
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Components may presume that mul- 
tiple requests of this type made within 
a 30-day period have been made in 
order to evade fees. Where requests are 
separated by a longer period, compo- 
nents shall aggregate them only where 
there exists a solid basis for determin- 
ing that such aggregation is warranted, 
e.g., where the requests involve clearly 
related matters. Multiple requests in- 
volving unrelated matters shall not be 
aggregated. 

(g) Advance payments. (1) Where a 
component estimates that a total fee 
to be assessed under this section is 
likely to exceed $250.00, it may require 
the requester to make an advance pay- 
ment of an amount up to the entire es- 
timated fee before beginning to process 
the request, except where it receives a 
satisfactory assurance of full payment 
from a requester with a history of 
prompt payment. 

(2) Where a requester has previously 
failed to pay a records access fee with- 
in 30 days of the date of billing, a com- 
ponent may require the requester to 
pay the full amount owed, plus any ap- 
plicable interest (as provided for in 
paragraph (h) of this section), and to 
make an advance payment of the full 
amount of any estimated fee before the 
component begins to process a new re- 
quest or continues to process a pending 
request from that requester. 

(3) For requests other than those de- 
scribed in paragraphs (g) (1) and (2) of 
this section, a component shall not re- 
quire the requester to make an advance 
payment, i.e., a payment made before 
work is commenced or continued on a 
request. Payment owed for work al- 
ready completed is not an advance pay- 
ment. 

(4) Where a component acts under 
paragraph (g) (1) or (2) of this section, 
the administrative time limits pre- 
scribed in subsection (a)(6) of the FOIA 
for the processing of an initial request 
or an appeal, plus permissible exten- 
sions of these time limits, shall be 
deemed not to begin to run until the 
component has received payment of the 
assessed fee. 

(h) Charging interest. Components 
may assess interest charges on an un- 
paid bill starting on the 31st day fol- 
lowing the day on which the bill was 
sent to the requester. Once a fee pay- 


ment has been received by a corr 
nent, even if not processed, the accru„- 
of interest shall be stayed. Interest 
charges shall -be assessed at the rate 
prescribed in section 3717 of title 31 
U.S.C. and shall accrue from the date 
of the billing. Components shall follow 
the provisions of the Debt Collection 
Act of 1982, Public Law 97-265 (Oct. 25, 
1982), and its implementing procedures, 
including the use of consumer report- 
ing agencies, collection agencies, and 
offset. 

(i) Other statutes specifically providing 
for fees. (1) The fee schedule of this sec- 
tion does not apply with respect to the 
charging of fees under a statute specifi- 
cally providing for setting the level of 
fees for particular types of records — 
i.e., any statute that specifically re- 
quires a government entity such as the 
Government Printing Office or the Na- 
tional Technical Information Service, 
to set and collect fees for particular 
types of records— in order to: 

(1) Serve both the general public and 
private sector organizations by conven- 
iently making available governrr""t 
information; 

(ii) Ensure that groups and ind. 
uals pay the cost of publications and 
other services that are for their special 
use so that these costs are not borne by 
the general taxpaying public; 

(iii) Operate an information-dissemi- 
nation activity on a self-sustaining 
basis to the maximum extent possible; 
or 

(iv) Return revenue to the Treasury 
for defraying, wholly or in part, appro- 
priated funds used to pay the cost of 
disseminating government informa- 
tion. 

(2) Where records responsive to re- 
quests are maintained for distribution 
by agencies operating statutorily based 
fee schedule programs, components 
shall inform requesters of the steps 
necessary to obtain records from those 
sources. 

(j) Definitions. For the purpose of this 
section: 

(1) The term direct costs means those 
expenditures which an agency actually 
incurs in searching for and duplicating 
(and. in the case of commercial u- *e- 
questers, reviewing) records to rt i 
to a FOIA request. Direct cosu. in- 
clude. for example the salary of the 
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employee performing the work (the 
basic rate of pay for the employee plus 
16 percent of that rate to cover bene- 
fits) and the cost of operating duplicat- 
ing’ machinery. Not included in direct 
costs are overhead expenses such as 
costs of space and heating or lighting 
of the facility in which the records are 
stored. 

(2) The term search includes all time 
spent looking for material that is re- 
sponsive to a request, including page- 
by-page or line-by-line identification of 
material within documents. Compo- 
nents shall ensure, however, that 
searches are undertaken in the most ef- 
ficient and least expensive manner rea- 
sonably possible; thus, for example, 
components shall not engage in line- 
by-line search where merely duplicat- 
ing an entire document would be 
quicker and less expensive. 

(3) The term duplication refers to the 
process of making a copy of a record 
necessary to respond to a POIA re- 
quest. Such copies can take the form of 
paper copy, microform, audio-visual 
materials, or machine-readable docu- 
mentation (e.g., magnetic tape or disk), 
among others. The copy provided shall 
be in a form that is reasonably usable 
by requesters. 

(4) The term review refers to the proc- 
ess of examining a record located in re- 
sponse to a request in order to deter- 
mine whether any portion of it is per- 
mitted to be withheld. It also includes 
processing any record for disclosure, 
e.g., doing all that is necessary to ex- 
cise it and otherwise prepare it for re- 
lease, although review costs shall be 
recoverable even where there ulti- 
mately is no disclosure of a record. Re- 
view time does not include time spent 

resolving general legal or policy issues 

regarding the application of exemp- 
tions. 

(5) The term commercial use in the 
context of a request refers to a request 
from or on behalf of one who seeks in- 
formation for a use or purpose that fur- 
thers the commercial, trade, or profit 
interests of the requester or the person 
on whose behalf the request is made, 
which can include furthering those in- 
terests through litigation. Components 
shall determine, as well as reasonably 
possible, the use to which a requester 
will put the records requested. Where 


the circumstances of a request suggest 
that the requester will pul, the records 
sought to a commercial use, either be- 
cause of the nature of the request itself 
or because a component otherwise has 
reasonable cause to doubt a requester's 
stated use, the component shall pro- 
vide the requester a reasonable oppor- 
tunity to submit further clarification. 

(6) The term educational institution re- 
fers to a preschool, a public, or private 
elementary or secondary school, an in- 
stitution of undergraduate higher edu- 
cation, an institution of graduate high- 
er education, an institution of profes- 
sional education, and an institution of 
vocational education, which operates a 
program or programs of scholarly re- 
search. To be eligible for inclusion in 
this category, a requester must show 
that the request is being made as au- 
thorized by and under the auspices of a 
qualifying institution and that the 
records are not sought for a commer- 
cial use but are sought in furtherance 
of scholarly research. 

(?) The term noncommercial scientific 
institution refers to an institution that 
is not operated on a “commercial’' 
basis as that term is referenced in 
paragraph (j)(5) of this section, and 
which is operated solely for the pur- 
pose of conducting scientific research 
the results of which are not intended to 
promote any particular product or in- 
dustry. To be eligible for inclusion in 
this category, a requester must show 
that the request is being made as au- 
thorized by and under the auspices of a 
qualifying institution and that the 
records are not sought for a commer- 
cial use but are sought in furtherance 

of scientific research. 

(8) The term representative of the news 

media refers to any person actively 
gathering news for an entity that is or- 
ganized and operated to publish or 
broadcast news to the public. The term 
news means information that is about 
current events or that would be of cur- 
rent interest to the public. Examples of 
news media entities include television 
or radio stations broadcasting to the 
public at large, and publishers of peri- 
odicals (but only in those instances 
where they can qualify as dissemina- 
tors of “news"! who make their prod- 
ucts available for purchase or subscrip- 
tion by the general public. For “free- 
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lance” journalists to be regarded as 
working for a news organization, they 
must demonstrate a solid basis for ex- 
pecting publication through that orga- 
nization; a publication contract would 
be the clearest proof, but components 
shall also look to the past publication 
record of a requester in making this de- 
termination. To be eligible for inclu- 
sion in this category, a requester also 
must not be seeking the requested 
records for a commercial use. In this 
regard, a request for records supporting 
the news dissemination function of the 
requester shall not be considered to be 
for a commercial use. 

(k) Charges for other services and mate- 
rials. Apart from the other provisions 
of this section, where a component 
elects, as a matter of administrative 
discretion, to comply with a request 
for a special service or materials, such 
as certifying that records are true cop- 
ies or sending them other than by ordi- 
nary mail, the actual direct costs of 
providing the service or materials shall 
be charged. 

[Order 1212-87, 52 PR 33231, Sept. 2. 1987] 


§ 16.11 Other rights and services. 

Nothing in this subpart shall be c 
strued to entitle any person, as 
right, to any "service or to the disc 
sure of any record to which such per: 
is not entitled under 5 TJ.S.C. 552. 

Appendix a to Subpart A— 
Delegation of Authority 

1. By virtue of the authority vested in 
by § 16.5(b) of title 28 of the Code of Fed 
Regulations, the authority to deny requ 
under the Freedom of Information Act is 
egated to the occupant of the positioi 
Chief, Freedom of Information-Privacy , 
Section. Records Management Division, 1 
eral Bureau of Investigation. This same 
thority is delegated to the occupant of 
position of Special Agent In Charge of < 
of the field offices of the Federal Burea- 
Investigation for records in their cus 
and control. 

2. This directive is effective June 9. 198' 

[46 FR 32021. June 19, 1981, as amended : 
FR 11625, Mar. 27, 1884] 

Appendlx B to Subpart a— 
Delegation of Authority 

(a) By virtue of the authority vested 
by § 


Appendix to Subchapter E — Temporary Regulations 

[EorroRiAl Note: The following is a list of temporary regulations, except delegations ol authority, which relate to Federal pi 
management and are in effect as of the revision date ol this volume.) 


FPMR Temp. Reg. 

Subject 

Expires 

FR Publication 

' E-90 

Ordering items from tfte GSA 
Supply CataJog. 

July 31. 1989 

July 31. 1990 

53 FR 29234, Aug. 3. 1 

54 FR 31030. July 26, ' 
56 FR 33309, Aug. 15. 

’ E-90. Supp. 2 

do 

July 31. 1991 


’ This temporary regulation appears in full text below. 


6.5(b) of title 28 of the Code of Federal Reg- 
ulations, I hereby delegate authority to the 
United States Attorney for the District of 
Columbia to: 

(1) Respond initially to requests; 

(2) Grant and deny access to records; 

(3) Communicate directly with the Office 
of Information and Privacy concerning ad- 
ministrative appeals; and 

(4) Prepare affidavits, litigation reports, 
and other necessary documents in prepara- 
tion for civil litigation in suits pursuant to 
5 U.S.C. 552(4)(B). 

(b) This authority is limited to those 
records wuich are under the custody and con- 
trol of the United States Attorney for the 
District of Columbia. The authority dele- 
gated herein may be redelegated. 


(c) This directive is effective immedir 
[49 FR 11625, Mar. 27, 1984] 

Subpart B— Production or Dis 
sure in Federal and State 
ceedings 

Source: Order No. 919-80, 45 FR 83210. 
18, 1980, unless otherwise noted. 

§16.21 Purpose and scope. 

(a) This subpart sets forth procec 
to be followed with respect to the 
duetion or disclosure of any 
contained in the files of the 
ment, any information relating 
terial contained in the files of th< 
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partment, or any information acquired 
by any person while such person was an 
employee of the Department as a part 
of the performance of that person's of- 
ficial duties or because of that person’s 
official status: 

(1) In all federal and state proceed- 
ings in which the United States is a 
party; and 

(2) In all federal and state proceed- 
ings in which the United States is not 
a party, including any proceedings in 
which the Department is representing 
a government employee solely in that 
employee’s individual capacity, when a 
subpoena, order, or other demand 
(hereinafter collectively referred to as 
a “demand") of a court or other au- 
thority is issued for such material or 
information. 

(b) For purposes of this subpart, the 
term ernployee of the Department in- 
cludes all officers and employees of the 
United States appointed by, or subject 
to the supervision, jurisdiction, or con- 
trol of the Attorney General of the 
United States, including U.S. Attor- 
neys, U.S. Marshals, U.S. Trustees and 
members of the staffs of those officials. 

(c) Nothing in this subpart is in- 
tended to impede the appropriate dis- 
closure, in the absence of a demand, of 
information by Department law en- 
forcement agencies to federal, state, 
local and foreign law enforcement, 
prosecutive, or regulatory agencies, 

(d) This subpart is intended only to 
provide guidance for the internal oper- 
ations of the Department of Justice, 
and is not intended to, and does not, 
and may not be relied upon to create 
any right or benefit, substantive or 
procedural, enforceable at law by a 
party against the United States. 

§ 16,22 General prohibition of produc- 
tion or disclosure in Federal and 
State proceedings in which the 
United States is not a party. 

(a) In any federal or state case or 
matter in which the United States is 
not a party, no employee or former em- 
ployee of the Department of Justice 
shall, in response to a demand, produce 
any material contained in the files of 
the Department, or disclose any infor- 
mation relating to or based upon mate- 
rial contained in the files of the De- 
partment, or disclose any information 


or produce any material acquired as 
part of the performance of that per- 
son’s official duties or because of that 
person's official status without prior 
approval of the proper Department offi- 
cial in accordance with §§16.2-5 and 16.25 
of this part. 

lb) Whenever a demand is made upon 
an employee or former employee as de- 
scribed in paragraph (a) of this section, 
the employee shall immediately notify 
the U.S. Attorney for the district 
where the issuing authority is located. 
The responsible United States Attor- 
ney shall follow procedures set forth in 
§16.24 of this part. 

(c) If oral testimony is sought by a 
demand in any case or matter in which 
the United States is not a party, an af- 
fidavit, or, if that is not feasible, a 
statement by the party seeking the 
testimony or by his attorney, setting 
forth a summary of the testimony 
sought and its relevance to the pro- 
ceeding, must be furnished to the re- 
sponsible U.S. Attorney. Any author- 
ization for testimony by a present or 
former employee of the Department 
shall be limited to the scope of the de- 
mand as summarized in such state- 
ment. 

(d) When information other than oral 
testimony is sought by a demand, the 
responsible U.S. Attorney shall request 
a summary of the information sought 
and its relevance to the proceeding. 

§ 16.23 General disclosure authority in 
Federal and State proceedings in 
which the United States is a party. 

(a) Every attorney in the Department 
of Justice in charge of any case or mat- 
ter in which the United States is a 
party is authorized, after consultation 
with the “originating component" as 
defined in § 16.24(a) of this part, to re- 
veal and furnish to any person, includ- 
ing an actual or prospective witness, a 
grand jury, counsel, or a court, either 
during or preparatory to a proceeding, 
such testimony, and relevant unclassi- 
fied material, documents, or informa- 
tion secured by any attorney, or inves- 
tigator of the Department of Justice, 
as such attorney shall deem necessary 
or desirable to the discharge of the at- 
torney’s offical duties; Provided, Such 
an attorney shall consider, with re- 
spect to any disclosure, the factors set 
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forth in § 16.26(a) of this part: And fur- 
ther provided. An attorney shall not re- 
veal or furnish any material, docu- 
ments, testimony or information when, 
in the attorney's judgment, any of the 
factors specified in § 16.26(b) exists, 
without the express prior approval by 
the Assistant Attorney General in 
charge of the division responsible for 
the case or proceeding, the Director of 
the Executive Office for United States 
Trustees (hereinafter referred to as 
"the EOUST"), or such persons' des- 
ignees. 

(b) An attorney may seek higher 
level review at any stage of a proceed- 
ing, including prior to the issuance of a 
court order, when the attorney deter- 
mines that a factor specified in 
§ 16.26(b) exists or foresees that higher 
level approval will be required before 
disclosure of the information or testi- 
mony in question. Upon referral of a 
matter under this subsection, the re- 
sponsible Assistant Attorney General, 
the Director of EOUST, or their des- 
ignees shall follow procedures set forth 
in §16.24 of this part. 

(c) If oral testimony is sought by a 
demand in a case or matter in which 
the United States is a party, an affida- 
vit, or, if that is not feasible, a state- 
ment by the party seeking the testi- 
mony or by the party’s attorney set- 
ting forth a summary of the testimony 
sought must be furnished to the De- 
partment attorney handling the case or 
matter. 

§ 16.24 Procedure in the event of a de- 
mand where disclosure is not other- 
wise authorized. 

(a) Whenever a matter is referred 
under §16.22 of this part to a U.S. At- 
torney or, under §16.23 of this part, to 
an Assistant Attorney General, the Di- 
rector of the EOUST, or their designees 
(hereinafter collectively referred to as 
the "responsible official”), the respon- 
sible official shall immediately advise 
the official in charge of the bureau, di- 
vision, office, or agency of the Depart- 
ment that was responsible for the col- 
lection, assembly, or other preparation 
of the material demanded or that, at 
the time the person whose testimony 
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tion in question, employed such person 
(hereinafter collectively referred to as 


the "originating com 
official’s designee. Ir 
which the responsibl 
the official In charge 
component, the re: 
may perform all fur 
all determinations th 
vests in the originatii 

(b) The responsibb 
to the terms of par: 
section, may authori 
and testimony of a 
Department employe 
tion of material frorr 
if: 

(1) There is no objei 
of the originating cor 

(2) The demanded 
judgment of the resp 
appropriate under th 
in § 16.26(a) of this pai 

(3) None of the fa 
§ 16.26(b) of this part < 
to the demanded disc 

(c) It is Departme: 
responsible official s: 
necessary consultati 
nating component, 
mony by a present o 
of the Department oi 
material from Depa 
out further authoriz: 
ment officials when' 
vided. That, when i: 
lected, assembled, o 
nection with litigati 
tion supervised by a 
partment or by the 1 
ant Attorney Genera 
a division or the 
EOUST may require 
ing component obtai 
the EOUST's approv 
ing a responsible c 
such information, P 
such testimony or 
ever, the responsil 
through negotiation 
appropriate motions 
demand to informat 
of which would nc 
with the considera 
§ 16.26 of this part. 

(d) (1) In a case in 
States is not a part> 
U.S. attorney and tl 
ponent disagree witt 
propriateness of de 
or of a particular di 
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agree that, such testimony or such a 
disclosure should not be made, they 
shall determine if the demand involves 
information that was collected, assem- 
bled, or prepared in connection with 
litigation or an investigation super- 
vised by a division of this Department 
or the EOUST. If so, the U.S. attorney 
shall notify the Director of the EOUST 
or the Assistant Attorney General in 
charge of the division responsible for 
such litigation or investigation, who 
may: 

(1) Authorize personally or through a 
Deputy Assistant Attorney General, 
the demanded testimony or other dis- 
closure of the information if such testi- 
mony or other disclosure, in the Assist- 
ant or Deputy Assistant Attorney Gen- 
eral’s judgment or in the judgment of 
the Director of the EOUST, is consist- 
ent with the factors specified in 
§ 16.26(a) of this part, and none of the 
factors specified in § 16.26(b) of this part 
exists with respect to the demanded 
disclosure; 

(ii) Authorize, personally or by a des- 
ignee, the responsible official, through 
negotiations and, if necessary, appro- 
priate motions, to seek to limit the de- 
mand. to matters, the disclosure of 
which, through testimony or docu- 
ments, considerations specified in 
§16,26 of this part, and otherwise to 
take all appropriate steps to limit the 
scope or obtain the withdrawal of a de- 
mand; or 

(iii) If, after all appropriate steps 
have been taken to limit the scope or 
obtain the withdrawal of a demand, the 
Director of the EOUST or the Assistant 
or Deputy Assistant Attorney General 
does not authorize the demanded testi- 
mony or other disclosure, refer the 
matter, personally or through a Dejh 

Uty Assistant Attorney General, for 
final resolution to the Deputy or Asso- 
ciate Attorney General, as indicated in 
§16.25 of this part. 

(2) If the demand for testimony or 
other disclosure in such a case does not 
involve information that was collected, 
assembled, or prepared in connection 
with litigation or an investigation su- 
pervised by a division of this Depart- 
ment, the originating component shall 
decide whether disclosure is appro- 
priate, except that, when especially 
significant issues are raised, the re- 


t 

sponsible official may refer the r 
to t.he Deputy or Associate AU 
General, as indicated in §16.25 c 
part. If the originating compone 
ten-nines that disclosure would 
appropriate and the responsible c 
does not refer the matter for 
level review, the responsible ( 
shall take all appropriate steps t< 
the scope or obtain the withdraw 
demand. 

(e) In a case in which the 
States is a party, the Assistant G 
or the Director of the EOUST : 
sible for the case or matter, o 
persons’ designees, are auth 
after consultation with the origi 
component, to exercise the auth 
specified in paragraph (d)(1) (i) tl 
(iii) of this section: Provided, Th 
demand involves information th 
collected, assembled, or preparec 
nally in connection with litigat 
an investigation supervised by a 
unit of the Department, the resp< 
official shall notify the other d 
or the EOUST concerning the d 
and the anticipated response, 
litigating units of the Departm* 
unable to resolve a disagreemei 
cerning disclosure, the Assista 
torneys General in charge of t 
divisions in disagreement, or the 
tor of the EOUST and the appr 
Assistant Attorney General, ma 
the matter to the Deputy or As 
Attorney General, as indica 
§ 16.25(b) of this part. 

(f) In any case or matter in wh 
responsible official and the orig 
component agree that it would 
appropriate to authorize testirr. 
otherwise to disclose the infor 
demanded, even if a court wer 
require , no Department attori 
sponding to the demand shoulc 
any representation that implii 
the Department would, in fact, 
with the demand if directed to d 
a court. After taking all appr 
steps in such cases to limit th 
or obtain the withdrawal of a d 
the responsible official shall re 
matter to the Deputy or Associ 
torney General, as indicated it 
of this part. 

(g) In any case or matter ir 
the Attorney General is person 
volved in the claim of privilege, 
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sponsible official may consult with the 
Attorney General and proceed in ac- 
cord with the Attorney General’s in- 
structions without subsequent review 
by the Deputy or Associate Attorney 
General. 

§ 16.25 Final action by the Deputy or 
Associate Attorney General. 

(a) Unless otherwise indicated, all 
matters to be referred under §16.24 by 
an Assistant Attorney General, the Di- 
rector of the EOUST, or such person’s 
designees to the Deputy or Associate 
Attorney General shall be referred (1) 
to the Deputy Attorney General, if the 
matter is referred personally by or 
through the designee of an Assistant 
Attorney General who is within the 
general supervision of the Deputy At- 
torney General, or (2) to the Associate 
Attorney General, in ail other cases. 

(b) All other matters to be referred 
under § 16.24 to the Deputy or Associate 
Attorney General shall be referred (1) 
to the Deputy Attorney General, if the 
originating component is within the 
supervision of the Deputy Attorney 
General or is an independent agency 
that, for administrative purposes, is 
within the Department of Justice, or 

(2) to the Associate Attorney General, 
if the originating component is within 
the supervision of the Associate Attor- 
ney General. 

(c) Upon referral, the Deputy or Asso- 
ciate Attorney General shall make the 
final decision and give notice thereof 
to the responsible official and such 
other persons as circumstances may 
warrant. 

§ 16.26 Considerations in determining 
whether production or disclosure 
should be made pursuant to a de- 
mand. 

(a) In deciding whether to make dis- 
closures pursuant to a demand, Depart- 
ment officials and attorneys should 
consider: 

(1) Whether such disclosure is appro- 
priate under the rules of procedure gov- 
erning the case or matter in which the 
demand arose, and 

(2) Whether disclosure is appropriate 
under the relevant substantive law 
concerning privilege. 

(b) Among the demands in response 
to which disclosure will not be made by 


any Department official are those 
mands with respect to which any of t.i.u 
following factors exist: 

(1) Disclosure would violate a stat- 
ute, such as the income tax laws, 26 
U.S.C. 6103 and 7213, or a rule of proce- 
dure, such as the grand jury secrecy 
rule, F.R.Cr.P., Rule 6(e), 

(2) Disclosure would violate a specific 
regulation; 

(3) Disclosure would reveal classified 
information, unless appropriately de- 
classified by the originating agency, 

(4) Disclosure would reveal a con- 
fidential source or informant, unless 
the investigative agency and the 
source or informant have no objection, 

(6) Disclosure would reveal investiga- 
tory records compiled for law enforce- 
ment purposes, and would interfere 
with enforcement proceedings or dis- 
close investigative techniques and pro- 
cedures the effectiveness of which 
would thereby be impaired, 

(6) Disclosure would improperly re- 
veal trade secrets without the owner’s 
consent. 

(c) In all cases not involving cr 
erations specified in paragraphs j 
through (b)(6) of this section, the Dep- 
uty or Associate Attorney General will 
authorize disclosure unless, in that 
person’s judgment, after considering 
paragraph (a) of this section, disclosure 
is unwarranted. The Deputy or Associ- 
ate Attorney General will not approve 
disclosure if the circumstances speci- 
fied in paragraphs (b)(1) through (b)(3) 
of this section exist. The Deputy or As- 
sociate Attorney General will not ap- 
prove disclosure if any of the condi- 
tions in paragraphs (b)(4) through (b)(6; 
of this section exist, unless the Deputy 
or Associate Attorney General deter- 
mines that the administration of jus- 
tice requires disclosure. In this regard 
if disclosure is necessary to pursue £ 
civil or criminal prosecution or affirm 
ative relief, such as an injunction, con 
sideration shall be given to: 

(1) The seriousness of the violation o: 
crime involved, 

(2) The past history or crimina 
record of the violator or accused. 

(3) The importance of the 'ie 
sought. 

(4) The importance of the legal w^ue 
presented. 
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(5) Other matters brought to the at- 
tention of the Deputy or Associate At- 
torney General. 

(d) Assistant Attorneys General, U.S. 
Attorneys, the Director of the EOUST, 
U.S. Trustees, and their designees, are 
authorized to issue instructions to at- 
torneys and to adopt supervisory prac- 
tices, consistent with this subpart, in 
order to help foster consistent applica- 
tion of the foregoing standards and the 
requirements of this subpart. 

S 16.27 Procedure in the event a de- 
partment decision concerning a de- 
mand is not made prior to the time 
a response to the demand is re- 
quired. 

If response to a demand is required 
before the instructions from the appro- 
priate Department official are re- 
ceived, the responsible official or other 
Department attorney designated for 
the purpose shall appear and furnish 
the court or other authority with a 
copy of the regulations contained in 
this subpart and inform the court or 
other authority that the demand has 
been or is being, as the case may be, re- 
ferred for the prompt consideration of 
the appropriate Department official 
and shall respectfully request the court 
or authority to stay the demand pend- 
ing receipt of the requested instruc- 
tions. 

§ 16.28 Procedure in the event of an 
adverse ruling. 

If the court or other authority de- 
clines to stay the effect of the demand 
in response to a request made in ac- 
cordance with § 16.27 of this chapter 
pending receipt of instructions, or if 
the court or other authority rules that 
the demand must be complied with ir- 
respective of instructions rendered in 

accordance with §§ 16,24 and 16.25 of this 

part not to produce the material or dis- 
close the information sought, the em- 
ployee or former employee upon whom 
the demand has been made shall, if so 
directed by the responsible Department 
official, respectfully decline to comply 
with the demand. See United States ex 
rel. Touhy v. Ragen, 340 U.S. 462 (1951). 

§ 16.29 Delegation by Assistant Attor- 
neys General. 

With respect to any function that 
this subpart. permits the designee of an 


Assistant Attorney Genera! t.o perform, 
the Assistant Attorneys General are 
authorized to delegate their authority, 
in any case or matter or any category 
of cases or matters, to subordinate di- 
vision officials or U.S. attorneys, as ap- 
propriate. 

Appendix to Subpart B— Redelega- 
tion of Authority to the Deputy 
Assistant Attorney General for 
Litigation, Antitrust Division, To 
Authorize Production or Disclo- 
sure of Material or Information 

1. By virtue of the authority vested in me 
by 28 CFR 16.23(b)(1) the authority delegated 
to me by that section to authorize the pro- 
duction of material and disclosure of infor- 
mation described in 28 CFR 16.21(a) is hereby 
redelegated to the Deputy Assistant Attor- 
ney General for Litigation, Antitrust Divi- 
sion. 

2. This directive shall become effective on 
the date of its publication in the Federal 
Register. 

[Arndt. No. 960-81, 46 FR 52356. Oct. 27. 1981] 

Subpart C— Production of FBI 
Identification Records in Re- 
sponse to Written Requests by 
Subjects Thereof 

SOURCE: Order No. 556-73, 38 FR 32806, Nov. 
28, 1973, unless otherwise noted. 

§ 16.30 Purpose and scope. 

This subpart contains the regulations 
of the Federal Bureau of Investigation, 
hereafter referred to as the FBI, con- 
cerning procedures to be followed when 
the subject of an identification record 
requests production thereof. It also 
contains the procedures for obtaining 
any change, correction or updating of 
such record. 

§ 16.31 Definition of identification 

record. 

An FBI identification record, often 
referred to as a “rap sheet", is a listing 
of certain information taken from fin- 
gerprint cards submitted to and re- 
tained by the FBI in connection with 
arrests and, in some instances, includes 
information taken from fingerprint 
cards submitted in connection with 
Federal employment, naturalization, 
or military service. The identification 
record includes the name of the agency 
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or institution which submitted the fin- 
gerprint card to the FBI. If the finger- 
print card concerns a criminal offense, 
the identification record includes the 
date arrested or received, the arrest 
charge, and the disposition of the ar- 
rest if known to the FBI. All arrest 
data included in an identification 
record are obtained from fingerprint 
cards, disposition reports and other re- 
ports submitted by agencies having 
criminal justice ■ responsibilities. 
Therefore, the FBI Identification Divi- 
sion is not the source of the arrest data 
reflected on an identification record. 

[Order No. 960-81, 46 FR 52356, Oct. 27, 1981] 

g 16.32 Procedure to obtain an identi- 
fication record. 

The subject of an identification 
record may obtain a copy thereof by 
submitting a written request via the 
U.S. mails directly to the FBI, Identi- 
fication Division, Washington, DC 
20537-9700, or may present his/her writ- 
ten request in person during regular 
business hours to the FBI Identifica- 
tion Division, Room 11262, J. Edgar 
Hoover F.B.I. Building, Tenth Street 
and Pennsylvania Avenue, NW„ Wash- 
ington, DC. Such request must be ac- 
companied by satisfactory proof of 
identity, which shall consist of name, 
date and place of birth and a set of 
rolled-inked fingerprint impressions 
placed upon fingerprint cards or forms 
commonly utilized for applicant or law 
enforcement purposes by law enforce- 
ment agencies. 

[Order No. 1134-86, 51 FR 16677, May 6, 1986] 

§ 16.33 Fee for production of identi- 
fication record. 

Each written request for production 
of an identification record must be ac- 
companied by a fee of 517.00 in the form 
of a certified check or money order, 
payable to the Treasury of the United 
States. This fee is established pursuant 
to the provisions of 31 U.S.C. 9701 and is 
based upon the clerical time beyond 
the first quarter hour to be spent in 
searching for, identifying, and repro- 
ducing each identification record re- 
quested as specified in §16.10 of this 
part. Any request for waiver of the fee 
shall accompany the original request 


for the identification record and shi 
include a claim and proof of indigence 

[Order No. 1494-91. 56 FR 22825, May 17. 1991] 

§ 16,34 Procedure to obtain change, 
correction or updating of identifica- 
tion records. 

If, after reviewing his/her identifica- 
tion record, the subject thereof be- 
lieves that it is incorrect or incomplete 
in any respect and wishes changes, cor- 
rections or updating of the alleged defi- 
ciency, he/she should make application 
directly to the agency which contrib- 
uted the questioned information. The 
subject of a record may also direct his/ 
her challenge as to the accuracy or 
completeness of any entry on his/her 
record to the Assistant Director of the 
FBI Identification Division, Washing- 
ton, DC 20537-9700. The FBI will then 
forward the challenge to the agency 
which submitted the data requesting 
that agency to verify or correct the 
challenged entry. Upon the receipt of 
an official communication directly 
from the agency which contributed the 
original information, the FBI Ide- 
fication Division will make 
changes necessary in accordance wi... 
the information supplied by that agen- 
cy. 

[Order No. 1134-86, 51 FR 16677. May 6. 1986] 

Subpart D— Protection of Privacy 
and Access to Individual 
Records Under the Privacy 
Act of 1974 

Source: Order No. 1055-84, 49 FR 12258, Mar. 
29, 1984, unless otherwise noted. 

§ 16.40 General provisions. 

(a) Purpose and scope. This subpart 
contains the regulations of the Depart- 
ment of Justice implementing the Pri- 
vacy Act of 1974, 5 U.S.C. 552a. The reg- 
ulations apply to all records which are 
contained in systems of records main- 
tained by the Department of Justice 
and which are retrieved by an individ- 
ual’s name or personal identifier. These 
regulations set forth the procedures by 
which an individual may seek access 
under the Privacy Act to records 
taining to him. may request corre 
of such records, or may seek an 
counting of disclosures of such records 
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by the Department. These regulations 
are applicable to each component of 
the Department. 

(b) Transfer of iaui enforcement records. 
The head of a component, or his des- 
ignee, is authorized to make written 
requests under 5 U.S.C. 552a(b)(7) for 
transfer of records maintained by other 
agencies which are necessary to carry 
out an authorized law enforcement ac- 
tivity of the component. 

(c ) Definitions. As used in this sub- 
part, the following terms shall have 
the following meanings: 

(1) Agency has the meaning given in 5 
U.S.C. 551(1) and 5 U.S.C. 552a(a)(l). 

(2) Component means each separate 
bureau, office, board, division, commis- 
sion, service, or administration of the 
Department of Justice. 

(3) Record means any item, collec- 
tion, or grouping of information about 
an individual which is maintained by 
any component within a system of 
records and which contains the individ- 
ual’s name, identifying number, sym- 
bol, or other identifying particular as- 
signed to the individual, such as a fin- 
gerprint, voiceprint, or photograph. 

(4) Request for access means a request 
made pursuant to 5 U.S.C. 552a(d)(l). 

(5) Request for correction means a re- 
quest made pursuant to 5 U.S.C. 
552a(d)<2). 

(6) Request for an accounting means a 
request made pursuant to 5 U.S.C. 
552a(c)(3). 

(7) Requester means an individual who 
makes either a request for access, a re- 
quest for correction, or a request for an 
accounting. 

(8) System of records means a group of 
any records under the control of any 
component from which information is 
retrieved by the name of an individual 
or by some identifying number, sym- 
bol, or other identifying particular as- 
signed to that individual. 

§ 16.41 Requests for access to records. 

(a) Procedure for making requests for 
access to records. An individual may re- 
quest access to a record about him by 
appearing in person or by writing to 
the component that maintains the 
record, (appendix I to this part lists the 
components of the Department of Jus- 
tice and their addresses. The "Notice of 
Records Systems" published by the Na- 


§16.41 

tional Archives and Records Service, 
General Services Administration, de- 
scribes the systems of records main- 
tained by all federal agencies, includ- 
ing the Department and its compo- 
nents.) A requester in need of guidance 
in defining his request may write to 
the FOIA'PA Section, Justice Manage- 
ment Division, U.S. Department of Jus- 
tice. 10th Street and Constitution Ave- 
nue, NW.. Washington, DC 20530. A re- 
quest should be addressed to the com- 
ponent that maintains the requested 
record. Both the envelope and the re- 
quest itself should be marked: "Pri- 
vacy Act Request." Requests for cer- 
tain historical records of the Depart- 
ment maintained in National Archives 
and Records Service centers must be 
directed to the General Services Ad- 
ministration in accordance with its 
regulations. 

(b) Description of records sought. A re- 
quest for access to records must de- 
scribe the records sought in sufficient 
detail to enable Department personnel 
to locate the system of records con- 
taining the record with a reasonable 
amount of effort. Whenever possible, a 
request for access should describe the 
nature of the record sought, the date of 
the record or the period in which the 
record was compiled, and the name or 
identifying number of the system of 
records in which the requester believes 
the record is kept. The Notices the De- 
partment publishes in the Federal 
Register describing its components’ 
systems of records may require, in ap- 
propriate instances, that requests for 
access to records describe the records 
sought with even greater specificity. 

(c) Agreement to pay fees. The filing of 
a request for access to a record under 
this subpart shall be deemed to con- 
stitute an agreement to pay all appli- 
cable fees charged under §16.47 up to 
$25.00. The component responsible for 
responding to the request shall confirm 
this agreement in its letter of acknowl- 
edgment to the requester. When filing 
a request, a requester may specify a 
willingness to pay a greater amount, if 
applicable. 

(d) Verification of identity. Any indi- 
vidual who submits a request for access 
to records must, verify his identity in 
one of the following ways, unless the 
notice published in the Federal Reg- 
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ister describing the relevant system of 
records provides otherwise: 

(1) Any requester making a request 
in writing must state in his request his 
full name, current address, and date 
and place of birth. In addition, a re- 
quester must provide with his request 
an example of his signature, which 
shall be notarized. Sample forms used 
for such notarized statement of iden- 
tity may be obtained from the FOIA/ 
PA Section, Justice Management Divi- 
sion, U.S. Department of Justice, 10th 
Street and Constitution Avenue, NW., 
Washington, DC 20530. In order to fa- 
cilitate the identification and location 
of the requested records, a requester 
may also, at his option, include in his 
request his Social Security number. 

(2) Any requester submitting a re- 
quest in person may provide to the 
component a form of official photo- 
graphic identification, such as a pass- 
port or an identification badge. If a re- 
quester is unable to produce a form of 
photographic identification, he may 
provide to the component two or more 
acceptable forms of identification 
(such as a driver’s license or credit 
card) bearing his name and address. 

(e) Verification of guardianship. The 
parent or guardian of a minor (or the 
guardian of a person judicially deter- 
mined to be incompetent) who submits 
a request for access to the records of 
the minor or incompetent must estab- 
lish: 

(1) His own identity and the identity 
of he subject of the record, as required 
in paragraph (d) of this section, 

(2) That the is the parent or guardian 
of the subject of the record, which may 
be proved by providing a copy of the 
subject’s birth certificate showing par- 
entage or by providing a court order es- 
tablishing the guardianship, and 

(3) That he seeks to act on behalf of 
the subject of the record. 

§ 16.42 Responses by components to re- 
quests for access to records. 

(a) In general. Except as otherwise 
provided in this section, the component 
that; (1) First receives a request for ac- 
cess to a record, and (2) has possession 
of the requested record is the compo- 
nent ordinarily responsible for respond- 
ing to the request. 


(b) Authority to grant or deny requi 
The head of a component, or his 
ignee. is authorized to grant or deny 
any request for access to a record of 
that component. 

(c) Initial action by the receiving com- 
ponent. When a component receives a 
request for access to a record in its 
possession, the component shall 
promptly determine whether another 
component, or another Government 
agency, is better able to determine 
whether the record is exempt, to any 
extent, from access. If the receiving 
component determines that it is the 
component or agency best able to de- 
termine whether the record is exempt, 
to any extent, from access, then the re- 
ceiving component shall respond to the 
request. If the receiving component de- 
termines that it is not the component 
or agency best able to determine 
whether or not the record is exempt 
from access, the receiving component 
shall respond to the request, after con- 
sulting with the component or agency 
best able to determine whether or not 
the record is exempt from ac'”"s. 
Under ordinary circumstances, 
component or agency that generate c 
originated a requested record shall be 
presumed to be the component or agen- 
cy best able to determine whether or 
not the record is exempt from access. 
However, nothing in this section shall 
prohibit a component that generated or 
originated a requested record from con- 
sulting with another component or 
agency, if the component that gen- 
erated or originated the requested 
record determines that the other com- 
ponent or agency has an interest in the 
requested record or the information 
contained therein. 

(d) Law enforcement information. 
Whenever a request for access is made 
for a record containing information 
which relates to an investigation of a 
possible violation of criminal law or to 
a criminal law enforcement proceeding 
and which was generated or originated 
by another component or agency, the 
receiving component shall consult with 
that other component or agency, as ap- 
propriate. 

(e) Classified information. When- - a 
request for access is made for a t 
containing information which has .o-er 
classified, or which may be eligible foi 
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classification, by another component 
or agency under the provision of Exec- 
utive Order 12356 or any other Execu- 
tive order concerning the classification 
of records, the receiving component 
shall refer the responsibility for re- 
sponding to the request to the compo- 
nent or agency that classified the in- 
formation or should consider the infor- 
mation for classification. Whenever a 
record contains information that has 
been derivatively classified by a com- 
ponent because it contains information 
classified by another component or 
agency, the component shall refer the 
responsibility for responding to the re- 
quest to the component or agency that 
classified the underlying information; 
however, such referral shall extend 
only to the information classified by 
the other component or agency. 

(f) Agreements regarding consultations. 
No provision of this section shall pre- 
clude formal or informal agreements 
between components, or between a 
component and another agency, to 
eliminate the need for consultations 
concerning requests or classes of re- 
quests. 

(g) Processing of reguests for access not 
properly addressed. A request for access 
that is not properly addressed as speci- 
fied in § 16.41(a) of this subpart shall be 
forwarded to the FOIA/PA Section, 
Justice Management Division, which 
shall forward the request to the appro- 
priate component or components for 
processing. A request not addressed to 
the appropriate component will be 
deemed not to have been received by 
the Department until the FOIA/PA 
Section has forwarded the request to 
the appropriate component and that, 
component has received the request, or 
until the request would have been so 
forwarded and received with the exer- 
cise of reasonable diligence by Depart- 
ment personnel. A component receiv- 
ing an improperly addressed request 
from the FOIA/PA Section shall notify 
the requester of the date on which it 
received the request. 

(h) Date for determining responswe 
records. In determining records respon- 
sive to a request for access, a compo- 
nent ordinarily will include only those 
records within the component’s posses- 
sion and control as of the date of its re- 
ceipt of the request. 


§ 16.44 

§ 16.43 Form and content of compo- 
nent responses. 

(a) Form of notice grunting request for 
access. After a component has made a 
determination to grant, a request for 
access in whole or in part, the compo- 
nent shall so notify the requester in 
writing. The notice shall describe the 
manner in which access to the record 
will be granted and shall inform the re- 
quester of any fees to be charged in ac- 
cordance with §16.47 of this subpart. 

(b) Form of notice denying request for 
access. A component denying a request 
for access in whole or in part shall so 
notify the requester in writing. The no- 
tice shall be signed by the head of the 
responsible component, or his designee, 
and shall include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason or 
reasons for the denial, including the 
Privacy Act exemption or exemptions 
which the component has relied upon 
in denying the request and a brief ex- 
planation of the manner in which the 
exemption or exemptions apply to each 
record withheld; and 

(3) A statement that the denial may 
be appealed under § 16.48(a) of this sub- 
part, and. a description of the require- 
ments of that subsection. 

(c) Record cannot be located or has 
been destroyed. If a requested record 
cannot be located from the information 
supplied, or is known or believed to 
have been destroyed or otherwise dis- 
posed of, the component shall so notify 
the requester in writing. 

(d) Medical records. When an individ- 
ual requests medical records pertaining 
to himself which are not otherwise ex- 
empt from individual access, the com- 
ponent may advise the individual that 
the records will be provided only to a 
physician, designated by the individ- 
ual, who requests the records and es- 
tablishes his identity in writing. The 
designated physician shall determine 
which records should be provided to the 
individual and which records should 
not be disclosed to the individual be- 
cause of possible harm to the individ- 
ual or another person. 

§ 16.44 Classified information. 

In processing a request for access to 
a record containing information that is 
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classified or classifiable under Execu- 
tive Order 12356 or any other Executive 
order concerning the classification of 
records, a component shall review the 
information to determine whether it 
warrants classification. Information 
which does not warrant classification 
shall not be withheld from a requester 
on the basis of 5 U.S.C. 552a(k)(l). The 
Office of Information and Privacy 
shall, upon receipt of any appeal in- 
volving classified or classifiable infor- 
mation, take appropriate action to en- 
sure compliance with part 17 of this 
chapter. 

§ 16.45 Records in exempt systems of 
records. 

(a) Law enforcement records exempted 
under subsection (k)(2). Before denying a 
request by an individual for access to a 
law enforcement record which has been 
exempted from access pursuant to 5 
U.S.C. 552a(k)(2), the component must 
review the requested record to deter- 
mine whether information in the 
record has been used or is being used to 
deny the individual any right, privi- 
lege, or benefit for which he is eligible 
or to which he would otherwise be enti- 
tled under federal law. If so, the com- 
ponent shall notify the requester of the 
existence of the record and disclose 
such information to the requester, ex- 
cept to the extent that the information 
would identify a confidential source. In 
cases where disclosure of information 
in a law enforcement record could rea- 
sonably be expected to identify a con- 
fidential source, the record shall not be 
disclosed to the requester unless the 
component is able to delete from such 
information all material which would 
identify the confidential source. 

(b) Employee background investiga- 
tions. When a requester requests access 
to a record pertaining to a background 
investigation and the record has been 
exempted from access pursuant to 5 
U.S.C. 552a(k)(5), the record shall not 
be disclosed to the requester unless the 
component is able to delete from such 
record all information which would 
identify a confidential source. 

§ 16.46 Access to records. 

(a) Manner of access. A component 
that has made a determination to 
grant a request for access shall grant 


the requester access to the requ jd 
record either by: (1) Providing the re- 
quester with a copy of the record or (2) 
making the record available for inspec- 
tion by the requester at a reasonable 
time and place. The component shall in 
either case charge the requester appli- 
cable fees in accordance with the provi- 
sions of §16.47 of this subpart. If a com- 
ponent provides access to a record by 
making the record available for inspec- 
tion by the requester, the manner of 
such inspection shall not unreasonably 
disrupt the operations of the compo- 
nent. 

(b) Accompanying person. A requester 
appearing in person to review his 
records may be accompanied by an- 
other individual of his own choosing. 
Both the requester and the accompany- 
ing person shall be required to sign a 
form stating that the Department of 
Justice is authorized to disclose the 
record in the presence of both individ- 
uals. 

§ 16.47 Fees for access to records. 

(a) When charged. A componer ill 
charge fees pursuant to 31 U.S. .01 
and 5 U.S.C. 552a(D(5) for the copying oi 
records to afford access to individuals 
unless the component, in its discretion 
waives or reduces the fees for good 
cause shown. A component shall charge 
fees only at the rate of SO. 10 per page 
For materials other than paper copies 
the component may charge the direct 
costs of reproduction, but only if the 
requester has been notified of sue! 
costs before they are incurred. Fee: 
shall not be charged where they woult 
amount, in the aggregate, for one re 
quest or for a series of related requests 
to less than $3.00. However, a compo 
nent may, in its discretion, increasi 
the amount of this minimum fee. 

(b) Notice of estimated fees in excess o 

$25. When a component determines o 
estimates that the fees to be charge' 
under this section may amount V 
more than S25, the component shall no 
tify the requester as soon as prac 
ticable of the actual or estimate 
amount of the fee, unless the requeste 
has indicated in advance his w ; Uint; 
ness to pay a fee as high as thr ici 

pated. (If only a portion of the. ca 

be estimated readily, the componen 
shall advise the requester that the est,: 
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mated fee rnay be only a portion of the 
total fee.) Where the estimated fee ex- 
ceeds S25 and a component has so noti- 
fied the requester, the component will 
be deemed not to have received the re- 
quest for access to records until the re- 
quester has agreed to pay the antici- 
pated fee. A notice to a requester pur- 
suant to this paragraph shall offer him 
the opportunity to confer with Depart- 
ment personnel with the object of re- 
formulating his request to meet his 
needs at a lower cost. 

(c) Form of payment. Requesters must 
pay fees by check or money order made 
payable to the Treasury of the United 
States. 

(d) Advance deposits. (1) Where the es- 
timated fee chargeable under this sec- 
tion exceeds $25, a component may re- 
quire a requester to make an advance 
deposit of 25 percent of the estimated 
fee or an advance payment of $25. 
whichever is greater. 

(2) Where a requester has previously 
failed to pay a fee charged under this 
part, the requester must pay the com- 
ponent or the Department the full 
amount owed and make an advance de- 
posit of the full amount of any esti- 
mated fee before a component shall be 
required to process a new or pending 
request for access from that requester. 

§ 16.48 Appeals from denials of access. 

(a) Appeals to the Attorney General. 
When a component denies in whole or 
in part a request for access to records, 
the requester may appeal the denial to 
the Attorney General within 30 days of 
his receipt of the notice denying his re- 
quest. An appeal to the Attorney Gen- 
eral shall be made in writing, addressed 
to the Office of Information and Pri- 
vacy, U.S. Department of Justice, 10th 
Street and Constitution Avenue, NW., 
Washington, DC 20530. Both the enve- 
lope and the letter of appeal itself must 
be clearly marked: “Privacy Act Ap- 
peal.” An appeal not so addressed and 
marked shall be forwarded to the Office 
of Information and Privacy as soon as 
it is identified as an appeal under the 
Privacy Act. An appeal that is improp- 
erly addressed shall be deemed not to 
have been received by the Department 
until the Office of Information and Pri- 
vacy receives the appeal, or until the 


appeal would have been so reoe'p 
with the exercise of reasonable d 
gence by Department personnel. 

(b) Action on appeals by the Office 
Information and Privacy. Unless the 
torney General otherwise directs, 
Director, Office of Information and I 
vacy, under the supervision of the 
sistant Attorney General, Office 
Legal Policy, shall act on behalf of 
Attorney Genera) on all appeals un 
this section, except that: 

(1) In the case of a denial of a requ 
for access by the Assistant Attorj 
General, Office of Legal Policy, the 
torney General or his designee si 
act on the appeal, and 

(2) A denial of a request for access 
the Attorney General shall constit 
the final action of the Department 
that request. 

(c) Form of action on appeal. The < 
position of an appeal shall be in w 
ing. A decision affirming in whole o: 
part the denial of a request for acc 
shall include a brief statement of 
reason or reasons for the affirmai 
including each Privacy Act exempt 
relied upon and its relation to e 
record withheld, and a statement t 
judicial review of the denial is av 
able in the U.S. District Court for 
judicial district in which the reque; 
resides or has his principal place 
business, the judicial district in wi- 
the requested records are located, 
the District of Columbia. If the de: 
of a request for access is reversed 
appeal, the requester shall be so n 
fled and the request shall be procej 
promptly in accordance with the d 
sion on appeal. 

§ 16.49 Preservation of records. 

Each component shall preserve 
correspondence relating to the requi 
it receives under this subpart, and 
records processed pursuant to such 
quests, until such time as the desti 
tion of such correspondence 
records is authorized pursuant to t 
44 of the U.S. Code. Under no 
cumstances shall records be destro 
while they are the subject of a penc 
request for access, appeal, or law; 
under the Act. 
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§ 16.50 Requests for correction of 
records. 

(a) How made. Unless a record is ex- 
empted from correction and amend- 
ment, an individual may submit a re- 
quest for correction of a record per- 
taining to him. A request for correc- 
tion must be made in writing and must 
be addressed to the component that 
maintains the record, (appendix I to 
this part lists the components of the 
Department and their addresses.) The 
request must identify the particular 
record in question, state the correction 
sought, and set forth the justification 
for the correction. Both the envelope 
and the request for correction itself 
must be clearly marked: “Privacy Act 
Correction Request.” If a requester be- 
lieves that the same record appears in 
more than one system of records, he 
should address his request for correc- 
tion to each component that controls a 
system of records which contains the 
record. 
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working days of receiving a request for 
correction, a component shall notify 
the requester whether his request will 
be granted or denied, in whole or in 
part. If the component grants the re- 
quest for correction in whole or in 
part, it shall advise the requester of his 
right to obtain a copy of the corrected 
record, in releasable form, upon re- 
quest. If the component denies the re- 
quest for correction in whole or in 
part, it shall notify the requester in 
writing of the denial. The notice of de- 
nial shall state the reason or reasons 
for the denial and advise the requester 
of his right to appeal. 

(c) Appeals. When a request for cor- 
rection is denied in whole or in part, 
the requester may appeal the denial to 
the Attorney General within 30 days of 
his receipt of the notice denying his re- 
quest. An appeal to the Attorney Gen- 
eral shall be made in writing, shall set 
forth the specific item of information 
sought to be corrected, and shall in- 
clude any documentation said to jus- 
tify the correction. An appeal shall be 
addressed to the Office of Information 
and Privacy, U.S. Department of Jus- 
tice, 10th Street and Constitution Ave- 
nue. NW„ Washington, DC 20530, unless 
the appeal is from a denial by the As- 
sistant Attorney General, Office of 


Legal Policy, in which cc 
shall be addressed to the , 
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velope and the letter of 
must be clearly marked: 
Correction Appeal.” 

(d) Determination on at 
rector. Office of Informs 
vacy, under the supervis 
sistant Attorney Gener 
Legal Policy, or the Att 
in appropriate cases, sh 
appeals from denials of r< 

rof't vor'Okrrici AH or 
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decided within 30 workii 
ceipt of the appeal, unles 
cause to extend this per 
nial of a request is affirr 
the requester shall be 
writing and advised of: 1 
or reasons the denial 
firmed, (2) the requester 
a Statement of Disagree 
vided in paragraph (e) o 
and (3) the requester's r 
judicial review of the der 
District Court for the jt 
in which the requester 
his principal place of bu 
dicial district in which t 
cated, or the District o 
the denial is reversed on 
quester shall be so notif 
quest for correction sha! 

to the component that 
quest for processing in &• 
the decision on appeal. 

(e) Statements of disas 
quester whose appeal u 
tion is denied shall ha\ 
file a Statement of Disa 
the Office of Informatio 
10th Street and Constii 
NW„ Washington. DC 2 
days of receiving notice 
appeal. Statements of 
may not exceed one type 
disputed. Statements < 
limit shall be returned t 
for condensation. Upor 
Statement of Disagreen 
section, the Director, ( 
mation and Privacy, s 
statement included in 
records in which the dis 
maintained and shall ha 
record marked so as to i 
a Statement, of Disagree 
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filed, and (2) where in the system of 
records the Statement may be found. 

(0 Notices of correction or disagreement. 
Within 30 working days of the correc- 
tion of a record, the component that 
maintains the record shall advise all 
components or agencies to which it 
previously disclosed the record that 
the record has been corrected. When- 
ever an individual has filed a State- 
ment of Disagreement, a component 
shall append a copy of the Statement 
to the disputed record whenever the 
record is disclosed. The component 
may also append to the disputed record 
any written statement it has made giv- 
ing the component’s reasons for deny- 
ing the request to correct the record. 

816.51 Records not subject to correc- 
tion. 

The following records are not subject 
to correction or amendment as pro- 
vided in §16.50 of this subpart: 

(a) Transcripts of testimony given 
under oath or written statements made 
under oath; 

(b) Transcripts of grand jury proceed- 
ings, judicial proceedings, or quasi-ju- 
dicial proceedings w'hich constitute the 
official record of such proceedings; 

(c) Presentence reports which are the 
property of the courts, but are main- 
tained by a component in a system of 
records; and 

(d) Records duly exempted from cor- 
rection pursuant to 5 U.S.C. 552a(j) or 
552a(k) by notice published in the Fed- 
eral Register. 

§ 16.52 Request for accounting of 
record disclosures. 

(a) An individual may request a com- 
ponent that maintains a record per- 
taining to him to provide him with an 
accounting of those other agencies to 
which the component has disclosed the 
record, and the date, nature, and pur- 
pose of each disclosure. A request for 
an accounting must be made in writing 
and must identify the particular record 
for which the accounting is requested. 
The request also must be addressed to 
the component that maintains the par- 
ticular record, and both the envelope 
and the request itself must clearly be 
marked: "Privacy Act Accounting Re- 
quest." (appendix I to this part lists 
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the components of the Department and 
their addresses.) 

(b) Components shall not be required 
to provide an accounting to an individ- 
ual to the extent that the accounting 
relates to: 

(1) Records for which no accounting 
must be kept pursuant to 5 U.S.C. 
552a(c)(l), 

(2) Disclosures of records to law en- 
forcement agencies for lawful law en- 
forcement activities, pursuant to writ- 
ten requests from such law enforce- 
ment agencies specifying records 
sought and the law enforcement activi- 
ties for which the records are sought, 
under 5 U.S.C. 552a(c)(3) and (b)(7). or 

(3) Records for which an accounting 
need not be disclosed pursuant to 5 
U.S.C. 552a (j) or (k). 

(c) A denial of a request for an ac- 
counting may be appealed to the Attor- 
ney General in the same manner as a 
denial of a request for access, with 
both the envelope and the letter of ap- 
peal itself clearly marked: "Privacy 
Act Accounting Appeal." 

§16.53 Notice of subpoenas and emer- 
gency disclosures. 

(a) Subpoenas. When records pertain- 
ing to an individual are subpoenaed by 
a grand jury, court, or quasi-judicial 
authority, the official served with the 
subpoena shall be responsible for ensur- 
ing that written notice of its service is 
forwarded to the individual. Notice 
shall be provided within 10 working 
days of the service of the subpoena or, 
in the case of a grand jury subpoena, 
within 10 working days of its becoming 
a matter of public record. Notice shall 
be mailed to the last known address of 
the individual and shall contain the 
following information: The date the 
subpoena is returnable, the court or 
quasi-judicial authority to which it is 
returnable, the name and number of 
the case or proceeding, and the nature 
of the records sought. Notice of the 
service of a subpoena is not required if 
the system of records has been exempt- 
ed from the notice requirement of 5 
U.S.C. 522a(e)(8), pursuant to 5 U.S.C. 
552a(j), by a Notice of Exemption pub- 
lished in the Federal Register. 

(b) Emergency disclosures. If the record 
of an individual has been disclosed to 
any person under compelling c.ir- 
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eumstances affecting: the health or 
safety of any person, as described in 5 
U.S.C. 552a(b)(8), the individual to 
whom the record pertains shall be noti- 
fied of the disclosure at his last known 
address within 10 working days. The 
notice of such disclosure shall be in 
writing and shall state the nature of 
the information disclosed, the person 
or agency to whom it was disclosed, 
the date of disclosure, and the compel- 
ling circumstances justifying the dis- 
closure. The officer who made or au- 
thorized the disclosure shall be respon- 
sible for providing such notification. 

§ 16.54 Security of systems of records. 

(a) The Assistant Attorney General 
for Administration, Justice Manage- 
ment Division, shall be responsible for 
issuing regulations governing the secu- 
rity of systems of records. To the ex- 
tent that such regulations govern the 
security of automated systems of 
records, the regulations shall be con- 
sistent with the guidelines developed 
by the National Bureau of Standards. 

(b) Each component shall establish 
administrative and physical controls to 
prevent unauthorized access to its sys- 
tems of records, to prevent the unau- 
thorized disclosure of records, and to 
prevent the physical damage or de- 
struction of records. The stringency of 
such controls shall reflect the sensitiv- 
ity of the records the controls protect. 
At a minimum, however, each compo- 
nent’s administrative and physical con- 
trols shall ensure that: 

(1) Records are protected from public 
view, 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to the records, and 

(3) Records are inaccessible to unau- 
thorized persons outside of business 
hours. 

(c) Each component shall establish 
rules restricting access to records to 
only those individuals within the De- 
partment who must have access to 
such records in order to perform their 
duties. Each component also shall 
adopt procedures to prevent the acci- 
dental disclosure of records or the acci- 
dental granting of access to records. 


§ 16.55 Contracting record systems. 

(a) No component of the Department 
shall contract for the operation of a 
record system by or on behalf of the 
Department without the express ap- 
proval of the Attorney General, the 
Deputy Attorney General, or the As- 
sistant Attorney General for Adminis- 
tration. 

(b) Any contract which is approved 
shall contain the standard contract re- 
quirements promulgated by the Gen- 
eral Services Administration to ensure 
compliance with the requirements im- 
posed by the Privacy Act. The con- 
tracting component shall have respon- 
sibility for ensuring that the 
contracter complies with the contract 
requirements relating to privacy. 

§ 16.56 Use and collection of social se- 
curity numbers. 

(a) Each system manager of a system 
of records which utilizes Social Secu- 
rity numbers as a method of identifica- 
tion without statutory authorization, 
or authorization by regulation adopt'- ' 
prior to January 1. 1975, shall U 
steps to revise the system to avoid i. 
ture collection and use of the Social 
Security numbers. 

(b) The head of each component shall 
take such measures as are necessary to 
ensure that employees authorized to 
collect information from individuals 
are advised that individuals may not be 
required to furnish Social Security 
numbers without statutory or regu- 
latory authorization and that individ- 
uals who are requested to provide So- 
cial Security numbers voluntarily 
must be advised that furnishing the 
number is not required and that no 
penalty or denial of benefits will flow 
from the refusal to provide it. 

§ 16.57 Employee standards of conduct. 

(a) Each component shall inform its 
employees of the provisions of the Pri- 
vacy Act, including the Act’s civil li- 
ability and criminal penalty provi- 
sions. Each component also shall no- 
tify its employees that they have a 
duty to: 

(1) Protect the security of records. 

(21 Ensure the accuracy, relevai 
timeliness, and completeness ot 
records. 
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(3) Avoid the unauthorized disclo- 
sure, either verbal or written, of 
records, and 

(4) Ensure that the component, main- 
tains no system of records without 
public notice. 

(b) Except to the extent that the Pri- 
vacy Act permits such activities, an 
employee of the Department of Justice 
shall: 

(1) Not collect information of a per- 
sonal nature from individuals unless 
the employee is authorized to collect 
such information to perform a function 
or discharge a responsibility of the De- 
partment; 

(2) Collect from individuals only that 
information which is necessary to the 
performance of the functions or to the 
discharge of the responsibilities of the 
Department; 

(3) Collect information about an indi- 
vidual directly from that individual, 
whenever practicable: 

(4) Inform each individual from 
whom information is collected of: 

(i) The legal authority that author- 
izes the Department to collect such in- 
formation, 

(ii) The principal purposes for which 
the Department intends to use the in- 
formation, 

Ciii) The routine uses the Department 
may make of the information, and 

(iv) The practical and legal effects 
upon the individual of not furnishing 
the information; 

(5) Maintain all records which are 
used by the agency in making any de- 
termination about any individual with 
such accuracy, relevance, timeliness, 
and completeness as to ensure fairness 
to the individual in the determination; 

(6) Except as to disclosures to an 
agency or pursuant to 5 U.S.C. 
552a(b)(2), make reasonable efforts, 
prior to disseminating any record 
about an individual, to ensure that 
such records are accurate, relevant, 
timely, and complete; 

(7) Maintain no record concerning an 
individual’s religious or political be- 
liefs or activities, or his membership in 
associations or organizations, unless: 

(i) The individual has volunteered 
such information for his own benefit, 

(ii) A statute expressly authorizes 
the Department to collect, maintain, 
use, or disseminate the information, or 


(iii) The individual's beliefs, activi- 
ties, or membership are pertinent to 
and within the scope of an authorized 
law enforcement or correctional activ- 
ity; 

(8) Notify the head of the component 
of the existence or development of any 
system of records that has not been 
disclosed to the public; 

(9) When required by the Act. main- 
tain an accounting in the prescribed 
form of all disclosures of records by the 
Department to agencies or individual’s 
whether verbally or in writing: 

(10) Disclose no record to anyone, ex- 
cept a component, for any use, unless 
authorized by the Act; 

(11) Maintain and use records with 
care to prevent the inadvertent disclo- 
sure of a record to anyone; and 

(12) Notify the head of the component 
of any record that contains informa- 
tion that the Act or the foregoing pro- 
visions of this paragraph do not permit 
the Department to maintain. 

(c) Not less than once each year, the 
head of each component shall review 
the systems of records maintained by 
that component to ensure that the 
component is in compliance with the 
provisions of the Privacy Act. 

& 16.58 Other rights and services. 

Nothing in this subpart shall be con- 
strued to entitle any person, as of 
right, to any service or to the disclo- 
sure of any record to which such person 
is not entitled under 5 U.S.C. 552a. 

Appendix A to Subpart D— 
Delegation of Authority 

1. By virtue of the authority vested in me 
by §16.45 of title 28 of the Code of Federal 
Regulations, the authority to deny requests 
under the Privacy Act of 1974 is delegated to 
the occupant of the position of Chief, Free- 
dom of Information-Privacy Acts Section, 
Records Management Division, Federal Bu- 
reau of Investigation. This same authority is 
delegated to the occupant of the position of 
Special Agent in Charge of each of the field 
offices of the Federal Bureau of Investiga- 
tion for records in their custody and control. 

2. This directive is effective June 9. 1981. 

[46 FR 36140, July 14, 1981. as amended at 49 
FR 11625, Mar. 27, 1984] 
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Appendix B to Subpart D— 
Delegation op Authority 

(a) By virtue of the authority vested in me 
by § 16.45(a) of title 28 of the Code of Federal 
Regulations, I hereby delegate authority to 
the United States Attorney for the District 
of Columbia to: 

(1) Respond initially to requests; 

(2) Grant and deny access to records; 

(3) Communicate directly with the Office 
of Information and Privacy concerning ad- 
ministrative appeals; and 

(4) Prepare affidavits, litigation reports, 
and other necessary documents in prepara- 
tion for civil litigation in suits pursuant to 
5 U.S.C. 552a(g)(l)(B). 

(b) This authority. is limited to those 
records which are in the systems of records 
under the custody and control of the United 
States Attorney for the District of Colum- 
bia. The authority delegated herein may be 
redelegated. 

<c) This directive is effective immediately. 
[49 FR 11625, Mar. 27, 1964) 

Subpart E— Exemption of Records 
Systems Under the Privacy Act 

Source: Order No. 645-76. 41 FR 12640. Mar. 
26, 1976, unless otherwise noted. 

9 16,70 Exemption of the Office of the 
Attorney General System— limited 
access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4); 

(d) ; (e) (1), (2) and (3), (e)(4) (G) and (H>. 

(e) (5); and (g): 

(1) General Files System of the Office of 
the Attorney General (JUSTICE/OAG-OOl). 

These exemptions apply only to the ex- 
tent that information in the system is 
subject to exemption^ pursuant to 5 
U.S.C. 552a (j)(2), (k)(l), (k)(2). and 
00 ( 5 ). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons; 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would re- 
veal investigative interest on the part 
of the Department of .justice as well as 
the recipient agency. This would per- 
mit record subjects to impede the in- 
vestigation, e.g.. destroy evidence, in- 
timidate potential witnesses, or flee 
the area to avoid inquiries or apprehen- 
sion by law enforcement personnel. 


(2) From subsection (c)(4) becaui 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (jl and (k) of the Privacy 
Act. 

(3) From subsection (d) because the 
records contained in this system relate 
to official Federal investigations. Indi- 
vidual access to these records might 
compromise ongoing investigations, re- 
veal confidential informants or con- 
stitute unwarranted invasions of the 
personal privacy of third parties who 
are involved in a certain investigation. 
Amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment proceedings and impose an im- 
possible administrative burden by re- 
quiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause in the course of law enforcement 
investigations, information may occa- 
sionally be obtained or introduced the 
accuracy of which is unclear or which 
is not strictly relevant or necessary to 
a specific investigation. In the inter- 
ests of effective law enforcement, it 
appropriate to retain all informat 
that may aid in establishing patten^ 
of criminal activity. Moreover, it 
would impede the specific investigative 
process if it were necessary to assure 
the relevance, accuracy, timeliness and 
completeness of all information ob- 
tained. 

(5) From subsection (e)(2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be informed of the 
existence of the investigation and 
would therefore be able to avoid detec- 
tion, apprehension, or legal obligations 
of duties. 

(6) From subsection (e)(3) because to 
comply with the requirements of this 
subsection during the course of an in- 
vestigation could impede the informa- 
tion gathering process, thus hampering 
the investigation. 

(7) From subsections (e)(4) (G) and 
(H) because this system is exempt r 
the access provisions of subsectic, 
pursuant to subsections (j) and (k) of 
the Privacy Act. 
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(8) From subsection (g) because this 
system is exempt from the access and 
amendment provisions of subsection (d) 
pursuant to subsections (j) and (k) of 
the Privacy Act. 

[Order No. 31-85, 51 FR 751, Jan. 8, 1986] 

§16.71 Exemption of the Office of the 
Deputy Attorney General System — 
limited access. 

(a) The following systems of records 
and exempt from 5 U.S.C. 552a(d)(l) and 
(e)(1): 

(1) Presidential Appointee Candidate 
Records System ( JUSTICE/DAG--006). 

(2) Presidential Appointee Records System 
(JUSTICE/DAG-007). 

(3) Special Candidates for Presidential Ap- 
pointments Records Svstem (JUSTICE/DAG- 
008). 

14) Miscellaneous Attorney Personnel 
Records System ( JUSTlCE'DAG-011). 

These exemptions apply only to the extent 
that information in these systems is subject 
to exemption pursuant to 5 U.S.C. 552a(k)(5). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing 1 reasons: 

(1) From subsection (d)(1) because 
many persons are contacted who, with- 
out an assurance of anonymity, refuse 
to provide information concerning a 
candidate for a Presidential appointee 
or Department attorney position. Ac- 
cess could reveal the identity of the 
source of the information and con- 
stitute a breach of the promise of con- 
fidentiality on the part of the Depart- 
ment of Justice. Such breaches ulti- 
mately would restrict the free flow of 
information vital to a determination of 
a candidate's qualifications and suit- 
ability. 

(2) From subsection (e)(1) because in 
the collection of information for inves- 
tigative and evaluative purposes, it is 
impossible to determine in advance 
what exact information may be of as- 
sistance in determining the qualifica- 
tions and suitability of a candidate. In- 
formation which may appear irrele- 
vant, when combined with other seem- 
ingly irrelevant information, can on 
occasion provide a composite picture of 
a candidate for a position which assists 
in determining whether that candidate 
should be nominated for appointment. 


(.c) The following systems of records 
are exempt from 5 U.S.C. 552a(c)(3) and 
(4); (d); (e)(1)., (2), (3) and (5); and (g): 

(1) Drug Enforcement. Task Force Evalua- 
tion and Reporting System (JUSTICE/DAG- 
003). 

(2) General Files System of the Office of 
the Deputy Attorney General (JUSTICE- 1 
DAG-013). 

(d) In addition, the Drug Enforce- 
ment Task Force Evaluation and Re- 
porting System is exempt from 5 U.S.C. 
552a(e)(4)(G) and (H). The exemptions 
for the Drug Enforcement Task Force 
Evaluation and Reporting System 
apply only to the extent that informa- 
tion is subject to exemption pursuant 
to 5 U.S.C. 552a(j)(2) and (K)(2). The ex- 
emptions for the General Files System 
apply only to the extent that informa- 
tion is subject to exemption pursuant 
to 5 U.S.C. 552a(j)(2), (kl(l), (k)(2) and 
(k)(5). 

(e) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her could re- 
veal investigative interest on the part 
of the Department of Justice, as well 
as the recipient agency. This would 
permit record subjects to impede the 
investigation, e.g.. destroy evidence, 

intimidate potential witnesses, or flee 

the area to avoid inquiries or apprehen- 
sion by law enforcement personnel. 
Further, making available to a record 
subject the accounting of disclosures 
could reveal the identity of a confiden- 
tial source. In addition, release of an 
accounting of disclosures from the 
General Files System may reveal infor- 
mation that is properly classified pur- 
suant to Executive Order 12356, and 
thereby cause damage to the national 
security. 

(2) From subsection (c)(4) because 
these systems are exempt from the ac- 
cess provisions of subsection (d) pursu- 
ant to subsections (j) and (k) of the 
Privacy Act. 

(3) From subsection (d) because the 
records contained in these systems re- 
late to official Federal investigations. 
Individual access to these records could 
compromise ongoing investigations, re- 
veal confident, ial informants and/or 
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sensitive investigative techniques used 
in particular investigations, or con- 
stitute unwarranted invasions of the 
personal privacy of third parties who 
are involved in a certain investigation. 

In addition, release of records from the 
General Files System may reveal infor- 
mation that is properly classified pur- 
suant to Executive Order 12356, and 
thereby cause damage to the national 
security. Amendment of the records in 
either of these systems would interfere 
with ongoing law enforcement proceed- 
ings and impose an impossible adminis- 
trative burden by requiring law en- 
forcement investigations to be con- 
tinuously reinvestigated. 

(4) From subsections (e)(1) and (e)(5) 
because in the course of law enforce- 
ment investigations information may 
occasionally be obtained or introduced 
the accuracy of which is unclear or 
which is not strictly relevant or nec- 
essary to a specific investigation. In 
the interests of effective law enforce- 
ment, it is appropriate to retain all in- 
formation that may aid in establishing 
patterns of criminal activity. More- 
over, it would impede any investigative 
process, whether civil or criminal, if it 
were necessary to assure the relevance, 
accuracy, timeliness and completeness 
of all information obtained. 

(5) From subsection (e)(2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be informed of the 
existence of the investigation and may 
therefore be able to avoid detection, 
apprehension, or legal obligations or 
duties. 

(6) From subsection (e)(3) because to 
comply with the requirements of this 
subsection during the course of an in- 
vestigation could impede the informa- 
tion gathering process, thus hampering 
the investigation. 

(7) From subsections (e)(4) (G) and 
(H) because no access to these records 
is available under subsection (d) of the 
Privacy Act. (This exemption applies 
only to the Drug Enforcement Task 
Force Evaluation and Reporting Sys- 
tem.) 


(8) From subsection (g) because these 
systems of records are exempt from the 
access and amendment provisions of 
subsection (d) pursuant to subsections 
(j) and (k) of the Privacy Act. 

[Order No. 57-91. 56 FR 58305, Nov. 19, 1991] 

{j lfi.72 Exemption of Office of the As- 
sociate Attorney General System- 

limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4); 
(d); (e)(1), (2), (3) and (5): and (g): 

(1) General Files System of the Office of 
the Associate Attorney General (JUSTICE,' 
AAG-001). 

These exemptions apply only to the extent 
that information in the system is subject to 
exemption pursuant to 5 U.S.C. 552a(j)(2), 
(kul), (k)(2) and (k)(5i. 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her could re- 
veal investigative interest on the par 
of the Department of Justice, as well 
as the recipient agency. This would 
permit record subjects to impede the 
investigation, e.g., destroy evidence, 
intimidate potential witnesses, or flee 
the area to avoid inquiries or apprehen- 
sion by law enforcement personnel. 
Further, making available to a record 
subject the accounting of disclosures 
could reveal the identity of a confiden- 
tial source. In addition, release of an 
accounting of disclosures may reveal 
information that is properly classified 
pursuant to Executive Order 12356, and 
thereby cause damage to the national 
security. 

(2) From subsection (c)(4) because 

this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j)(2), (k)(l), (k)(2) and 

(k)(5) of the Privacy Act. 

(3) From subsection (d) because the 
records contained in this system relate 
to official Federal investigations. Indi- 
vidual access to these records could 
compromise ongoing investigations, re- 
veal confidential informants and/ 
sensitive investigative techniques us 
in particular investigations, or con- 
stitute unwarranted invasions of the 
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personal privacy of third parties who 
are involved in a certain investigation. 
In addition, release of these records 
may reveal information that is prop- 
erly classified pursuant to Executive 
Order 12356, and thereby cause damage 
to the national security. Amendment 
of the records in this system would 
interfere with ongoing law enforcement 
proceedings and impose an impossible 
administrative burden by requiring law 
enforcement investigations to be con- 
tinuously reinvestigated. 

(4) From subsections (e)(1) and (e)(5) 
because in the course of law enforce- 
ment investigations information may 
occasionally be obtained or introduced 
the accuracy of which is unclear or 
which is not strictly relevant or nec- 
essary to a specific investigation. In 
the interests of effective law enforce- 
ment, it is appropriate to retain all in- 
formation that may aid in establishing 
patterns of criminal activity. More- 
over, it would impede any investigative 
process, whether civil or criminal, if it 
were necessary to assure the relevance, 
accuracy, timeliness and completeness 
of all information obtained. 

(5) From subsection (e)(2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be informed of the 
existence of the investigation and may 
therefore be able to avoid detection, 
apprehension, or legal obligations or 
duties. 

(6) From subsection (e)(3) because to 
comply with the requirements of this 
subsection during the course of an in- 
vestigation could impede the informa- 
tion gathering process, thus hampering 
the investigation, 

(7) From subsection (g) because this 
system of records is exempt from the 
access and amendment provisions of 
subsection (d) pursuant to subsections 
(j)(2), (k)(l), (k)(2) and (k)(5) of the Pri- 
vacy Act. 

(Order No. 57-91, 56 FR 58305, Nov. 19, 1991] 

§ 16.73 Exemption of Office of Legal 
Policy System — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C 552a (d)(1), (2), (3) 


§ 16.73 

and (4k (e)(1) and (2), (e)(4)(G) and (H), 
(e)(5); and (g): 

(1) Freedom -of Information arid Privacy 
Appeals Index ( JUSTICE/OLP-OOl). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2), (k)(2) and (k)(5). 

(b) Exemptions from the particular 

subsections are justified for the follow- 
ing reasons: 

(1) From subsections (d)(1), (2), (3), 
and (4) to the extent that information 
in this record system relates to official 
Federal investigations and matters of 
law enforcement. Individual access to 
these records might compromise ongo- 
ing investigations, reveal confidential 
informants or constitute unwarranted 
invasions of the personal privacy of 
third parties who are involved in a cer- 
tain investigation. Amendment of the 
records would interfere with ongoing 
criminal law enforcement proceedings 
and impose an impossible administra- 
tive burden by requiring criminal in- 
vestigations to be continuously 
reinvestigated. 

(2) From subsections (e)(1) and (5) be- 
cause in the course of law enforcement 
investigations, information may occa- 
sionally be obtained or introduced the 
accuracy of which is unclear or which 
is not strictly relevant or necessary to 
a specific investigation. In the inter- 
ests of effective law enforcement, it is 
appropriate to retain all information 
that may aid in establishing patterns 
of criminal activity. Moreover, it 
would impede the specific investigative 
process if it were necessary to assure 
the relevance, accuracy, timeliness, 
and completeness of all information 
obtained. 

(3) From subsection (e)(2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be informed of the 
existence of the investigation and 
would therefore be able to avoid detec- 
tion, apprehension, or legal obligations 
or duties. 

(4) From subsections (e)(4)(G) and (H) 
because this system is exempt from the 


233 



§16.73 


28 CFR Ch. 1 (7-1-94 Edition) 


access provisions of subsection (d) pur- 
suant to subsections (j) and (k) of the 
Privacy Act. 

(5) From subsection (g) because this 
system is exempt from the access pro- 
visions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(d)(l) and 
(e)(1): 

(1) U.S. Judges Records System (JUSTICE/ 
OLP-002). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(5). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d)(1) because 
many persons are contracted who, 
without an assurance of anonymity, 
refuse to provide information concern- 
ing a candidate for a judgeship. Access 
could reveal the identity of the source 
of the information and constitute a 
breach of the promised confidentiality 
on the part of the Department. Such 
breaches ultimately wou^d restrict the 
free flow of information vital to the de- 
termination of a candidate’s qualifica- 
tions and suitability. 

(2) From subsection (e)(1) because in 
the collection of information for inves- 
tigative and evaluative purposes, it is 
impossible to determine advance what 
exact information may be of assistance 
in determining the qualifications and 
suitability of a candidate. Information 
which may seem irrelevant, when com- 
bined with other seemingly irrelevant 
information, can on occasion provide a 
composite picture of a candidate which 
assists in determining whether that 
candidate should be nominated for ap- 
pointment. 

(e) The following system of records is 
exempt from U.S.C. 552a(c) (3) and (4): 

(d) ; (e)(1), (2) and (3), (e)(4)(G) and (H) 

(e) (5); and (g): 

(1) General Files System of the Office of 
Legal Policy (JTJSTICE/OLP-003). 

These exemptions apply only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2), (kXl), (kj<2). and 
(k)(5). 


(f) Exemptions from the particulai 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would re- 
veal investigative interest on the part 
of the Department as well as the recipi- 
ent agency. This would permit record 
subjects to impede the investigation, 
e.g., destroy evidence, intimidate po- 
tential witnesses, or flee the area to 
avoid inquiries or apprehension by law 
enforcement personnel. 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(3) From subsection (d) because the 
records contained in this system relate 
to official Federal investigations. Indi- 
vidual access to these records might 
compromise ongoing investigations, re- 
veal confidential informants, or con- 
stitute unwarranted invasions of the 
personal privacy of third parties wb 
are involved in a certain investigate 
Amendment of records would interfere 
with ongoing criminal law enforcement 
proceedings and impose an impossible 
administrative burden by requiring 
criminal investigations to be continu- 
ously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause in the course of law enforcement 
investigations, information may occa- 
sionally be obtained or introduced the 
accuracy of which is unclear or which 
is not strictly relevant or necessary to 
a specific investigation. In the inter- 
ests of effective law enforcement, it is 
appropriate to retain all information 
since it may aid in establishing pat- 
terns of criminal activity. Moreover, it 
would impede the specific investigation 
process if it were necessary to assure 
the relevance, accuracy, timeliness and 
completeness of all information ob- 
tained. 

(5) From subsections (e)<2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual wo' 
present a serious impediment to 
enforcement in that the subject, of trie 
investigation would be informed of the 
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System" U not accessed by any other 
agency. All disclosures of computerized 
information are made in printed form in 
accordance with the routine uses which 
are set forth below. 

Records also are maintained on a 
temporary basis relevant to the FBI's 
domestic police cooperating program, 
where assistance m obtaining 
information is provided to state and 
local police agencies. 

Also, personnel type information, 
dealing with such matters as attendance 
and production and accuracy 


requirements is maintained by some 
divisions. 

(The following chart identifies various 
listings or indexes maintained by the 
FBI which have been or are being used 
by various divisions of the FBI in their 
day-to-day operations. The chart 
identifies the list by name, description 

end use, and where maintained, i.e. FBI 

Headquarters and/or Field Office. The 
number in parentheses in the field office 
column indicates the number of field 
offices which maintain these indices. 
The chart indicates, under “status of 
index,” those indexes which are in 


current use (designated by the word 
‘‘active") and those which are no longer 
being used, although maintained 
(designated by the word “inactive"). 
There are 27 separate indices which are 
classified in accordance with existing 
regulations and are not included in this 
chart. The following Indices are no 
longer being used by the FBI and are 
being maintained at FBiHQ pending 
receipt of authority to destroy: Black 
Panther Party Photo Index: Black Unitec 
Front Index: Security Index; and 
Wounded Knee Album.) 


Tate at moo* 


Description and uh 


Status of ndex 


Maintained et- 


Head quarters 


Field office 


Administrative Index (ADEX}.. 


Anonymous Lektor Bte.. 


Associates of DEA Class t 
Narcotics Violators Listing 

Background Investigation 
Index— Department of Jus 
Sea 


Background tnvastigatian 
Index— White House. Other 
Executive Agencies, and 
Congress. 


Bank Fraud and Embezzle- 
ment Index. 


Bank Robbery Album 


Bank Robbrwy N i c to *me 
index 


Bank Robbery Note Fee . 


Consists of cards with deacrplve data on indrnd- 
ua*s who were subiect to investigation in a 
national emergency because they were believed 
10 constitute a potential or active threat to Ihe 
internal aecunty ot the united States When 
ADEX was started in 1971, it was made up of 
people who ware tormerty on the Security Index 
D e s erve Index and Agitator Index This index is 
maintained in two separate locations In FBI 
Headguaners. ADEX was dseonbnoed tit Janu- 
ary 1978 

Consists of photographs of anonymous commune 
catena and axvxxxiaio credit transactor*, kid 
napping, axlorton and threatening letters. 

Consists of s computer ftstog of ndknduafs whom 
DEA has identified as ss soothe* of Class 1 
Narcotics Violators. 

Consists of cards an persons who have been the 
subject of a tul told etvestigaton in connection 
with the* oonsrderaton for employment in sensi- 
tive positions with Department ot Justice, such 
as U S. Attorney. Federal judges, or a hagts level 
Department position. 

Conststi of cwds on persons who have been the 
subject of ■ toll field investigation in connection 
with thee consideration for employment in sensi- 
tive Positions with the White House, Executive 
agencies fofhar than the Department of Justice) 
and the Congress. 

Consists of individuals who have been the subject 
of "Bank Fraud and Embezzlement” investiga- 
tion This file is used as an irwestigtitiwe aid. 

Consists of photos of bank robbers, burglars, and 
larceny subtecta. In some bald offices at atitl 
also contain pictures obtained from local police 
departments of known armed robbers and thus 
potential bank robbers. The Index is weed to 
develop irruesbg«tive leads in bank robbery 
cases and may also be used to show to wit- 
nesses o! hank robberies. It is usually filed by 
race, height, and age. This index is also main- 
tained in one resident agency fa suboffics of a 
field office) 

Consists of rxeknames used by known bark rob- 
bers , The index card on each would contain the 
real name and method of operation and are 
filed in alphabetical order. 

Consists of photographs of notes used in bank 
rctiOenas in which the suspect has been identi- 
fied. This index is used to hap solve robberies 
in which the subject has not been identified but 
a note was left. The role is compared with the 
index to try to match the sentence structure and 
handwriting for the purpose ot identifying possi- 
ble suspects. 


Inactive.. 


Yes. 


Yes (29). 


Active.. 


Yes 


Active.. 


Yes ........ 


Active.. 


Active. 


Active .. 


Yes 


I No 

No 


Active 


Active... 


No. 

Yes 159). 
No 

No. 

Yes (1). 
Yes (47). 


Yes (i). 


Yes 


I No. 
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TKto at index 

i 

Description and use 

Status of index 

Maintained at— 

Headquarter* 

Fiefd office 

Bank Robbery Sloped Index ... 

Con8»J» of a control file or index cards with 

Active 

No 

Yas (33). 

Ye* (3). 
Ye* (1). 

Car Ring Ca»e Photo Atoum 

photos, if available, of bank robbers or bcrgters. 
in some field offices those people may bs part 
at the bank robbery album. This index « gener- 
ally maintained and used n the same manner 
as the bank robbery album. 

Consists of photos of subjects and suspects in- 
volved in a large car theft nog inve*t>gabon. It it 
used as an investigative aid 

Consists of photos of subjects end suspects in- 
volved in a targe car theft ring tovesfigafioa The 


No 

Car Ring Css* Photo Album 
and Index. 


No - 



Car Ring Case Tofl CaK Index... 
Ca< Ring Theft Worxmg Index... 

j card index ma^rtamed in addition to the photo 
| album contain* the rwnee and addresses «p> 

! pee:ing on fraudulent tide testories for itoten 
vehicle*. Woet of these name* appearing on 
these titles are fictitious. But the photo aibum 
and card indexes are used as an investigative 
aid. 

Consists cK cards with information on persons who 
•ubscnbe to te*ephor>e number* to which toil 
cafta have been placed by the major subjects of 
a large car theft ring investigation. ft ta main- 
tained numoncarty by telephone number, ft « 
used to facilitate the development of probably 
ceuae for a court -approved wiretap. j 

Contains cards on incfcvduals involved m car nog 
thett cases on which the FBI Laboratory bj ! 
dong examination work. ! 

Consists of photos with descriptive data of mcbvicl- ! 
uais who hare be© 0 convicted of theft from 1 
interstate shipment or interstate transportation 
Of stow p'XO'ty where there a a reason to 
betreve they may repeat the offense ft m used 
in investigating the above violations. 

' 

No 

Yea (2). 
NO. 

Yea (3). 
Yes (9). 




No 


' 

No 


numbers of people who aie frequently men- 




boned m mlomuilxxi .-tports. Th* index is usod 
to fscilnaio me dsniouong o' cfiannakng of 
informant reports to approonale files. 

Consrtis of ifeers nun-Mncarty m a control file on 
fugitives wbo are rotooous fractutent check 

i 


1 

Yes (43). 




Computerized Telephone 

Number FUe (CTNF) Inteffc- 
gence. 

passe's and who are engaged in a continuing 
operation of passing checks. The ti,er* which 
mciude the subject's ru*me, pnofQ, a summary 
ot the suDiect's method of operation and omer 
toenufying data « ut .jd to a-ert o met FBI held 
offices a r d business establishment* which may 
be the victim* & bad check*. 

Consists of a computer feting Of telephone num- 
bers (and subscribers* names and addresses) 
utilized by subjects and/or certain individuals 
which come to the FBI's attention during major 
investigations. During subsequent investigations, 
telephone number*, obtained through subpoena, 
ere matched with the telephone numbers on fi ie 
to determine connections or associations. 

Consists of computerized names of nckviduais. 
along with company affiliation, who travef na- 
tionally and internationally white participating in 
te-^te-doNar -value fina -oal swindles. 

Consists of photos with descriptive information on 

1 

1 

j 

| 

1 


No. 

1 




No 

Yes (4). 

Album 

individuals who have been arrested for confi- 





dence games and related activities, it is used as 
an investigative a*d. 


No 

. Yes (1). 
. Yes (2). 

No. 

Criminal Intelligence Index..,. 

lectors and film titles ft is used as a reference 
m the investigation of copynght matters. 



Criminal Jn/ormant.lndex 

individuals who have become the subject of an 
antiracketeermg inves’lgation. The mdex is used 
as a quick w*y to ascertain fife numbers and 
the cottocJ spelling of names. This mdex is also 
maintained in one res-dent agency. 

Consists of Cards containing identity and bnef 
background information on all actrve and inac- 
tive informants furnishing information m the 
criminal area 

i 

1 



i 
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T70e erf Index 

Dascripaon and use 


Maintained at— 


Headquarters 

Field office 

DEA Class 1 Nanoofeot Vtoim- 

Connate of • computer frrrrvg c -A necqOc viola 
tors — persons known to manufacture. Supply, or 


Yes 

Yes ( 59 ). 

tors Dsflng. 




distribute 10 * 9 © quantities of ilhcst drugs— with 
becfcgiourd data, tt s used by the FBI in their 
role of assisting DEA m dresemnatiog intefti- 
gence data concerning illicit drug trafficking. 
Tb» index w #eo wvwr»ta»ned in Wo wait dent 
*genc*e$ 

' 


Yes ( 4 ). 


•re texr-H rrmmy deserter*. K a used s& art 



false Identities Index .... 

investigative aid 

Contains cards with the namee of deceased md*- 


Yes 

No. 

Yes (3U 
Yes (2). 

f aif,e identities L«t 

vkJuaJs whose birth certificofes havo been ob- 
tained by oFer persons for pos&Ne false identi- 
fication uses and r> connection with which the 
FBI laboratory has been requested to perform j 
exantfNabcnt*. 5 

Consist of a listing of namos of deceased rndrvxF : 
uah w+* 0 «e bulb cortrfcales hare been obtained 
a her the person 's de*Jlh, end Thus whose 
names are possrbfy bei'vg used for false identifi- 
cation purposes. The listing 0 maintained as 
pen erf the FS! s program to find persons using 
false identities tor H legs' purposes. 

Consists of names anc pnoios of people who 
hove been positively identified as urrng a false 
denW>cai>on. This e used as an myestigatrve 
«wd m the FBI's investigation of false identities. 

Consists of computerized fisting of mdivdua* 
names of orgaruzenons wruch are the subject erf 
serve and inactive fraud investigations. along 
with the name of the agency conducting the 
investigation. Data is avai.abfe to IG offices j 
throughout the federal government to prevent 
dupheebon 0 * investigative activity. 

Consists of cards or. persons being soughi on the 
basts of Federal warrants covering violations 
which fall under the jonsdKrUon of the FBI It is 
used as a ready reference to identify those 

fugitives. 

Consists of cards with identity background data on 
all active and inactive operaupnaj and informs- ! 
I tonal assets in the foreign conteantettigenc* 1 
I t«*d H »s used as • reference a*d on the FCi 
1 Asset program 

Consists of mcindualS wt’o have beer, the subject 
of a "fraud egamst the Government” mvestiga- 



False identity Photo Album 


1 

1 

No 

FBI.' inspector Goner* (KS) 
Case Pointer Sy&om 

(FICPS). . 


1 

Yes ,. 

1 

1 

1 


No 

, 

F oreion Couetenmelbgence 
(FCU 

Fraud Against the Govern- 
ment Index. 



No. 



1 Yes (*i) 



1 


tion ft is used as investigative a*d. 

Consists Of fhc^s cm ba~k robbery fixjTves Tiled , 
sequentially m a control file FBI headquarters 

I 

Yes _ .. 

i 

| Yes (43). 





drstnbules to the field offices fliers 00 bank 
robbers m a fugitive status for 15 or more days 
to facilitate the# location 

Contains cards on all persons that have been the 
subject o' a secunty deification investigation 



Yes (1). 




Hoodlum License Plate Inde* J 

by the F0; field office. These cards are used for 
general reference purposes. 

Consists of cards with the license plates numbers 
and descnptfve data on known hoodlums and 


NO 

Yes (3) 



i 

kJentiftcation Order Fugitive ■ 
Flier File. 

cars observed in the vKanay of hoodlum homes 
tt is used 1 <x quick identification of such person 
in the course of investigation. The one index 

which is not tutiy mtnevatte in maintained by a 
resident agency. 

Consists of fliers numencatiy in a control file 
When immediate leads have been exhausted in 


Yes 

Yes (49). 




fugitive in vest>g a tion* and a crime of consider- 
pubtic interest has been committed, the 
R»rs are given wide circulation among taw en- 
forcement agencies throughout the United 
Slates and are posted in post offices. The fkere 
contain the fugitive’s photograph, fingerprints, 
and description 
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TAN of irxtax 


Description and use 


Status Crf «vto* 


Maintained at- 


Headquarters 


Field office 


Informant Index 


Informant* in Other Reid Of- 
, Index erf. 


Interstate Transportation erf 
Stolen Aircraft Photo Album. 


IRS Wanted Lrsl.. 


K-dnapptog Book., 


Known Check Passers Albcm.. 
Known Gambler Index 


La Cosa Nostra (ICN) Mem- 
bership Index. 


Leased Line Letter Request 
Index 


Mail Cover Index , 


Mrfitary Deserter Index 


National Sank Robbery Album 


National Fraudulent Check 
File. 


Coosisis of cards w*h the name, symbol numbers, 
and boe< fcac* ground information on the follow- 
ing categories of active and mactrva informants, 
top echelon cnrrxnaJ informants. security inform- 
ants. crimtrai information, operational and intor- 
mabooa! assets, extiemiat informants (discontin- 
ued). plant mfor.mant— informants on and about 
.certain mi? r ta r y bases (discontinued), and poten- 
tial comma] informants. 

Consist of cards w*th names and/or symbol num- 
bers of informants in other F8I tiekJ offices that 
are in a position to furnish information that 
woofd also t>e included or. the index card. 

Consists of photo* and descriptive data on individ- 
uals who are suspects known to have been 
involved in interstate transportation of stolen 
aircraft ft as used as an investigative aid. 

Consists of one-page fliers from IRS on individuals 
wfih background information who a r e wanted by 
IRS for tax purposes- If is used in the identifica- 
tion of persons wanted by IRS. 

Consists of data, tiled chronoVogicalty. on kidnap- 
pings that have occurred since the eady fifties. 
The victims' names and the suspects, rf known, 
would be fcst&d with a boef descnpt>on of the 
circumstances surrounding the kidnapping. The 
fi;e ts used as a reference aid in matching op 
pror methods of operation in unsolved kidnap- 
ping cases. 

Consists of photos **th descriptive data of per- 
sons known to p**s stolen, lorged, or counter - 
feu chocks It is used as an investigative aid. 

Consists of cards wfih names, descriptive data, 
and sometimes photos of individuals who are 
known bookmakers and gamblers. The index m 
used in organized crime and gambling investiga- 
tions Subsequent to GAOs review, and at the 
recommendation of the inspection team at one 
of the two field offices where the index was 
destroyed and the* « not tncluojd in the total. 

Contains cards on indviduals having been identi- 
fied as members of the LCN index The cards 
contain pp'sonai data and pictures. The index is 
used solely by FBI agents lor ass. stance in 
investigating organized crime matters. 

Contains cards on kxjrviduats and c-ganizacions 
who are or have been the subject of a national 
security electronic surveillance where a fcnesed 
Ime letter was necessary It is used as an 
administrative and statistical a>d- 

Consists of cards cor*ai"ing a record of all mail 
covers co r K3ucted on individuals and groups 
since about January 1973. It is used for refer- 
ence in preparing mail cove.* requests. 

Consists ol cards containing the names of all 
milJta'y deser*ers where the various military 
branches have leques'ed fSi assistance in lo- 
cating H is used as *r administrative Sid. 

Consists of fliers on bank robbery suspects held 
sequential in a control file Wtten an identifia- 
ble bank camera photograph is available and 
the case has b-en u^der investigation for 30 
days with jut identifying tne subject, FBiHQ 
sends a fi er to the find offices to help identify 
the Subject. 

Contains photographs of the signature on stolen 
and counerfert creeps, it »s Wed s.phabetjcairy 
but there is no wsy of. knowing the names are 
real or fictitious. The index is used to help solve 
stolen check cases by matching checks ob- 
tained in such cases against the index to identi- 
fy a possible suspect 


Ac**.. 


Active.. 


Active. _ 


Active 


Active 


Active 


Active.. 


Active.. 


Active- 


Active . 


No 


Yea (5&f 


No.. 


No- 


No . 


Yes (15). 


Y« (1). 


Yes (11). 


Ye* 


No 


No — 


Yes (4). 
Yes (5) 


Ye* 


Yas - 


Yes (55). 


No. 


Yes 


Ya*.. 


NO. 


No. 


Yes- 


Yes (42). 


Yes . 


JNo. 
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TWf> erf inde* 


Description and use 


Status of tadex 


Maintained at- 


Headquarters 


FeW office 


National S Etectrorwc 
Surveillance Card Re. 


Night Depository Trap Index . 


Organized Cnme Photo Album. 


Photospread ktentificabon 
Ehmjoatjoo Fite. 


Prostitute Photo Album .. 


Royal Canadian Mounted 
Pohcy (RCMP) Wanted Cir- 
cular Fite. 

Security informant index. ...** 


Security Subjects Control 
Index. 


Security Telephone Number 
Index 


Selective Service Violators 
Index 


Sources of Information Index.. 


Special Services Index.. 


Stolen Checks and Fraud try 
Wire Index. 


Stop Notices Index .. 


Contains card* recortSng etectioric *urveittarKXw 
previously authorized by the Attorney General ; 
and previously and Currently authorized by the i 
FISC; current and previous assets in the foreign I 
countenntetegenoe field; and a historical, inac- 
tive aecbon which contains cards befeeved to 
record nooconserted physical entries m national 
•ecunty cases, previously toll tailings, mail 
covers and teased Hoes. The Inactive section 
•too contains cards reflecting previous Attorney 
Genera.' approvals and dentals tor warranties* 
electronic surveillance in the national security 
cases. 

Contains cards with the names of persons who 
have been involved in the theft of deposits 
made in bank night depository boxes. Since 
these thefts have nvofved various methods, the 
FBI use* the index to solve such cases by 
matching up similar methods to identity possible 
suspects. 

Consists of photos and background information on 
individuals involved in organced crime activities. 
The mdex is used as • ready reference in 
identifying organized crime figures within the 
field offices’ jurisdiction. 

Consists of photos of individuals who have been 
subject* and suspects in FBI investigations. It 
atoo includes photos received from other law 
enforcement agerxtes. These pictures can be 
used to show witnesses of oertam crimes. 

Consists of photos with background data on pros- 
titutes who have prior local or Federal arrests 
for prostitution. It is used to identify prostitutes 
m connection with investigations under the 
White Steve Traffic Ad. 

Consists of a control fite of individuals with back- 
ground information of persons warned by the 
RCMP. It ts used to notify the ROMP if an 
todrvxtua! ts located. 

Consists of cards containing identity and brief 
background information on all act/ re and inac- 
tive informants turrxsNng information in the 
criminal area. 

Consists of cards containing the names and case 
fite numbers ol individuals who have been sub- 
ject to security investigations check. It n used 
as a reference source. 

Contains cards with telephone subscriber informa- 
tion subpoenaed from the telephone company 
in any secunty investigation. It is maintained 
numencaJly by the last three digits m the tele- 
phone number. It * used tor general reference 
purposes in security investigations. 

Contains cards on individuals being sought on the 
basts pf Federal warrants for violation of the 
Selective Service Act 

Consist of cards on individuals and organizations 
such as banks, motels, local government that 
are willing to furnish tnlormabon to the FBI with 
sufficient frequency to justify listing for the ben- 
efit of all agents. It is maintained to facilitate the 
use of such sources, 

Contains cards of prominent individuals who are in 
a position to furnish assistance in connection 
with FBI investigative responsibility. 

Consists of cards on 'mdrvxjuals involved m check 
and fraud by wire violations, ft is used as an 
investigative aid. 

Consists of cards on names of subjects or proper- 
ty where the field office has placed a stop at 
another law enforcement agency or private busi- 
ness such as pawn shops in the event informa- 
tion comes to the attention of that agency 
concerning the subject or property. This is filed 
numerically by investigative classification, ft is 
used to insure that the agency where the stop 
*S placed is notified when the subject ts appre- 
hended or the property is located or recovered. 


inactive.. 


Yes...... 


No, 


Active.. 


Yes 


Active.. 


No .. 


Active..., 


No- 


No, 


YbS 03). 


Yes (14), 


Active.. 


No Yes (4). 


Active.. 


No. 


Active- 


Yes.. 


Active.. 


No . 


No.. 


Active.. 


Active.. 


Active.. 


Active.. 


Active 


Yes.. 


No .. 
No . 
No .. 


Yes (17), 
No. 

Ves(l). 
Yes ( 1 ). 

No. 

Yes (10). 

Yes (28). 
Yes (1). 
Yes (43) 
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Ttte of index 

Description and use 

j 


Maintained al— 


Headquarter* 

Field office 

Surveillance Locator index 

Consists Of cards wifi basic data on inAviduals 


Ho 

Tes (2). 


and businesses which have come under physF 



Telep hor»e Number Index — 

cai surveillance m toe city in which the field 
office ia toc-atad. tt e used (or genera! reference 
purposes in arttiracketeenng investigations. 

Contain* information on persons identified usually 
as a result of • aubpoena for the names at 


to 

Tes (2). 

Gamblers. 



■ 

Tetephoofl Subscriber *nd 

subscribers to particular telephone numbers or 
ton records lor a particular phone number of 
area gamblers and bookmakers. Trw lodes i 
cards are filed by the last three digits of the 
telephone number. The index in used gambling 
loves bga'jons. 

Contain* cards with information on persons identk 


to_ - 

Yes {1). 

Toil Records Check Index. 

ftod as the resuft of a formal request or subpoe- 



Thieves. Coanen and Fenoe* 

na to the phone oompany for the identity of 
aubsenbers to pankxitar telephone' numbers. 
The index cards an filed by telephone number 
and would also include identity of the subscrib- 
er, Culling party's identity, subscriber's address, 
dale of request from the telephone company, 
and Ka number. 

Consists of photos and background information on 

Active. - 

No ... 

i 

I Ye* (4). 

Photo index. 

individuals who are or are suspected of being 



ToU Record Request Index. 

thieves, couriers, or fences based on ther past 
activity in the aree of interstate transportation of 
Stolen property. It ia used as an investigative md. 

Contain* cards on individual* and organization* 
on whom toll records hav* been obtasied in 
notional security related caaea and with respect 
to which FBI HQ had to prepare a request letter, 
i la used primarily to facilitate the handling of 
repeat request* on indrviduaf* Bated. 

Conwsis of photo* and background data of known 
and suspect top txagian involved in toe aree of 


Yes 

No. 

1 

! 

Yes (4>. 

Top Burglar Album ' 


to 




Top EcTxSon Criminal Inform- 

Interstate transportation ot stolen propaty. It is 
ueed a* an investigative aid. 

Consents of cards containing identity and brief 1 
background information on mtfrriduaia who an 

Active 

Yee - 

No. 

or Proyam (TECIP) Index. ' 



1 

f 

Top Tan Proyam File ... 

erther tumtshing high tevof mtomwoon in the 
organized crime area or are under development , 
to kenrsh such infcxmaiion. The index is used 
prawarity to evafuata, corroborate, and coon*- 
naie informant information and to develop pros- 
ecutive data against racket figure* ureter Feder- 
al. State, and local statutes. 

Consists of liert, filed numerically m a control *e. 



Ye* (44). 

i on tugdive* considered by the FBI lo be 1 of 



Top Thiei Program Index — 

the tO most wanted. Inducting a fugitive of V ie 
top tO usually assures a greater nation** news 
coverage as well as rvatxxv**** cwoukahon of 

the tor. 

Consist* of cards of individuals who *re profes- 

I 

! 

to 

Ye* (27). 

Yes (4). 
Yes(l). 

To»ck Hijack Photo Album _ 

Sionaf burglars, robbers, or fences dealing in 
items likely to be passed in interstate commerce 
or who travel inter state to comort the enme. 
Iteuatfy pfxKo^apris and background informa- 
tion wouW efso ba obta>ned on the index card. 
The mriex t* used as an investigative aid. 
Contains photos and descriptive data of indwkJ- 

Active 

! 

i 

! 

Truck Thief Suspect Photo 

uals who are suspected truck tYyackar* (t is 
used as an investigative ad and lor displaying 
photos to witnesses and/or victims to identify 

unknown subjects in hijacking cases. 

Consists of photos and background data on indi- 

Active ... 

No - 

Album. 

vxiuats previously arrested or a/e currently sus- 



Traveling Criminal Photo 

1 pecte regarding vehicle theft The index « uaed 
as an invwsogative aid. 

Consists of photos with identifying data of individ- 
uate convicted of various criminal offenses and 



Yes (1). 

Album. 



Veterans Adnwvstrafce (VA)/ 

may be suspects in other offenses, tt m used as 
an investigative aid. 

Conawts of cards of individuate who have been 

Active . 

i 

No 

Ye* (1). 

Federal Housing Admims- 

i subject of an investigation relative to VA and 



tration Madera (THA} Index. 
Wanted Fliers F3*..._ — 

I FHA matters, ft is used as an investigative aid. 
Consists of fliers, fried numencatty in a control ftie, 
on bedfy wanted fugitives whose •ppraherwfon 



Yes {AS). 





may b» facilitated by a flier. The tier contain* 
the names, photographs. aliases, previous con- 
victions, and a caution notice. 


1 
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Title of irxJex 

Description »nc) use 

Statue of index 

WbeeWex 

Contains the nicknames and th* case file num- 
ber* of organced crime members. K is used in 
organized crime investigation*. 

Contain* card* on a* potential While House ap- 
pointees, staff members, guests, and visitor* 
that have been referred to the FBI by the White 
House *eajrrty office for * record* check to 
identify any adverse or derogatory riformatioa 
This index is used to expedite such check in 
view of the bgrif timeframe usually required. 

Contains cards on Mviduals who have been 


While House Special Index 


Witrwas Protection program 

Act iv© 

Index 

hxnahed a new identity by the U.S. Justice 
Department because of their testimony in orga- 
nized crime trials. It « used primarily to rrobty 
the U.S. Marshals Sendee when intormation re- 
lated to the t&fety ol a protected witness comes 
*0 the FBI’s attention. 



Maintained at— 

Headquarter* Fxwj office 



— No. 


..... No. 


authority roe maintenance of the 

SYSTEM: 

Federal Records Act of 1950, Title 44, 
United States Code, chapter 31, section 
3101; and title 36, Code of Federal 
Regulations, chapter XU, require Federal 
agencies to insure that adequate and 
proper records are made and preserved 
to document the organization, functions, 
policies, decisions, procedures and 
transactions and to protect the legal and 
financial rights of the Federal 
Government, title 28. United States 
Code, section 534, delegates authority to 
the Attorney General to acquire, collect, 
classify, and preserve identification, 
criminal identification, crime and other 
records. 

ROUTINE use* OF RECORDS MAINTAINED IN 
THE SYSTEM, INCtUOINO CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USES: 

Records, both investigative and 
administrative, are maintained in this 
system in order to permit the FBI to 
function efficiently as an authority, 
responsive component of the 
Department of Justice. Therefore, 
information in this system is disclosed 
to officials and employees of the 
Department of Justice, and/or all 
components thereof, who have need of 
the information in the performance of 
their official duties. 

Personal information from this system 

may be disclosed as a routine use to any 

Federal agency where the purpose in 
making the disclosure is compatible 
with the law enforcement purpose for 
which it was collected, e.g., to assist the 
recipient agency in conducting a lawful 
criminal or intelligence investigation, to 
assist the recipient agency in making a 
determination concerning an 
individual’s suitability for employment 
and/or trustworthiness for employment 
and/or trustworthiness For access 
clearance purposes, or to assist the 
recipient agency in the performance of 


any authorized function where acceeB to 
records in this system is declared by the 
recipient agency to be relevant to that 
function. 

In addition, personal information may 
be disclosed from this system to 
members of the Judicial Branch of the 
Federal Government in response to a 
specific request, or at the initiation of 
the FBI, where disclosure appears 
relevant to the authorized function of 
the recipient judicial office or court 
system. An example would be where an 
individual is being considered for 
employment by a Federal judge. 

Information in this Bystem may be 
disclosed ss a routine use to any state or 
local government agency directly 
engaged in the criminal justice process, 
e.g.. police, prosecution, penal, 
probation and parole, and the judiciary, 
where access is directly related to a law 
enforcement function of the recipient 
agency e.g, in connection with a lawful 
criminal or intelligence investigation, or 
making a determination concerning an 
individual's suitability for employment 
as a state or local law enforcement 
employee or concerning a victim’s 
compensation under a state statute. 
Disclosure to a state or local 
government agency, (a) not directly 
engaged in the criminal justice process 
or (b) for a licensing or regulatory 
function, is considered on an individual 
basis only under exceptional 
circumstances, as determined by the 
FBI. 

Information in this system pertaining 
to the use, abuse or traffic of controlled 
substances may be disclosed as a 
routine use to federal, state or local law 
enforcement agencies and to licensing or 
regulatory agencies empowered to 
engage in the institution and prosecution 
of cases before courts and licensing 
boards in matters relating to controlled 
substances, including courts and 
licensing boards responsible foi the 


licensing or certification of individuals 
in the fields of pharmacy and medicine. 

Information in this system may be 
disclosed as a routine use in a 
proceeding before a court or 
adjudicative body, e.g., the Equal 
Employment Opportunity Commission 
and the Merit Systems Protection Board, 
before which the FBI is authorized to 
appear, when (a) the FBI or any 
employee thereof in his or her official 
capacity, or [b] any employee in his or 
her individual capacity where the 
Department of Justice has agreed to 
represent the employee, or (c) the United 
States, where the FBI determines it is 
likely to be affected by the litigation, is 
a party to litigation or has an interest in 
litigation and such records are 
determined by the FBI to be relevant to 
the litigation. 

Information in this system may be 
disclosed as a routine use to an 
organization or individual in both the 
public or private sector if deemed 
necessary to elicit information or 
cooperation from the recipient for use by 
the FBI in the performance of an 
authorized activity. An example would 
be where the activities of an individual 
are disclosed to a member of the public 
in order to elicit his/her assistance in 
our apprehension or detection efforts. 

Information in this system may be 
disclosed as a routine use to an 
organization or individual in both the 
public or private sector where there is 
reason to believe the recipient is or 
could become the target of a particular 
criminal activity or conspiracy, to the 
extent the information is relevant to the 
protection of life or property. 

Information in this system may be 
disclosed to legitimate agency of a 
foreign government where the FBI 
determines that the information is 
relevant to that agency's 
responsibilities, and dissemination 
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serves the best interests of the U.S. 
Government and where the purpose in 
making the disclosure is compatible 
with the purpose for which the 
information was collected. 

Relevant information may be 
disclosed from this system to the news 
media and general public where there 
exists a legitimate public interest, e.g., to 
assist in the location of Federal 
fugitives, to provide notification of 
arrests, and where necessary for 
protection from imminent threat of life 
or property. This would include releases 
of information in accordance with 23 
CFR 50.2. 

A record relating to an actual o't 
potential civil or criminal violation of 
the copyright statute, Title 17, United 
States Code, or the trademark statutes. 
Titles 15 and 17, U.S. Code, may be 
disseminated to a person injured by 
such violation to assist him/her in the 
institution or maintenance of a cult 
brought under such titles, 

The FBI has received inquiries from 
private citizens and Congressional 
offices on behalf of constituents seeking 
assistance in locating individuals such 
as missing children and heirs to estates. 
Where the need is acute, and where it 
appears FBI files may be the only lead in 
locating the individual, consideration 
will be given to furnishing relevant 
information to the requester. 

Information will be provided only in 
those instances where there are 
reasonable grounds to conclude from 
available information the individual 
being sought would want the 
information to be furnished, e g., an heir 
to a large estate. Information with 
regard to missing children will not be 
provided where they have reached their 
majority. 

Information contained in this system, 
tnay be made available to a Member of 
Congress or staff acting upon the 
member's behalf when the member of 
staff requests the information in behalf 
of and at the request of the individual 
■who is the subject of the record. 

A record from this system of records 
may be disclosed as a routine use to the 
mationcl Archives and Records 
Administration and General Ser vices 
Administration in records management 
inspections conducted under the 
authority of 44 U.S.C. 2904 and 2906, to 
the extent that legislation governing the 
records permits. 

POLICIES UNO PRACTICES POP 3T0RIN0, 
RETRIEVING, ACCESSING, RETAINING, AMO 
DISPOSING OF RECORDS IN TME SYSTEM; 

storage: 

The active main files are maintained 
in hard copy form and some inactive 
records are maintained on microfilm, 


Investigative information which is 
maintained in computerized form may 
be stored in memory, on disk storage, on 
computer tape, or on a computer printed 
listing. 

retrievaeuty: 

The FBI General Index must be 
searched to determine what information, 
if any, the FBI may have in its files, 

Index records, or pointers to specific FBI 
files, are created on all manner of 
subject matters, but the predominant 
type record is the name index record. It 
snould be noted the FBI does not index 
all individuals who furnish information 
or all names developed during the 
course of an investigation. Only that 
information considered pertinent, 
relevant, or essential for future retrieval, 
it indexed. In certain major cases, 
individuals interviewed may be indexed 
to facilitate the administration of the 
investigation. The FBI has automated 
that portion of its index containing the 
most recent information— 15 years for 
criminal related matters and 30 years for 
intelligence and other type matters. 
Automation will not change the "Central 
Records System"; it will only facilitate 
more economic and expeditious access 
to the main files. Searches against the 
automated records are accomplished on 
a "batch off-line" basis for certain 
submitting agencies where the name 
search requests conform to FBI specified 
formats and also in an “on line" mode 
with the use of video display terminals 
for other requests. The FBI will not 
permit ar.y organization, public or 
private, outside the FBI !o have direct 
access to the FBI indices system. All 
searches against the indices data base 
will be performed on site within FBI 
space by FBI personnel with the 
assistance of the automated procedures, 
where feasible. Automation of the 
various FBI field office indices was 
completed in 1989. This automation 
initiative has been on a "day-one" basis. 
This 'r.dices system points to specific 
files within a given field office. 
Additionally, certain complicated 
investigative matters may be supported 
by specialized computer systems or by 
individual microcomputers. Indices 
created in these environments are 
maintained as part of the particular 
computer system and accessible only 
through the system or through printed 
listings of the indices. Full text retrieval 
is used in a limited number of cases as 
an investigative technique. It is not part 
of the normal search process and is not 
used as a substitute for the General 
Index or computer indices mentioned 
above. 

The FBI will transfer historical 
records to the National Archives 


consistent with 44 U.S.C. 2103, No 
record of individuals or subject matter 
will be retained for transferred files; 
however, a record of the file numbers 
will be retained to provide full 
accountability of FBI files and thus 
preserve the integrity of the filing 
system. 

safeguards: 

Records are maintained in a restricted 
area and are accessed only by agency 
personnel. All FBI employees receives a 
complete background investigation prior 
to being hired. All employees are 
cautioned about divulging confidential 
information or any information 
contained in FBI files. Failure to abide 
by this provision violates Department of 
justice regulations and may violate 
certain statutes providing maximum 
severe penalties of a ten thousand dollar 
fine or 10 years imprisonment or both. 
Employees who resign or retire are also 
cautioned about divulging information 
acquired in the jobs. Registered mail is 
used to transmit routine hard copy 
records between field offices. Highly 
classified records are hand carried by 
Special Agents or personnel of the 
Armed Forces Courier Service. Highly 
classified or sensitive privacy 
information, which is electronically 
transmitted between field offices, is 
transmitted in encrypted form to prevent 
interception and interpretation. 
Inhumation transmitted in teletype form 
is placed in the main files of both the 
receiving and transmitting field offices. 
Field offices involved in certain 
complicated investigative matters may 
be provided with on-line access to the 
duplicative computerized information 
which is maintained for them on disk 
storage in the FBI Computer Center in 
Washington. D C., and this 
computerized data is also transmitted in 
encrypted form. 

RETENTION AND DISPOSAL: 

As the result of an extensive review of 
FBI records conducted by NARA. 
records evaluated as historical and 
permanent will be transferred to the 
National Archives after established 
retention periods and administrative 
needs of the FBI have elapsed. As 
deemed necessary, certain records may 
be subject to restricted examination and 
usage, as provided by 44 U.S.C. section 
2104 . 

FBI record disposition programs 
relevant to this System are conducted in 
accordance with the FBI Records 
Retention Plan and Disposition Schedule 
which was approved by the Archivist of 
t!ie United States and the U.S. District 
Court, District of Columbia, 
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Investigative, applicant and 
administrative record* which meet the 
destruction criteria will be destroyed 
after 20 or 30 year* at FBI Headquarter* 
and after 1, 5, 10 or 20 years in FBI Field 
Offices. Historical record* will be 
transferred to the National Archives 
after 30 or 50 years, contingent upon 
investigative and administrative needs. 
The administrative indices and listings 
described within this System were 
appraised separately and disposition 
authority established. (Job No. NCl-65- 
62-4 and amendments) 

SYSTEM MANAGER)*) AND ADDRESS: 

Director, Federal Bureau of 
Investigation; Washington. DC 20535. 

NOTIiaCATtON PROCEDURE 

Same as above. 

RECORD ACCESS PROCEDURES: 

A request for access to a record from 
the system shall be made in writing with 
the envelope and the letter clearly 
marked “Privacy Access Request". 
Include in the request your full name, 
complete address, date of birth, place of 
birth, notarized signature, and other 
identifying data you may wish to furnish 
to assist in making a proper search of 
our records. Also include the general 
subject matter of the document or its file 
number. The requester will also provide 
a return address for transmitting the 
information. Requests for access to 
information maintained at FBI 
Headquarters must be addressed to the 
Director, Federal Bureau of 
Investigation, Washington, DC 20535. 
Requests for information maintained at 
FBI field divisions or Legal Attaches 
must be made separately and addressed 
to the specific field division or Legal 
Attache listed in the appendix to this 
system notice. 

CONTESTING RECORD PROCEDURES: 

Individuals destring to contest or 
amend information maintained in the 
system should also direct their request 
to the Director, Federal Bureau of 
Investigation, Washington, DC 20535, 
stating clearly and concisely what 
information is being contested, the 
reasons for contesting it, 'and the 
proposed amendment to the information 
sought. 

RECORD SOURCE CATEGORIES: 

The FBI, by the very nature and 
requirement to investigate violations of 
law within its investigative jurisdiction 
and its responsibility for the interna! 
security of the United States, collects 
information from a wide variety of 
sources. Basically, it is the result of 
investigative efforts and information 
furnished by other Government 


agencies, law enforcement agencies, and 
the general public, informants, 
witnesses, and poblic source material. 

SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS OF THE ACT: 

The Attorney General has exempted 
this system from subsections (c)(3). (d), 

[e) (l)(2) and (3). (e)(4)(G) and (H), (e)(8) 

(f) , (g), of the Privacy Act pursuant to 5 
U.S.C. 552a (j) and (k). Rules have been 
promulgated in accordance with the 
requirements of 5 U.S.C, 553 (b), (c) and 
(e) 

Appendix of Pield Divisions and Legal 
Attaches for the Federal Bureau of 
Investigation Field Divisions; Justice/ 
FBI-099 

5th Floor, 445 Broadway, Albany. NY 
12201 . 

POB 25186, Albuquerque, NM 87125. 

POB 100560. Anchorage, AX 99510. 

POB 1983, Atlanta, GA 30370. 

7142 Ambassador Road, Baltimore, MD 
21207. 

21 Zt Building. Birmingham, AL 35203. 
John F. Kennedy Federal Office Building, 
Boston, MA 02203. 

Ill West Huron Street, Buffalo, NY 
14202. 

8010 Kenley Lane, Charlotte, NC 28217. 
219 S. Dearborn St., Chicago, !L 60604. 
POB 1277, Cincinnati, OH 45201. 

1240 E. 9th St., Cleveland, OH 44199. 
POB 137, Columbia, SC 29202. 

1801 W. Lamar, Dallas, TX 75202 
POB 1229, Denver, CO 80201. 

POB 2118, Detroit, Ml 48231. 

700 E. San Antonio Ave., El Paso, TX 
79901. 

POB 50164, Honolulu, HI 96850. 

POB 61369, Houston, TX 77208. 

POB 1186, Indianapolis. IN 46200. 

100 W. Capitol St., Jackson. MS 39209. 
POB 8928, Jacksonville, PL 32239. 

POB 2449, Kansas City, MO 64142. 

POB 10368, Knoxville, TN 37919. 

POB 16032, Las Vegas, NV 89101. 

POB 21470, Little Rock, AR 72221-1470. 
11000 Wiishire Blvd., Los Angeles, CA 
90024. 

POB 2467, Louisville, KY 40201. 

167 N. Main St., Memphis, TN 38103, 
POB 592418, Miami, FL 33159. 

POB 2058, Milwaukee, WJ 53201. 

392 Federal Building, Minneapolis, MN 
55401, 

POB 2128, Mobile, AL 36652. 

POB 1158, Newark, NJ 07101. 

POB 2058, New Haven, CT 06521. 

POB 51930, New Orleans, LA 70151. 

POB 1425, New York, NY 10008. 

POB 3828, Norfolk, VA 23514. 

POB 54511, Oklahoma City, OK 73154. 
POB 548, Omaha, NE 68101. 

600 Arch St., Philadelphia, PA 19106. 

201 E. Indianola, Phoenix, A Z 85012. 

POB 1315, Pittsburgh, PA 15230, 

POB 709, Portland, OR 97207. 


POB 12325, Richmond, VA 23241. 

POB 13130, Sacramento, CA 95813, 

POB 7251, SL Louis. MO 63177. 

125 S. State St, Salt Lake City. UT 
64138. 

POB 1630, San Antonio, TX 78296. 

880 Front St„ San Diego. CA 92188. 

POB 36015, San Francisco, CA 94102. 
POB BT, San Juan, PR 00936. 

915 2nd Ave.. Seattle, WA 98174. 

POB 3640, Springfield, EL 62706. 

POB 172177, Tampa, FL 33602. 
Washington Field Office, Washington, 
DC 20535. 

Federal Bureau of Investigation 
Academy, Quantico, VA 22135. 
Legal Attaches; (Send c/o the Americai 
Embassy for the Cities indicated). 
Bern, Switzerland. 

Bogota. Colombia (APO, Miami 34038). 
Bonn. Germany (Box 310, APO, New 
York 09080). 

Bridgetown, Barbados (Box B, FPO, 
Miami 34054). 

Brussels, Belgium (APO, New York 
09667). 

Canberra, Australia (APO, San 
Francisco 96404-0001). 

Hong Kong, B.C.C. (FPO, San Francisco 
96659-0002). 

London. England (Box 2, FPO, New Yoi 
09509). 

Manila. Philippines (APO, San Francisc 
96528). 

Mexico City, Mexico (POB 3087. Laredc 
TX 76044-3087). 

Montevideo, Uruguay (APO, Miami 
34035). 

Ottawa, Canada. 

Panama City, Panama (Box E, APO, 
Miami 34002). 

Paris, France (AK), New York 09777), 
Rome, Italy (APO, New York 09794). 
Tokyo, Japan (AIK), San Francisco 
96503). 

JUSTICE / FBI - 003 

1YSTEM NAME 

Bureau Mailing Lists. 

SYSTEM LOCATION 

Federal Bureau of Investigation. J. 
Edgar Hoover Bldg. 10th and 
Pennsylvania Ave., NW.. Washington. 
DC 20535, 50 field divisions and JTdLegi 
Attaches (see Appendix to 002) 

CATEGORIES OF INDIVIDUALS COVERED BY TH 

system: 

Individuals who have requested 
receipt of Bureau material and who mei 
established criteria (basically law 
enforcement or closely related areas). 
With regard to lists maintained in Field 
divisions or Legal attaches, individuals 
and organizations who may be in 
position to furnish assistance to the 
FBI's law enforcement efforts. 
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otTMown or records at the eyeteic 

Name, address and business 
affiliation, if appropriate. 

authortty sow mar«tzmamcs or rut 
SYSTEM: 

Title 5, U.S. Code, Section 301 and 
Title 44, U.S. Code, Section 3101. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, ••CUXXWO CATEOOR1ES OF 
USERS AMD THE PURPOSES OF SUCH USES; 

For mailing of FBI material whenever 
necessary. For example, various fugitive 
publications are furnished to local law 
enforcement agencies. 

In addition, information may bn 
released to the news med ia and the 
public pursuant to 20 CFK 50.2 unless it 
is determined that release of the specific 
information in the context of a particular 
case would consitute an unwarranted 
invasion of personal privacy; 

To a Member of Congress or staff 
sating upon the member's behalf when 
the member or staff requests the 
information on behalf of and at the 
uquest of the individual who is the 
ribjcct of die record; and, 

To die National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S.C 2904 and 
290). 

POLICIES AND PRACTICES FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE; 

Computerized. In field divisions soma 
mailing lists are maintained on 
t Jdressograph. 

PETRIEV ABILITY; 

CD number in computer, alphabetically 
for addressograph. 

SAFEGUARDS: 

Computer records are maintained in 
limited access space of the Technical 
Services Division. 

RETENTION ANO DISPOSAL; 

Field offices revise the lists as 
necessary and/or on an annual basis. 
The records are destroyed when 
administrative needs are satisfied [Job 
No. NC1-S5-62-4, Part E 13 i.) 

SYSTEM MANAGERS) AND ADDRESS: 

Director, FBI, Washington, D.C. 20535 

NOTIFICATION PROCEDURE: 

Director, FBI, Washington D C. 20535. 

RECORD ACCESS PROCEDURE 

Inquiry addressed to Director, FBI. 
Washington. D.C. 20535. 


CONTESTING RECORD PROCEDURES: 

Same as the above. 

RECORD SOURCE CATEGORIES: 

The mailing list information is based 
cither on information supplied by the 
individual or public source data. 

SYSTEM EXEMPTED FROM CERTAIN PROVISIONS 
OF THE ACT: 

None. 

JUSnCE/FBI-004 
SYSTEM name: 

Routine Correspondence Handled By 
Preprinted Form. 

SYSTEM location: 

Federal Bureau of Investigation: J. 
Kdgar Hoover Bldg., 10th and 
Pennsylvania Ave., NW„ Washington, 
DC 20535. 

CATEGORIES OF INDIVIDUALS COVERED BY THE 
SYSTEM: 

Routine correspondence from citizens 
not requiring an original response. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

Original correspondence and 3x5 
index card. 

AUTHORITY FOR MAINTENANCE OF THE 

system: 

Title 5. U.S. Code. Section 301 and 
Title 44, U.S. Code, Section 3101. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, INCLUDING CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USES: 

Internal reference use of record of 
such correspondence. 

In addition, information may be 
released to the news media and the 
public pursuant 28 CKR 50.2 unless it is 
determined that release of the specific 
information in the context of a particular 
case would constitute an unwarranted 
in\ asion of personal privacy; to a 
Member of Congress or staff acting 
upon the member's behalf when the 
member or staff requests the 
information on behalf of and at the 
request of the individual who is the 
subject of the record; and, to the 
National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S.C. 2904 and 
2906. 

F OUCIE5 AND PRACTICES FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 

Filing of original correspondence plus 
3x5 index card. 


rctriev ability: 

Correspondence alphabetically and 
chronologically; index card 
alphabetically. 

SAFEGUARDS: 

Maintained by FBI personnel; locked 
File cabinets during nonduty hours. 

RETENTION AND DISPOSAL: 

Original correspondence retained 90 
days and destroyed: 3x5 index cards 
maintained one year and destroyed. 
(GRS *-14. Item 3} 

SYSTEM MANAGERS) AND AOORESS: 

Director, FBI, Washington, DC 20535 

NOTIFICATION PROCEDURE: 

Director. FBI, Washington. DC 20535 

RECORD ACCESS PROCEDURES: 

Inquiry directed to Director, FBI, 
Washington, DC 20535 

CONTESTING RECORD PROCEDURES: 

Same as the above. 

RECORD SOURCE CATEGORIES: 

Incoming citizen correspondence. 

SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS OF THE ACT: 

None. 

JUSTICE/FBI-OOS 
SYSTEM NAME: 

Routine Correspondence Prepared 
Without File Copy. 

SYSTEM location: 

Federal Bureau oflnvestigation; J. 
F.dgar Hoover Bldg., 10th and 
Pennsylvania Ave., NW„ Washington. 
DC 20535. 

CATEGORIES OF INDIVIDUALS COVERED BY THE 
SYSTEM: 

Citizens who correspond with the FBI. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

Copy of routine response and citizen's 
original letter. 

AUTHORITY FOR MAINTENANCE OF THE 

system: 

Title 5. U.S. Code, Section 301 and 
Title 44, U.S. Code, Section 3101. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, INCLUDING CATEGORIES OF 
USERS ANO THE PURPOSES OF SUCH USES: 

Temporary record of routine inquiries 
without substantive, historical or record 
value for which no record is to be made 
in central FBI files. 

In addition, information may be 
released to the news media and the 
public pursuant to 28 CFR 50.2 unless it 
is determined that release of the specific 


49172 


Fader* I Register / Vol. 55, No. 227 / Monday, November 26, 1990 / Notices 


information in the context of a particular 
case would constitute an unwarranted 
invasion of personal privacy: 

To a Member of Congress or staff 

acting upon the member's behalf when 
the member or staff requests the 
information on behalf of and at the 
request of the individual who is the 
subject of the record; end. 

To the National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S.C. 29t>4 and 
2906. 

POUCKA AMD PRACTICES FOP. STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OP RECORDS M THE SYSTEM; 

storage: 

Paper records are stored in file 
folders. Pertinent information from 
correspondence is temporarily stored on 
magnetic tape and disks. 

retrievabiuty: 

Paper records are retrieved by name 
and date of correspondence. Automated 
records are retrieved by name, locality, 
and date. 

safeguards: 

Access to all records is limited to rBl 
personnel. Paper records are maintained 
in locked file cabinets. Access to 
automated records is restricted through 
the use of password. 

retention and disposal: 

Paper records retained 9U days and 
destroyed through confidential trash 
disposal (GRS *T4. Item 3). A one-year 
retention period has been established 
for the automated records (job No. Nl- 
65-67-5) 

SYSTEM MANAGER'S) AMO ADDRESS: 

Director, FBI, Washington. DC 20535. 

NOTIFICATION PROCEDURE: 

Director, FBI Washington. DC 20535. 

RECORD ACCESS PROCEDURE: 

Inquiry directed to Director, FBI, 
Washington, DC 20535. 

CONTESTING RECORD PROCEDURES; 

Same as the above. 

RECORD SOURCE CATEGORIES: 

Incoming citizen correspondence. 

SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS OF THE ACT: 

None. 

JUSTICE/FBI 006 
SYSTEM NAMe 

Electronic Surveillance (Elsur) 

Indices. 


SVSTEM LOCATION: 

Federal Bureau of Investigation, j. 
Edgar Hoover Bldg., 10 th and 
Pennvylvania Ave., NW., Washington, 
DC 20535. Those field offices which 
have sought conducted electronic 
surveillances also maintain an index.. 

See appendix to System 022. 

CATEGORIES OF INDIVIDUALS COVERED BY THE 

system: 

Individuals who have been the targets 
of direct electronic surveillance 
coverage by FBI in a court order; those 
whose communications have been 
monitored/ intercepted by an FBI 
electronic surveillance installation, 
those who won, lease, or license 
premises subjected to electronic 
surveillance coverage sought by the FBI 
in a court order. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

The E3.SUR Index is comprised of 
three types of 3 x 5 cards: 1. Principal 
cards identify, by true name or best 
known name, all interceptees (targets) 
identified in an application filed by the 
FBI in support of an affidavit seeking a 
court order to conduct an electronic 
surveillance; 2. Proprietary Interest 
caids identify entities and/or 
individuals who own, lease, license or 
otherwise hold a possessory interest in 
locations subjected to an electronic 
surveillance sought by the FBI in a court 
order and, 3. Overhear cards identify, 
by true name or best known name, 
individuals and/or entities who have 
been reasonably identified by a first 
name or initial and a last name a being a 
party to a communication monitored/ 
intercepted by the FBI. 

AUTHORITY FOR MAINTENANCE Of THE 

system: 

The ELSUR Index was initiated in 
October, 1966. at the recommendation of 
the Department of Justice and relates to 
electronic surveillances conducted/ 
sought by the FBI since 1/1/60. The 
authority for the maintenance of these 
records is Title 5, Section 301, USC, 
which giants the Attorney General the 
authority to issue rules and regulations 
prescribing how Department of justice 
information can be employed. Title 18, 
U.S.C.. Section 3504, also sets forth 
recordkeeeping requirements. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, INCLUDING CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USES: 

The Elsur Indices are utilized: (1) To 
respond to judicial inquiries about 
possible electronic surveillance 
coverage of witnesses, defendants, or 
attorneys involved in Federal court 
proceedings, and (2) To enable the 
Government to certify whether a person 


regarding whom court-order authoi 
being sought for electronic coverag 
ever been so covered in the past. T 
actual users of the indices are alwi 
employees of the FBI. 

In addition, information may be 
released to the news media and thi 
public pursuant to 28 CFR 50.2 unit 
is determined that release of the sj 
information in the context of a pari 
case would constitute an unwarrar 
invasion of personal privacy; 

Member of Congress or staff acti 
upon the member's behalf when th 
member or staff requests the 
information on behalf of and at the 
request of the individual who is tin 
subject of the record; and, to the 
National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducte 
under the authority of 44 U.S.C. 29( 
2908 to the extent that legislation 
governing the records permits. 

POLICIES AND PRACTICES FOR STORING, 
RETRiEYING, ACCESSING, RETAINING, AN 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 

The records are maintained man 
on 3 x 5 cards. 

RETRIEVABIUTY: 

Names/facilities are indexed an 
alphabetically. Telephone number: 
other such serial or identification 
numbers targeted are indexed and 
numerically. Locations targeted an 
indexed by address and filed by st 
name. 

safeguards: 

The index is maintained in a 
restricted access room at all times 
entrance is equipped with a speria 
locking device and alarm system fi 
duty hours when the index is not i: 

RETENTION AND DISPOSAL: 

Until ariviepd In lh#» mntMnr Li, 

- — * — wiii.uij Oj 

Departments the courts or Congres 
these indices will be maintained 
indefinitely. The indices have beet 
declared permanent by NARA. (Jo 
NCI -65 -82 — 4, Part E. 2. t.) 

SYSTEM MANAGER(S) AND ADDRESS: 

Director, Federal Bureau of 
Investigation, Washington, DC 20£ 

NOTIFICATION PROCEDURE: 

Same as the above. 

RECORD ACCESS PROCEDURES: 

Inquiry addressed to Director. F 
Washington, D C. 20535. 
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contesting record procedu r es 

Same as die above. 

second source cateoorim: 

Category of Individual. 

SYSTEM EXEMPTED EDOM CEUTA IX PROYHHONJ 
OF THE ACT 

The Attorney General has exempted 
this system from subsections (c) {3} and 
(4), (d). (e) (1), (2) and (3), (e)(4) (G) and 
(H), (e) (5) and (8), (f>, (g) and (m) of the 
Privacy Act pursuant to 6 U.S.C. 552a(j). 
Rules have been promulgated in 
accordance with the requirements of 5 
U.S.C. 553 (b). (c) and (e) and have been 
published in the Federal Register. 

JUSTtCE/FBt-007 

SYSTEM MASK 

FBI Automated Payroll System. 

SYSTEM location: 

Federal Bureau of Investigation: J. 
Edgar Hoover Bldg., 10th and 
Pennsylvania Avenue NW.. Washington. 
DC 20535. 

CATEGORIES OF INDIVIDUALS COVERED »Y THE 
SYSTEM: 

(A) Current employees of the Federal 
Bureau of Investigation (FBI), (B) 
Resigned employees of the FBI are 
retained in the automated file for the 
current year far the purpose of clearing 
all pay actions and providing for any 
retroactive actions that might be 
legislated. 

CATE DOMES Of RECORDS ■« THE SYSTEM: 

System contains full record for each 
employee reflecting all elements relative 
to payroll status, plus accounting 
records and authorization records 
through which payrolls are issued and 
by which payroll* are issued and by 
which payrolls are audited. For 
example, this system contains the 
employees' Social Security Number, 
time and attendance data, and place 
assignment. 

author try for uajntekance of the 

SYSTEM: 

System is established and maintained 
in accordance with Federal pay 
requirements, and all legislative 
enactments. Office of Personnel 
Management regulations, General 
Accounting Office rulings and decisions. 
Treasury Department regulation, and 
Office of Management and Budget 
regulations relative thereto, Title 5, U.S. 
Code, Section 301 and Title 44. U.S. 
Code, Section 3101. 


ROUTINE USES OF RECORDS MAINTAINED M 
THE SYSTEM, RtCIJUOINO CATEGORIES OF 
USERS ARD THE PURPOSES OF SUCH USES: 

Biweekly issuance of payroll and 
related matters. Quarterly Issuance of 
State Tax Report and Federal Insurance 
Contributions Act Report. Resign and 
End-of-Year Federal Tax Records (W- 
2's), Bi-weekly, quarterly, Baca! and 
annual Budget and Accounting Reports. 
Appropriate information is made 
ave.lable to the Internal Revenue 
Service, Social Security Administration 
(to compute future entitlement to Social 
Security payments and Medicare / 
Medicaid benefits). Thrift Board (to 
report Thrift Savings Plan contributions 
so the Thrift Board can compute future 
annuities), and state and city tax 
bureaus. 

In addition, information may be 
released to the news media and the 
public pursuant to 28 CFR 50C2 unless it 
is determined that release of the specific 
information in the context of a particular 
case would constitute an unwarranted 
invasion of personal privacy; 

To a Member of Congress or staff 
acting upon the member's behalf when 
the member or staff requests the 
information on behalf of and at the 
request of the individual who is the 
subject of the record: and. 

To the National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S.C. 2904 and 
2906. 

POLICIES AND PRACTICES FOR STORING, 
RETRIEVING. ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 

Information maintained in the system 
is stored electronically on magnetic 
tapes and disks for use in a computer 
environment. 

RETRIEV ABILITY: 

Information is retrieved by Social 
Security Number. (The authority to 
solicit an employee's Social Security 
Number is based on Title 26, Code of 
Federal Regulations, Section 31. 6011(b)- 

2(b).) 

safeguards: 

Information contained in the system is 
relative to the Individual employee's 
payroll status and is considered 
confidential to that employee and to 
official business conducted for that 
employee's pay and accounting 
purposes. It is safeguarded and 
protected in accordance with the FBI's 
Computer Center's regulations that 
permit access and use by only 
authorized personnel. 


RETENTION AND DISPOSAL: 

Master payroll and accounting 
records are stored electronically and 
retained for ■ period of three years. 
Federal tax hies are retained for four 
years. Auxiliary files pertinent to main 
payroll functions are retained for 
periods varying from three pay periods 
to three years, depending on Bupport 
files needed for any retroactive or audit 
purposes. (GRS # 2; GSA Reg. 3: GSA 
Bulletin FPMR B-47, “Archives and 
Records"; and Job No. N Cl -65-412-4, 

Part E. 13 c. [1)) 

SYSTEM MANAQEflfS) AND ADDRESS: 

Director. Federal Bureau of 
Investigation, Ninth and Pennsylvania 
Avenue, NW., Washington, DC 20535. 

NOTIFICATION PROCEDURES: 

Same as the above. 

RECORD ACCESS PROCEDURES: 

A request of access to information 
may be made by an employee through 
his supervisor or by a former employee 
by writing to the Federal Bureau of 
Investigation. 9th and Pennsylvania 
Avenue. NW., Washington, DC. 20535, 
Attention Payroll Office. 

CONTESTING RECORD PROCEDURES; 

Contest of any information should be 
set out in detail and a check of all 
supportive records will be made to 
determine the factual data in existence, 
which is predetermined by source 
documents and accounting procedures 
governing pay matters. 

RECORD SOURCE CATEGORIES: 

Source of information is derived from 
personnel actions, employee 
authorizations, and time records which 
are issued and recorded in accordance 
with regulations governing Federal pay. 

SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS OF THE ACT: 

None. 

Justica/FBt-008 

Bureau Personnel Management 
System (BPMS). 

SYSTEM LOCATION: 

Federal Bureau of Investigation, J. 
Edgar Hoover Building, 10th and 
Pennsylvania Avenue, NW., 
Washington, DC 20535. 

CATEGORIES OF INDIVIDUALS COVERED BY THE 

system: 

Federal Bureau of Investigation 
employees and former employees. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

The system contains personnel 
information which includes information 
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set forth on (1) Standard Form 50 — 
Notification of Personnel Action. (2) SF 
176-T-Federal Employee Group Life 
Insurance Plan (3) FBI form 12-60 in lieu 
of SF 1126 — Notification of Pay Change, 
[4) SF 2801 and CSC 1084 — Application 
for and additional information in 
support of retirement, respectively, (5) 

SF 2909— Federal Employment Health 
Benefit Plan and (8) various intra-agency 
forms and memoranda. 

authority ro« nAmrswAMce or rue 
•vstem: 

The system is established and 
maintained pursuant to regulations set 
forth in the Federal Personnel Manual. 
Title 5, U.S. Code, Section 301 and Title 
44; U.S. Code, Section 3101. 

ROUTINE USES OS RECORDS MAINTAINED IN 
THE SYSTEM, INCLUDING CATEGORIES Of 
USERS AND THE PURPOSES OF SUCH USES! 

The BPMS is used (1) to prepare the 
Notification of Personnel Action, copies 
of which are furnished to the Office of 
Personnel Management. (2) to prepare 
Standard Form 52B — Request for 
Personnel Action. (3) to generate lists of 
employees which are used internally by 
authorized personnel for recordkeeping, 
planning, and decision making purposes, 
end (4) as a source for the dissemination 
of information (A) to federal, state and 
local agencies and to private 
organizations pursuant to service record 
inquiries and (B) pursuant to credit 
inquiries. In response to proper credit 
inquiries from credit bureaus and 
financial institutions, the FBI will verify 
employment and Furnish salary and 
length of service). 

In addition, information may be 
released to the news media and the 
public pursuant to 28 CFR 50,2 unless it 
is determined that release of the specific 
information in the context of a particular 
case would constitute an unwarranted 
invasion of personal privacy; Member of 
Congress or staff acting upon the 
member's behalf when the member or 
staff requests the information on behalf 
of and at the request of the individual 
who is the subject of the record; and, to 

the National Archives ancf Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S.C. 2904 and 
2906. 

POLICIES AND PRACTICES POP STORING, 
RETRIEVING, ACCESSING, RETAINING, AMD 
DISPOSING OP RECORDS IN THE SYSTEM: 

STORAGE! 

Information maintained in BPMS is 
stored by disc and magnetic tape. 


retwevakuty: 

Information is retrieved (l) on-line 
through intelligent workstations and 
terminals by keying the name or Social 
Security Number of the employee and 
(2) off-line through data base retrievals, 
(It is noted the authority to solicit an 
employee's Social Security Number is 
based on Title 28, Code of Federal 
Regulations, Section 31.6011(b)— 2(b) ) 

SAFEGUARDS! 

Areas housing the system and access 
terminals are located in secure buildings 
available to authorized FBI personnel 
and escorted maintenance and repair 
personnel only, Access terminals ere 
operational only during norms! daytime 
working hours at which time they are 
constantly attended. 

RETENTION AND DISPOSAL: 

Electronically stored records for 
employees and former employees are 
maintained indefinitely in a vault under 
the control of a vault supervisor. 
Pursuant to regulations set forth in the 
Federal Personnel Manual a copy of the 
Notification of Personnel Action is made 
a part of the employees’ personnel file. 

The automated records are disposable 
when administrative needs have 
expired. (Job No. NCl-65-82-4, Part E. 
13c. (I))- 

SYSTEM MANAGER^) AND ADORESS: 

Director. Federal Bureau of 
Investigation, John Edgar Hoover 
Building, 10th Street and Pennsylvania 
Avenue, N.W., Washington, DC 20535. 

NOTIFICATION PROCEDURE: 

Same as the above. 

RECORD ACCESS PROCEDURE: 

A request for access to a record from 
this system shall be made in writing, 
with the envelope and the letter clearly 
marked "Privacy Access Request." 
Include in the request the name and 
return address of the requestor. Access 
requests will be directed to the Director, 
Federal Bureau of Investigation. 

CONTESTING RECORD PROCEDURES: 

Individuals desiring to contest or 
amend information maintained in the 
system should direct their request to the 
Director, FBI stating clearly and 
concisely what information is being 
contested, the reasons for contesting it, 
and the proposed amendment to the 
information sought. 

RECORD SOURCE CATEGORIES: 

Sources of information contained in 
this system are present and former FBI 
employees and employee personnel 
files. 


SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS Of THE ACT. 

None. 

JUSTICE/FBI-008 
SYSTEM NAME: 

Identification Division Records 
System. 

SYSTEM LOCATION: 

Federal Bureau of Investigation: J. 
Edgar Hoover Bldg., 10th and 
Pennsylvania Avenue NW„ Washington, 
DC 20537-9700. 

CATEGORIES OF INDIVIDUALS COVERED BY THE 

system: 

A. Individuals fingerprinted as a result 
of arrest or incarceration. 

B. Persons fingerprinted as a result of 
Federal employment applications, 
military service, aLien registration and 
naturalization purposes and individuals 
desiring to have their fingerprints placed 
on record with the FBI for personal 
identification purposes. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

A. Criminal fingerprint cards and 
related criminal justice information 
submitted by authorized agencies 
having criminal justice responsibilities. 

B. Civil fingerprint cards submitted by 
Federal agencies and civil fingerprint 
cards submitted by persons desiring to 
have their fingerprints placed on record 
for personal identification purposes. 

C. identification records sometimes 
referred to as "rap sheets" which are 
compilations of criminal history 
information pertaining to individuals 
who have criminal fingerprint cards 
maintained in the system. 

D. An alphabetical name index 
pertaining to all individuals whose 
fingerprints are maintained in the 
system. 

authority for maintenance of the 
system: 

The system is established, maintained 
and used under authority granted by 28 
U.S.C. 534, 15 U.S.C. 78q. 7 U.S.C. 12a, 
and Pub. L 92-544 (86 Stat. 1115), and 
Pub. L. 99-399. The authority is also 
codified in 28 CFR 0.85 (b) and (j). 

ROUTINE uses of records maintained in 
THE SYSTEM, INCLUDING CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USES: 

The FBI operates the Identification 
Division Records System to perform 
identification and criminal history 
record information functions, for 
Federal, State, local, and foreign 
criminal justice agencies, and for 
noncriminal justice agencies, and other 
entities where authorized by Federal 
statute, State statue pursuant to Pub. L. 
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82-544 (98 Stat.H15). Presidential 
executive order, or regulation of the 
Attorney General of the United States. 

In addition, identification assistance is 
provided in disasters and for other 
humanitarian purposes. 

Information may be released to the 
news media and the public pursuant to 
28 CFR 20.33(a)(4), 20.33(c), and 50.2, 
unless it is determined that release of 
the specific information in the context 
of a particular case would constitute an 
unwarranted inrasion of personal 
privacy; to a Member of Congress or 
staff acting upon the member's behalf 
when the member or staff requests the 
information on behalf of and at the 
request of the individual who is the 
subject of the record: and, to the 
National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S C, 2804 and 
2906. 

eoooes and mscncu por rrosono 
MrnuevMO, accusmo, retajmmo, and 
D'Spomm or necortos m tv* system: 

storage: 

Information in the system is stared 
manually to file cabinet* either to its 
natural state or on microfilm. In 
addition, some of the information is 
stored in computerised data storage 
devices. 

nmUEVABtUTY: 

(1) Information in the system is 
retrievable by technical fingerprint 
classification and positive identification 
is effected only by comparison of unique 
identifying characteristics appearing in 
fingerprint impressions submitted for 
Bearch against the fingerprint cards 
maintained within the system. 

(2) An auxiliary mean* of retrieval is 
through alphabetical name indexes 
which contain names of the individuals, 
their birth dale, other physical 
descriptors, and the individuals 
technical fingerprint classification and 
FBI numbers, if such have been 
assigned. 

SAFEGUARD S: 

Information in the system is 
unclassified. Disclosure of information 
from the system ia made only to 
authorized recipient* upon 
authentication and verification of the 
right to access the system by *uch 
persons and agencies. The physical 
security and maintenance of information 
within tbe system is provided by FBI 
rules, regulation* and procedures. 


HTDmtM UDEMSOtAL' 

(1) The Archivist of the United States 
baa approved the destruction of teoords 
maintained to the c riminal file when the 
record* indicated individuals have 
reached 60 years of age, and the 
destruction of records maintained in the 
civil file when the Tecords indicate 
individuals have reached 75 years of 
age. (Job. No. NCl-65-78-1 and NN-171- 
161 

(2) Fingerprint cards and related 
anest data in the system are destroyed 
Beven years following notification of the 
death of an individual whose records is 
maintained in the system, [Job No. 351- 
S19G) 

(3) Fingerprint cards submitted by 
State and local criminal justice agencies 
are removed from the system and 
destroyed upon the request of the 
submitting agencies, The destruction of 
a fingerprint card under this procedure 
results in the deletion from the system of 
all arrest information related to that 
fingerprint card. 

(4) Fingerprint cards and related 
anest data are removed from the 
Identification Division Records System 
upon receipt of Federal court order* for 
expunctioas when accompanied by 
necessary identifying information. 
Recognizing lack of jurisdiction of local 
and State court* over an entity of the 
Federal Government, the Identification 
Division Records System, as a matter of 
comity, destroys fingerprint cards and 
related arrest data submitted by local 
and State criminal justice agencies upon 
receipt of order* of expuncboo directed 
to such agencies by local and State 
courts when accompanied by necessary 
identifying informations. 

SYSTEM HAMAOEftt*} AMO ADORE**: 

Director. Federal Bureau of 
Investigation, 10th and Pennsylvania 
Avenue N\V. t Washington. DC 20535. 

MOTlFtCAnOM PROCEDURE 

Address inquiries to the System 
Manager. 

RECORD ACCESS PROCEDURE: 

The Attorney General has exempted 
the Identification Division Records 

System from compliance with 
subsection (d) of the Act. However, 
pUttuant to 28 CFR 10.30-34. and Rules 
and Regulations promulgated by the 
Department of Justice on May 20, 1975 at 
40 FR 22144 (Section 20,34) for Criminal 
Justice Information Systems, an 
individual is permitted access to his 
identification record maintained in the 
Identification Division Records SyBtem 
and procedures are furnished for 
correcting or challenging alleged 
deficiencies appearing therein. 


CO NTE S T M Q RECORD PROCSOURCK 

Same a* above. 

RECORD SOURCE CATSOOR* 1 . 

See Categories of Individuals. 

•YtTEMi EXEMPTED PROM CERTAIN 
PROVtStOM* OP TV* ACT. 

The Attorney General has exempted 
this system from subsections (c)(3) and 
( 4 ); (d); (e)(1), (2), (3), (4)(C) and (H), (5) 
and (8); (f); and (g) of the Privacy Act 
pursuant to 5 U.S.C. 552a(j). Rules have 
been promulgated in accordance with 
the requirements of 5 U.S.C. 553(b), (c) 
and (e) and have been published to the 
Federal Register. 
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JU8TOCE/FW-0T5 
tVSTEN NAME: 

National Center for the Analysis of 
Vioient Crime (NCAVCJ. 

IVTTEM UOCATtOK: 

Federal Bureau of Investigation. 
Training Division, FBI Academy, 
Behavioral Science Unit, Quantico, 
Virginia 22135. 

CATEGORIES OF SOfWOUAL* COVERED »y THE 
rrrrxM: 

A. Individuals who relate in any 
manner to official FBI investigations into 
violent crimes including, but not limited 
to, subjects, suspects, victims, 
witnesses, close relatives, medical 
personnel, and associates who are 
relevant to an investigation. 

B. Individuals who are the subject of 
unsolicited information or who offer 
unsolicited information, end law 
enforcement personnel who request 
assistance and/or make inquiries 
concerning records. 

C. Individuals who are the subject of 
violent crime research studies including, 
but not limited to, criminal personality 
profiles, scholarly journals, and news 
media references. 

CATEGORIES OF RECORD* IN THE SYSTEM: 

The National Center for the Analysis 
of Violent Crime will maintain In both 
manual and automated formats case 
investigation reports on all forms of 
solved and unsolved violent crimes. 
These violent crimes include, but are not 
limited to, acts or attempted acts of 
murder, kidnapping, incendiary arson or 
bombing, rape, physical torture, sexual 
trauma, or evidence of violent forms of 
death, Less than ten percent of the 
records which are analyzed may not be 
directly related to violent activities. 

A. Violent Criminal Apprehension 
Program (Vi CAP) case reports submitted 
to the FBI by a duly constituted Federal, 
State, county, or municipal law 
enforcement agency in any violent 
criminal matter. VI CAP reports include 
but are not limited to, crime scene 
descriptions, victim and offender 
descriptive data, laboratory reports, 


criminal history records, court records, 
news media references, crime scene 
photographs, and statements. 

B. Violent crime case reports 
submitted by FBI headquarters or field 
offices. 

C. Violent crime research studies, 
scholarly journal articles, textbooks, 
training materials, and news media 
references of interest to VCAVC 
personnel. 

D. An index of all detected trends, 
patterns, profiles and methods of 
operation of known and unknown 
violent criminals whose records are 
maintained in the system. 

E. An index of the names, addresses, 
and contact telephone numbers of 
professional individuals and 
organizations wbo are in a position to 
furnish assistance to the FBI's NCAVC 
operation. 

F. An index of public record sources 
for historical, statistical and 
demographic data collected by the U.S. 
Bureau of the Census. 

C. An alphabetical name index 
pertaining to all individuals whose 
records are maintained in the system. 

AirrMomrr for maintenance of the 
system: 

44 U.S.C. Section 3101; 41 CFR 
Subpart 101-11.2 and 28 U.S.C. Section 
534. 

ROUTINE USES OF RECORD* MAINTAINED IN 
THE SYSTEM, IMCLUtHNO CATEGORIES OF 
USERS AND THE PURPOSES OF SUCK USES: 

As currently envisioned, the NCAVC 
will be administered by the FBI through 
its Training Division's Behavioral 
Science Unit Located et the FBI 
Academy, Quantico, Virginia. Its 
primary mission is to consolidate 
research, training, and operational 
support activities for the express 
purposes of providing expertise to any 
legitimate law enforcement agency 
confronted with unusual, bizarre, and/or 
particularly vicious or repetitive violent 
crimes. 

Records described above are 
maintained in this system to permit the 
FBI to function efficiently as an 
authorized, responsive component of the 
Department of Justice. Therefore, the 
information in this system is disclosed 
to officials and employees of the 
Department of Justice, and/or all 
components thereof, who need the 
information to perform their official 
duties. 

Information in this system may be 
disclosed as a routine use to any 
Federal, State, local, or foreign 
government agency directly engaged in 
the criminal justice process where 
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access is directly related to a law 
enforcement function of the recipient 
agency in connection with the tracking 
identification, and apprehension of 
persons believed to be engaged in 
repeated or exceptionally violent acts of 
criminal behavior. 

Information in this system may be 
disclosed as a routine use in a 
proceeding before a court or 
adjudicative body, e.g., the Equal 
Employement Opportunity Commission 
and the Merit System Protection Board, 
before which the FBI is authorized to 
appear, when (a) the FBI or any 
employee thereof in his or her official 
capacity, or (bj any employee in his or 
her individual capacity where the 
Department of Justice has agreed to 
represent the employee, or (c) the United 
States, where the FBI determines it is 
likely to be affected by the litigation, is 
a party to litigation or has an interest in 
litigation and such records are 
determined by the FBI to be relevant to 
the litigation. 

Information in this system may be 
disclosed as a routine use to an 
organization or individual in both the 
public or private sector pursuant to an 
appropriate legal proceeding or, if 
deemed necessary, to elicit information 
or cooperation from the recipient for use 
by the FBI in the performance of an 
authorized activity. An example could 
be where the activities of an individual 
are disclosed to a member of the public 
to elicit his/her assistance in FBI 
apprehension or detection efforts. 

Information in this system may be 
disclosed as a routine use to an 
organization or Individual in the public 
or private sector where there is reason 
to believe the recipient is or could 
become the target of a particular 
criminal activity or conspiracy and to 
the extent the information ia relevant to 
the protection of life or property. 

Relevant information may be 
disclosed from this system to the news 
media and general public where there 
exists a legitimate public interest 
Examples would include: to obtain 
public or media assistance in the 
tracking, identifying, and apprehending 
of persons believed to be engaged in 

repeated acts of violent criminal 
behavior to notify the public and/or 
media of arrests; to protect the public 
from i m m in ent threat to life or property 
where necessary; and to disseminate 
information to the public and/or media 
to obtain cooperation with violent crime 
research, evaluation, and statistical 
programs. 

Information in this system may be 
disclosed as is necessary to 
appropriately respond to congressional 
inquiries on behalf of constituents. 


A record from a system of records 
may be disclosed as a routine UBe to the 
National Archives and Records 
Administration (NARA) in records 
management inspections conducted 
under the authority of 44 U.S.C 2904 and 
2906 to the extent that legislation 
governing the record permits. 

poocte* amo pbac-teces fob storing, 
BrrwevMM, accessing, ret ammo, and 
DISPOSING Of RECORD* M THE SYSTEM: 
STORAGE 

Information in the system is stored 
manually in locked file cabinets, either 
in its natural state or on microfilm, at 
the NCAVC in Quantico, Virginia. The 
active main.files are maintained in hard 
copy form and some inactive records are 
maintained on microfilm. 

In addition, some of the Information is 
stored in computerized data Btorage 
devices at the NCAVC and FBI 
Computer Center in Washington, DC. 
Investigative information which is 
maintained in computerized form may 
be stored in memory on disk storage on 
computer tape, or on computer printed 
listings. 

RETR1CVAB1UTY-. 

On-Line computer access to NCAVC 
files is achieved by using the following 
search descriptors: 

A. A data base which contains the 
names of individuals, their birth dates, 
physical descriptions, and other 
identification numbers such as FBI 
numbers, if such have been assigned. 

B. Summary variables contained on 
VICAP reports submitted to the NCAVC 
as previously described. 

C. Key words citations to violent 
crime research studies, scholarly journal 
articles, textbooks, training materials, 
and media references. 

safeguards: 

Records are maintained in restricted 
areas and accessed only by FBI 
employees. All FBI employees receive a 
complete pre-employment background 
investigation. Adi employees are 
cautioned about divulging confidential 
information or any information 
contained in FBI files. Failure to abide 

by this provision violates Department of 
Justice regulations and may violate 
certain statutes providing maximum 
Bevere penalties of a ten thousand dollar 
fine or 10 years' imprisonment or both. 
Employees who resign or retire are also 
cautioned about divulging information 
acquired in the job. 

Registered mail is used to transmit 
routine hard copy records between field 
offices. Highly classified records are 
hand carried by Special Agents or 
personnel of the Airmed Forces Courier 


Service. Highly classified or sensitive 
privacy information, which is 
electronically transmitted between field 
offices and to and from FBI 
Headquarters, is transmitted in 
encrypted form to prevent interception 
and interpretation. 

Information transmitted in teletype 
form between the NCAVC in Quantico. 
Virginia and the FBI Computer Center in 
Washington. DC, is encrypted prior to 
transmission at both places to ensure 
confidentiality and security of the data. 

FBI field offices involved in certain 
complicated, investigative matters may 
be provided with on-line access to the 
computerized information which is 
maintained for them on diBc storage in 
the FBI Computer Center in Washington, 
DC. This computerized data is also 
transmitted in encrypted form. 

RETENTION AMO DISPOSAL: 

Records are proposed for destruction 
after EiO years or upon termination of the 
program, whichever is earlier. The 
disposition schedule is pending with 
NARA as Job No. Nl-65-88-13. 

SYSTEM HANAOERfS) AMO ADOBE S3. 

Director, Federal Bureau of 
Investigation. 10th and Pennsylvania 
Avenue, NW„ Washington. DC 20535. 

MOTtnCAnOM PROCEDURE: 

Address inquiries to the System 
Manager. 

RECORDS ACCESS PROCEDURES: 

Requests for access to records in this 
system shall be made in writing with the 
envelope and the letter clearly marked 
“Privsicy Access Request." The request 
must provide the full name, complete 
address, date of birth, place of birth, and 
notarized signature of the individual 
who in the subject of the record 
requested. The request should also 
Include the general subject matter of the 
document or its file number — along with 
any o:;her known information which may 
assist in making a search of the records. 
The request must also provide a return 
addressing for transmitting the 
information. Access requests should be 
addressed to the Director, Federal 
Bureau of Investigation, Washington, 

D.C. 20535. 

CONTESTING RECORD PROCEDURE 

Individuals desiring to contest or 
amend information maintained in the 
system should also direct their request 
to the Director. Federal Bureau of 
Investigation, Washington, D.C. 20535. 
The request should state clearly and 
concisely (1) the reasons for contesting 
the information, and (2} the proposed 
amendment to the information. 
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JUSTICE/FBI-010 
system name: 

Employee Travel Vouchers and 
Individual Earning Records. 

SYSTEM LOCATION; 

Federal Bureau of Investigation: J- 
Edgar Hoover Bldg-, lQth and 
Pennsylvania Avenue, NW„ 
Washington, D.C. 20535. Records 
pending audit are located at Federal 
Recordi Center*. 


CATEGORIES OF INDIVIDUALS COVERED BY THE 
SYSTEM: 

Former and current employees of the 
FBI. 

CATEGORIES OF RECORDS IN THE BYSTEM; 

Payroll, travel and retirement records 
of current and former employees of the 
FBI. 

AUTHORITY FOR MAINTENANCE OF THE 

system: 

The head of each executive agency, or 
his delegate, is responsible for 
establishing and maintaining an 
adequate payroll system, covering pay, 
leave and allowances, as a part of the 
system of accounting and internal 
control of the Budget and Accounting 
Procedures Act of 1950, as amended, 31 
U.S.C. 66, 06a, and 200(a). 

ROUTINE uses of records maintained in 
THE SYSTEM, INCLUDING CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USES: 

These records are used by 
Departmental personnel to prepare and 
document payment to employees of the 
FBI and to carry out financial matters 
related to the payroll or accounting 
functions. 

Release of information to the National 
Archives and Records Administration 
{NARA} and the General Services 
Administration (GSA): A record from a 
system of records may be disclosed a9 a 
routine use to the National Archives and 
Records NARA and GSA in records 
management inspections conducted 
under the authority of 44 U.S.C. 2904 and 
2906. 

POLICIES AND PRACTICES FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 

Manual on paper files. 
retrievabiuty; 

The records can be retrieved by name; 
and either social security account 
number or employee identification 
number. 

safeguards: 

Accessed by Bureau employees at FBI 
Headquarters and by Field Office 
employees at Records Centers. 
Transmittal document contains Bureau 
statement concerning security, i.e.. who 
may access or view records. Records are 
maintained in rooms under the control 
of employees during working hours and 
maintained in locked file cabinets tn 
locked rooms at other times. Security 
guards further restrict access to the 
building to authorized personnel only. 


RETENTION AND DISPOSAL: 

Employee Travel Vouchers ore 
destroyed 6 years, 3 months, after trie 
period covered by the account (CRS * 6 , 
Item 1A2J. Individual Earnings Records 
are destroyed $6 years after date of last 
entry (GRS 4 *2, Item JJ, 

SYSTEM MANAGER(S) AND ADDRESS: 

Director, Federal Bureau of 
Investigation, 9th and Pennsylvania 
Avenue, NW., Washington, D.C. 20535. 

NOTIFICATION PROCEDURE: 

Written inquiries, including name, 
date of birth, and social security 
number, to determine whether this 
system contains records about an 
individual may be addressed to Director, 
Federal Bureau of Investigation, 9th and 
Pennsylvania Avenue, NW., 

Washington, D.C. 20535. 

RECORD ACCESS PROCEDURE: 

CONTESTING RECORD PROCEDURES: 

Written inquiries, including name, 
date of birth and social security number, 
requesting access or contesting the 
accuracy of records may be addressed 
to: Director, Federal Bureau of 
Investigation, 9th and Pennsylvania 
Avenue, NW., Washington, D C. 2053S. 

RECORD SOURCE CATEGORIES: 

Travel vouchers turned in by 
individual employees for official 
business. Pay records — time and 
attendance records, pay determined by 
the agency. 

SYSTEMS caEmmeC rSCM CERTAm 
PROVISIONS OF THE ACT; 

None. 
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JUSTICE /fBt-0 11 

•TOTEM NAME; 

Employee Health Records 

SYSTEM LOCATION: 

Federal Bureau of Investigation, 
Administrative Services Division, 

Health Service, J. Edgar Hoover Bldg., 
10th and Pennsylvania Avenue, NW, 
Washington. DC 20535 and the following 
field offices: New York, Newark, 
Philadelphia, Chicago, Los Angeles. San 
Francisco, and FBI Academy, Quantjco, 
Virginia. Addresses for field offices can 
be found in the appendix of Field 
Offices for the Federal Bureau of 
Investigation in System notice Justice/ 
FBI 002. 

categories or wonnouAL# covered sy the 

•TOTEM: 

Current and former employees of the 
FBI. 

categories of records im the system: 

Records of visits to health facilities 
relating to sickness, Injuries or 
accidents. 

AUTHORITY FOR MAINTENANCE OF THE 
SYSTEM: 

The head of each agency is 
responsible, under 5 U.S.C. 7902. for 
keeping a record of injuries and 
accidents to its employees and for 
reducing accidents and health risks. 
These records are maintained under the 
general authority of 5 U.S.C. 301 so that 
the FBI can be kept aware of the health 
related matters of its employees and 
more expeditiously identify them. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, WCLUOiNO CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USERS: 

These records are maintained by the 
FBI to identify matters relating to the 
health of its present and former 
employees. Information is available to 
employees of the FBI whose job function 
relates to identifying and resolving 


health matters of former end current 
personnel of the FBI. 

In addition, information may be 
released to the National Archives and 
Records Administration and the General 
Service# Administration in records 

management Inspections conducted 
tinder the authority of 44 U.S.C. 2904 and 
2906. 

MUCKS AMO PRACTICES POR tTORtMO, 
emefVTMC, ACCTSSIHQ, RETAINI NG , and 
MSPOSDM OF RECORDS M THE SYSTEM: 

storage: 

A clinical record is created to 
maintain an employee health record and 
SFSI0, "Nursing Notes". The 
information is maintained manually in a 
file folder. 

rote ev ability: 

By name. 

SAFECUAROS: 

These records are maintained by FBI 
personnel during working hours and in 
locked file cabinets during non-working 
hours. Security guards further restrict 
access to the building to authorized 
personnel. 

RETENTION AMO DISPOSAL 

Remaining index cards will be 
destroyed 6 years after date of last entry 
(GRS *1, Item 19). The folder containing 
the health record and nursing notes will 
be maintained in the Health Unit for 5 
years after the last entry. Thereafter, the 
contents of the folder will be transferred 
to the Employee Medial Folder, an 
appendage of the Official Personnel 
Folder. 

SYSTEM KAKAOERfS) AMC ADORE##: 

Director, Federal Bureau of 
Investigation, 9th and Pennsylvania 
Avenue, NW., Washington, DC 20535. 

NOTIFICATION PROCEDURE: 

Written Inquiries, including name, 
address and social security number, to 
determine whether this system of 
records contains records about an 
individual may be addressed to Director, 
Federal Bureau of Investigation, 9th and 
Pennsylvania Avenue, NW., 

Washington, DC 20535, and/or 
individually to the field offices which 
maintain similar records. 

RECORD ACCESS PROCEDURES: 

CONTEST! NO RECORD PROCEDURES: 

Written inquiries, including name, 
date of birth and social security number, 
requesting access or contesting the 
accuracy of records may be addressed 
to: Director. Federal Bureau of 
Investigation, 9th and Pennsylvania 
Avenue, NW, Washington, DC 20535, 


and the above-mentioned field offices at 
addresses referred to in system notice 
Justice/FBI 002. 

RECORD SOURCE CATE OORtES: 

Employees of the Federal Bureau of 

Investigation originate their own 
records. Nursing Notes appear on SF 
610 . 

SYSTEMS EXEMPTED FROM CERTAIN 
mo VISIONS OF THE ACT. 

None. 
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JUSTICE/ FBI-012 
system have: 

Time Utilization Record/Keeping 
(TURK) System, 

system location: 

Administrative Services Division. 
Federal Bureau of Investigation, J. Edgar 
Hoover Building, 10th and Pennsylvania 
Avenue, N.W., Washington, D.C. 20535. 

categories of worvmuAL* covered bt the 

SYSTEM: 

Special Agents, Accounting 
Technicians, Investigative Assistants, 
and Laboratory Technicians. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

System contains bi-weekly time 
utilization data of Special Agents, 
Accounting Technicians, Investigative 
Assistants and Laboratory Technicians. 


AUTHORITY FOR MAIHTANANCE OF THE 
system: 

This system of records Is maintained 
under the authority of 31 U.S.C, 66a 
which requires the head of the 
Department, or his delegate, to establish 
a system of accounting and internal 
control designed to provide full 
disclosure of the financial results of the 
FBI's activities; adequate financial 
information needed for the FBI's 
management purposes and effective 
control over and accountability for all 
funds, property and other assets for 
which the FBI is responsible. 

routine uses of records maintaned in the 

SYSTEM, INCLUDING CATEGORIES OF USERS 
AND THE PURPOSES OF SUCH USES: 

For the purpose of producing cost 
accounting reports reflective of 
personnel utilization, records may be 
made available to the General 
Accounting Office, the Office of 
Management and Budget and the 
Treasury Department. 

POLICIES AND PRACTICES FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 

Information maintained in the system 
is stored electronically on magnetic 
tapes and discs for use in a computer 
environment. 

retrievabiuty: 

Information is retrieved by name and/ 
or social security number: 

SAFEGUARDS: 

Information is safeguarded and 
protected in accordance with the FBI's 
Computer Center regulations that permit 
access and use by authorized personnel 
only. 

RETENTION AND DISPOSAL: 

Bi-weekly magnetic tapes are 
retained for a period of 3 years. Hard 
copy records are retained in accordance 
with instructions contained in CBS #6, 
Items 7 and 8, and CSA Bulletin FPMR- 
47, "Archives and Records". Hard copy 
records are destroyed; magnetic tapes 
are erased and reused, (fob No. NC1-6S- 
82-4, Port E 13c. (11) 

BYSTEM MANAOER(S) AND ADORES* 

Director. Federal Bureau of 
Investigation, 9th and Pennsylvania 
Avenue, NW, Washington. D.C. 20535. 

NOTIFICATION PROCEDURE 

Same as above. 

RECORD ACCESS PROCEDURE* 

CONTESTING RECORD PROCEDURES: 

Written requests for access to 
information may be made by en 


employee through his supervisor or by 
former employees by writing to: Federal 
Bureau of Investigation. 9th and 
Pennsylvania Avenue, NW, Washington, 
D.C. 20535 (Attn: Administrative 
Services Division). Contesting of any 
information should be set out In written 
detail and forwarded to the above 
address, A check of all supportive 
records will be made to determine the 
factual data in existence. 

RECORD SOURCE CATEGORIES: 

Source of information is derived from 
daily time utilization recording made by 
the employees. 

SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS OF THE ACT: 

None. 

JUSTICE/FBI-913 

SYSTEM NAME: 

Security access control system 
(SACS) 

SYSTEM LOCATION: 

Federal Bureau of Investigation, J. 
Edgar Hoover Building, 10th and 
Pennsylvania Avenue, NW., 

Washington. D.C. 20535. 

CATEGORIES OF INDIVIDUALS COVERED BY THE 
SYSTEM: 

Individuals, both FBI employees and 
outside visitors, who have been granted 
access to the J- Edgar Hoover Building. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

The system contains computerized 
information concerning names, badge 
numbers, and the dates and times of 
entries of those individuals, including 
escorted visitors, who have been issued 
access badges to the J. Edgar Hoover 
Building. 

AUTHORITY FOR MAINTENANCE OF THE 
BYSTEM: 

The maintenance of this system is 
authorized by Executive Order 12065, 
the Privacy Act of 1974 (5 U.S.C. 
552a(e)(10)J and Pub. L. No. 90-620. aa 
amended (44 U.S.C. Chapters 21 and 33). 
Each of these two statutes, as well as 
the Executive Order, is directed toward 
security of United States Government 
records maintained by Federal agencies. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE BYSTEM, INCLUDING CATEGORIES OF 
USERS AND THE PURPOSES OF SUCH USES: 

Category of users: Federal Bureau of 
Investigation management officials and 
security personnel. The information is 
used to determine the status of 
individuals entering the building and 
maintain control of badges issued to 
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individuals requiring access to the J. 
Edgar Hoover Building, 

POLICIES AND PRACTICES FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM; 

storage; 

The automated portion of the records 
is maintained on a magnetic tape. 
Documentary records are maintained in 
manual file folders. 

RETR IE VA 8 ILTTY: 

Alphabetically by last name; 
numerically by access badge number. 

SAFEGUARD* 

Maintained in a locked room, which is 
manned 24 hours per day, with access 
limited to FBI security personnel. 

retention and oisposal: 

Computerized records ore maintained 
for one year and hard copy computer 
listings are maintained for six months. 
Cards containing badge information are 
destroyed when administrative needs 
have expired. Duplicate badges are 
maintained on individuals granted 
permanent access to the building until 
access is no longer required and/or 
upon separation or transfer. (Job No. 

NCI -65-82-4, Part B. 66c. (8); Part E. 13 
c- (U) 

SYSTEM MANAGER(S) AND ADDRESS: 

Director, Federal Bureau of 
Investigation, J. Edgar Hoover Building, 
10th and Pennsylvania Avenue NW., 
Washington, D.C. 20535. 

NOTIFICATION PROCEDURE: 

Inquiry concerning this Bystem should 
be in writing and made to the system 
manager listed above. 

RECORO ACCESS PROCEDURES: 

Same as above. 

CONTESTING RECORO PROCEDURES: 

Same as above. 

RECORD SOURCE CATEGORIES: 

See categories of individuals. 

SYSTEM EXEMPTED FROM CERTAIN PROVISIONS 
OF THE ACT; 

None. 

JUS71CE/FB1— 014 
SYSTEM name: 

FBI Alcoholism Program. 

SYSTEM location; 

FBI Headquarters, Administrative 
Services Division, 10th and 
Pennsylvania Avenue NW„ Washington, 
DC 20535; and FBI Field Divisions. 


CATEGORIES OF INDIVIDUALS COVERED BY THE 
SYSTEM: 

This system contains information on 
current and former FBI employees who 
have been counseled or otherwise 
treated regarding alcohol abuse or 
referred to the Alcoholism Program 
Coordinator or Counselor. 

CATEGORIES OF RECORDS IN THE SYSTEM: 

This system contains correspondence 
and records regarding employees and/or 
their families who have been referred to 
the Alcoholism Program Coordinator or 
Counselor, the results of any counseling 
which may have occurred, 
recommended treatment and resulta of 
treatment, in addition to interview 
appraisals and other notes or records of 
discussions held with employees 
relative to this program. 

AUTHORITY FOR MAINTENANCE OF THE 

system: 

The maintenance of this system is 
authorized by Pub. L 91-616 and Pub. L. 
92-255, as amended by Pub. L. 93-262, 
Section 122, and the Implementing 
regulations, 42 CFR Part 2. 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, INCLUDING CATEGORIES OF USES 
ANO THE PURPOSE OF SUCH USES: 

All disclosures of information 
pertaining to an individual are made in 
compliance with Public Law No. 91-616, 
Section 333, and the Confidentiality of 
Alcoholism and Drug Abuse Patient 
Records Regulations, 42 CFR Part Z.2, as 
amended, for the sole purpose of 
administering the program. 

These records are used to document 
the nature of an individual's alcohol 
abuse problem and progress made, and 
to record an individual's participation in 
and the results of community or private 
sector treatment or rehabilitation 
programs. 

POLICIES AND PRACTICES FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

storage: 

Records are maintained in file folders. 

retriev ability: 

Records are retrieved by employee's 
name. 

safeguards 

Files are maintained in locked file 
cabinets, or safes under the immediate 
control of the Alcoholism Program 
Coordinator or other authorized 
individuals. Access is ilrictly limited to 
the Coordinator and other authorized 
personnel. 


RETENTION AND DISPOSAL 

Files are destroyed 3 years after case 
is closed. (GRS PI, Item 27 b.; job No. 
NCl-65-82-4, Part B. 67d.) 

SYSTEM MANAGER(S) AND ADDRESS: 

Director, FBI J. Edgar Hoover Building, 
10th and Pennsylvania Avenue NW., 
Washington, DC 20535. 

NOTIFICATION PROCEDURES: 

Inquiry concerning this system should 
be in writing and made to the system 
manager listed above. 

RECORD ACCESS PROCEDURES: 

Requests made by employees should 
be made in writing to the Director, FBI, 
Washington, D.C. 20535. Requests must 
contain employee’s full name, date and 
place of birth, and current office of 
assignment and/or home address where 
records are to be sent. If the individual 
making the request is a former 
employee, he/she must submit a duly 
notarized signature in order to establish 
identity. In addition, the requester must 
specify the location of the system of 
records sought, i.e., those maintained at 
FBI headquarters or those maintained in 
a particular field division. 

CONTESTING RECORD PROCEDURES: 

Requests for correction/amendment of 
records in this system should be made in 
writing to the Director. FBI, Washington, 
D.C. 20535, specifying the information to 
be amended, and the reasons and 
justifications for requesting such 
amendment. 

RECORD SOURCE CATEGORIES: 

See categories of individuals. 

SYSTEMS EXEMPTED FROM CERTAIN 
PROVISIONS OF THE act: 

None. 


FEDERAL BUREAU 
OF 

INVESTIGATION 
PRIVACY ACT 

RECORDS SYSTEMS NOTICES 


001 - National Crime Information Center (NCIC) 

002 - Central Records System 

003 - Bureau Mailing Lists 

004 - Routine Correspondence Handled by 

Preprinted Form 

005 - Routine Correspondence Prepared 

Without File Yellow 

006 - Electronic Surveillance (ELSUR) 

Indices 

007 - FBI Automated Payroll System 

008 - Personnel Information Network 

System (PINS) 

009 - Identification Division Records 

System 

010 - Employee Travel Vouchers and 

Individual Earning Records 

011 - Employee Health Records 

012 - Time Utilization Record-Keeping 

(TURK) System 

013 - Security Access Control System (SACS) 

014 - FBI Alcoholism Program 

015 - National Center for the Analysis 

of Violent Crime (NCAVC) 


FBI/ D 
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JUST1CE/FBI 001 
system make: 

National Crime Information Center 
(NCIC). 

SYSTEM LOCATIONS; 

Federal Bureau of Investigation: J. 
Edgar Hoover Bldg,, 10th and 
Pennsylvania Avenue NW„ Washington! 

D.C. 20535. 

CATEGORIES OF MCHVKHiALt COVER ED BY THE 
SYSTEM: 

A. Wanted Persons: 1. Individuals for 
whom Federal warrants are outstanding, 

2. Individuals who have committed or 
have been identified with an offense 
which is classified as a felony or serious 
misdemeanor under the existing penal 
statutes of the jurisdictions originating 
the entry and felony or misdemeanor 
warrant has been issued for the 
individual with respect to the offense 
which was the basis of the entry. 
Probation and parole violators meeting 
the foregoing criteria. 

3. A "Temporary Felony Want" may 
be entered when a law enforcement 
agency has need to take prompt action 
to establish a "want" entry for the 
apprehension of a person who has 
committed, or the officer has reasonable 
grounds to believe has committed, a 
felony and who may seek refuge by 
fleeing across jurisdictionary boundaries 
and circumstances preclude the 
immediate procurement of a felony 
warrant. A 'Temporary Felony Want" 
shall be specifically identified as such 
and subject to verification and support 
by a proper warrant within 48 hours 
following the initial entry of a temporary 
want. The agency originating the 
'Temporary Felony Want" shall be 
responsible for subsequent verification 
or re-entry of a permanent want. 

4. juveniles who have been 
adjudicated delinquent and who have 
escaped or absconded from custody, 
even though no arrest warrants were 
issued. Juveniles who have been 
charged with the commission of a 
delinquent act that would be a crime if 
committed by an adult, and who have 
fled from the state where the act was 
comroilted. 

5. Individuals who have committed or 
have been identified with an offense 
committed in a foreign country, which 
would be a felony if committed in the 
United States, and for whom a warrant 
of arrest is outstanding and For which 
get an extradition treaty exists between 
the United States and that country. 


6. Individuals who have committed or 
have been identified with an offense 
committed in Canada and for whom a 
Canada-Wide Warrant has been issued 
which meets the requirements of the 
Canada-U S. Extradition Treaty, 18 
U.S.C. 3184, 

B Individuals who have been charged 
with serious and/or significant offenses. 

C. Missing Persons: 1. A person of any 
age who is missing and who is under 
proven physical/mental disability or is 
benile, thereby subjecting himself or 
others to personal and immediate 
danger. 

2. A person of any age who is missing 
under circumstances indicating that his 
disappearance was not voluntary. 

3. A person cf any age who is missing 
under circumstances indicating that his 
physical safety is in danger. 

4. A person who is missing and 
declared uncmancipated as defined by 
the laws of his state of residence artd 
does not meet any of the entry criteria 
eet forth in 1, 2, or 3 above. 

D Individuals designated by the U.S. 
Secret Service as posing a potential 
danger to the President and/or other 
authorized protectees. 

E. Unidentified Persons; 1. Any 
unidentified deceased person. 2. Any 
person who is living and unable to 
ascertain his/her identity [e.g., infant, 
amnesia victim). 3. Any unidentified 
catastrophe victim. 4. Body parts when a 
body has been dismembered. 

CATEGORIES Of RECORDS IN THE SYSTEM; 

A. Stolen Vehicle Film 1 . Stolen 
vehicles. 2. Vehicles wanted in 
conjunction with felonies or serious 
misdemeanors. 3. Stolen vehicle parts, 
including certificates of origin or title. 

B. Stolen License Plate File: 1. Stolen 
or missing license plate. 

C. Stolt'n/Missing Cun Film 1. Stolen 
or missing guns. 2. Recovered guns, 
when ownership of which has not been 
established. 

D. Stolen .Article File. 

E. Wanted Persons File: Described in 
"CATEGORIES OF INDIVIDUALS 
COVERED BA 1 THE SYSTEM. A. 

Wanted Persons." 

F. Securities File: 1. Serially numbered 
stolen, embezzled, counterfeited, 
missing securities. 

2. "Securities” for present purposes of 
this file are currency (e.g, bills, bank 
rotes) and those documents or 
certificates which generally are 
considered to be evidence of debt (e.g, 
bonds, debentures, notes) or ownership 
of property {e.g, common stock, 
preferred stock), and documents which 
represent subscription rights, warrants 
and which are of those types trades in 
the securities exchanges in the United 


States, except for commodities futures. 
Also included are warehouse receipts, 
travelers checks and money orders. 

G. Stolen Boat File 

H. Computerized Criminal History 
File: A cooperative Federal-state 
program for the interstate exchange of 
criminal history record information for 
the purpose of facilitating the interstate 
exchange of such information among 
criminal justice agencies. 

I. Missing Person File: Described in 
"CATEGORIES OF INDIVIDUALS 
COVERED BY THE SYSTEM; C. Missing 
persons." 

J. U.S. Secret Service Protective File: 
Described in "CATEGORIES OF 
LNDIVIDUALS COVERED BY THE 
SYSTEM: D.” 

K. Identification records regarding 
persons enrolled in the United States 
Marshals Service Witness Security 
Program who have been charged with 
serious and/or significant offenses: 
Described in "CATEGORIES OP 
INDIVIDUALS COVERED BY THE 
SYSTEM: B." 

I.. Foreign Fugitive File: 

Indentification data regarding persons 
who are fugitives from foreign countries, 
who are described in "CATEGORIES 
OF INDIVIDUALS COVERED BY THE 
SYSTEM: A. Wanted Persons, 5." 

M. Canadian Warrant File: 
Identification data regarding Canadian 
wanted persons who are described in 
"CATEGORIES OF INDIVIDUALS 
COVERED BY THE SYSTEM: A. 
Wanted Persons, 6." 

N. Unidentified Person File: Described 
in "CATEGORIES OF INDIVIDUALS 
COVERED BY THE SYSTEM: E. 
Unidentified Persons." 

AUTHORITY TON MAINTENANCE Of THE 
SYSTEM: 

The system is established and . 
maintained in accordance with 28 U.S.C. 
534; Department of Justice 
Appropriation Act, 1973, Pub. L. 92-544, 
68 Stet. 1115, Securities Acts 
Amendment of 1975, Pub. L. 94-29, 89 
Stat. 97; end Exec. Order No. 10450, 3 
CFR (1974). 

ROUTINE USES OF RECORDS MAINTAINED IN 
THE SYSTEM, INCLUDING CATEGORIES Of 
USERS AND THE PURPOSES Of SUCH USES: 

Data in NCIC files is exchanged with 
and for the official use of authorized 
officials of the Federal Government, the 
States, cities, penal and other 
institutions, and certain foreign 
governments. The data is exchanged 
through NCIC lines to Federal criminal 
justice agencies, criminal justice 
agencies in the 50 States, the District of 
Columbia, Puerto Rico, U.S, Possessions 
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and U.S. Territories. Additionally, data 
contained in the various "want files," 

Le., the stolen vehicle file, stolen license 
plate file, stolen missing gun file, stolen 
article file, wanted person file, securities 
file and boat file may be accessed by the 
Royal Canadian Mounted Police. 
Criminal history data is disseminated to 
non-criminal Justice agencies for use in 
connection with licensing for local/state 
employment or other uses, but only 
where such dissemination is authorized 
by Federal or state statutes and 
approved by the Attorney General of the 
United States. 

Data in NCIC files, other than the 
Computerized Criminal History File, is 
disseminated to (1) a nongovernmental 
agency or subunit thereof which 
allocates a substantial part of its annual 
budget to the administration of criminal 
justice, whose regularly employed peace 
officers have full police powers pursuant 
to state law and have complied with the 
minimum employment standards of 
govemmentally employed police officers 
as specified by state statute; (2) a 
noncriminal justice governmental 
department of motor vehicle or driver’s 
license registry established by a statute, 
which prorides vehicles registration and 
driver record information to criminal 
justice agencies; (3) a governmental 
regional dispatch center, established by 
a state statute, resolution, ordinance or 
Executive order, which provides 
communications services to criminal 
justice agencies; and (4) the national 
Automobile Theft Bureau, a 
nongovernmental nonprofit agency 
which acts as a national clearinghouse 
for information on stolen vehicles and 
offers free assistance to law 
enforcement agencies concerning 
automobile thefts, identification and 
recovery of stolen vehicles, 

Disclosures of information from this 
system, as described above, are for the 
purpose of providing information to 
authorized agencies to facilitate the 
apprehension of fugitives, the location of 
missing persons, the location and/or 
return of stolen property, or similar 
criminal justice objectives. 

Information on missing children, 
missing adults who were reported 
missing white children, and unidentified 
bring and deceased persons may be 
disclosed to the National Center for 
Missing and Exploited Children 
(NCMECj. The NCMEC is a 
nongovernmental, nonprofit, federally 
funded corporation, serving as a 
national resource and technical 
assistance clearinghouse focusing on 
missing and exploited children. 
Information is disclosed to NCMEC to 
assist it in its efforts to provide 


technical assistance and education to 
parents and local governments regarding 
the problems of missing and exploited 
children, and to operate a nationwide 
missing children hotline to permit 
members of the public to telephone the 
Center from anywhere in the United 
States with information about a missing 
child. 

In addition, information may be 
released to the news media and the 
public pursuant to 28 CFR 50.2, unless it 
is determined that release of the specific 
information in the context of a particular 
case would constitute an unwarranted 
invasion of personal privacy, 

To a Member of Congress or staff 
acting upon the member's behalf whom 
the member or staff requests the 
information on behalf of and at the 
request of the individual who is the 
subject of the record; and, 

To the National Archives and Records 
Administration and the General 
Services Administration in records 
management inspections conducted 
under the authority of 44 U.S-C. 2904 and 
2906. 

FOUC1EJ AMD PSACTKH FOR STORING, 
RETRIEVING, ACCESSING, RETAINING, AND 
DISPOSING OF RECORDS IN THE SYSTEM: 

STORAGE: 

Information maintained in the NCIC 
system is stored electronically for use in 
a computer environment. 

RETR1EV ABILITY; 

On-line access to data in NCIC is 
achieved by using the following search 
descriptors. 1. Vehicle file: 

(a) Vehicle identification number; 

(bj License plate number 

(cl NCIC number (unique number 
assigned by the NCIC computer to each 
NCIC record). 2. License Plate File: (a) 
License plate number; (b) NCIC number. 
3. Gun file: (a) Serial number of gun; (b) 
NCIC number, 4. Article File: (a) Serial 
number of article; (b) NCIC number. 5. 
Wanted Person File, U.S. Secret Service 
Protective File. Foreign Fugitive File, 
and Canadian Warrant File; (a) Name 
and one of the following numerical 
identifiers, date of birth, FBI Number 
(number assigned by the Federal Bureau 
of Investigation to an arrest fingerprint 
record). Social Security number (it is 
noted the requirements of the Privacy 
Act with regard to the solicitation of 
Social Security numbers have been 
brought to the attention of the members 
of the NCIC system). Operator’s license 
number (drivers number). Miscellaneous 
identifying number (military number or 
number assigned by Federal, state, or 
local authorities to an individual's 
record). Origination agency case 
number, (b) Vehicle or license plate 


known to be in the possession of the 
wanted person, (c) NCIC number 
(unique number assigned to each NCIC 
record). 6. Securities File: (a) Type, 
serial number, denomination of security; 
(b) Type of security and name of owner 
of security; (c) Social Security number of 
owner of security; (d) NCIC number. 7. 
Boat File: (a) Registration document 
number (b) Hull serial number; (c) NCIC 
number. 8. Computerized Criminal 
History File: (a) Name, sex, race and 
date of birth; (b) FBI number, (c) State 
identification number, (d) Social 
Security number (e) Miscellaneous 
number. 9. Missing Person File: Same as 
"Wanted Person" File, plus the age, sex, 
race, height and weight, eye and hair 
color, of the missing individual. 10. 
Unidentified Person File; Age, sex, race, 
height and weight, eye and hair color, of 
the unidentified individual. 

SAFEGUARDS; 

Data stored in the NCIC is 
documented criminal justice agency 
information and access to that data is 
restricted to duly authorized criminal 
justice agencies. The following security 
measures are the minimum to be 
adopted by all criminal justice agencies 
having access to the NCIC. 

Computerized Criminal History File. 
These measures are designed to prevent 
unauthorized access to the system data 
and/or unauthorized use of data 
obtained from the computerized file. 

1. Computer Center a. The criminal 
justice agency computer site must have 
adequate physical security to protect 
against any unauthorized personnel 
gaining access to the computer 
equipment or to any of the stored data, 
b. Since personnel at these computer 
centers can have access data stored in 
the system, they must be screened 
thoroughly under the authority and 
supervision of an NCIC control terminal 
agency- (This authority and supervision 
may be delegated to responsible 
criminal justice agency personnel in the 
case of a satellite computer center being 
serviced through a stated control 
terminal agency.) This screening will 
also apply to non-criminal justice 
maintenance or technical personnel, c. 
All visitors to these computer centers 
must be accompanied by staff personnel 
at all times, d. Computers having access 
to the NCIC must have the proper 
computer instructions written and other 
built-in controls to prevent criminal 
history data from being accessible to 
any terminals other than authorized 
terminals, e. Computers having access to 
the NCIC must maintain a record of all 
transactions against the criminal history 
filed in the same manner the NCIC 
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computer logs all transactions. The 
NCIC identifies each specific agency 
entering or receiving information and 
maintains a record of those transactions. 
This transaction record must be 
monitored and reviewed on a regular 
basis to detect any possible misuse of 
Criminal history data. f. Each State 
Control terminal shall build its data 
system around a central computer, 
through which each inquiry must pass 
for screening and verification. The 
configuration and operation of the 
center shall provide for the integrity of 
the data base. 

2. Communications: a. line® /channels 
being used to transmit criminal history 
information must be dedicated solely to 
criminal justice, i.e., there must be no 
terminals belonging to agencies outside 
the criminal justice system sharing these 
lines/channela. b. Physical security of 
the lines/channels must be protected too 
guard against clandestine devices being 
utilized to intercept of inject system 
traffic. 

3. Terminal Devices Having Access to 
NCIC: a. All agencies having terminals 
on this system must be required to 
physically place these terminals in 
secure locations within the authorized 
agency, b. The agencies having 
terminal* with access to criminal history 
must have terminal operators screened 
and restricted access to the terminal to a 
minimum number of authorized 
employees, c. Copies of criminal history 
data obtained from terminal devices 
must be afforded security to prevent any 
unauthorized access to or use of the 
data. d. All remote terminals on NCIC 
Computerized Criminal History will 
maintain a hard copy of computerized 
criminal history inquiries with notations 
of individual making request for record 
(90 days). 

RCTEKTOM AND DtSROSAL: 

Unless otherwise removed, records 
will be retained in files as follows: 

1. Vehicle File: a. Unrecovered stolen 
vehicle records (including snowmobile 
records) which do not contain vehicle 
identification numbers (VIN) therein, 
will be purged from file 90 days after 
date of entry. Unrecovered stolen 
vehicle records (including snowmobile 
records) which contain VIN's will 
remain in file for the year of entry plus 

4 . Unrecovered vehicles wanted in 
conjunction with a felony will remain in 
file for 90 days after entry. In the event a 
longer retention period is desired, the 
vehicle must be reentered, c. 
Unrecovered stolen VIN plates, 
certificates or origin or title, and serially 
numbered stolen vehicles engines or 
transmissions will remain in file for the 
year of entry plus 4. 


(Job No. NCl-65-82-4, Part E, 13 h.(l)) 

2. License Plate File: Unrecovered 
stolen license plates not associated with 
a vehicle will remain in file for one year 
after the end of the plate's expiration 
year as shown in the record. 

(job No. NCl-65-82— 4, Part E. 13 h.(2)) 

3. Gun file: a. Unrecovered weapons 
will be retained in file for an indefinite 
period until action is taken by the 
originating agency to clear the record, b. 
Weapons entered in file as ’‘recovered" 
weapons will remain in file for the 
balance of the year entered plus 2. 

(Job No. NCI -65-82-4. Part E. 13 h.(3)) 

4 . Article File: Unrecovered stolen 
articles will be retained for the balance 
of the year entered plus one year. 

(Job No, NCl -65-82-4. Part E. 13 h.(4)) 

5. Wanted Person File: Person not 
located will remain in file indefinitely 
until action is taken by the originating 
eger.cy to clear the record (except 
"Temporary Felony Wants", which will 
be automatically removed from the file 
after 48 hours). 

(Job No. NCl-85-87-114, Part E. 13 h.(7)) 

6. Securities File: Unrecovered, stolen, 
embezzled, counterfeited or missing 
securities will be retained for the 
balance of the year entered plus 4. 
except for travelers check* and money 
orders, which will be retained for the 
balance of the year entered plus 2. 

(Job No. NCl-65-82-4. Part E. 13h. (5)) 

7. Boat File: Unrecovered stolen boats 
will be retained in file for the balance of 
the year entered plus 4. Unrecovered 
stolen boat records which do not 
contain a hull serial number will be 
purged from file 90 days after date of 
entry. 

(job No. NCl -65-82-4, Part E. I3h. (6)) 

8 . Missing Persons File: Will remain in 
the file until the individual is located or. 
in the case of unemancipated persons, 
the individual reaches the ege of 
emancipation as defined by law of his 
state. 

(job No. N 1-65-87-11, Part E. 13h. (8)) 

9. Computerized Criminal History File: 
When an individual reaches age of 80. 
(Job No. NCl -65-7 6-1) 

10. U.S. Secret Service Protective File: 
Will be retained until names are 
removed by the U.S. Secret Service. 

11. Foreign Fugitive File: Person not 
located will remain in file indefinitely 
until action is taken by the originating 
agency to clear the record. 

12. Canadian Warrant File: Person 
and located will remain in file 
indefinitely until action is taken by the 
originating agency to clear the record. 


13. Unidentified Person Fde: Will be 
retained for the remainder of the year of 
entry plus 9. 

•YTTEW MANAQEJt(S) AMO ADDRESS: 

Director, Federal Bureau of 
Investigation, J, Edgar Hoover Building. 
10th and Pennsylvania Avenue NW„ 
Washington. DC 20535. 

HOTIFICATIOR PROCEDURES: 

Same as the above. 

RECORD ACCESS PROCEDURE 

It i® noted the Attorney General is 
exempting this system from the access 
and contest procedures of the Privacy 
Act. However, the following alternative 
procedures are available to requester. 
The procedures by which an individual 
may obtain a copy of his computerized 
Criminal History are as follows: 

if an individual has a criminal record 
supported by fingerprints and that 
record has been entered in the NCIC 
CCH File, it is available to that 
individual for review, upon presentation 
of appropriate identification and in 
accordance with applicable State and 
Federal administrative and statutory 
regulations. 

Appropriate identification includes 
being fingerprinted for the purpose of 
insuring that he is the individual that he 
purports to be. The record on file will 
then be verified as his through 
comparison of fingerprints. 

Procedure 1. All requests for review 
must be made by the subject of his 
record through a law enforcement 
agency which has access to the NCIC 
CCH File. That agency within statutory 
or regulatory limits can require 
additional identification to assist in 
securing a positive identification. 

2. If the cooperative law enforcement 
agency can make an identification with 
fingerprints previously taken which are 
on file locallv and if the FBI 
identification number of the individual's 
record is available to that agency, it can 
make an on-line inquiry of NCIC to 
obtain his record on-line or, if it does 
not have suitable equipment to obtain 
an on-line response, obtain the record 
from Washington, DC by mail. The 
individual will then be afforded the 
opportunity to see that record. 

3. Should the cooperating law 
enforcement agency not have the 
individual’s fingerprints on file locally, it 
is necessary for that agency to relale his 
prints to an existing record by having 
his identification prints compared with 
those already on file in the FIB! or 
possibly, in the State's central 
identification agency. 
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co n t es rato record w to cro owcs: 

The subject of the requested record 
•hall request the appropriate arresting 
agency, court, or correctional agency to 
initiate action necessary to correct any 
stated inaccuracy in his record or 
provide the information needed to make 
the record complete. 

RECORO SOURCE CATEOOMEK 

Information contained in the NCIC 
system is obtained from local, State, 
Federal and international criminal 
justice agencies. 

systems exempted from certain 

PROVISIONS OP THE ACT: 

The Attorney General has exempted 
this system from subsection (c) (3] and 
(4). (d). (e) (1). (2) and (3), (e)(4) (G), (H), 
(e)(8) (f) and (g) of the Privacy Act 
pursuant to 5 U.S.C. 5S2a (j)(2) and 
(k)(3). Rules have been promulgated in 
accordance with the requirements of 5 
U.S.C. 553 (b). (c) and (e) and have been 
published in the Federal Register. 

JUSTICE/ FBI-002 

SYSTEM NAME: 

The FBI Central Records System. 

SYSTEM location: 

a. Federal Bureau of Investigation, J. 
Edgar Hoover Building, 10th and 
Pennsylvania Avenue, NW„ 
Washington, DC 20535; b. 56 field 
divisions (see Appendix); c. 16 Legal 
Attache (see Appendix). 

CATEGORIES OF INDIVIDUALS COVERED BY THE 
SYSTEM: 

a. Individuals who relate in any 
manner to official FBI investigations 
including, but not limited to subjects, 
suspects, victims, witnesses, and close 
relatives and associates who are 
relevant to an investigation. 

b. Applicants for and current and 
former personnel of the FBI and persons 
related thereto who are considered 
relevant to an applicant investigation, 
personnel inquiry, or other personnel 
matters. 

c. Applicants for and appointees to 
sensitive positions in the United States 
Government and persons related thereto 
who are considered relevant to the 
investigation. 

d. Individuals who are the subject of 
unsolicited information, who offer 
unsolicited information, request 
assistance, and make inquiries 
concerning record material, including 
general correspondence, and contacts 
with other agencies, businesses, 
institutions, clubs; the public and the 
news media, 

e. Individuals associated with 
administrative operations or services 


including pertinent functions, 
contractors and pertinent -persons 
related thereto. 

(All manner of information concerning 
individuals may be acquired in 
connection with and relating to the 
varied investigative responsibilities of 
the FBI which are further described in 
"CATEGORIES OF RECORDS IN THE 
SYSTEM,” Depending on the nature and 
scope of the investigation this 
information may include, among other 
things, personal habits and conduct, 
financial information, travel and 
organizational affiliation of individuals. 
The information collected is made a 
matter of record and placed in FBI files) 

CATEGORIES OF RECORDS M THE SYSTEM 

The FBI Central Records Systems — • 
The FBI utilizes a central records system 
of maintaining its investigative, 
personnel, applicant, administrative, 
and general files. This system consists 
of one numerical sequence of subject 
matter files, an alphabetical index to the 
files, and a supporting abstract ByBtem 
to facilitate processing and 
accountability of all important mail 
placed in files. This abstract system is 
both a textual and an automated 
capability for locating mail. Files kept in 
FBI field offices are also structured in 
the same manner, except they do not 
utilize an abstract system. 

The FBI 277 classifications used in its 
basic filing system which pertain 
primarily to Federal violations over 
which the FBI has investigative 
jurisdiction. However, included in the 
277 classifications are personnel, 
applicant, and administrative matters to 
facilitate the overall filing scheme. 

These classifications are as follows (the 
word "obsolete" following the name of 
the classification indicates the FBI iB no 
longer initiating investigative cases in 
these matters, although the material is 
retained for reference purposes): 

1. Training Schools; National 
Academy Matters: FBI National 
Academy Applicants. Covers general 
information concerning the FBI National 
Academy, including background 
investigations of individual candidates. 

2. Neutrality Matters. Title 18, United 
States Code. Sections 956 and 958 962; 
Title 22, United States Code, Sections 
1934 and 401. 

3. Overthrow or Destruction of the 
Government. Title 18, United States 
Code, Section 2385. 

4. National Firearms Act, Federal 
Firearms Act; State Firearms Control 
Assistance Act; Unlawful Possession or 
Receipt of Firearms. Title 28, United 
States Code, Sections 5801-5812; Title 
18, United States Code, Sections 921- 


928; Title 18, United States Code. 
Sections 1201-1203. 

5. Income Tax, Covers violations of 
Federal income tax laws reported to the 
FBI. Complaints are forwarded to the 
Commissioner of the Internal Revenue 
Service. 

6. Interstate Transportation of 
Strikebreakers. Title 18, United States 
Code. Section 1231. 

7. Kidnapping. Title 28, United States 
Code, Sections 1201 and 1202, 

3. Migratory Bird Act. Title 18, United 
States Code, Section 43; Title 18, United 
States Code, Section 703 through 718. 

9. Extortion. Title 18, United States 
Code Sections 878, 877, 875, and 873. 

10. Red Cross Act. Title 18, United 
States Code, Sections 706 and 917. 

11. Tax [Other than Income) This 
classification covers complaints 
concerning violations of Internal 
Revenue law as they apply to other than 
alcohol, social security and income and 
profits taxes, which are forwarded to 
the Internal Revenue Service. 

12. Narcotics. This classification 
covers complaints received by the FBI 
concerning alleged violations of Federal 
drug laws. Complaints are forwarded to 
the headquarters of the Drug 
Enforcement Administration (DEA), or 
the nearest district office of DEA. 

13. Miscellaneous. Section 125, 
National Defense Act, Prostitution; 
Selling Whiskey Within Five Miles of 
An Army Camp. 1920 only. Subjects 
were alleged violators of abuse of U.S. 
flag, fraudulent enlistment, selling liquor 
and operating houses of prostitution 
within restricted bounds of military 
reservations. Violations of Section 13 of 
the Selective Service Act (Conscription 
Act were enforced by the Department of 
Justice as a war emergency measure 
with the Bureau exercising jurisdiction 
in the detection and prosecution of 
cases within the purview of that Section. 

14. Sedition. Title 18, United States 
Code, Sections 2387, 2388, and 2391. 

15. Theft from Interest Shipment. Title 
18, United States Code, Section 859; 

Title 18, United States Code, Section 
660; Title 18 United States Code. Section 
2117, 

18. Violations of Federal Injunction 
(obsolete). Consolidated into 
Classification 69, "Contempt of Court". 

17. Fraud Against the Government 
Department of Veterans Affairs, 
Department of Veterans Affairs 
Matters. Title 18, United States Code, 
Section 287, 289, 290, 371, or 1001, and 
Title 38, United States Code, Sections 
787(a), 787(b). 3405, 3501, and 3502, 

18. May Act. Title 18, United States 
Code, Section 1384. 
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18 . Censorship Matter (obsolete). Pub. 
L. 77th CongresB. 

20. Federal Grain Standards Act 
(obsolete) 1820 only. Subjects were 
alleged violators of contracts for sale. 
Shipment of Interstate Commerce, 

Section 5, U.S. Grain Standards Act. 

21. Food and Drugs, This classification 
covers complaints received concerning 
alleged violations of the Food. Drug and 
Cosmetic Act; Tea Act; Import Milk Act; 
Caustic Poison Act; and Filled Milk Act 
These complaints are referred to the 
Commissioner of the Food and Drug 
Administration of the field component of 
that Agency. 

22. National Motor Vehicle Traffic 
Act, 1923-27 (obsolete). Subjects were 
possible violators of the National Motor 
Vehicle Theft Act; Automobiles seized 
by Prohibitions Agents. 

23. Prohibition. This classification 
covers complaints recaived concerning 
bootlegging activities and other 
violations of the alcohol tax laws. Such 
complaints are referred to the Bureau of 
Alcohol, Tobacco and Firearms. 
Department of the Treasury, or field 
representatives of the Agency. 

24. Profiteering 1920-42. (obsolete). 
Subject are possible violators of the' 
Lever Act — Profiteering in food and 
clothing or accused company was 
subject of file. Bureau conducted 
investigations to ascertain profits. 

25. Selective Service Act; Selective 
Training and Service Act Title 50, 

United States Code, Section 462; Title 50 
United States Code, Section 459. 

26. Interstate Transportation of Stolen 
Motor Vehicle; Interstate Transportation 
of Stolen Aircraft. Title 18, United States 
Code, Sections 2311 (in part), 2312, and 
2313. 

27. Patent Matter. Title 35. United 
States Code, Sections 104 and 105. 

2a. Copyright Matter. Title 17, United 
States Code, Sections 104 and 105. 

29. Bank Fraud and Embezzlement. 

Title 18, United States Code, Sections 
212, 213. 215, 334, 655-657, 1004-1006, 

1008, 1009, 1014, and 1306; Title 12. 

United States Code. Section 1725(g). 

30. Interstate Quarantine Law. .1922-25 
(obsolete). Subjects alleged violators of 
Act of February 15, 1893, as amended, 
regarding interstate travel of persons 
afflicted with infectious diseases. Cases - 
also involved unlawful transportation of 
animals, Act of February 2, 1903. 

Referrals were made to Public Health 
Service and the Department of 
Agriculture. 

31. White Slave Traffic Act. Titie IB, 
United States Code, Section 2421-2424. 

32. Identification (Fingerprint) 

Matters. This classification covers 
general information concerning 
Identification (fingerprint) matters. 


33. Uniform Crime Reporting. This 
classification covers general information 
concerning the Uniform Crime Reports, 

a periodic compilation of statistics of 
criminal violations throughout the 
United States. 

34. Violation of Lacy Act. 1922-43. 
(obsolete) Unlawful Transportation and 
shipment of black bass and fur seal 
skins. 

35. Civil Service. This classification 
covers complaints received by the FBI 
concerning Civil Service matters which 
are referred to the Office of Personnel 
Management in Washington or regional 
offices of that Agency. 

36. Mail Fraud. Title 18, United States 
Code, Section 13341. 

37. False Claims Against the 
Government. 1921-22. (obsolete) 

Subjects submitted claims for allotment, 
vocational training, compensation as 
veterans under the Sweet Bill. Letters 
were generally referred elsewhere 
(Veterans Bureau). Violators 
apprehended for violation of Article No. 
1, War Risk Insurance Act. 

38. Application for Pardon to Restore 
Civil Rights. 1921-35. (obsolete) Subjects 
allegedly obtained their naturalization 
papers by fraudulent means. Cases later 
referred to Immigration and 
Naturalization Service. 

39. Falsely Claiming Citizenship, 
(obsolete) Title 18, United States Code, 
Sections 911 and 1015(a)(b). 

40. Passport and Visa Matter. Title 18, 
United States Code, Sections 1451-1548. 

41. Explosives (obsolete). Title 50, 
United States Code, Sections 121 
through 144. 

42. Deserter Deserter, Harboring. Title 
10, United States Code, Sections 808 and 
885. 

43. Illegal Wearing of Uniforms: False 
Advertising or Misuse of Names, Words, 
Emblems or Insignia: Illegal 
Manufacturer, Use, Possession, or Sale 
of Emblems and Insignia: Illegal 
Manufacture, Possession, or Wearing of 
Civil Defense Insignia: Miscellaneous, 
Forging or Using Forged Certificate of 
Discharge from Military or Naval 
Service; Miscellaneous, Falsely Making 
or Forging Naval, Military, or Official 
Pass; Miscellaneous, Forging or 
Counterfeiting Seal of Department or 
Agency of the United States, Misuse of 
the Great Sea! of the United States or of 
the Seals of the President or the Vice 
President of the United States; 
Unauthorized Use of "Johnny Horizon" 
Symbol; Unauthorized Use of Smokey 
Bear Symbol. Title 18, United States 
Code. Sections 702, 703, end 704; Title 
18, United States Code, Sections 701, 

705, 707, ai»d 710; Title 38, United States 
Code, Section 162; Title 50, Appendix, 
United States Code, Section 2284; Title 


46, United States Code, Section 249; 

Title 18, United Stales Code, Sections 
498, 499 506, 709, 711, 711a, 712, 713, and 
714; Titie 12, United States Code, 
Sections 1457 and 1723e; Title 22, United 
States Code, Section 2518, 

44. Civd Rights; Civil Rights, Election 
Laws, Voting Rights Act. 1965, Title 18. 
United States Code, Sections 241, 242, 
and 245; Title 42. United States Code, 
Section 1973; Title 18, United States 
Code, Section 243; Title 18, United 
States Code, Section 244, Civil Rights 
Act — Federally Protected Activities; 
Civil Rights Act — Overseas Citizens 
Voting Rights Act of 1975. 

45. Crime on the High Seas (Includes 
stowaways on boats and aircraft). Title 
18, United StateB Code, Sections 7, 13, 
1243, and 2199. 

46. Fraud Against the Government: 
(Includes Department of Health, 
Education and Welfare: Department of 
Labor (GETA), and Miscellaneous 
Government Agencies) Anti-Kickback 
Statute; Department Assistance Act of 
1950; False ClaimB. Civil; Federal-Aid 
Road Act; Lead and Zinc Act; Public 
Works and Economic Development Act 
of 1965; Renegotiation Act, Criminal: 
Renegotiation Act, Civil; Trade 
Expansion Act of 1962; Unemployment 
Compensation Statutes; Economic 
Opportunity Act Title 50, United States 
Code, Section 1211 et seq.; Title 31, 
United States Code, Section 231; Title 
41. United States Code, Section 119; 

Title 40, United States Code, Section 
409. 

47. Impersonation. Title 18. United 
States Code, Section 9L2, 913, 915, and 
916. 

48. Postal. Violation (Except Mail 
Fraud). This classification covers 
inquiries concerning the Postal Service 
and complaints pertaining to the theft of 
mail. Such complaints are either 
forwarded to the Postmaster General or 
the nearest Postal Inspector. 

49. Bankruptcy Fraud. Title 18, United 
States Code, Sections 151-155. 

50. Involuntary Servitude and Slavery. 
U.S. Constitution, 13th Amendment; 

Title 18. United States Code, sections 
1581-1588, 241, and 242. 

51. Jury Panel Investigations. This 
classification covers jury panel 
investigations which are requested by 
the appropriate Assistant Attorney 
General as authorized by 28 U.S.C. 533 
and AG memorandum #781, dated 11/9/ 
72. These investigations can be 
conducted only up-on such a request 
and consist of an indices and arrest 
check, and only in limited important 
trials where defendant could have 
influence over a juror. 
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52. Theft, Robbery, Embezzlement, 
Illegal Possession or Destruction of 
Government Property. Title 13, United 
States Code, Sections 641, 1024, 1660, 
2112, and 2114. Interference With 
Government Communications, Title IS, 
U.S.C-, Section 1632. 

53. Excess Profits On WooL 1918 
(obsolete). Subjects possible violator of 
Government Control of Wool Clip of 
1918. 

54. Customs Laws and Smuggling. This 
classification covers complaints 
received concerning smuggling and other 
matters involving Importation and entry 
of merchandise into and the exportation 
of merci-.-ndise from the United States. 
Complaints are referred to the nearest 
district offic e of the U.S. Customs 
Service or the Commissioner of 
Customs. Washington. DC. 

55. Counterfeiting. This classification 
covers complaints received concerning 
alleged violations of counterfeiting of 
U.S. coins, notes, and other obligation* 
and securities of the Government. These 
complaints are referred to either the 
Director. U.S. Secret Service, or the 
nearest office of that Agency. 

56. Election Laws. Tide 18. United 
States Code. Sections 241, 242. 245, and 
591-607; Title 42. United States Code, 
Section 1973; Title 26. United States 
Code, Sections 9012 and 9042; Tide 2. 
United States Code, Sections 431-437, 
439, and 441. 

57. War Labor Dispute Act (obsolete). 
Pub- L 89-77th Congress. 

58. Corruption of Federal Public 
Officials. Title 18, United States Code. 
Sections 201-203. 205-211, Pub. L 09-4 
and 89-136. 

59. World War Adjusted 
Compensation Act of 1924-44 (obsolete) 
Bureau of Investigation was charged 
with the duty of investigating alleged 
violations of all sections of the World 
War Adjusted Compensation Act (Pub. 

L. 472. 69th Congress (H.R. 10277)) with 
the exception of Section 704. 

60. Anti-Trust, Title 15, United States 
Code. Sections 1-7, 12-27, and 13. 

61. Treason or Misprision of Treason. 
Title 18, United States Code. Sections 
2381, 2382, 2389, 2330, 756, and 757 

62. Administrative Inquiries. 

Misconduct Investigations of Officers 
and Employees of the Department of 
Justice and Federal Iudiciary-. Census 
Matters (Title 13, United States Code. 
Sections 211-214. 221-224, 304. and 305) 
Domestic Police Cooperation; Eight- 
Hour-Day Law (Title 40, United States, 
Code, Sections 321, 332, 325a, 326|; Fair 
Credit Reporting Act (Title 15, United 
States Code, Sections 1881q and 1681r); 
Federal Cigarette Labeling and 
Advertising Act (Title 15, United States 
Code, Section 1333); Federal Judiciary 


Investigations; Kickback Racket Act 
(Title 18, United States Code, Section 
874); Lands Division Matter, other 
Violations and/or Matters; Civil Suita — 
Miscellaneous; Soldiers’ end Sailors' 

Civil Relief Act of 1940 (Title 50, 
Appendix, United States Code, Sections 
510-590); Tariff Act of 1930 (Title 19, 
United State* Code, Section 1304); 
Unreported Interstate Shipment of 
Cigarettes (Title 15, United States Code, 
Sections 375 and 376); Fair Labor 
Standards Act of 1938 (Wages and 
Hours Law) (Title 29, United States 
Code, Sections 201-219), Conspiracy 
(Title 18, United States Code, Section 
371 (formerly Section 88, Title 18, United 
States Code); effective September 1. 
1948). 

63. Miscellaneous — Nonsubversive. 
This classification concerns 
correspondence from the public which 
does not relate to matters within FBI 
jurisdiction. 

64. Foreign Miscellaneous. This 
classification is a control file utilized as 
a repository for intelligence informetion 
of value identified by country. More 
specific categories are placed in 
classification 106-113. 

65. Espionage. Attorney General 
Guidelines on Foreign 
Counterintelligence: Internal Security- 
Act of 1950; Executive Order 11905. 

66. Administrative Matters. This 
classification covers such items as 
supplies, automobiles, salary matters 
and vouchers. 

67. Personnel Matters. This 
classification concerns background 
investigations of applicants for 
employment with the FBI and folders for 
current and Former employees. 

68. Alaskan matters (obsolete). This 
classification concerns FBI 
investigations in the Territory of Alaska 
prior tc its becomming a State. 

69. Conlenpt of Court. Title 18, United 
States Code, Sections 401. 402, 3285, 

3691. 3692: Title 10, United Slates Code. 
Section 647; and Rule 42, Federal Rules 
of Criminal Procedure. 

70. Crime on Government Reservation. 
Title 16. United States Code, Sections 7 
and 13. 

71. Bills of Ladir.g Act. Title 49, United 

Slates Code, Section 121. 

72. Obstruction of Criminal 
Investigations: Obstruction of Justice, 
Obstruction of Court Orders. Title 13, 
United States Code. Sections 1503 
through 1510. 

73. Application for Pardon A.fter 
Completion of Sentence and Application 
for Executive Clemency. This 
classification concerns the FBI's 
background investigation in connection 
with pardon applications and request for 
executive clemency. 


74. Perjury. Title 18, United States 
Code. Sections 1821, 1622, and 1623. 

75. Bondsmen aod Sureties. Title 13, 
United States Code, Section 1506. 

78. Escaped Federal Prisoner. Escape 
end Rescue; Probation Violator. Parole 
Violator Parole Violator, Mandatory 
Release Violator. Title 18, United State 
Code, Sections 751-757, 1072; Title 18. 
United States Code. Sections 3651-3656; 
and Title 18, United States Code. 

Sections 4202-4207, 5037, and 4161-4166. 

77. Applicants (Sepcial Inquiry, 
Departmental and Other Government 
Agencies, except those having special 
classifications). This classification 
covers the background investigations 
conducted by the FBI in connection with 
the aforementioned positions. 

78. Illegal Use of Government 
Transportation Requests. Title 18, 

United States Code, Section 287, 495, 

508, 641,1001 and 1002. 

79. Missing Persons. This 
classification covers the FBI's 
Identification Divsion’s assistance in the 
locating of missing persons. 

80. Laboratory Research Matters. At 
FBI Headquarters this classification is 
used for Laboratory research matters. In 
field office files this classification covers 
the FBI's public affairs matters and 
involves contact by the FBI with the 
general public. Federal and State 
agencies, the Armed Forces, 
Corporations, the news media and other 
outside organizations. 

81. Gold Hoarding 1933—45. (obsolete) 
Gold Hoarding investigations conducted 
in accordance with an Act of March 9, 
1933 and Executive Order issued August 
28, 1933. Bureau instructed by 
Department to conduct no further 
investigations in 1935 under the Gold 
Reserve Act of 1934. Thereafter, ail 
correspondence referred to Secret 
Service 

82. War Risk Insurance (National Life 
Insurance (obsolete)). This classification 
covers investigations conducted by the 
FBI in connection with civil suits filed 
under this statute. 

83. Court of Claims. This classification 
covers requests for investigations of 
cases pending in the Bcurt of Claims 

from the Assistant Attorney Genera! in 

charge of the Civil Division of the 
Department of Justice. 

84. Reconstruction Finance 
Corporation Act (obsolete). Title 15. 
United States Code, Chapter 14. 

85. Home Owner Loan Corporation 
(obsolete). This classification concerned 
complaints received by the FBI about 
alleged violations of the Home Owners 
Loan Act, which were referred to the 
Home Owners Loan Corporation. Title 
12 United States Code, Section 1464. 
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86. Fraud Against the Government — 
Small Business Administration. Title 15, 
United States Code. Section 645; Title 18, 
United States Code, Sections 212. 213, 
215, 216, 217, 657, 658, 1006, 1011, 1013, 
1014, 1906, 1907, and 1909, 

67. Interstate Transportation of Stolen 
Property (Heavy Equipment — 
Commercialized Theft). Title 18, United 
States Code, Sections 2311, 2314, 2315 
end 2316. 

88. Unlawful Flight to Avoid 
Prosecution, Custody, or Confinement; 
Unlawful Flight to Avoid Giving 
Testimony. Title 18. United States Code, 
Sections 1073 and 1074, 

89. Assaulting or Killing a Federal 
Officer, Crimes Against Family 
Members, Congressional Assassination 
Statute, Title 18, United States Code. 
Sections 1111, 1114, 2232. 

90. Irregularities in Federal Penal 
Institutions. Title 18, United States 
Code, Sections 1791 and 1792. 

91. Bank Burglary; Bank Larcency; 
Bank Robbery. Title 18, United States 
Code, Section 2113. 

92. Racketeer Enterprise 
Investigations. Title 18, United States 
Code. Section 3237. 

93. Ascertaining Financial Ability. 

This classification concerns requests by 
the Department of Justice for the FBI to 
ascertain a person's ability to pay a 
claim, fine or judgment obtained against 
him by the United States Government. 

94. Research matters. This 
classification concerns all general 
correspondence of the FBI with private 
individuals which does not involve any 
substantive violation of Federal law. 

95. Laboratory Cases [Examination of 
Evidence in Other Than Bureau's 
Cases). The classification concerns non- 
FBI cases where a duly constituted 
Stale, county or a municipal law 
enforcement agency in a criminal matter 
has requested an examination of 
evidence by the FBI Laboratory. 

96. Alien Applicant (obsolete). Title 
10, United States Code, Section 310. 

97. Foreign Agents Registration Act. 
Title 18, United States Code, Section 
951; Title 22, United States Code, 
Sections 611-621; Title 50, United States 
Code, Sections 851-857. 

98. Sabotage. Title 18, United States 
Code, Sections 2151-2156; Title 50, 
United States Code, Section 797, 

99. Plant Survey (obsolete). This 
classification covers a program wherein 
the FBI inspected industrial plants for 
the purpose of making suggestions to the 
operations of those plants to prevent 
espionage and sabotage. 

100. Domestic Security. This 
classification covers investigations by 
the FBI in the domesitc security field, 
e.g.. Smith Act violations 


101. Hatch Act (obsolete). Pub. L 252, 
78th Congress. 

102. Voorhis Act. title 18, United 
States Code, Section 1386. 

103. Interstate Transportation of 
Stolen Livestock, Title 18, United States 
Code, Sections 667, 2311, 2316 and 2317. 

104. Servicemen's Dependents 
Allowance Act of 1942 [obsolete). Pub. L 
625, 77th Congress, Sections 115-119. 

105. Foreign Counterintelligence 
Matters. Attorney General Guidelines 
on Foreign Counterintelligence, 

Executive Order 11905, 

106. Alien Enemy Control; Escaped 
Prisoners of War and Internees, 1944-55 
(obsolete), Suspects were generally 
suspected escaped prisoners of war, 
members of foreign organizations, failed 
to register under the Alien Registration 
Act, Cases ordered closed by Attorney 
General after alien enemies returned to 
their respective countries upon 
termination of hostilities. 

107. Denaturalization Proceedings 
(obsolete). This classification covers 
investigations concerning allegations 
that an individual fraudulently swore 
allegiance to the United States or in 
some other manner illegally obtained 
citizenship to the U.S., Title 8, United 
States Code, Section 738. 

108. Foreign Travel Control [obsolete). 
This classification concerns security- 
type investigations wherein the subject 
is involved in foreign travel. 

109. Foreign Political Matters. This 
classification is a control file utilized as 
a repository for intelligence information 
concerning foreign political matters 
broken down by country. 

110. Foreign Economic Matters. This 
classification is a control file utilized as 
a repository for intelligence information 
concerning foreign economic matters 
broken down by country. 

111. Foreign Social Conditions. This 
classification is a control file utilized as 
a repository for intelligence information 
concerning foreign social conditions 
broken down by country. 

112. Foreign Funds, This classification 
is a control file utilized as a repository 
for intelligence information concerning 
foreign funds broken down by country. 

113. Foreign Military and Naval 
Matters. This classification is a control 
file utilized as a repository for 
intelligence information concerning 
foreign military and naval matters 
broken down by country. 

114. Alien Property Custodian Matter 
(absolute). Title 50, United States Code, 
Sections 1 through 38. This classification 
covers investigations concerning 
ownership and control of property 
subject to claims and litigation under 
this statute. 


115. Bond Default; Bail Jumper. Title 
18, United States Code, Sections 3146- 
3152. 

116. Department of Energy Applicant; 
Department of Energy, Employee. This 
classification concerns background 
investigations conducted in connection 
with employment with the Department 
of Energy. 

117. Department of Energy, Criminal. 
Title 42, United States Code, Sections 
2011-2281; Pub. L 93-438. 

118. Applicant, Intelligence Agency 
(obsolute). This classification covers 
applicant background Investigations 
conducted of persons under 
consideration for employment by the 
Central Intelligence Group. 

119. Federal Regulation of Lobbying 
Act. Title 2, United States Code, 

Sections 261-270. 

120. Federal Tort Claims Act, Title 28, 
United States Code, Sections 2671 to 
2680. Investigations are conducted 
pursuant to specific request from the 
Department of Justice in connection with 
cases in which the Department of Justice 
represents agencies Bued under the Act. 

121. Loyalty of Government 
Employees [obsolute). Executive Order 
9835, 

122. Labor Management Relations Act, 
1947. Title 29, United States Code. 
Sections 161, 162, 176-178 and 186. 

123. Section inquiry, States 
Department. Voice of America [U.S. 
Information Center) (Pub. L 402, 80th 
Congress) (obsolute). This classification 
covers loyalty and security 
investigations on personnel employed 
by or under consideration for 
employment for Voice of America. 

124. European Recovery Program 
Administration), formerly Foreign 
Operations Administration, Economic 
Cooperation Administration or E.R.P., 
European Recovery Programs; A.I.D., 
Agency for International Development 
(obsolete). This classification covers 
security and loyalty investigations of 
personnel employed by or under 
consideration for employment with the 
European Recovery Program. Pub. L. 472, 
80th Congress. 

125. Railway Labor Act; Railway 
Labor Act— Employer's Liability Act 
Title 45, United States Code. Sections 
151-163 and 181-188. 

126. National Security Resources 
Board, Special Inquiry (obsolete). This 
classification covers loyalty 
investigations on employees and 
applicants of the National Security 
Resources Board. 

127. Sensitive Positions in the United 
States Government, Pub, L. 266 
(obsolete). Pub. L. 81st Congress. 
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12a International Development 
Program (Foreign Operations 
Administration} (obsolete). This 
classification covers background 
investigations conducted on individuals 
who are to be assigned to duties under 
the International Development Program. 

129. Evacuation Claims (obsolete). 

Pub. L. 886, 60th Congress. 

130. Special Inquiry. Armed Forces 
Security Ad (obsolete). This 
classification covets applicant -type 
investigations conducted for the Armed 
Forces security agencies. 

131. Admiralty Matter. Title 46, United 
States Code. Sections 741-752 and 781- 
799. 

132. Special Inquiry. Office of Defense 
Mobilization (obsolete). This 
classification covers applicant-type 
investigations of individuals associated 
with the Office of Defense Mobilization. 

133. National Science Foundation Act 
Applicant (obsolete). Pub. L 507. 81st 
Congress. 

134. Foreign Counterintelligence 
Assets. This classification concerns 
individuals who provide information to 
the FBI concerning Foreign 
Counterintelligence matters. 

135. PROSAB (Protection of Strategic 
Air Command Bases of the U.S. Air 
Force (obsolete). This classification 
covered contacts with individuals with 
the aim to develop information useful to 
protect bases of the Strategic Air 
Command. 

138. American Legion Contact 
(obsolete). This classification covered 
liaison contracts with American Legion 
offices. 

137. Informants. Other than Foreign 
Counterintelligence Assets, This 
classification concerns individuals who 
furnish information to the FBI 
concerning criminal violations on a 
continuing and confidential basis. 

138. Loyalty of Employees of the 
United Nations and Other Public 
International Organizations. This 
classification concerns FBI 
investigations based on referrals from 
the Office of Personnel Management 
wherein a question or allegation has 
been received regarding the applicant's 
loyalty to the U.S. Government as 
described in Executive Older 10422. 

139. Interception of Communications 
(Formerly, Unauthorized Publication or 
Use of Communications). Tide 47, 

United States Code, Section 605; Title 
47, United States Code, Section 501; 

Title 18, United States Code, Sections 
2510-2513. 

140. Security of Government 
Employees; Fraud Against the 
Government, Executive Order 10450. * 

141. False Entries in Records of 
Interstate Carriers. Title 47, United 


States Code, Section 220; Title 48, 

United States Code, Section 20. 

142. Illegal Use of Railroad Pass. Title 
49, United States Code, Section 1. 

143. Interstate Transport of Gambling 
Devices. Title 15, United States Code, 
Sections 1171 through 1180. 

144. Interstate Transportation of 
Lottery Tickets. Title 18, United States 
Code, Section 1301. 

145. Interstate Transportation of 
Obscene Materials. Title 18, United 
States Code, Sections 1462, 1464 and 
1465. 

146. Interstate Transporation of 
Prison-Made Good*. Title 18, United 
States Code, Sections 1761 and 1762. 

147. Fraud Against the Government — 
Department of Housing and Urban 
Development, Matters. Title 18, United 
States Code, Sections 657, 709, 1006, and 
1010; Title 12, United States Code, 
Sections 1709 and 1715. 

148. Interstate Transporta ticra of 
Fireworks. Title 18, United States Code. 
Section 838. 

149. Destruction of Aircraft or Motor 
Vehicles. Title 18, United States Code, 
Sections 31-35. 

150. Harboring of Federal Fugitives, 
Statistics (obsolete). 

151. (Referral cases received from the 
Office of Personnel Management under 
Pub. L. 298). Agency for Interna tional 
Development Department of Energy, 
National Aeronautics and Space 
Administration; Nation Science 
Foundation; Peace Corps; Action: U.S. 
Arms Control and Disarmament Agency; 
World Health Organization; 

International Labor Organization; 
International Communications Agency. 
This classification covers referrrals from 
the Office of Personnel Management 
where an allegation has been received 
regarding an applicant’s loyalty to the 
U.S Government. These referrals refer to 
applicants from Peace Corps; 

Department of Energy, National 
Aeronautics and Space Administration. 
Nuclear Regulatory Commission, United 
States Arms Control and Disarmament 

Agency and the International 
Communications Agency. 

152. Switchblade Knife Act. Title 15, 
United States Code, Sections 1241-1244. 

153. Automobile Information 
Disclosure Act, Title 15, United States 
Code. Sections 1231-1233. 

154. Interstate Transportation of 
Unsafe Refrigerators. Title 15, United 
States Code, Sections 1211-1214. 

155. National Aeronautics and Space 
Act of 1958. Title 18, United States Code, 
Section 799. 

156. Employee Retirement Income 
Security Act. Title 29, United States 
Code, Sections 1C21-1029, 1111, 1131, 


and 1141; Title 18, United States Code, 
Sections 844, 1027, and 1954. 

157. CivQ Unrest. This classification 
concerns FBI responsibility for reporting 
Information on civil disturbances or 
demonstrations. The FBI’s investigative 
responsiblity is based cn the Attorney 
General's Guidelines for Reporting on 
Civil Disorders and Demonstrations 
Involving a Federal Interest which 
became effective April 5, 1878. 

158. Labor-Management Reporting 
and Disclosure Act of 1959 (Security 
Matter) (obsolete). Pub. L 86-257, 

Section 504. 

159. Labor-Management Reporting 
and Disclosure Act of 1959 
(Investigative Matter). Title 29, United 
States Code, Sections 501, 504, 522, and 
53a 

160. Federal Train Wreck Statute. 

Title la. United States Code, Section 
1992. 

181. Special Inquiries for White 
House, Congressional Committee and 
Other Government Agencies. This 
classification covers investigations 
requested by the White House. 
Congressional committees or other 
Government agencies. 

162. Interstate Gambling Activities. 
This classification covers information- 

acquired concerning the nature and 

scope of illegal gambling activities in 
each field office. 

163. Foreign Police Cooperation. This 
classification covers requests by foreign 
police for the FBI to render investigative 
assistance to such agencies. 

164. Crime Aboard Aircraft. Title 49. 
United States Code, Sections 1472 and 
1473. 

165. Interstate Transmission of 
Wagering Information. Title 18. United 
States Code. Section 1065. 

166. Interstate Transportation in Aid 
of Racketeering. Title 18, United States 
Code. Section 1952. 

167. Destruction of Interstate Property. 
Title 15. United Slates Code, Sections 
1281 and 1282. 

163. Interstate Transportation of 
Wagering Paraphernalia. Title 18. 

United States Code, Section 1953. 

169. Hydraulic Brake Fluid Act 
(obsolete); 75 Stat. 437, Pub. L. 87-637. 

170. Extremist Informants (obsolete). 
Thi3 classification concerns individuals 
who provided information on a 
continuing basis on various extremist 
elements. 

171. Motor Vehicle Seat Belt Act 
(obsolete). Pub. L 88-201, 80th Congress. 

172. Sports Bribery. Title 18, United 
States Code, Section 244. 

173. Public Accommodations. Civil 
Rights Act of 1964 Public Facilities; Civil 
Rights Act of 1964 Public Education; 
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Civil Rights Act of 1964 Employment; 
Civil Rights Act of 1964. Title 42, United 
States Code. Section 2000; Title 18, 

United States Code, flection 245. 

174. Explosives and Incendiary 
Devices; Bomb Threats (Formerly 
Bombing Matters; Bombing Matters, 
Threats), Title 18, United States Code, 
Section 844, 

175. Assaulting, Kidnapping or Killing 
the President (or Vice President) of the 
United States. Title 18. United States 
Code, Section 1751. 

178. Anti-riot Laws, Title 18, United 
States Code, Section 245. 

177. Discrimination in Housing. Title 
42, United States Code, Sections 3601- 
3619 and 3031. 

178. Interstate Obscene or Harassing 
Telephone Calls. Title 47, United States 
Code, Section 223. 

179. Extortionate Credit Transactions. 
Title 18, United States Code, Section 
891-896. 

180. Desecration of the Flag. Title 18, 
United States Code, Section 700. 

181. Consumer Credit Protection Act. 
Title 15, United States Code, Section 
1611. 

182. Illegal Gambling Business: Illegal 
Gambling Business. Obstruction; Illegal 
Gamling Business Forfeiture. Title 18, 
United States Code, Section 1955; Title 
18, United States Code, Section 1511. 

183. Racketeer. Influence and Corrupt 
Organizations. Title 18, United States 
Code, Sections 1961-1968. 

184. Police Killings. This classification 
concerns investigations conducted by 
the FBI upon written request from local 
Chief of Police or duty constituted head 
of the local agency to actively 
participate in the investigation of the 
killing of a police officer. These 
investigations are based on a 
Presidential Directive dated June 3. 1971. 

185. Protection of Foreign Officials 
and Officials Guests of the United 
States. Title 18, United States Code, 
Sections 112. 970, 1118, 1117 and 1201. 

186. Real Eastate Settlement 
Procedures Act of 1974. Title 12. United 
States Code, Section 2602; Title 12. 
United States Code, Section 2606, and 
Title 12, United States Code, Section 
2607. 

187. Privacy Act of 1974. Criminal. 
Title 5, United States Code. Section 
552a. 

188. Crime Resistance. This 
classification covers FBI efforts to 
develop new or improved approaches, 
techniques, systems, equipment and 
devices to improve and strengthen law 
enforcement as mandated by the 
Omnibus Crime Control and Safe Streets 
Action of 1968. 


189. Equal Credit Opportunity Act. 
Title 15, United States Code, Section 
1691. 

190. Freedom of Information/Privacy 
Acts. This classification covers the 
creation of a correspondence file to 
preserve and maintain accurate records 
concerning the handling of requests for 
records submitted pursuant to the 
Freedom of Information — Privacy Acts. 

191. False Identity Matters, (obsolete) 
This classification covers the FBI's study 
and examination of criminal elements' 
efforts to create false identities. 

192. Hobbs Act — Financial 
Institutions; Commercial Institutions: 
Armored Carrier. Title 18, United States 
Code, Section 1951. 

193. Hobbs Act— Commercial 
institutions (obsolete). Title 18, United 
States Code, Section 1951; Title 47, 
United States Code, Section 506. 

194. Hobbs Act— Corruption of Public 
Officials. Title 18, United States Code, 
Section 1951. 

195. Hobbs Act — Labor Related. Title 
18, United States Code, Section 1951. 

196. Fraud by Wire. Title 18. United 
States Code. Section 1343. 

197. Civil Actions or Claims Against 
the Government. This classification 
covers all civil suits involving FBI 
matters and most administrative claims 
filed under the Federal Tort Claims Act 
arising from FBI activities. 

198. Crime on Indian Reservations. 
Title 18, United States Code, Sections 
1151. 1152, and 1153. 

199. Foreign Counterintelligence — 
Terrorism. Attorney General Guidelines 
on Foreign Counterintelligence. 
Executive Order 11905. 

200. Foreign Counterintelligence 
Matters. Attorney General Guidelines 

on Foreign Counterintelligence. 

Executive Order 11905. 

201. Foreign Counterintelligence 
Matters. Attorney General Guidelines 
on Foreign Counterintelligence. 
Executive Order 11905. 

202. Foreign Counterintelligence. 
Matters. Attorney General Guidelines 
on Foreign Counterintelligence. 
Executive Order 11905. 

203. Foreign Counterintelligence 

Matters. Attorney General Guidelines 

on Foreign Counterintelligence. 
Executive Order 11905. 

204. Federal Revenue Sharing. This 
classification covers FBI investigations 
conducted where the 'Attorney General 
has been authorized to bring civil action 
whenever he has reason to believe that 
a pattern or practice of discrimination in 
disbursement of funds under the Federal 
Revenue Sharing status exists. 

205. Foreign Corrupt Practices Act of 
1977. Title 15, United States Code. 
Section 78. 


206. Fraud Against the Government — 
Department of Defense, Department of 
Agriculture, Department of Commerce, 
Community Services Organization, 
Department of Transportation. (See 
classification 46 (supra) for a statutory 
authority for this and the four following 
classifications.) 

207. Fraud Against the Government — 
Environmental Protection Agency. 
National Aeronautics and Space 
Administration, Department of Energy. 
Department of Transportation. 

208. Fraud Against the Government — 
General Services Administration. 

209. Fraud Against the Government- 
Department of Health, and Human 
Services (Formerly, Department of 
Health. Education, and Welfare). 

210. Fraud Against the Government — 
Department of Labor. 

211 . Ethics in Government Act of 1978, 
Title VI (Title 28. Sections 591-596). 

212. Foreign Counterintelligence- 
Intelligence Community Support. This is 
an administrative classification for the 
FBI's operational and technical support 
to other Intelligence Community 
agencies. 

213. Fraud Against the Government — 
Department of Education. 

214. Civil Rights of Institutionalized 
Persons Act (Title 42, United States 
Code. Section 1997). 

215. Foreign Counterintelligence 
Matters. Attorney General Guidelines 
on Foreign Counterintelligence. 
Executive Order 11905. 

216. thru 229. Foreign 
Counterintelligence Matters. (Same 
authority as 215) 

230. thru 240. FBI Training Matters. 

241. DEA Applicant Investigations. 

242. Automation Matters. 

243. Intelligence Identities Protection 
Act of 1982. 

244. Hostage Rescue Team. 

245. Drug Investigative task Force. 

246 thru 248. Foreign 

Counterintelligence Matters. (Same 
authority as 215) 

249. Environmental Crimes — 
Investigations involving toxic or 
hazardous waste violations. 

250. Tampering With Consumer 
Products (Title 18, U.S. Code, Section 
1395) 

251. Controlled Substance — 
Robbery;— Burglary (Title 18, U.S. Code, 
Section 2118) 

252. Violent Crime Apprehension 
Program (VICAP). Case folders 
containing records relevant to the 
VICAP Program, in conjunction with the 
National Center for the Analysis of 
Violent Crime Record System at the FBI 
Academy; Quantico, Virginia. 
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253. False Identification Crime Control 
Act of 1952 (Title 18, U.S. Code, Section 
1028 — Fraud and Related Activity in 
Connection. With Identification 
Documents, and Section 1738-Mailing 
Private identification Documents 
Without a Disclaimer) 

254. Destruction of Energy Facilities 
(Title 18, U.S. Code, Section 1365) 
relates to the destruction of property of 
nonnuclear energy facilities. 

255. Counterfeiting of State and 
Corporate Securities (Title 18. U.S. Code, 
Section 511) covers counterfeiting and 
forgery of all forms of what is loosely 
interpreted as securities. 

256. Hostage Taking — Terrorism (Title 
19, U S. Code. Section 1203) prohibits 
taking of hostage(s) to compel third 
party to do or refrain from doing any 
act. 

257. Trademark Counterfeiting Act 
(Title 18 United States Code. Section 
2320j covers the international trafficking 
in goods which bpar a counterfeited 
trademark. 

258 Credit Card Fraud Act of 1984 
(Title 18. United States Code, Section 
1029) covers f r aud and related activities 
in connection with access devices 
(credit and debit cards), 

259. Security Clearance Investigations 
Program. (Same authority as 215) 

260 Industrial Security Program. 

(Same authority as 215) 

261. Security Officer Matters. (Same 
authority as 215] 

202. Overseas Homicide [Attempted 
Homicide— International Terrorism 
Title 18 United States Code Section 
2331. 

263 Office of Professional 
Responsibility Matters 

264. Computer Fraud and Abuse Act 
of 1983. Electronic Communications 
Privacy Act of 1986. Title 18, United 
Slates Code, Section 1030; Title 18. 

United Stales Code. Section 2701. 

265 Acts Terrorism in the United 
S' ales — International Terrorist 
(Followed by predicate offer.se liom 
other clcosificption.) 

266 Acts of Terrorism in Die United 
States— Domestic Terrorist. (Followed 
Ly predicate offense from other 
classification! 

267. Drug-Related Homicide Title 21 
U.S. Code, Section 848(e). 

263. Engineering Technical Matters— 
FCi. 

269 Engineering Technical Mailers — 
Non -FCI. 

270. Cooperative Witnesses. 

271. Foreign. Counterintelligence 
Matters. Attorney Genera! Guidelines 
on Foreign Counterintelligence. 

Executive Order 11905. 

272. Money Laundering. Title 18, U.S. 
Code, Sections 1956 and 1957. 


273. Adoptive Forfeiture Matter — 
Drug. Forfeiture based on seizure of 
property by state, local or other Federal 
authority. 

274. Adoptive Forfeiture Matter- 
Organized Crime. (Same explanation as 
273.) 

275. Adoptive Forfeiture Matter — 
White Collar Crime. (Same explanation 
as 273.) 

276. Adoptive Forfeiture Matter — 
Violent Crime/Major Offenders 
Program. (Same explanation as 273.) 

277. Adoptive Forfeiture Matter — 
Counterterrorism Program. (Same 
explanation as 273.) 

Records Maintained in FBI Field 
Divisions — FBI field divisions maintain 
for limited periods of time investigative, 
administrative and correspondence 
records, including files, index cards and 
related material, some of which are 
duplicated copies of reports and similar 
documents forwarded to FBI 
Headquarters. Most investigative 
activities conducted by FBI field 
divisions are reported to FBI 
I leadquarters at one or more stages of 
the investigation. There are, however, 
investigative activities wherein no 
reporting was made to FBI 
Headquarters, e.g., pending cases not as 
yet reported and cases which were 
closed in the field division for any of a 
number of reasons without reporting 1o 
FBI Headquarters. 

Duplicate records and records which 
extract information reported in the main 
files are also kept in the various 
divisions of the FBI to assist them in 
their day-to-day operation. These 
records are lists of individuals which 
contain certain biographic data, 
including physical description and 
photograph. They may also contain 
information concerning activities of the 
individual as reported to FBIHQ by the 
various field offices. The establishment 
of these lists ia necessitated by the 
needs of the Division to have immediate 
access to pertinent information 
duplicative of data found in the central 
records without the delay caused by a 
time-consuming manual search of 
central indices. The manner of 
segregating these individuals varies 
depending on the particular needs of the 
FBI Division. The information pertaining 
to individuals who are a part of the list 
is derivative cf information contained in 
the Central Records System. These 
duplicative records fall into the 
following categories: 

(1) Listings of individuals used to 
assist in the location and apprehension 
of individuals for whom legal process is 
cutstanding (fugitives): 

(2) Listings of individuals used in the 
identification of particular offenders in 


cases where the FBI has jurisdiction. 
These listings include various 
photograph albums and background 
data concerning persons who have been 
formerly charged with a particular crime 
and who may be suspect in similar 
criminal activities; and photographs of 
individuals who are unknown but 
suspected of involvement in a particular 
criminal activity, for example, bank 
surveillance photographs: 

(3) Listings of individuals as part of an 
overall criminal intelligence effort by the 
FBI. This would include photograph 
albums, lists of individuals known to be 
involved in criminal activity, including 
theft from interstate shipment, interstate 
transportation of stolen property, and 
individuals in the upper echelon of 
organized crime: 

(4) Listings of individuals in 
connection with the FBI's mandate to 
carry out Presidential directives on 
January 8. 1943, July 24, 1950. December 
15, 1953, and February 18, 1976, which 
designated the FBI to carry out 
investigative work in matters relating to 
espionage, sabotage, and foreign 
counterintelligence. These listings may 
include photograph albums and other 
listings containing biographic data 
regarding individuals. This would 
include lists of identified and suspected 
foreign intelligence agents and 
informants: 

(5) Special indices duplicative of the 
central indices used to access the 
Central Records System have been 
created from time to time in conjunction 
with the administration and 
investigation of major cases. This 
duplication and segregation facilitates 
access to documents prepared in 
connection with major cases. 

In recent years, as the emphasis on 
the investigation of white collar crime, 
organized crime, and hostile foreign 
intelligence operations has increased, 
the FBI has been confronted with 
increasingly complicated cases, which 
require more intricate information 
processing capabilities. Since these 
complicated investigations frequently 
involve massive volumes of evidence 
and other investigative information, the 
FBI uses its computers, when necessary 
to collate, analyze, and retrieve 
investigative information in the most 
accurate and expeditious manner 
possible. It should be noted that this 
computerized investigative information, 
which is extracted from the main files 
or other commercial or governmental 
sources, is only maintained as 
necessary to support the FBI's 
investigative activities. Information 
from these internal computerized 
subsystems of the "Central Records 
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The FBI, by the very na t ur e of rtg 
responsibilities to investigate violations 
of law withiiyts m r wj tigative 
jurisdiction and ensure the internal 
aecerfty of the Unfted States, eoRects 
information from a wide variety of 
sources. Basically, information is 
obtained, as • result of investigative 
efforts, from other Government 
agencies, law enforcement agencies, the 
general public, informants, witnesses, 
and public Bourne material. 

SYSTEM EXEMPTED FMOM CSJTTJUH MOVISOM 
OS TWE ACT: 

The Attorney General has exempted 
this system from subsection* (cM3^ (d), 
(eKl), (eK^KG) and (H), (f) and Lg) of the 
Privacy Act pursuant to 5 U-S.C. 552a 
(j)(2) and (kX2). Ruies have been 
promulgated in accordance with the 
requirements of 5 U.5.C 553 fb). (c), snd 
(e). 
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Department o( Justice 


§50.8 


§ 50.8 Policy with regard to criteria for 
discretionary access to investiga- 
tory records of historical interest. 

(a) The Department of Justice recog- 
nizes that portions of certain inves- 
tigatory files compiled by the Depart- 
ment for law enforcement purposes, al- 
though of significant historical inter- 
est, are nevertheless exempt from man- 
datory disclosure under the Freedom of 
Information Act, 5 U.S.C. 552, as 
amended. In responding to requests 
pursuant to that Act, it is the general 
policy of the Department that such 
files that are more than fifteen years 
old and that are no longer substan- 
tially related to current law enforce- 
ment activities will be processed for 
disclosure subject to deletions to the 
minimum extent necessary to protect 
law enforcement efficiency, personal 
privacy, or other legitimate interests 
that would be implicated by the disclo- 
sure of such files. 

(b) The policy set forth in this sec- 
tion shall not be deemed to constitute 
a waiver of any applicable exemption 
under the Freedom of Information Act. 
By providing for exemptions in the 
Act, Congress conferred upon agencies 
the discretion to grant access to ex- 
empt materials, unless otherwise pro- 
hibited. All disclosures pursuant to the 
policy set forth in this section are at 
the sole discretion of the Attorney 
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§50.9 


28 CFR Ch. I (7-1-94 Edition) 


General and of those persons to whom 
authority therefor may be delegated. 

(c) This policy is intended to further 
the public’s knowledge of matters of 
historical interest and, at the same 
time, to preserve the Department's law 
enforcement efficiency and to protect 
personal privacy and other legitimate 
interests. 

[Order No. 1055-84, 49 FR 12263, Mar. 29, 1984] 
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§ 16,73 


existence of the investigation and 
would therefore be able to avoid detec- 
tion, apprehension, or legal obligations 
and duties. 

(6) Prom subsection (e)(3) because to 
comply with the requirements of this 
subsection during the course of an in- 
vestigation could impede the informa- 
tion gathering process, thus hampering 
the investigation. 

(7) From subsections (e)(4) (G) and 
(H) because this system is exempt from 
the access provisions of subsection (d) 
pursuant to subsections (j) and (k) of 
the Privacy Act. 

(8) From subsection (g) because this 
system is exempt from the access and 
amendment provisions of subsection (d) 
pursuant to subsections (j) and (k) of 
the Privacy Act. 

(g) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3) and ( 4 ); 

(d) ; (e)(1), (2) and (3), (e)(4)(G) and (H) 

(e) (5); and (g): 

(1) Declassification Review System (JUSTICE/ 
OLP-GM). 

These exemptions apply only to the 
extent that information in this system 
is subject to exemption pursuant to 5 
U.S.C. 5520X2). (k)(l), <k>(2), and <k)<5). 

(h) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would re- 
veal investigative interest on the part 
of the Department of Justice as well as 
the recipient agency. This would per- 
mit record subjects to impede the in- 
vestigation e.g., destroy evidence, in- 
timidate potential witnesses, or flee 
the area to avoid inquiries or apprehen- 
sion by law enforcement personnel. 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(3) From subsection (d) to the extent 
that information in this record system 
relates to official Federal investiga- 
tions and matters of law enforcement 
and/or is properly classified pursuant 
to E.O. 12356. Individual access to these 
records might compromise ongoing in- 
vestigations, reveal confidential 


sources or constitute unwarranted in- 
vasions of the personal privacy of third 
parties who are involved in a certain 
investigation, or jepoardize national 
security or foreign policy interests. 
Amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment proceedings and impose an im- 
possible administrative burden by re- 
quiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause in the course of law enforcement 
investigations, information may occa- 
sionally be obtained or introduced the 
accuracy of which is unclear or which 
is not strictly relevant or necessary to 
a specific investigation. In the inter- 
ests of effective law enforcement, it is 
appropriate to retain all information 
which may aid in establishing patterns 
of criminal activity. Moreover, it 
would impede the specific investigative 
process if it were necessary to assure 
the relevance, accuracy, timeliness, 
and completeness of all information 
obtained. 

(5) From subsection (e)(2) because in 
a law enforcement investigation the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be informed of the 
existence of the investigation and 
would therefore be able to avoid detec- 
tion, apprehension, or legal obligations 
or duties. 

(6) From subsection (e)(3) because to 
comply with the requirements of this 
subsection during the course of an in- 
vestigation could impede the informa- 
tion gathering process, thus hampering 
the investigation. 

(7) From subsections (e)(4) (G) and 
(H). and (g) because this system is ex- 
empt from the access provisions of sub- 
section (d) pursuant to subsections (j) 
and (k) of the Privacy Act. 

[Order No. 34-35, 51 FR 754, Jan. 8, 1986. Re- 
designated by Order No. 6-86, 51 FR 15476, 
Apr . 24, 1986 and further redesignated and 
amended by Order No. 19-86. 51 FR 39373. Oct. 
28. 1986} 
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§ 16.74 


28 CFR Ch. I (7-1-94 Edition) 


§ 16.74 Exemption of Office of Intel- 
ligence Policy and Review Sys- 
tems — limited access. 

(a) The following systems of records 

is exempt from 5 U.S.C. 552a (c)(3), 
(c)(4), (d), (e)(2), (e)(3), (e)(4)(G), 

(e)(4)(H), (e)(8), (f) and (g); 

(1) Policy and Operational Records System 
(JXJSTICE/OIPR-OOl); 

(2) Foreign Intelligence Surveillance Act 
Records System (JUSTICE/OIPR-OQ2); 

(3) Litigation Records System (JUSTICE/ 
OIPR-003); and 

(4) Domestic Security/Terrorism Investiga- 
tions Records System (JUSTICE/OIPR-OOl). 

These exemptions apply only to the ex- 
tent that information in those systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2), (k)(l) and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
lease of the disclosure accounting 
would put the target of a surveillance 
or investigation on notice of the inves- 
tigation or surveillance and would 
thereby seriously hinder authorized 
United States intelligence activities. 

(2) From subsections (c)(4), (d), 

(e)(4)(G), (e)(4)(H), (f) and (g) because 
these provisions contemplate individ- 
ual access to records and such access 
would compromise ongoing surveil- 
lances or investigations and reveal the 
sources and methods of an investiga- 
tion. 

(3) From subsection (e)(2) because, al- 
though this office does not conduct in- 
vestigations, the collection efforts of 
agencies that supply information to 
this office would be thwarted if the 
agency were required to collect infor- 
mation with the subject’s knowledge. 

(4) From subsections (e)(3) and (e)(8) 
because disclosure and notice would 
provide the subject with substantial in- 
formation which could impede of com- 
promise an investigation. For example, 
an investigatory subject could, once 
made aware that an investigation was 
ongoing, alter his manner of engaging 
in intelligence or terrorist activities in 
order to avoid detection. 

[Order No. 19-86, 51 PR 39374, Oct. 28. 1986] 


§ 16.75 Exemption of the Office of the 
Inspector General SystemsdLimited 
Access, 


(a) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4), (d), (e)(1). (2), (3), (5), and (8), 
and (g) of 5 U.S.C. 552a, In addition, the 
following system of records is exempt- 
ed pursuant to the provisions of 5 
U.S.C. 552a(k)(l) and (k)(2) from sub- 

cro/nf-i rmc /'r1> arH r»f £ TT R (1 
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552a: 


(1) Office of the Inspector General In- 
vestigative Records (JUSTICE/OIG- 
001 ). 


These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(l) and (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi- 
viduals to contest the accuracy of the 
information collected, e.g., public 
source materials, the applicable ex- 
emption may be waived, either pa- 
tially or totally, by the Office of th 
Inspector General (OIG). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
lease of disclosure accounting could 
alert the subject of an investigation of 
an actual or potential criminal, civil, 
or regulatory violation to the existence 
of the investigation and the fact that 
they are subjects of the investigation, 
and reveal investigative interest by not 
only the OXG, but also by the recipient 
agency. Since release of such informa- 
tion to the subjects of an investigation 
would provide them with significant in- 
formation concerning the nature of the 
investigation, release could result in 

the destruction of documentary evi- 
dence, improper influencing of wit- 
nesses, endangerment of the physical 
safety of confidential sources, wit- 
nesses, and law enforcement personnel, 
the fabrication of testimony, flight of 
the subject from the area, and other 
activities that could impede or com- 
promise the investigation. In additi 
accounting for each disclosure cov. 
result in the release of properly classi- 
fied information which would com- 
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promise the national defense or disrupt 
foreign policy. 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(3) From the access and amendment 
provisions of subsection (d) because ac- 
cess to the records contained in this 
system of records could inform the sub- 
ject of an investigation of an actual or 
potential criminal, civil, or regulatory 
violation, of the existence of that in- 
vestigation; of the nature and scope of 
the information and evidence obtained 
as to his activities; of the identity of 
confidential sources, witnesses, and 
law enforcement personnel, and of in- 
formation that may enable the subject 
to avoid detection or apprehension. 
These factors would present a serious 
impediment to effective law enforce- 
ment where they prevent the successful 
completion of the investigation, endan- 
ger the physical safety of confidential 
sources, witnesses, and law enforce- 
ment personnel, and/or lead to the im- 
proper influencing of witnesses, the de- 
struction of evidence* or the fabrica- 
tion of testimony. In t addition, grant- 
ing access to such information could 
disclose security-sensitive or confiden- 
tial business information or informa- 
tion that would constitute an unwar- 
ranted invasion of the personal privacy 
of third parties. Finally, access to the 
records could result in the release of 
properly classified information which 
would compromise the national defense 
or disrupt foreign policy. Amendment 
of the records would interfere with on- 
going investigations and law enforce- 
ment activities and impose an impos- 
sible administrative burden by requir- 
ing investigations to be continuously 
reinvestigated. 

(4) From subsection (e)(1) because the 
application of this provision could im- 
pair investigations and interfere with 
the law enforcement responsibilities of 
the OIG for the following reasons; 

(i) It is not possible to detect rel- 
evance or necessity of specific informa- 
tion in the early stages of a civil, 
criminal or other law enforcement in- 
vestigation, case, or matter, including 
investigations in which use is made of 
properly classified information. Rel- 
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fere with an undercover investigation 
by revealing its existence, and could 
endanger the physical safety of con- 
fidential sources, witnesses, and inves- 
tigators by revealing their identities. 

(7) From subsection (e)(5) because the 
application of this provision would pre- 
vent the collection of any data not 
shown to be accurate, relevant, timely, 
and complete at the moment it is col- 
lected. In the collection of information 
for law enforcement purposes, it is im- 
possible to determine in advance what 
information is accurate, relevant, 
timely, and complete. Material which 
may seem unrelated, irrelevant, or in- 
complete when collected may take on 
added meaning or significance as an in- 
vestigation progresses. The restrictions 
of this provision could interfere with 
the preparation of a complete inves- 
tigative report, and thereby impede ef- 
fective law enforcement. 

(8) From subsection (e)(8) because the 
application of this provision could pre- 
maturely reveal an ongoing criminal 
investigation to the subject of the in- 
vestigation, and could reveal investiga- 
tive techniques, procedures, or evi- 
dence. 

(9) From subsection (g) to the extent 
that this system is exempt from the ac- 
cess and amendment provisions of sub- 
section (d) pursuant to subsections 
( j)(2) and (k)(l) and (k)(2) of the Pri- 
vacy Act. 

(c) The following system of records is 
exempted from 5 U.S.C. 552a(d). 

(1) Office of the Inspector General. 
Freedom of Information/Privacy Acts 
(FOI/PA) Records (JUSTICE/OIG-003). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 

U.S.C. 552a (j)(2), (k)(l). and (k)(2). To 

the extent that information in a record 
pertaining to an individual does not re- 
late to official Federal investigations 
and law enforcement matters, the ex- 
emption does not apply. In addition, 
where compliance would not appear to 
interfere with or adversely affect the 
overall law enforcement process, the 
applicable exemption may be waived by 
the Office of the Inspector General 
(OIG). 

(d) Exemption from subsection (d.) is 
justified for the following reasons: 


(1) From the access and amendment 
provisions of subsection (d) because ac- 
cess to the records contained in this 
system of records could inform the sub- 
ject of an investigation of an actual or 
potential criminal, civil, or regulatory 
violation of the existence of that inves- 
tigation; of the nature and scope of the 
information and evidence obtained as 
to his activities; of the identity of con- 
fidential sources, witnesses, and law 
enforcement personnel; and of informa- 
tion that may enable the subject to 
avoid detection or apprehension. These 
factors would present a serious impedi- 
ment to effective law enforcement 
where they prevent the successful com- 
pletion of the investigation, endanger 
the physical safety of confidential 
sources, witnesses, and law enforce- 
ment personnel, and/or lead to the im- 
proper influencing of witnesses, the de- 
struction of evidence, or the fabrica- 
tion of testimony. In addition, grant- 
ing access to such information could 
disclose security-sensitive or confiden- 
tial business information or informa- 
tion that would constitute an unwar- 
ranted invasion of the personal privacy 
of third parties. Finally, access to the 
records could result in the release of 
properly classified information which 
would compromise the national defense 
or disrupt foreign policy. Amendment 
of the records would interfere with on- 
going investigations and law enforce- 
ment activities and impose an impos- 
sible administrative burden by requir- 
ing investigations to be continuously 
reinvestigated. 

[Order No. 63-92, 57 FR 8263, Mar. 9, 1992. as 
amended by Order No. $4-92, 57 FR 8263, Mar. 
9. 1992) 

§ 16.76 Exemption of Justice Manage- 
ment Division. 

(a) The following system of records is 
exempt from 5 U.S.C, 552a(d): 

(1) Controlled Substances Act Nonpublic 
Records (JUSTICE'JMD-002). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemption from subsection (d) i 
justified for the following reasons: 

(1) Public Law 91-513 (Controlled Sub- 
stances Act), section 4(M(b) states that 
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the nonpublic record “shall be retained 
by the Department of Justice solely for 
the purpose of use by the courts in de- 
termining whether or not, in subse- 
quent proceedings, such person quali- 
fies under this subsection.” 

(2) Information in this system con- 
sists of arrest records, including those 
of co-defendants. The records include 
reports of informants and investiga- 
tions. Therefore, access could disclose 
investigative techniques, reveal the 
identity of confidential sources, and in- 
vade the privacy of third parties. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(d): 

(1) Security Clearance Information System 
(SCIS) (JUSTICEtJMD-008)— Limited access. 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and (k)(5). 

(d) Exemption from subsection (d) is 
justified for the following reason: 

(1) Access to records in the system 
would reveal the identity(ies) of the 
source(s) of information collected in 
the course of a background investiga- 
tion. Such knowledge might be harmful 
to the source who provided the infor- 
mation as well as violate the explicit 
or implicit promise of confidentiality 
made to the source during the inves- 
tigation. Access may also reveal infor- 
mation relating to actual or potential 
criminal investigations. 

(e) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
Justice Management Division will 
grant access to nonexempt material in 
SCIS records which are maintained by 
the Security Programs Staff. Disclo- 
sure will be governed by the Depart- 
ment’s Privacy regulations, but will be 
limited to the extent that the identity 
of confidential sources will not be com- 
promised; subjects of an investigation 
of an actual or potential criminal vio- 
lation will not be alerted to the inves- 
tigation; the physical safety of wit- 
nesses, informants and law enforce- 
ment personnel will not be endangered; 
the privacy of third parties will not be 
violated; and that the disclosure would 
not otherwise impede effective law en- 
forcement. Whenever possible, informa- 
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control- 


ling principle behind this limited ac- 
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from this system 
will be made on a case-by-case basis. 

(f) The following system of records is 
exempt from 5 U.S.C. 552a(d); 

(1) Freedom of Information/Privacy Act 
Records System ( JUSTICE/ JMD-019). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(2). 

(g) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d) because of the 
need to safeguard the identity of con- 
fidential informants and avoid inter- 
ference with ongoing investigations or 
law enforcement activities by prevent- 
ing premature disclosure of informa- 
tion relating to those efforts. 

(h) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
Justice Management Division will 
grant access to non-exempt material in 
FOIA/PA records. Exemptions will 
apply only to the extent that other 
correspondence or internal memoranda 
retained with the request file contain 
investigatory material for law enforce- 
ment purposes. 

[Order No. 645-76. 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 688-77, 42 FR 9999, 
Feb. 18, 197T, Order No. 899-80, 45 FR 43703, 
June 30, 1980; Order No. 6-86, 51 FR 15476, Apr. 
24. 19863 

§ 16.77 Exemption of U.S. Trustee Pro- 
gram System — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4); (d); (e) (1). (2) and (3), (e)(4) (G) and 

(H), (e) (5) and (8); (f) and (g): 

(1) U.S. Trustee Program Case Referral 
System, JUSTICBOJ ST-004. 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2) and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
would permit the subject of an inves- 
tigation to obtain valuable information 
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concerning the nature of that inves- 
tigation. This would permit record sub- 
jects to impede the investigation, e.g., 
destroy evidence, intimidate potential 
witnesses, or flee the area to avoid in- 
quiries or apprehension by law enforce- 
ment personnel. 

(2) Prom subsection (c)(4) since an ex- 
emption being claimed for subsection 

(d) makes this subsection inapplicable. 

(3) From subsection (d) because ac- 
cess to the records contained in this 
system might compromise ongoing in- 
vestigations, reveal confidential in- 
formants, or constitute unwarranted 
invasions of the personal privacy of 
third parties who are involved in a cer- 
tain investigation. Amendment of the 
records would interfere with ongoing 
criminal law enforcement proceedings 
and impose an impossible administra- 
tive burden by requiring criminal in- 
vestigations to be continuously 
reinvestigated. 

(4) From subsections (e)(1) and (e)(5) 
because in the course of law enforce- 
ment investigations, information may 
occasionally be obtained or introduced 
the accuracy of which is unclear or 
which is not strictly relevant or nec- 
essary to a specific investigation. In 
the interest of effective law enforce- 
ment, it is appropriate to retain all in- 
formation that may aid in establishing 
patterns of criminal activity. More- 
over, it would impede the specific in- 
vestigative process if it were necessary 
to assure the relevance, accuracy, 
timeliness, and completeness of all in- 
formation obtained. 

(5) From subsection (e)(2) because in 
a criminal investigation the require- 
ment that information be collected to 
the greatest extent possible from the 
subject individual would present a seri- 
ous impediment to law enforcement be- 
cause the subject of the investigation 

would be placed on notice as to the ex- 
istence of the investigation and would 
therefore be able to avoid detection or 
apprehension, to influence witnesses 
improperly, to destroy evidence, or to 
fabricate testimony. 

(6) From subsection (e)(3) because the 
requirement that individuals supplying 
information be provided with a form 
stating the requirements of subsection 

(e) (3) would constitute a serious im- 
pediment to law enforcement in that it 


would compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential in- 
formants. 

(7) From subsections (e)(4) (G) and 
(H) because this system of records is 
exempt from the access provisions of 
subsection (d) pursuant to subsections 
(j) and (k). 

(8) From subsection (e)(8) because the 
individual notice requirement of this 
subsection could present a serious im- 
pediment to law enforcement in that 
this could interfere with the U.S. At- 
torney’s ability to issue subpoenas. 

(9) From subsections (f) and (g) be- 
cause this system has been exempted 
from the access provisions of sub- 
section (d). 

[Order No. 1-87, 52 FR 3631, Feb. 5, 1987] 

§ 16.78 Exemption of the Special Coun- 
sel for Immigration-Related, Unfair 
Employment Practices Systems. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c)<3) and (d). 

(1) Central Index File and Associated 
Records, JUSTICE/OSC-OOl. 

These exemptions apply to the extern 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
would permit the subject of an inves- 
tigation to obtain valuable information 
concerning the nature of that inves- 
tigation. This would permit record sub- 
jects to impede the investigation, e.g., 
destroy evidence, intimidate potential 
witnesses, or flee the area to avoid in- 
quiries. 

(2) From subsection (d) because ac- 
cess to the records might compromise 
ongoing investigations, reveal con- 
fidential informants, or constitute un- 
warranted invasions of the personal 
privacy of third parties who are in- 
volved in a certain investigation. 

[Order No. 10-88, 53 FR 7735. Mar. 10. 1988] 

§ 16.79 Exemption of Pardon Attorn 
Systems. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(d): 
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(1) Executive Clemency Files (JUS- 
TICE /OPA-OOl). 

(2) Freedom of Information/Privacy 
Acts (FOI/PA) Request File (JUSTICE/ 
OPA-003). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemption from subsection (d) is 
justified for the following reasons: 

(1) Executive Clemency Files contain 
investigatory and evaluative reports 
relating to applicants for Executive 
clemency. The FOI/PA Request File 
contains copies of documents from the 
Executive Clemency Files which have 
not been released either in whole or in 
part pursuant to certain provisions of 
the FOI/PA. Release of such informa- 
tion to the subject would jeopardize 
the integrity of the investigative proc- 
ess, invade the right of candid and con- 
fidential communciations among offi- 
cials concerned with recommending 
clemency decisions to the President, 
and disclose the identity of persons 
who furnished information to the Gov- 
ernment under an express or implied 
promise that their identities would be 
held in confidence. 

(2) The purpose of the creation and 
maintenance of the Executive Clem- 
ency Files is to enable the Pardon At- 
torney to prepare for the President’s 
ultimate decisions on matters which 
are within the President’s exclusive ju- 
risdiction by reason of Article II, Sec- 
tion 2, Clause 1 of the Constitution, 
which commits pardons to the exclu- 
sive discretion of the President. 

[Order No. 26-68, 53 FR 51542. Dec. 22, 1988] 

§ 16.80 Exemption of Office of Profes- 
sional Responsibility System— lim- 
ited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3) and (4), 

(d) . (e)( 1 ), (2) and (3), (e)(4)(G) and (H), 

(e) (5) and (8), (f) and (g): 

(1) Office of Professional Responsibility 
Record Index (JUSTICE/O PR-001). 

These exemptions apply only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2), (k)(l). (k)(2), and 

(k)(5). 


(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons’. 

(1) From subsection (c)(3) because re- 
lease of the disclosure accounting 
would enable the subject of an inves- 
tigation to gain information concern- 
ing the existence, nature and scope of 
the investigation and seriously hamper 
law enforcement efforts. 

(2) From subsections (c)(4). (d), 

(e)(4)(G) and (H), (f) and (g) because 
these provisions concern individual ac- 
cess to records and such access might 
compromise ongoing investigations, re- 
veal confidential informants and con- 
stitute unwarranted invasions of the 
personal privacy of third persons who 
provide information in connection with 
a particular investigation. 

(3) From subsections (e)(1) and (5) be- 
cause the collection of information 
during an investigation necessarily in- 
volves material pertaining to other 
persons or events which is appropriate 
in a thorough investigation, even 
though portions thereof are not ulti- 
mately connected to the person or 
event subject to the final action or rec- 
ommendation of the Office of Profes- 
sional Responsibility. 

(4) From subsection (e)(2) because 
collecting the information from the 
subject would thwart the investigation 
by placing the subject on notice of the 
investigation. 

(5) From subsections (e)(3) and (e)(8) 
because disclosure and notice would 
provide the subject with substantial in- 
formation which could impede or com- 
promise the investigation. For exam- 
ple, an investigatory subject occupying 
a supervisory position could, once 
made aware that a misconduct inves- 
tigation was ongoing, put undue pres- 
sure on subordinates so as to preclude 
their cooperation with investigators. 

[Order No. 58-81, 46 FR 3509, Jan. 15, 1981] 

§16,81 Exemption of United States At- 
torneys Systems — limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(c) (3) and 
(4). (d). (e) (1), (2) and (3), (e)(4) (G) and 
(H), (e) (5) and (8). (f), and (g): 

(1) Citizen Complaint Files (JUSTICE/ 
USA-003). 

(2) Civil Case Files (JUSTICE/USA-005). 
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(3) Consumer Complaints (JUSTICE/USA- 
006). 

(4) Criminal Case Files (JUSTICE/USA- 
007). 

(5) Kline-Distrlct of Columbia and Mary- 
land-Stock and Land Fraud Interrelationship 
Filing System (JUSTICE/USA-009). 

(6) Major Crimes Division Investigative 
Files (JUSTICE/USA-010). 

(7) Prosecutor's Management Information 
System (PROM1S) ( JUSTICEAJSA-OU). 

(8) United States Attorney, District of Co- 
lumbia Superior Court Division, Criminal 
Files { JUSTICE/USA-013). 

(9) Pre-trial Diversion Program Files ( JUS- 
TICE/USA-014). 

These exemptions apply to the extent 
that information in these systems is 
subject to exemption pursuant to 
U.S.C. 552a(j)(2), (k)(l) and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing- reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting, 
for disclosures pursuant to the routine 
uses published for these systems, would 
permit the subject of a criminal inves- 
tigation and/or civil case or matter 
under investigation, litigation, regu- 
latory or administrative review or ac- 
tion, to obtain valuable information 
concerning the nature of that inves- 
tigation, case or matter and present a 
serious impediment to law enforcement 
or civil legal activities. 

(2) From subsection (c)(4) since an ex- 
emption is being claimed for sub- 
section (d), this subsection will not be 
applicable. 

(3) From subsection (d) because ac- 
cess to the records contained in these 
systems would inform the subject of 
criminal investigation and/or civil in- 
vestigation, matter or case of the ex- 
istence of that investigation, provide 
the subject of the investigation with 
information that might enable him to 
avoid detection, apprehension or legal 
obligations, and present a serious im- 
pediment to law enforcement and other 
civil remedies. 

(4) From subsection (e)(1) because in 
the course of criminal investigations 
and/or civil investigations, cases or 
matters, the U.S. Attorneys often ob- 
tain information concerning the viola- 
tion of laws or civil obligations other 
than those relating to an active case or 
matter. In the interests of effective law 
enforcement and civil litigation, it is 
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could interfere with the United States 
Attorneys' ability to issue subpoenas 
and could reveal investigative tech- 
niques and procedures. 

(10) From subsection (f) because these 
systems of records have been exempted 
from the access provisions of sub- 
section (d). 

(11) From subsection (g) because 
these systems of records are compiled 
for law enforcement purposes and have 
been exempted from the access provi- 
sions of subsections (d) and (f). 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 

(d) . (e) (1). (2) and (3). (e)(4) (G) and (H). 

(e) (5) and (8), (f). and (g): 

(1) Freedom of Information Act/Privacy 
Act Files (JUSTICE/USA-008) 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(JX2). (k)(l) and (k)(2). 

(d) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
would permit the subject of a criminal 
investigation and/or civil case or mat- 
ter under investigation, in litigation, 
or under regulatory or administrative 
review or action to obtain valuable in- 
formation concerning the nature of 
that investigation, case or matter, and 
present a serious impediment to law 
enforcement or civil legal activities. 

(2) From subsection (c)(4) because an 
exemption is being claimed for sub- 
section (d) of the Act (Access to 
Records), rendering this subsection in- 
applicable to the extent that this sys- 
tem of records is exempted from sub- 
section (d). 

(3) From subsection (d) because ac- 
cess to the records contained in these 
systems would inform the subject of a 
criminal or civil investigation, matter 
or case of the existence of such, and 
provide the subject with information 
that might enable him to avoid detec- 
tion, apprehension or legal obligations, 
and present a serious impediment to 
law enforcement and other civil rem- 
edies. Amendment of the records would 


interfere with ongoing criminal law en- 
forcement proceedings and impose an 
impossible administrative burden by 
requiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsection (e)(1) because in 
the course of criminal investigations 
and/or civil investigations, cases or 
matters, the U.S. Attorneys often ob- 
tain information concerning the viola- 
tion of laws or civil obligations other 
than those relating to an active case or 
matter. In the interests of effective law 
enforcement and civil litigation, it is 
necessary that the U.S. Attorneys re- 
tain this information since it can aid 
in establishing patterns of activity and 
provide valuable leads for other agen- 
cies and future cases that may be 
brought within the U.S. Attorneys’ of- 
fices. 

(5) From subsection (e)(2) because to 
collect information to the greatest ex- 
tent possible from the subject individ- 
ual of a criminal investigation or pros- 
ecution would present a serious impedi- 
ment to law enforcement in that the 
subject of the investigation would be 
placed on notice of the existence of the 
investigation and would therefore be 
able to avoid detection, apprehension, 
or legal obligations and duties. 

(6) From subsection (e)(3) because to 
provide individuals supplying informa- 
tion with a form stating the require- 
ments of subsection (e)(3) would con- 
stitute a serious impediment to law en- 
forcement in that it could compromise 
the existence of a confidential inves- 
tigation, reveal the identity of con- 
fidential sources of information, and 
endanger the life and physical safety of 
confidential informants. 

(7) From subsections (e)(4) (G) and 

(H) because this system of records is 
exempt from the individual access pro- 
visions of subsection (d) and the rules 
provisions of subsection (f)- 

(8) From subsection (e)(5) because in 
the collection of information for law 
enforcement purposes it is impossible 
to determine in advance what informa- 
tion is accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor- 
mation may acquire new significance 
as further investigation brings new de- 
tails to light and the accuracy of such 
information can only be determined in 


243 


§16.82 


28 CFR Ch. ! (7-1-94 Edition' 


a court of law. The restrictions of sub- 
section (e)(5) would inhibit the ability 
of trained investigator and intelligence 
analysts to exercise their judgment in 
reporting on investigations and impede 
the development of intelligence nec- 
essary for effective law enforcement. 

(9) From subsection (e)(8) because the 
individual notice requirements of sub- 
section (e)(8) could present a serious 
impediment to law enforcement as this 
could interfere with the U.S. Attor- 
neys’ ability to issue subpoenas and 
could reveal investigative techniques 
and procedures. 

(10) From subsection (f) because this 
system has been exempted from the in- 
dividual access provisions of subsection 

(d) . 

(11) From subsection (g) because the 
records in this system are generally 
compiled for law enforcement purposes 
and are exempt from the access provi- 
sions of subsections (d) and (f), render- 
ing subsection (g) inapplicable. 

(e) The following systems of records 
are exempt from 5 U.S.C. 552a(d)(l) and 

(e) (1): 

(1) Assistant U.S. Attorneys Applicant 
Records System (JUSTICEAJSA-016). 

(2) Appointed Assistant U.S. Attorneys 
Personnel System (JUSTICEdJSA-017). 

These exemptions apply only to the extent 
that information In these systems is subject 
to exemption pursuant to 5 U.S.C. 552a(k)(5). 

(0 Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d)(1) because 
many persons are contacted who, with- 
out an assurance of anonymity, refuse 
to provide information concerning a 
candidate for an Assistant U.S. Attor- 
ney position. Access could reveal the 
identity of the source of the informa- 
tion and constitute a breach of the 
promise of confidentiality on the part 
of the Department of Justice. Such 
breaches ultimately would restrict the 
free flow of information vital to a de- 
termination of a candidate's qualifica- 
tions and suitability. 

(2) From subsection (e)(1) because in 
the collection of information for inves- 
tigative and evaluative purposes, it is 
impossible to determine in advance 
what exact information may be of as- 
sistance in determining the qualifica- 
tions and suitability of a candidate. In- 


formation which may appear irre 
vant, when combined with other seem- 
ingly irrelevant information, can on 
occasion provide a composite picture of 
a candidate for a position which assists 
in determining whether that candidate 
should be nominated for appointment. 

(g) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
Executive Office for United States At- 
torneys will grant access to nonexempt 
material in records which are main- 
tained by the U.S. Attorneys. Disclo- 
sure will be governed by the Depart- 
ment’s Privacy regulations, but will be 
limited to the extent that the identity 
of confidential sources will not be com- 
promised; subjects of an investigation 
of an actual or potential criminal, civil 
or regulatory violation will not be 
alerted to the investigation; the phys- 
ical safety of witnesses, informants and 
law enforcement personnel will not be 
endangered, the privacy of third par- 
ties will not be violated; and that the 
disclosure would not otherwise impede 
effective law enforcement. Whenever 
possible, information of the above 
ture will be deleted from the requei 
documents and the balance made avail- 
able. The controlling principle behind 
this limited access is to allow disclo- 
sures except those indicated above. The 
decisions to release information from 
these systems will be made on a case- 
by-case basis. 

[Order No. 645-76, 41 FR 12640, Mar. 26. 1976. 
as amended by Order No. 716-77, 42 FR 23506. 
May 9, 1977; Order No. 738-77, 42 FR 38177. 
July 27, 1977; Order No. 6-86, 51 FR 15476, Apr. 
24, 1986; Order No. 57-91. 56 FR 58306, Nov. 19, 
1991] 

§ 16.82 Exemption of the National 
Drug Intelligence Center Data 
Base — limited access. 

(a) The following system of records is 

exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 

(3) and (4); (d); (e) (1), (2), and (3); 
(e)(4)(I); (e) (5) and (8); and (g) of 5 
U.S.C. 552a. In addition, the following 
system of records is exempted pursuant 
to the provisions of 5 U.S.C. 552a (k)(l) 
and (k)(2) from subsections (c)(3), (d), 
and (e)(1) and (e)(4)(I) of 5 U.S.C. r 

(1) National Drug Intelligence Ce 
Data Base (JUSTICE/NDIC-001). 

(2) [Reserved] 


244 



Department of Justice 

(b) These exemptions apply only to 
the extent that information in this sys- 
tem is subject to exemption pursuant 
to 5 U.S.C. 552a(j)(2), (k)(l), and (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi- 
viduals to contest the accuracy of the 
information collected, e.g., public 
source materials, the applicable ex- 
emption may be waived, either par- 
tially or totally, by the National Drug 
Intelligence Center (NDIC). Exemp- 
tions from the particular subsections 
are justified for the following reasons: 

(1) From subsection (c)(3) for the 
same reasons that the system is ex- 
empted from the provisions of sub- 
section (d). 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsection (j)(2) of the Privacy Act. 

(3) From subsection (d) because dis- 
closure to the subject could alert the 
subject of an investigation pertaining 
to narcotic trafficking or related activ- 
ity of the fact and nature of the inves- 
tigation, and/or of the investigative in- 
terest of NDIC and other intelligence 
or law enforcement agencies (including 
those responsible for civil proceedings 
related to laws against drug traffick- 
ing); lead to the destruction of evi- 
dence, improper influencing of wit- 
nesses, fabrication of testimony, and/or 
flight of the subject; reveal the details 
of a sensitive investigative or intel- 
ligence technique, or the identity of a 
confidential source; or otherwise im- 
pede, compromise, or interfere with in- 
vestigative efforts and other related 
law enforcement and/or intelligence ac- 
tivities. In addition, disclosure could 
invade the privacy of third parties and/ 
or endanger the life and safety of law 
enforcement personnel, confidential in- 
formants, witnesses, and potential 
crime victims. Finally, access to 
records could result in the release of 
properly classified information that 
could compromise the national defense 
or foreign policy. Amendment of the 
records would interfere with ongoing 
investigations and law enforcement ac- 
tivities and impose an impossible ad- 
ministrative burden by requiring inves- 
tigations, analyses, and reports to be 


continuously reinvestigat 
vised. 

(4) From subsection (c)(l 
the course of its acquisitk 
and analysis of informatio 
need to retain informatio 
diately shown to be 
counterdrug law enforcem 
lish patterns of activity ■< 
other agencies charged \ 
forcement of laws and re 
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with the acquisition of in' 
lated to international as] 
trafficking. This consider 
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enforcement agencies am 
the U.S. foreign intellig* 
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(5) From subsection (e)(S 
plication of this pro-i 
present a serious impedi 
enforcement in that it w 
subject of an investigati 
analysis on notice of the 
investigation, study, or ar 
by permitting the subject 
conduct intended to frus 
tivity; because, in some c: 
the subject of an investigs 
be required to provide to 
certain information; and 
ough analysis and inves 
require seeking informs 
number of different sourc< 

(6) From subsection (e> 
tent applicable) because 
ment that individuals su 
mation be provided a for 
requirements of subsectic 
constitute a serious impe 
enforcement in that it 
promise the existence of 
investigation and reveal 1 
confidential informants 
their lives and safety. 

(7) From subsection (e 
extent that this subsec 
preted to require more de 
the record sources in thi 
have been published in 
Register. Should the su 
interpreted, exemption fr 
sion is necessary to prc 
fidentiality of the sourc 
and other law enforcemei 
and to protect the privac 
safety of witnesses an 
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Furthermore, greater specificity con- 
cerning the sources of properly classi- 
fied records could compromise national 
defense or foreign policy. 

(8) From subsection (e)(5) because the 
acquisition, collation, and analysis of 
information for law enforcement pur- 
poses does not permit advance deter- 
mination whether such information is 
accurate or relevant, nor can such in- 
formation be limited to that which is 
complete or apparently timely. Infor- 
mation of this type often requires fur- 
ther analysis and investigation to de- 
velop into a comprehensive whole that 
which is otherwise incomplete or even 
fragmentary. Moreover, its accuracy is 
continually subject to analysis and re- 
view. and. upon careful examination, 
seemingly irrelevant or untimely infor- 
mation may acquire added significance 
as additional information brings new 
details to light. The restrictions im- 
posed by subsection (e)(5) would re- 
strict the ability of trained investiga- 
tors and intelligence analysts to exer- 
cise their judgment in collating and 
analyzing information and would im- 
pede the development of criminal intel- 
ligence necessary for effective law en- 
forcement. 

(9) From subsection (e)(8) because the 
individual notice requirements of sub- 
section (e)(8) could present a serious 
impediment to law enforcement by re- 
vealing investigative techniques, pro- 
cedures. or evidence. 

(10) From subsection (g) to the extent 
that the system is exempt from sub- 
section (d). 

(Order No. 78-93. 58 FR 41038, Aug. 2, 1993] 

8 16.83 Exemption of the Executive Of- 
fice for Immigration Review Sys- 
tem — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(d>: 

(1) The Executive Office for Immigration 
Review's Records and Management Informa- 
tion System (JUSTICE/EOEEV-OOl). 

This exemption applies only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k) (1) and (2). 

(b) Exemption from the particular 
subsections are justified for the follow- 
ing reasons: 


(1) From subsection (d) because ac- 
cess to information which has been 
properly classified pursuant to an Ex- 
ecutive Order could have an adverse ef- 
fect on the national security. In addi- 
tion, from subsection (d) because unau- 
thorized access to certain investiga- 
tory material could compromise ongo- 
ing or potential investigations; reveal 
the identity of confidential informants; 
or constitute unwarranted invasions of 
the personal privacy of third parties. 

(2) From subsection (d) (2), (3), and (4) 
because the record of proceeding con- 
stitutes an official record which in- 
cludes transcripts of quasi-judicial ad- 
ministrative proceedings, investiga- 
tory materials, evidentiary materials 
such as exhibits, decisional memo- 
randa, and other case-related papers. 
Administrative due process could not 
be achieved by the ex parte “correc- 
tion” of such materials by the individ- 
ual who is the subject thereof. 

[Order No. 18-86, 51 FR 32305, Sept. 11, 1986] 

8 16.84 Exemption of Immigration Ap 
peals System. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(d) (2), (3) and 
(4); 

(1) Decisions of the Board of Immigration 
Appeals (JUSTICE'BlA-001). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsections (d) (2), (3) and 
(4) because the decisions reflected con- 
stitute official records of opinions ren- 
dered in quasi-judicial proceedings. Ad- 
ministrative due process could not be 
achieved by the ex parte “correction” 
of such opinions by the subject of the 
opinion. 

8 16.85 Exemption of U.S. Parole Com- 
mission — limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a (c) (3) 
and (4), (d), (e) (2) and (3), (e)(4) (G) ar 
(H), (e)(8), (f) and (g): 

(1) Docket Scheduling and Control System 
(JUSTICE/PRC-001). 
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(2) Inmate and Supervision Piles System 
(JUSTICE'PRC-003), 

(3) Labor and Pension Case. Legal File, and 
General Correspondence System (JUSTICE! 
PRC-004 >. 

(4) Statistical, Educational ami Devel- 
opmental System (JUSTICE/PRC-006). 

(5) Workload Record, Decision Result, and 
Annual Report System (JU STIC E/PRC-007). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemptions pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because re- 
vealing disclosure of accountings to in- 
mates and persons on supervision could 
compromise legitimate law enforce- 
ment activities and U.S. Parole Com- 
mission responsibilities. 

(2) From subsection (c)(4) because the 
exemption from subsection (d) will 
make notification of disputes inap- 
plicable. 

(3) From subsection (d) because this 
is essential to protect internal proc- 
esses by which Commission personnel 
are able to formulate decisions and 
policies with regard to federal pris- 
oners and persons under supervision, to 
prevent disclosures of information to 
federal inmates or persons on super- 
vision that would jeopardize legitimate 
correctional interests of security, cus- 
tody, supervision, or rehabilitation, to 
permit receipt of relevant information 
from other federal agencies, state and 
local law enforcement agencies, and 
federal and state probation and judicial 
offices, to allow private citizens to ex- 
press freely their opinions for or 
against parole, to allow relevant crimi- 
nal history type information of co-de- 
fendants to be kept in files, to allow 
medical, psychiatric and sociological 
material to be available to professional 
staff, and to allow a candid process of 
fact selection, opinion formulation, 
evaluation and recommendation to be 
continued by professional staff. The 
legal files contain case development 
material and. in addition to other rea- 
sons, should be exempt under the attor- 
ney-client privilege. Each labor or pen- 
sion applicant has had served upon him 
the material in his file which he did 
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not prepare and may' see his own file at 
any time. 

(4) From subsection (e)(2) because 
primary collection of information di- 
rectly from federal inmates or persons 
on supervision about criminal sen- 
tence, criminal records, institutional 
performance, readiness for release from 
custody, or need to be returned to cus- 
tody is highly impractical and inappro- 
priate. 

(5) From subsection (e)(3) because ap- 
plication of this provision to the oper- 
ations and collection of information by 
the Commission which is primarily 
from sources other than the individual, 
is inappropriate. 

(6) From subsections (e)(4) (G) and 
(H) because exemption from the access 
provisions of (d) makes publication of 
agency procedures under (d) inapplica- 
ble. 

(7) From subsection (e)(8) because the 
nature of the Commission's activities 
renders notice of compliance with com- 
pulsory legal process impractical. 

(8) From subsection (f) because ex- 
emption from the provisions of sub- 
section (d) will render compliance with 
provisions of this subsection inapplica- 
ble. 

(9) From subsection (g) because ex- 
emption from the provisions of sub- 
section (d) will render the provisions 
on suits to enforce (d) inapplicable. 

(c) Consistent with the legislative 
purpose of the Privacy Act of 1974 the 
U.S. Parole Commission will initiate a 
procedure whereby present and former 
prisoners and parolees may obtain cop- 
ies of material in files relating to them 
that are maintained by the U.S. Parole 
Commission. Disclosure of the contents 
will be affected by providing copies of 

documents to requesters through the 
mails. Disclosure will be made to the 
same extent as would be made under 
the substantive exemptions of the Pa- 
role Commission and Reorganization 
Act of 1976 (18 U.S.C. 4208) and Rule 32 
of the Federal Rules of Criminal Proce- 
dure. The procedure relating to disclo- 
sure of documents may be changed gen- 
erally in the interest of improving the 
Commission's system of disclosure or 
when required by pending or future de- 
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cisions and directions of the Depart- 
ment of Justice. 

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976. 
as amended by Order No. 14-78, 43 FR 45933, 
Oct. 5, 1978; Order No. 899-80, 45 FR 43703. 
June 30, 1980; Order No. 6-86. 51 FR 15477. Apr. 
24, 1986] 

§16.88 Exemption of Antitrust Divi- 
sion Systems — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
(e)(4) (G) and (H), and (f): 

(1) Antitrust Caseload Evaluation System 
(ACES)— Monthly Report ( JUSTICE,' ATR,- 
006). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (k)(2). 

(b) Exemption from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because in- 
formation in this system is maintained 
in aid of ongoing antitrust enforcement 
investigations and proceedings. The re- 
lease of the accounting of disclosures 
made under subsection^ (b) of the Act 
would permit the subject of an inves- 
tigation of an actual or potential 
criminal or civil violation to determine 
whether he is the subject of an inves- 
tigation. Disclosure of the accounting 
would therefore present a serious im- 
pediment to antitrust law enforcement 
efforts. 

(2) From subsection (d) because ac- 
cess to the information retrievable 
from this system and compiled for law 
enforcement purposes could result in 
the premature disclosure of the iden- 
tity of the subject of an investigation 
of an actual or potential criminal or 
civil violation and information con- 
cerning the nature of that investiga- 
tion. This information could enable the 
subject to avoid detection or apprehen- 
sion. This would present a serious im- 
pediment to effective law enforcement 
since the subject could hinder or pre- 
vent the successful completion of the 
investigation. Further, confidential 
business and financial information, the 
identities of confidential sources of in- 
formation, third party privacy infor- 
mation, and statutorily confidential 
information such as grand jury infor- 
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mation must be protected from disclc 
sure. 

(3) From subsections (e)(4)(G) and 
(H), and (f) because this system is ex- 
empt from the individual access provi- 
sions of subsection (d). 

(c) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
(e)(4)(G) and (H), and (0: 

(1) Freedom of Information/Privacy-- Re- 
quester/Subject Index File (JUSTICE'ATR- 
008). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a (k)(2). 

(d) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because the 
release of the accounting of disclosures 
made under subsection (b) of the Act 
would permit the subject of an inv' 
tigation of an actual or potent 
criminal or civil violation to determine 
whether he is the subject of an inves- 
tigation. Disclosure of accounting 
would therefore present a serious im- 
pediment to antitrust law enforcement 
efforts. 

(2) From subsection (d) because ac- 
cess to information in this system 
could result in the premature disclo- 
sure of the identity of the subject of an 
investigation of an actual or potential 
criminal or civil violation and informa- 
tion concerning the nature of the in- 
vestigation. This information could en- 
able the subject to avoid detection or 
apprehension. This would present a se- 
rious impendiment to effective law en- 
forcement since the subject could 
hinder or prevent the successful com- 
pletion of the investigation. Further, 
confidential business and financial in- 
formation, the identities of confiden- 
tial sources of information, third party 
privacy information, and statutorily 
confidential information such as grand 
jury information must be protec 
from disclosure. 

(3) From subsections (e)(4)(G) and 
(H), and (f) because this system is ex- 
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empt from the individual access provi- 
sions of subsection (d). 

{Order No. 2-86, 51 FR884, Jan. 9, 1986] 

$ 16.89 Exemption of Civil Division 
Systems — limited access. 

(a) The following systems of records 
are exempted pursuant to 5 U.S.C. 
552a{j)(2) from subsections (c) (3) and 

(4), (d). (e)(1), (e)(2), (e)(3), (e)(4) (G) and 
(H), (e)(5), (e)(8), and (g); in addition, 
the following: systems of records are ex- 
empted pursuant to 5 U.S.C. 552a (k)(l) 
and (k)(2) from subsections (c)(3). (d). 
(e)(1), (e)(4) (G) and (H): 

(1) Civil Division Case File System, 
JU STICEVCIV -001 . 

(2) Freedom of Information/Privacy 
Acts File System, JUSTICE/CIV-005. 

These exemptions apply only to the 
extent that information in these sys- 
tems is subject to exemption pursuant 
to 5 U.S.C. 552a (j)(2), (k)(l) and (k)(2). 

(b) Only that information which re- 
lates to the investigation, prosecution, 
or defense of actual or potential crimi- 
nal or civil litigation, or which has 
been properly classified in the interest 
of national defense and foreign policy 
is exempted for the reasons set forth 
from the following subsections: 

(1) Subsection (c)(3). To provide the 
subject of a criminal or civil matter or 
case under investigation with an ac- 
counting of disclosures of records con- 
cerning him or her would inform that 
individual (and others to whom the 
subject might disclose the records) of 
the existence, nature, or scope of that 
investigation and thereby seriously im- 
pede law enforcement efforts by per- 
mitting the record subject and others 
to avoid criminal penalties and civil, 
remedies. 

(2) Subsections (c)(4), (e)(4) (G) and (H), 
and (g). These provisions are inapplica- 
ble to the extent that these systems of 
records are exempted from subsection 
(d). 

(3) Subsection (d). To the extent that 
information contained in these systems 
has been properly classified, relates to 
the investigation and/or prosecution of 
grand jury, civil fraud, and other law 
enforcement matters, disclosure could 
compromise matters which should be 
kept secret in the interest of national 
security or foreign policy; compromise 
confidential investigations or proceed- 


ings; hamper sensitive civil or criminal 
investigations; impede affirmative en- 
forcement actions based upon alleged 
violations of regulations or of civil or 
criminal laws; reveal the identity of 
confidential sources; and result in un- 
warranted invasions of the privacy of 
others. Amendment of the records 
would interfere with ongoing criminal 
law enforcement proceedings and im- 
pose an impossible administrative bur- 
den by requiring criminal investiga- 
tions to be continuously 
reinvestigated. 

(4) Subsection (e)(1). In the course of 
criminal or civil investigations, cases, 
or matters, the Civil Division may ob- 
tain information concerning the actual 
or potential violation of laws which are 
not strictly within its statutory au- 
thority. In the interest of effective law 
enforcement, it is necessary to retain 
such information since it may estab- 
lish patterns of criminal activity or 
avoidance of other civil obligations and 
provide leads for Federal and other law 
enforcement agencies. 

(5) Subsection (e)(2). To collect infor- 
mation from the subject of a criminal 
investigation or prosecution would 
present a serious impediment to law 
enforcement in that the subject (and 
others to whom the subject might be in 
contact) would be informed of the ex- 
istence of the investigation and would 
therefore be able to avoid detection or 
apprehension, to influence witnesses 
improperly, to destroy evidence, or to 
fabricate testimony. 

(6) Subsection (e)(3). To comply with 
this requirement during the course of a 
criminal investigation or prosecution 
could jeopardize the investigation by 
disclosing the existence of a confiden- 
tial investigation, revealing the iden- 
tity of witnesses or confidential in- 
formants, or impeding the information 
gathering process. 

(7) Subsection (e)(5). In compiling in- 
formation for criminal law enforce- 
ment purposes, the accuracy, com- 
pleteness, timeliness and relevancy of 
the information obtained cannot al- 
ways be immediately determined. As 
new details of an investigation come to 
light, seemingly irrelevant or untimely 
information may acquire new signifi- 
cance and the accuracy of such infor- 
mation can often only be determined in 
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a court of law. Compliance with this 
requirement would therefore restrict 
the ability of government attorneys in 
exercising their judgment in develop- 
ing information necessary for effective 
law enforcement. 

(8) Subsection (e)(3). To serve notice 
would give persons sufficient warning 
to evade law enforcement efforts. 

(c) The following system of records is 
exempted pursuant to 5 U.S.C. 552a(j)(2) 
from subsections (c) (3) and (4), (d), 
(e)(1) and (e)(5); in addition, this sys- 
tem is also exempted pursuant to 5 
U.S.C. 552a(k)(2) from subsections 
(c)(3), (d), and (e)(1). 

Consumer Inquiry/Investigatory Sys- 
tem, JUSTICE/CIV-006. 

These exemptions apply only to the 
extent that information in this system 
of records is subject to exemption pur- 
suant to 5 U.S.C. 552a (j)(2) and (k)(2). 

(d) Only that information compiled 
for criminal or civil law enforcement 
purposes is exempted for the reasons 
set forth from the following sub- 
sections; 

(1) Subsections (c)(3). This system oc- 
casionally contains investigatory ma- 
terial based on complaints of actual or 
alleged criminal or civil violations. To 
provide the subject of a criminal or 
civil matter or case under investiga- 
tion with an accounting of disclosures 
of records concerning him/her would in- 
form that individual of the existence, 
nature, or scope of that investigation, 
and thereby seriously impede law en- 
forcement efforts by permitting the 
record subject and other persons to 
whom he might disclose the records to 
avoid criminal penalties and civil rem- 
edies. 

(2) Subsections (c)(4). This subsection 
is inapplicable to the extent that an 
exemption is being claimed for sub- 
section (d). 

(3) Subsection (d). Disclosure of infor- 
mation relating to the investigation of 
complaints of alleged violation of 
criminal or civil law could interfere 
with the investigation, reveal the iden- 
tity of confidential sources, and result 
in an unwarranted invasion of the pri- 
vacy of others. Amendment of the 
records would interfere with ongoing 
criminal law enforcement proceedings 
and impose an impossible administra- 
tive burden by requiring criminal in- 


vestigations to be continuously 
reinvestigated. 

(4) Subsection (e)(1). In the course of 
criminal or civil investigations, cases, 
or matters, the Civil Division may ob- 
tain information concerning the actual 
or potential violation of laws which are 
not strictly within its statutory au- 
thority. In the interest of effective law 
enforcement, it is necessary to retain 
such information since it may estab- 
lish patterns of criminal activity or 
avoidance of other civil obligations and 
provide leads for Federal and other law 
enforcement agencies. 

(5) Subsection (e)(5). In compiling in- 
formation for criminal law enforce- 
ment purposes, the accuracy, com- 
pleteness, timeliness and relevancy of 
the information obtained cannot al- 
ways be immediately determined. As 
new details of an investigation come to 
light, seemingly irrelevant or untimely 
information may acquire new signifi- 
cance and the accuracy of such infor- 
mation can often only be determined in 
a court of law. Compliance with tb !o 
requirement would therefore rest: 
the ability of government attorneys 
exercising their judgment in develop- 
ing information necessary for effective 
law enforcement. 

(e) The following system of records is 
exempt pursuant to 5 U.S.C. 552a (j)(2) 
and (k)(2) from subsection (d): 

Congressional and Citizen Cor- 
respondence File, JUSTICE/CIV-007. 

This exemption applies only to the 
extent that information in this system 
is subject to exemption pursuant to 5 
U.S.C 552a (j)(2) and (k)(2). 

(f) Only that portion of the Congres- 
sional and Citizen Correspondence File 
maintained by the Communications Of- 
fice which consists of criminal or civil 
investigatory information is exempted 
for the reasons set forth from the fol- 
lowing subsection: 

(1) Subsection (d). Disclosure of inves- 
tigatory information would jeopardize 
the integrity of the investigative proc- 
ess, disclose the identity of individuals 
who furnished information to the gov- 
ernment under an express or implied 
promise that, their identities wohld 
held in confidence, and result in ar 
warranted invasion of the privacj 
others. Amendment of the records 
would interfere with ongoing criminal 
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law enforcement proceedings and im- 
pose an impossible administrative bur- 
den by requiring criminal investiga- 
tions to be continuously 
reinvestigated. 

[Order No. 27-88, 54 FR 113, Jan. 4, 1989] 

S 16.90 Exemption of Civil Rights Divi- 
sion Systems, 

(a) The following system of records is 
exempt from 5 U.S.C. 5S2a{d): 

(1) Files on Employment Civil Rights Mat- 
ters Referred by the Equal Employment Op- 
portunity Commission (JUSTICE/CRT-007). 
This exemption applies to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k){2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (d) because this 
system contains investigatory material 
compiled by the Equal Opportunity 
Commission pursuant to its authority 
under 42 U.S.C. 2000e-8. 42 U.S.C. 2000e- 
5(b), 42 U.S.C. 2000e-8(e), and 44 U.S.C. 
3508 make it unlawful to make public 
in any manner whatsoever any infor- 
mation obtained by the Commission 
pursuant to the authority. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3), (d) and 
(g): 

(1) Central Civil Rights Division Index File 
and Associated Records (JUSTICE/CRT-001). 
These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and (k)(2). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting for 
disclosure pursuant to the routine uses 
published for this system may enable 
the subject of an investigation to gain 
valuable information concerning the 
nature and scope of the investigation 
and seriously hamper law enforcement 
efforts. 

(2) From subsection (d) because free- 
ly permitting access to records in this 
system would compromise ongoing in- 
vestigations and reveal investigatory 
techniques. In addition, these records 
may be subject to protective orders en- 


tered by federal courts to protect their 
confidentiality. Many of the records 
contained in this system are copies of 
documents which are the property of 
state agencies and were obtained under 
express or implied promises to strictly 
protect their confidentiality. 

(3) From subsection (g) because ex- 
emption from the provision of sub- 
section (d) will render the provisions 
on suits to enforce (d) inapplicable. 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
and (g): 

(1) Freedom of Information/Privacy Act 
Records (JUSTICE/CRT-010). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a (j)(2) and (k)(2). 

(f) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting 
may enable the subject of an investiga- 
tion to gain valuable information con- 
cerning the nature and scope of the in- 
vestigation and seriously hamper law 
enforcement efforts. 

(2) From subsection (d) because ac- 
cess to records in this system would 
compromise ongoing investigations 
and reveal investigative techniques. In 
addition, certain of these records may 
be subject to protective orders entered 
by Federal courts to protect their con- 
fidentiality, and many are copies of 
documents which are the property of 
State agencies and were obtained under 
express or implied promises to strictly 

protect their confidentiality. This sys- 
tem also contains investigatory mate- 
rial compiled by the Equal Opportunity 
Commission pursuant to its authority 
under 42 U.S.C. 2000e~8. Provisions of 42 
U.S.C. 2000e-5(b), 42 U.S.C. 2000e-8(e), 
and 44 U.S.C. 3508 make it unlawful to 
make public in any manner whatsoever 
any information obtained by the Com- 
mission pursuant to the authority. 
Amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment proceedings and impose an im- 
possible administrative burden by re- 
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Quiring criminal investigations to be 
continuously reinvestigated. 

(3) From subsection (g) because ex- 
emption from subsection (d) will render 
the provisions on suits to enforce sub- 
section (d) inapplicable. 

tOrder No. 645-76, 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 688-77 , 42 FR 10000, 
Feb. 18, 1977; Order No. 8-82, 47 FR 44256, Oct. 
7. 1932; Order No, 6-86. 51 FR 15477, Apr. 24, 
1986] 

§ 16.91 Exemption of Criminal Division 
Systems — limited access, as indi- 
cated. 

(a) The following systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a(j)(2) from sub- 
sections (c) (3) and (4). (d), (e) (1), (2) 
and (3). (e)(4) (G), (H) and (I), (e) (5) and 
(8), (f) and (g) of 5 U.S.C. 552a; in addi- 
tion, the following systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a (k)(l) and (k)(2) 
from subsections (c)(3), (d), (e)(1), (e)(4) 
(G), (H), and (I), and (f> of 5 U.S.C. 552a; 

(1) Central Criminal Division, Index File 
and Associated Records System of Records 
(JUSTICE/CRM-001 )— Limi ted Access. 

(2) General Crimes Section, Criminal Divi- 
sion, Central Index File and Associated 
Records System of Rec-ords (JUSTICE/CRM- 
004) — Limited Access. 

These exemptions apply to the extent 
that information in those systems are 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(l) and (k)(2). 

(b) The systems of records listed 
under paragraphs (b)(1) and (b)(2) of 
this section are exempted, for the rea- 
sons set forth, from the following pro- 
visions of 5 U.S.C. 552a: 

(1). (c)(3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal, civil, or regulatory 
violation to determine whether he is the sub- 
ject of investigation, or to obtain valuable 
information concerning the nature of that 
investigation, and the information obtained, 
or the identity of witnesses and informants 
and would therefore present a serious im- 
pediment to law enforcement. In addition, 
disclosure of the accounting would amount 
to notice to the individual of the existence of 
a record; such notice requirement under sub- 
section (f)(1) is specifically exempted for 
these systems of records. 


(2) . (c)(4). Since an exemption is beii. 
claimed for subsection (d) of the Act (Access 
to Records) this subsection is inapplicable to 
the extent that-these systems of records are 
exempted from subsection (d). 

(3) . <d). Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal, civil, or regulatory violation of the ex- 
istence of that investigation, or the nature 
and scope of the information and evidence 
obtained as to his activities, of the identity 
of witnesses and informants, or would pro- 
vide information that could enable the sub- 
ject to avoid detection or apprehension. 
These factors would present a serious im- 
pediment to effective law enforcement be- 
cause they could prevent the successful com- 
pletion of the investigation, endanger the 
physical safety of witnesses or informants, 
and lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. 

(4) . (e)(1). The notices of these systems of 
records published in the Federal Register 
set forth the basic statutory or related au- 
thority for maintenance of this system. How- 
ever, in the course of criminal or other law 
enforcement investigations, cases, and mat- 
ters, the Criminal Division or its compo- 
nents will occasionally obtain information 
concerning actual or potential violations 
law that are not strictly within its statute 
or other authority or may compile informa- 
tion in the course of an investigation which 
may not be relevant to a specific prosecu- 
tion. In the interests of effective law en- 
forcement. it is necessary to retain such in- 
formation in these systems of records since 
it can aid in establishing patterns of crimi- 
nal activity and can provide valuable leads 
for federal and other law enforcement agen- 
cies. 

(5) . (e)(2). In a criminal investigation or 
prosecution, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and would therefore be able to avoid detec- 
tion or apprehension, to influence witnesses 
improperly, to destroy evidence, or to fab- 
ricate testimony. 

(6) . (e)(3). The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential inves- 
tigation or reveal the identity of witnesses 
or confidential informants. 

(7) . (e)(4) (G) and (H). Since an exemp 
is being claimed for subsections (f) (Agei. 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
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tent that these systems of records are ex- 
empted from subsections (f) and (d). 

(8) . (e')(4)(l). The categories of sources of 
the records in these systems have been pub- 
lished in the Federal Register in broad ge- 
neric terms in the belief that this is all that 
subsection (e)(4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in 
these systems, exemption from this provi- 
sion is necessary in order to protect the con- 
fidentiality of the sources of criminal and 
other law enforcement information. Such ex- 
emption is further necessary to protect the 
privacy and physical safety of witnesses and 
informants. 

(9) . (e)(5). In the collection of information 
for criminal law enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light and 
the accuracy of such information can often 
only be determined in a court of law. The re- 
strictions of subsection (e)(5) would restrict 
the ability of trained investigators, intel- 
ligence analysts, and government attorneys 
in exercising their judgment in reporting on 
information and Investigations and impede 
the development of criminal or other intel- 
ligence necessary for effective law enforce- 
ment. 

(10) . (e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

(11) . (f). Procedures for notice to an indi- 
vidual pursuant to subsection (f)(1) as to the 
existence of records pertaining to him deal- 
ing with an actual or potential criminal, 
civil, or regulatory investigation or prosecu- 
tion must be exempted because such notice 
to an individual would be detrimental to the 
successful conduct and/or completion of an 
investigation or prosecution pending or fu- 
ture. In addition, mere notice of the fact of 
an investigation could Inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection 
or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed for 
subsection (d) of the Act (Access to Records) 
the rules require pursuant to subsection (f) 
(2) through (5) are inapplicable to these sys- 
tems of records to the extent that these sys- 
tems of records are exempted from sub- 
section (d). 

(12) . (g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 


ords) and < f ) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that these systems of records are exempted 
from subsections id) and if). 

(13). In addition, exemption is claimed for 
these systems of records from compliance 
with the following provisions of the Privacy 
Act of 1974 (5 U.S.C. 552a) pursuant to the 
provisions of 5 U.S.C. 552a(k)(l): Subsections 
(c)(3), id), (e)(1), (e)(4) (G). (H) and (I) and (f) 
to the extent that the records contained in 
these systems are specifically authorised to 
be kept secret in the interests of national de- 
fense and foreign policy. 

(c) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j) (2) from subsection (c) 
(3) and (4). (d>, (e) (1), (2) and (3), (e) (4) 
(G), (H) and (I), (e) (5) and (8), (f) and 
(g) of 5 U.S.C. 552a: 

Criminal Division Witness Security File 
System of Records (JUSTICE'CRM-002). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j){2). 

(d> The system of records listed under 
paragraph (c) of this section is exempt- 
ed, for the reasons set forth, from the 
following provisions of 5 U.S.C. 552a: 

(1). (c)(3) The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act. including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal violation, which may 
include those protected under the Witness 
Security Program, to determine whether he 
is the subject of a criminal investigation, to 
obtain valuable information concerning the 
nature of that investigation and the infor- 
mation obtained, or the identity of witnesses 
and informants and the nature of their re- 
ports, and would therefore present a serious 
impediment to law enforcement. In addition, 
disclosure of the accounting would amount 
to notice to the individual of the existence of 
a record; such notice requirement under sub- 
section (0(11 is specifically exempted for 
these systems of records. Moreover, disclo- 
sure of the disclosure accounting to an indi- 
vidual protected under the Witness Security 
Program couid jeopardize the effectiveness 
and security of the Program by revealing the 
methods and techniques utilized in relocat- 
ing witnesses and could therefore jeopardize 
the ability to obtain, and t.o protect the con- 
fidentiality of. information compiled for pur- 
poses of a criminal investigation. 
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(2) . (c)(4) Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable. 

(3) . (d) Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal violation, which may include those pro- 
tected under the Witness Security Program, 
of the existence of that investigation, of the 
nature and scope of the information and evi- 
dence obtained as to his activities, of the 
identity of witnesses and informants, or 
would provide information that could enable 
the subject to avoid detection or apprehen- 
sion. These factors would present a serious 
impediment to effective law enforcement be- 
cause they could prevent the successful com- 
pletion of the investigation, endanger the 
physical safety of witnesses or informants, 
and lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. In addition, access 
to the records in these systems to an individ- 
ual protected under the Witness Security 
Program could jeopardize the effectiveness 
and security of the Program by revealing the 
methods and techniques utilized in relocat- 
ing witnesses and could therefore jeopardize 
the ability to obtain, and to protect the con- 
fidentiality of, information compiled for pur- 
poses of a criminal investigation. 

(4) . Exemption is claimed from subsection 
(e)(1) for the reasons stated in subsection 
(b)(4) of this section. 

(5) . (e)(2) In the course of preparing a Wit- 
ness Security Program for an individual, 
much of the information is collected from 
the subject. However, the requirement that 
the information be collected to the greatest 
extent practicable from the subject individ- 
ual would present a serious impediment to 
criminal law enforcement because the indi- 
vidual himself may be the subject of a crimi- 
nal investigation or have been a participant 
in, or observer of. criminal activity. As a re- 
sult. it is necessary to seek information from 
other sources. In addition, the failure to ver- 
ify the information provided from the indi- 
vidual when necessary and to seek other in- 
formation could Jeopardize the confidential- 
ity of the Witness Security Program and 
lead to the obtaining and maintenance of in- 
correct and uninvestigated information on 
criminal matters. 

(6) . (e)(3) The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise or reveal the identity of witnesses 
and informants protected under the Witness 
Security Program. 

(7) . (e)(4) (G) and (H). Since an exemption 
is being claimed for subsections (0 (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable. 


(8) . (e)(4)(I). The categories of sources 
the records in these systems have been pub- 
lished in the Federai, Register in broad ge- 
neric terms in the belief that this is all that 
subsection (e){4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in the 
system, exemption from this provision is 
necessary in order to protect the confiden- 
tiality of the sources of criminal law, en- 
forcement information and of witnesses and 
informants protected under the Witness Se- 
curity Program. 

(9) . Exemption is claimed from subsections 
(e)(5) and (e)(8) for the reasons stated in sub- 
section (b)(9) and (b)(10) of this section. 

(10) . Procedures for notice to an individual 
pursuant to subsection (0(1) as to the exist- 
ence of records contained in these systems 
pertaining to him would inform the subject 
of an investigation of an actual or potential 
criminal violation, which may include those 
protected under the Witness Security Pro- 
gram. of the existence of that investigation, 
of the nature and scope of the information 
and evidence obtained as to his activities, of 
the identity of witnesses and informants, or 
would provide information that could enable 
the subject to avoid detection or apprehen- 
sion. These factors would present a serp 
impediment to effective law enforcement 
cause they could prevent the successful <. 
duct and/or completion of an investigation 
pending or future, endanger the physical 
safety of witnesses or informants, and lead 
to the improper influencing of witnesses, the 
destruction of evidence, or the fabrication of 
testimony. In addition, notices as to the ex- 
istence of records contained in these systems 
to an individual protected under the Witness 
Security Program could jeopardize the effec- 
tiveness and security of the Program by re- 
vealing the methods and techniques utilized 
in relocating witnesses and could therefore 
jeopardize the ability to obtain, and to pro- 
tect the confidentiality of, information com- 
piled for purposes of a criminal investiga- 
tion. 

Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f) (2) 
through (5) are inapplicable. 

(11). (g) Since an exemption j» being 
claimed for subsections (d) (Access to 
Records) and (f) (Agency Rules) this section 
is inapplicable and is exempted for the rea- 
sons set forth for those subsections. 

(e) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections fo) 
(3) and (4), (d), (e) (4) (G), (H) ant 
(f), and (g) of 5 U.S.C. 562a: 

Organized Crime and Racketeering Sec- 
tion, Intelligence and Special Services Unit, 
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Information Request System of Records 
( JUST1CE2CRM-014). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2). 

(f) The system of records listed under 
paragraph (e) of this section is exempt- 
ed for the reasons set forth, from the 
following provisions of 5 U.S.C. 552a: 

(1) . (c)(3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an investigation of an actual 
or potential criminal violation to determine 
whether he is the subject of a criminal inves- 
tigation and would therefore present a seri- 
ous impediment to law enforcement. The 
records In these systems contain the names 
of the subjects of the files in question and 
the system is accessible by name of the per- 
son checking out the file and by name of the 
subject of the file. In addition, disclosure of 
the accounting would amount to notice to 
the individual of the existence of a record; 
such notice requirement under subsection 
(f)(1) is specifically exempted for these sys- 
tems of records. 

(2) . (c)(4). Since an exemption is being 
claimed for subsection <d) of the Act (Access 
to Records) this section is inapplicable. 

(3) . (d). Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal violation of the existence of that inves- 
tigation. This would present a serious im- 
pediment to effective law enforcement be- 
cause It could prevent the successful comple- 
tion of the investigation, endanger the phys- 
ical safety of witnesses or informants, and 
lead to the improper influencing of wit- 
nesses, the destruction or evidence, or the 
fabrication of testimony. 

(4) . Exemption is claimed from subsections 

(e) (4) (G), (H) and (I) for the reasons stated in 
subsections (b)(7) and (b)(8) of this section. 

(5) . (fj. These systems may be accessed by 
the name of the person who is the subject of 
the file and who may also be the subject of 

a criminal investigation. Procedures for no- 
tice to an individual pursuant to subsection 

(f) d) as to the existence of records pertain- 
ing to him, which may deal with an actual or 
potential criminal investigation or prosecu- 
tion, must be exempted because such notice 
to an individual would be detrimental to the 
successful conduct anchor completion of the 
Investigation or prosecution pending or fu- 
ture, In addition mere notice of the fact of 
an investigation could Inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection 


or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection if) (2) 
through (5) are inapplicable. 

(6). !g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 
ords) and (f) (Agency Rules) of the Act this 
section is inapplicable and is exempted for 
the reasons set forth for those subsections. 

(g) The following system of records is 

exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections 
(c)(4), (d). (e)(4) (G), (H) and (I), (f) and 
(g) of 5 U.S.C. 552a. , 

File of Names Checked to Determine If 
Those Individuals Have Been the Subject of 
an Electronic Surveillance System of 
Records (JUSTICE CRM -003). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2). 

(h) The system of records listed 
under paragraph (g) of this section is 
exempted, for the reasons set forth, 
from the following provisions of 5 
U.S.C. 552a: 

(1) . (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable to 
the extent that this system of records is ex- 
empted from subsection (d). 

(2) . (d). The records contained in this sys- 
tem of records generally consist of informa- 
tion filed with the court in response to the 
request and made available to the requestor. 
To the extent that these records have been 
so filed, no exemption is sought from the 
provisions of this subsection. Occasionally, 
the records contain pertinent logs of inter- 
cepted communications and other Investiga- 
tive reports not filed with the court. These 
records must be exempted because access to 
such records could inform the subject of an 
investigation of an actual or potential crimi- 
nal violation of the existence of that inves- 
tigation and of the nature of the information 
and evidence obtained by the government. 
This would present a serious impediment to 
effective law enforcement because it could 
prevent the successful completion of the in- 
vestigation, endanger the physical safety of 
witnesses or informants, and lead to the im- 
proper influencing of witnesses, the destruc- 
tion of evidence, or the fabrication of testi- 
mony. 

(3) . Exemption is claimed from subsections 
(e)(4) (G>, (H) and (I) for the reasons stated in 
subsections (b)(7) and (b)(8) of this section. 
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(4). (f). The records contained in this sys- 
tem of records generally consist of informa- 
tion filed with the court and made available 
to the requestor. To the extent that these 
records have been so filed, no exemption is 
sought from the provisions of this sub- 
section. Occasionally, the records contain 
pertinent logs of intercepted communica- 
tions and other investigative reports not 
filed with the court. These records must be 
exempted from a requirement of notification 
as to their existence because such notice to 
an individual would be detrimental to the 
successful conduct and/or completion of a 
criminal Investigation or prosecution pend- 
ing or future. In addition, mere notice of the 
existence of such logs or investigative re- 
ports could inform the subject or others that 
their activities are under or may become the 
subject of an investigation and could enable 
the subjects to avoid detection or apprehen- 
sion. to influence witnesses improperly, to 
destroy evidence, or to fabricate testimony. 
Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f) (2) 
through (5) are inapplicable to the extent 
that this system of records is exempted for 
subsection (d). 

(6). (g). Since an exemption is being 
claimed for subsections <d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that this system of records is exempted from 
subsections (d) and (f). 

(i) The following systems of records 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a(j)(2) from sub- 
sections (c) (3) and (4), (d), (e) (1), (2), 
and (3). (e)(4) (G), (H), and (I), (e) (5) 
and (8), (f) and (g) of 5 U.S.C. 552a: 

(1) Information File on Individuals and 
Commercial Entities Known or Suspected of 
Being Involved in Fraudulent Activities Sys- 
tem of Records (JUSTICE/CRM-006). 

(2) The Stocks and Bonds Intelligence Con- 
trol Card File System of Records (JUSTICE/ 
CRM-021). 

(3) Tax Disclosure Index File and Associ- 

ated Records (JUSTICE/CRM-025). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(j) The systems of records listed in 
paragraphs (i)(l), (i)(2), and (i)(3) of this 
section are exempted, for the reasons 
set forth, from the following provisions 
of 5 U.S.C. 552a: 

<l)(c)(3) The release of the disclosure ac- 
counting for disclosures made pursuant to 


subsection (b) of the act, including those pv. 
mitted under the routine uses published for 
these systems of records, would permit the 
subject of an "investigation of an actual or 
potential criminal violation to determine 
whether he is the subject of a criminal inves- 
tigation, to obtain valuable information con- 
cerning the nature of that investigation, and 
the information obtained, or the identity of 
witnesses and informants, and would there- 
fore present a serious impediment to law en- 
forcement. In addition, disclosure of the ac- 
counting would amount to notice to the indi- 
vidual of the existence of a record; such no- 
tice requirement under subsection (f)(1) is 
specifically exempted for this system of 
records. 

(2) (c)(4) Since an exemption is being 
claimed for subsection (d) of the act (access 
to records), this section is inapplicable to 
the extent that these systems of records are 
exempted from subsection (d). 

(3) (d) Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal violation of the existence of that inves- 
tigation, of the nature and scope of the infor- 
mation and evidence obtained as to his ac- 
tivities, of the identity of witnesses and in- 
formants, or would provide Information that 

could enable the subject to avoid detect' 
or apprehension. These factors would pre 
a serious Impediment to effective law 
forcement because they could prevent the 
successful completion of the investigation, 
endanger the physical safety of witnesses or 
informants, and lead to the improper influ- 
encing of witnesses, the destruction of evi- 
dence, or the fabrication of testimony. 

(4) Exemption is claimed from subsections 
(e) (1), (2), and (3), (e)(4) (G), (H), and (I). 
(e)(5) and (e)(8) for the reasons stated in sub- 
sections (b)(4), (b)(5), (b)(6), (b)(7), (b)(8), 
(b)(9), and (b)(10) of this section. 

(5) (f) Procedures for notice to an individual 
pursuant to subsection (f)(1) as to the exist- 
ence of records pertaining to him dealing 
with an actual or potential criminal inves- 
tigation or prosecution must be exempted 
because such notice to an individual would 
be detrimental to the successful conduct and/ 
or completion of an investigation or prosecu- 
tion pending or future. In addition, mere no- 
tice of the fact of an investigation could in- 
form the subject or others that their activi- 
ties are under or may become the subject oi 
an investigation and could enable the sub- 
jects to avoid detection or apprehension, to 
influence witnesses improperly, to destroy 
evidence, or to fabricate testimony. Since an 
exemption is being claimed for subsection (d) 
of the act (access to records), the rules re- 
quired pursuant to subsection (f) (2) thr 

(5) are inapplicable to these systen 
records. 

(6) (g) Since an exemption is being claimec 
for subsections (d) (access to records) and (f 


256 



Department of Justice 

(Agency rules), this section is inapplicable 
and is exempted for the reasons set forth for 
those subsections. 

(k) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)f2) from subsections (c) 
(3) and (4), (d). (e) (1), (2) and (3). (e)(4) 
(G), (H) and (I), (e) (5) and (8), (f) and 
(g) of 5 U.S.C. 652a; in addition, the fol- 
lowing systems of records are exempted 
pursuant to the provisions of 5 U.S.C. 
552a(k)(l) from subsections (c) (3), (d). 
(e)(1), (e)(4) (G), <H) and (I) and (f) of 5 
U.S.C. 552a: 

Organized Crime and Racketeering Sec- 
tion, Criminal Division, General Index File 
and Associated Records System of Records 
< JUSTICE/CRM-012). 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2) and (k)(l). 

(l) The system of records listed under 
paragraph (m)' of this section is ex- 
empted, for the reasons set forth, from 
the following provisions of 5 U.S.C. 
552a: 

(1) . Exemption is claimed from subsections 
(c) (3) and (4) and (d) for the reasons stated 
in subsections (j)(l). <j)(2) and (j)(3) of this 
section. 

(2) . (e)(1). The notice for this system of 
records published in the Federal Register 
sets forth the basic statutory or related au- 
thority for maintenance of this system. How- 
ever, in the course of criminal investiga- 
tions, cases, and matters, the Organized 
Crime and Racketeering Section will occa- 
sionally obtain information concerning ac- 
tual or potential violations of law that are 
not strictly within its statutory or other au- 
thority, or may compile information in the 
course of an investigation which may not be 
relevant to a specific prosecution. In the in- 
terests of effective law enforcement, it is 
necessary to retain such information in this 
system of records since it can aid in estab- 
lishing patterns of criminal activity and can 
provide valuable leads for federal and other 

law enforcement agencies. 

(3) . Exemption is claimed from subsections 
(e) (2) and (3), (e)(4) <G), <H) and (I), (e) (5) 
and (8), (f) and (g) for the reasons stated in 
subsections (b)(5), (b)(6), (b)(7), (bH8). (b)(9), 
(b)llO), (b)(ll) and (b)(12) of this section, 

(4) . In addition, exemption is claimed for 
this system of records from compliance with 
the following provisions of the Privacy Act 
of 1974 (5 U.S.C. 562a) pursuant to the provi- 


1 Paragraph (m) was redesignated as para- 
graph (k) at 44 PR 54046. Sept. 18, 1979. 
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sions of 5 U.S.C. 552a(k)(l): Subsections (0(3). 
id), (c)(1). (e)(4) (G), (H) and (I) and if) t.o the 
extent that the records contained in this sys- 
tem are specifically authorized to be kept se- 
cret in the interests of national defense and 
foreign policy. 

(m) The following system of records 
is exempted pursuant to the provisions 
of 5 U.S.C. 552a(j)(2) from subsections 
(c) (3) and (4), (d), (e) (2) and (3), (e) (4) 
(G), (H) and (I), (e) (8), (f) and (g) of 5 
U.S.C. 552a: 

Requests to the Attorney General For Ap- 
proval of Applications to Federal Judges For 
Electronic Interceptions System of Records 
(JUSTICE/CRM-019). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(n) The system of records listed in 
paragraph (m) of this section is ex- 
empted for the reasons set forth, from 
the following provisions of 5 U.S.C. 
552a; 

(1) . (c)(3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit 
the subject of an electronic interception to 
obtain valuable information concerning the 
interception, including information as to 
whether he is the subject of a criminal inves- 
tigation, by means other than those provided 
for by statute. Such information could inter- 
fere with the successful conduct and/or com- 
pletion of a criminal investigation, and 
would therefore present a serious impedi- 
ment to law enforcement. In addition, disclo- 
sure of the accounting would amount to no- 
tice to the individual of the existence of a 
record; such notice requirement under sub- 
section (f)(1) is specifically exempted for 
these systems of records. 

(2) , (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable. 

(3) . (d). Access to the records contained in 
these systems would inform the subject of an 
electronic interception of the existence of 
such surveillance including information as 
to whether he is the subject of a criminal in- 
vestigation by means other than those pro- 
vided for by statute. This could interfere 
with the successful conduct and/or comple- 
tion of a criminal investigation and there- 
fore present a serious impediment to law en- 
forcement. 

(4) . (e)(2). In the context of an electronic 
interception, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
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present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and this would therefore destroy the efficacy 
of the interception. 

(5) . (e)(3). The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential elec- 
tronic interception or reveal the identity of 
witnesses or confidential informants. 

(6) . (e)(4) (G) and <H). Since an exemption 
is being claimed for subsections (0 (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable. 

(7) . Exemption is claimed from subsections 
(e)(4)(I) and (e)(8) for the reasons stated in 
subsections (b)(8) and (b)<10) of this section. 

(8) . (f). Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining to him dealing 
with an electronic interception other than 
pursuant to statute must be exempted be- 
cause such notice to an individual would be 
detrimental to the successful conduct and/or 
completion of an investigation pending or fu- 
ture. In addition, mere notice of the fact of 
an electronic interception could Inform the 
subject or others that their activities are 
under or may become the subject of an inves- 
tigation and could enable the subjects to 
avoid detection or apprehension, to influence 
witnesses improperly, to destroy evidence, or 
to fabricate testimony. 

Since an exemption is being claimed for sub- 
section <d) of the Act (Access to Records) the 
rules required pursuant to subsection (f)(2) 
through (5) are inapplicable to these systems 
of records to the extent that these systems 
of records are exempted from subsection (d). 

(9) . (g). Since an exemption is being 
claimed for subsection (d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that these systems of records are exempted 
from subsection (d) and (f). 

(o) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 
(3) and (4). (d), (e) (2) and (3), (e) (4) (G), 
(H), and (I), (e)(8), (f) and (g) of 5 U.S.C. 
552a; in addition the following system 
of records is exempted pursuant to the 
provisions of 5 U.S.C. 552a(k)(I) and 
(k)(2) from subsections (c)(3), (d), (e)(4) 
(G), (H) and (I), and (f) of 5 U.S.C. 552a; 

Witness Immunity Records System of 
Records ( JUSTICE/CRM-022). 


These exemptions apply only to the e. 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and (k)(l) and (k)(2). 

(p) The system of records listed under 
paragraph <q) 2 of this section is ex- 
empted, for the reasons set forth, from 
the following provisions of 5 U.S.C, 
552a: 

(1) . (c)(3). Release of the accounting of dis- 
closures made pursuant to subsection (b) of 
the Act, including those permitted under the 
routine uses published for this system of 
records, (a) as to a witness for whom immu- 
nity has been proposed, would inform the in- 
dividual of the existence of the proposed im- 
munity prematurely, thus creating a serious 
impediment to effective law enforcement in 
that the witness could flee, destroy evidence, 
or fabricate testimony; and (b) as to a wit- 
ness to whom immunity has been granted, or 
for whom it has been denied, would reveal 
the nature and scope of the activities, if any, 
of the witness known to the government, 
which would also create a serious impedi- 
ment to effective law enforcement. 

(2) . (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this section is inapplicable 
the extent that this system of records ir 
empted from subsection (d). 

(3) . (d). Access to the records contained m 
this system (a) as to a witness for whom im- 
munity has been proposed, would inform the 
Individual of the existence of the proposed 
immunity prematurely, thus presenting a se- 
rious Impediment to effective law enforce- 
ment in that the witness could flee, destroy 
evidence, or fabricate testimony; and (b) as 
to a witness to whom immunity has been 
granted, or for whom it has been denied, 
would reveal the nature and scope of the ac- 
tivities, if any, of the witness known to the 
government, which would also create a seri- 
ous impediment to effective law enforce- 
ment. 

(4) . (e)(2). In a witness immunity request 
matter, the requirement that information be 
collected to the greatest extent practicable 
from the subject individual would present a 
serious impediment to law enforcement be- 
cause the subject of the immunity request 
and often the subject of the underlying in 
vestigation or prosecution would be placec 
on notice as to the existence of the inves 
tigation and would therefore be able to avou 
detection or apprehension, to influence wit 
nesses improperly, to destroy evidence, or tc 
fabricate testimony. 

(5) . Exemption is claimed from subsection 
(e)(3). (e)(4)(G). (H) and (I). and (e)(8) fc 


2 Paragraph (q) was redesignated as para 
graph (o) at 44 FR 54046. Sept. 18 , 1979. 
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reasons stated in subsections <b>(6>, <b>(7), 
(b)(8) and (bXlO) of this section. 

(6) . (0. Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining- to him (a) as to 
a witness for whom immunity has been pro- 
posed, would inform the individual of the ex- 
istence of the proposed immunity pre- 
maturely. thus presenting a serious impedi- 
ment to effective law enforcement in that 
the witness could flee, destroy evidence, or 
fabricate testimony; and (b) as to a witness 
to whom immunity has been granted, or for 
whom it has been denied, would reveal the 
nature and scope of the activity, if any, of 
the witness known to the government, which 
would also create a serious impediment to 
effective law enforcement. 

Since an exemption is being claimed for sub- 
section (d) of the Act (Access to Records) the 
rules required pursuant to subsection (f)(2) 
through (5) are inapplicable to this system of 
records to the extent that this system of 
records is exempted from subsection (d). 

(7) . (g). Since an exemption is being 
claimed for subsections <d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and is exempted for the reasons 
set forth for those subsections, to the extent 
that this system of records is exempted for 
subsections (d) and (f). 

(8) . In addition, exemption is claimed for 
this system of records from compliance with 
the following provisions of the Privacy Act 
of 1974 (5 U.S.C. 552a) pursuant to the provi- 
sions of 5 U.S.C. 552a(k)(l): subsections (c)(3), 
(d), (e)(1), (e)(4) (G), (H) and (I) and (f) to the 
extent that the records contained in this sys- 
tem are specifically authorized to be kept se- 
cret in the Interests of national defense and 
foreign policy. 

(q) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (1), (2) and (3), (e)(4) (G), (H) and 
(I), (e) (5) and (8), (f), and (g): 

(1) Freedom of Information/Privacy Act 
Records ( JUSTICEl'CRM-b24) 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2), (k)(l) and (k)(2). 

(r) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, it is exempted for the reasons 
set forth from the following provisions 
of 5 U.S.C. 552a: 

(1X0(3). The release of the disclosure ac- 
counting would present a serious impedi- 
ment to law enforcement by permitting the 
subject, of an investigation of an actual or 
potential criminal, civil, or regulatory viola- 
tion to determine whether he is the subject 


of investigation, or to obtain valuable infor- 
mation concerning the nature of that inves- 
tigation and the information obtained, or to 
identify witnesses and informants. 

(2) (cK4i. Since an exemption is being 
claimed for subsection (d ) of the Act (Access 
to Records), this subsection is inapplicable 
to the extent that this system of records is 
exempted from subsection (d). 

(3) (d). Access to records contained in this 
system would enable the subject of an inves- 
tigation of an actual or potential criminal or 
civil case or regulatory violation to deter- 
mine whether he or she is the subject of in- 
vestigation, to obtain valuable information 
concerning the nature and scope of the inves- 
tigation, and information or evidence ob- 
tained as to his/her activities, to identify 
witnesses and informants, or to avoid detec- 
tion or apprehension. Such results could pre- 
vent the successful completion of the inves- 
tigation, endanger the physical safety of wit- 
nesses or informants, lead to the improper 
influencing of witnesses, the destruction of 
evidence, or the fabrication of testimony, 
and thereby present a serious impediment to 
effective law enforcement. Amendment of 
the records would interfere with ongoing 
criminal law enforcement proceedings and 
impose an impossible administrative burden 
by requiring criminal Investigations to be 
continuously reinvestigated. 

(4) (e)(l). In the course of criminal or other 
law enforcement investigations, cases, and 
matters, the Criminal Division will occasion- 
ally obtain information concerning actual or 
potential violations of law that are not 
strictly within its statutory or other author- 
ity, or it may compile information in the 
course of an investigation which may not be 
relevant to a specific prosecution. In the in- 
terests of effective law enforcement, it is 
necessary to retain such information since it 
can aid in establishing patterns of criminal 
activity and can provide valuable leads for 
Federal and other law enforcement agencies, 

(5) (e)(2). To collect information to the 
greatest extent practicable from the subject 
individual of a criminal investigation or 
prosecution would present a serious impedi- 
ment to law enforcement. The nature of 
criminal and other investigative activities is 
such that vital information about an individ- 
ual can only be obtained from other persons 
who are familiar with such individual and 
his/her activities. In such investigations it is 
not feasible to rely upon information fur- 
nished by the individual concerning his own 
activities. 

(6) (e)(3). To provide individuals supplying 
information with a form stating the require- 
ments of subsection (e)(3) would constitute a 
serious impediment to law enforcement in 
that it could compromise the existence of a 
confidential investigation or reveal the iden- 
tity of witnesses or confidential informants. 
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(7) {e)(4) (G) and (H). These subsections are 
inapplicable to the extent that this system is 
exempt from the access provisions of sub- 
section <d) and the rules provisions of sub- 
section (0. 

(8) (e)(4)(I). The categories of sources of the 
records in this system have been published in 
the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e)(4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in this 
system, exemption from this provision is 
necessary to protect the confidentiality of 
the sources of criminal and other law en- 
forcement information. Such exemption is 
further necessary to protect the privacy and 
physical safety of witnesses and informants. 

(9) (eX5). In the collection of information 
for criminal law enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light and 
the accuracy of such information can often 
only be determined in a court of law. The re- 
strictions of subsection (e)(5) would inhibit 
the ability of trained investigators, intel- 
ligence analysts, and government attorneys 
in exercising their judgment in reporting on 
Information and investigations and impede 
the development of criminal or other intel- 
ligence necessary for effective law enforce- 
ment. 

(10) (e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
rious Impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

(11X0. This subsection is inapplicable to 
the extent that this system is exempt from 
the access provisions of subsection (d). 

(12)(g). Because some of the records in this 
system contain information which was com- 
piled for law enforcement purposes and have 
been exempted from the access provisions of 
subsection (d), subsection (g) is inapplicable. 

(s) The following system of records is 
exempted from 5 U.S.C. 552a(d). 

Office of Special Investigations Displaced 
Persons Listings ( JUSTICEXCRM-027). 

This exemption applies to the extent 
that the records in this system are sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(2). 

(t) Exemption from subsection (d) is 
justified for the following reasons: 

(1) Access to records contained in 
this system could inform the subject of 
the identity of witnesses or inform- 


ants. The release of such informatic 
could present a serious impediment to 
effective law enforcement by endanger- 
ing the physical safety of witnesses or 
informants; by leading to the improper 
influencing of witnesses, the destruc- 
tion of evidence, or the fabrication of 
testimony; or by otherwise preventing 
the successful completion of an inves- 
tigation. 

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 659-76, 41 FR 32423, 
Aug. 3, 1976; Order No. 11-78, 43 FR 38386, 
Aug. 28, 1978; Order No. 30-79, 44 FR 54046, 
Sept. 18. 1979; Order Nos. 6-86. 7-86. 51 FR 
15475, 15477, Apr. 24, 1986] 

8 16.92 Exemption of Land and Natural 
Resources Division System— limited 
access, as indicated. 

(a) The following system of records is 
exempt from 5 U.S.C, 552a(c)(3) and (d): 

(1) Docket Card System (JUSTICE/LDN- 
003). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant t' 
U.S.C. 552a(k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
that portion of the Docket Card Sys- 
tem relating to enforcement of crimi- 
nal provisions of the Refuse Act of 1899 
(33 U.S.C. 407), section 10 of the River 
and Harbor Act of 1899 (33 U.S.C. 403), 
section 5 of the Outer Continental 
Shelf Act (43 U.S.C. 1151 et seq.), the 
Clean Air Act (42 U.S.C. 1857 et seq.) 
and the Noise Control Act of 1972 (42 
U.S.C. 4901), is being exempted from ac- 
cess and contest; the provisions for dis- 
closure of accounting is not applicable. 

(2) From subsection (d) because of the 
need to safeguard the identity of con- 
fidential informants and to facilitate 
the enforcement of the criminal provi- 
sions of the above statutes. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3) and (d): 

(1) Freedom of Information/Privacy Act 
Records System. ( Justice/LDN-005). 

These exemptions apply only to the 
tent that information in this systei. 
subject to exemption pursuant to 5 
U.S.C. 552a( k )(2). 
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(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) Prom subsection (c) (3) because 
that portion of the Freedom of Infor- 
mationfPrivacy Act Records System 
that consists of investigatory mate- 
rials compiled for law enforcement pur- 
poses is being exempted from access 
and contest; the provision for disclo- 
sure of accounting is not applicable. 

(2) From subsection (d) because of the 
need to safeguard the identity of con- 
fidential informants and avoid inter- 
ference with ongoing investigations or 
law enforcement activities by prevent- 
ing premature disclosure of informa- 
tion relating to those efforts. 

[Order No. 688-77, 42 FR 10000. Feb. 18, 1977] 

§ 16.93 Exemption of Tax Division Sys- 
tems — limited access, 

(a) The following systems of records 

are exempted pursuant to the provi- 
sions of 5 U.S.C. 552a (j)(2) from sub- 
sections (c)(3), (c)(4), (d)(1), (d)(2), 

(d) (3), (d)(4), (e)(1), (e)(2), (e)(3). 

(e) (4)(G), (e)(4)(H), (e)(4)(l), (e)(5), (e)(8), 

(f) and (g) of 5 U.S.C. 552a: 

(1) Tax Division Central Classification 
Cards, Index Docket Cards, and Associated 
Records — Criminal Tax Cases (JUSTICE' 
TAX-001 )— Limited Access. 

(2) Tax Division Special Projects Files 
( JUSTICETAX-005) — Limited Access. 

These exemptions apply to the extent 
that information in these systems is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) The systems of records listed 
under paragraphs (a)(1) and (a)(2) of 
this section are exempted for the rea- 
sons set forth below, from the follow- 
ing provisions of 5 U.S.C. 552a: 

(l)(c)(3). The release of the disclosure ac- 
counting, for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for those systems of records, would enable 
the subject of an investigation of an actual, 
or potential criminal tax case to determine 
whether he or she is the subject of investiga- 
tion. to obtain valuable information con- 
cerning the nature of that investigation and 
the information obtained, and to determine 
the identity of witnesses or informants. Such 
access to investigative information would, 
accordingly, present a serious impediment to 
law enforcement. In addition, disclosure of 
the accounting would constitute notice to 


the individual of the existence of a record 
even though such notice requirement under 
subsection (Dili is specifically exempted for 
these systems of records. 

t2l(e)(4>. Since an exemption is being 
claimed for subsection uP of the Act (Access 
to Records) this subsection is inapplicable t.o 
the extent that these systems of records are 
exempted from subsection (d). 

(3) (d)(1); (d)(2); (d)(3); (d)(4). Access to the 
records contained in these systems would in- 
form the subject of an actual or potential 
criminal tax investigation of the existence of 
that investigation, of the nature and scope of 
the information and evidence obtained as to 
his or her activities, and of the identity of 
witnesses or informants. Such access would, 
accordingly, provide information that could 
enable the subject to avoid detection, appre- 
hension and prosecution. This result, there- 
fore, would constitute a serious impediment 
to effective law enforcement not only be- 
cause it would prevent the successful com- 
pletion of the investigation but also because 
it could endanger the physical safety of wit- 
nesses or informants, lead to the improper 
influencing of witnesses, the destruction of 
evidence, or the fabrication of testimony. 

(41(e)(1). The notices for these systems of 
records published in the Federal Register. 
set forth the basic statutory or related au- 
thority for maintenance of these systems. 
However, in the course of criminal tax and 
related law enforcement investigations, 
cases, and matters, the Tax Division will oc- 
casionally obtain information concerning ac- 
tual or potential violations of law that may 
not be technically within Its statutory or 
other authority or may compile information 
in the course of an investigation which may 
not be relevant to a specific prosecution. In 
the interests of effective law enforcement, it 
is necessary to retain some or all of such in- 
formation in these systems of records since 
it can aid in establishing patterns of crimi- 
nal activity and can provide valuable leads 
for Federal and other law enforcement agen- 
cies. 

(51(e)(2). In a criminal tax investigation or 
prosecution, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and would therefore be able to avoid detec- 
tion or apprehension, influence witnesses im- 
properly, destroy evidence, or fabricate tes- 
timony. 

(6)(e)(3). The requirement that individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential inves- 
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tlgation or reveal the Identity of witnesses 
or confidential informants. 

(7)(e)(4) (G) and (H). Since an exemption is 
being claimed for subsections (0 (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
tent that these systems of records are ex- 
empted from subsection (f) and (d). 

(8Xe)(4)(I). The categories of sources of the 
records in the systems have been published 
in the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e)(4)(I) of the. Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the Identity of sources of the records in 
these systems, exemption from this provi- 
sion is necessary in order to protect the con- 
fidentiality of the sources of criminal tax 
and related law enforcement information. 
Such exemption is further necessary to pro- 
tect the privacy and physical safety of wit- 
nesses and informants. 

(9) (e)(5). In the collection of information 
for criminal tax enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light. Fur- 
thermore, the accuracy of such information 
can often only be determined in a court of 
law. The restrictions of subsection (e)(5) 
would restrict the ability of government at- 
torneys in exercising their judgment in re- 
porting on information and investigations 
and impede the development of criminal tax 
information and related data necessary for 
effective law enforcement. 

(10) (e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
rious impediment to law enforcement as this 
could interfere with the ability to Issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

f)l)(f). Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining to him dealing 
with an actual or potential criminal tax, 
civil tax, or regulatory investigation or pros- 
ecution must be exempted because such no- 
tice to an individual would be detrimental to 
the successful conduct and/or completion or 
an investigation or prosecution pending or 
future. In addition, mere notice of the fact of 
an investigation could inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection 
or apprehension, to influence witnesses im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being claimed for 
subsection <d) of the Act (Access to Records) 
the rules required pursuant to subsection (f) 
(2) through (5) are inapplicable to these sys- 


tems of records to the extent that these sy. 
terns of records are exempted from sub- 
section (d). 

(12)(g). Since an exemption is being 
claimed for subsections (d) (Access to Rec- 
ords) and (f) (Agency Rules) this section is 
inapplicable, and Is exempted for the reasons 
set forth for those subsections, to the extent 
that these systems of records are exempted 
from subsections (d) and (f). 

(c) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(k)(2) from subsections 
(C)(3), (d)(1), (d)(2), (d)(3), (d)(4), (e)(1), 
(e)(4)(G, (e)(4)(H, (e)(4)(I) and (f) of 5 
U.S.C. 552a: 

(1) Tax Division Central Classification 
Cards, Index Docket Cards, and Associated 
Records— Civil Tax Cases ( JUSTICE/TAX- 
002) — Limited Access. 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(k)(2). 

(d) The system of records listed under 
paragraph (c)(1) is exempted for the 
reasons set forth below, from the fol- 
lowing provisions of 5 U.S.C. 552a: 

(1) (c>(3). The release of the disclosure 
counting, for disclosures made pursuant \m 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for this system of records, would enable the 
subject of an investigation of an actual or 
potential civil tax case to determine whether 
he or she is the subject of investigation, to 
obtain valuable information concerning the 
nature of that investigation and the infor- 
mation obtained, and to determine the iden- 
tity of witnesses or informants. Such access 
to investigative information would, accord- 
ingly, present a serious impediment to law 
enforcement. In addition, disclosure of the 
accounting would constitute notice to the 
individual of the existence of a record even 
though such notice requirement under sub- 
section (f)(1) is specifically exempted for this 
system of records. 

(2) (d)(1); (d)(2); (d)(3); (d)(4). Access to the 
records contained in this system would in- 
form the subject of an actual or potential 
civil tax investigation of the existence of 
that investigation, of the nature and scope of 
the information and evidence obtained as to 
his or her activities and of the identity of 
witnesses or informants. Such access would, 
accordingly, provide information that could 
enable the subject to avoid detection. This 
result, therefore, would constitute a ser’ 
impediment to effective law enforcemen 
only because it would prevent the succes. 
completion of the investigation but also be- 
cause it could endanger the physical safety 
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of witnesses or informants, lead to the im- 
proper influencing of witnesses, the destruc- 
tion of evidence, or the fabrication of testi- 
mony. 

(3)(el(l). The notices for this system of rec- 
ords published in the Federal Register set 
forth the basic statutory or related author- 
ity for maintenance of this system. However, 
in the course of civil tax and related law en- 
forcement investigations, cases and matters, 
the Tax Division will occasionally obtain in- 
formation concerning actual or potential 
violations of law that are not strictly or 
technically within its statutory or other au- 
thority or may compile information in the 
course of an investigation which may not be 
relevant to a specific case. In the interests of 
effective law enforcement, it is necessary to 
retain some or all of such information in this 
system of records since it can aid in estab- 
lishing patterns of tax compliance and can 
provide valuable leads for Federal and other 
jaw enforcement agencies. 

(‘31(e)(4) (G) and (H). Since an exemption is 
being claimed for subsections (f) (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
tent that this system of records is exempted 
from subsection (f) and (d). 

(5) (e)(4)(I). The categories of sources of the 
records in this system have been published in 
the Federal register in broad generic 
terms in the belief that this is all that sub- 
section (eX4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the Identity of sources of the records in this 
system, exemption from this provision is 
necessary in order to protect the confiden- 
tiality of the sources of civil tax and related 
law enforcement Information. Such exemp- 
tion is further necessary to protect the pri- 
vacy and physical safety of witnesses and in- 
formants. 

(6) (f). Procedures for notice to an individ- 
ual pursuant to subsection (f)(1) as to exist- 
ence of records pertaining to the individual 
dealing with an actual or potential criminal 
tax, civil tax, or regulatory investigation or 
prosecution must be exempted because such 
notice to an individual would be detrimental 
to the successful conduct and/or completion 
of an investigation or case, pending or fu- 
ture. In addition, mere notice of the fact of 
an investigation could inform the subject or 
others that their activities are under or may 
become the subject of an investigation and 
could enable the subjects to avoid detection, 
to influence witnesses improperly, to destroy 
evidence, or to fabricate testimony. 

Since an exemption is being claimed 
for subsection (d) of the Act (Access to 
Records) the rules required pursuant to 
subsection (f) (2) through (5) are inap- 
plicable to this system of records to 
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the extent that this system of records 
is exempted from subsection (d). 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (c)(4), 

(d) , (e)(1), (e)(2), (e)(3), (e)(4), (G), 

(e) (4)(H), (e)(4)(I), (e) (5) and (8). (f), and 

(g). 

(1) Freedom of Information— Privacy Act 
Request Files ( JU ST1CE/TAX-004 ) 

These exemptions apply to the extent 
that information in this system is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2) and <k)(2). 

(f) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, it is exempted for the reasons 
set forth from the following provisions 
of 5 U.S.C. 552a: 

(1) ic)(3). The release of the disclosure ac- 
counting would present a serious impedi- 
ment to law enforcement by permitting the 
subject of a investigation of an actual or po- 
tential criminal, civil, or regulatory viola- 
tion to determine whether he is the subject 
of investigation, or to obtain valuable infor- 
mation concerning the nature of that inves- 
tigation and the information obtained, or to 
identify witnesses and informants. 

(2) (c.)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records), this subsection is inapplicable 
'to the extent that this system of records is 
exempted from subsection (d). 

(3) (d). Access to records contained in this 
system would inform the subject of an actual 
or potential criminal tax investigation of 
the existence of that investigation, of the 
nature and scope of the investigation, of the 
information and evidence obtained as to his 
or her activities, and of the identity of wit- 
nesses or informants. Such access would, ac- 
cordingly, provide information that- could 
enable the subject to avoid detection, appre- 
hension. and prosecution. This result, there- 
fore, would constitute a serious impediment 
to effective law enforcement not only be- 
cause it would prevent the successful com- 
pletion of the investigation but also because 
it could endanger the physical safety of wit- 
nesses or informants, lead to the improper 
influencing of witnesses, the destruction of 
evidence, of the fabrication of testimony. 
Amendment of the records would interfere 
with ongoing criminal law enforcement pro- 
ceedings and imposes an impossible adminis- 
trative burden by requiring criminal inves- 
tigations to be continuously reinvestigated. 

(41(e)(1). In the course of criminal tax and 
related law enforcement investigations, 
cases, and matters, the Tax Division will oc- 
casionally obtain information concerning ac- 
tual or potential violations of law that may 
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not be technically within its statutory or 
other authority, or it may compile informa- 
tion in the course of an investigation which 
may not be relevant to a specific prosecu- 
tion. In the interests of effective law en- 
forcement, it is necessary to retain some or 
all of such information since it can aid in es- 
tablishing patterns of criminal activity and 
can provide valuable leads for Federal and 
other law enforcement agencies. 

(51(e)(2). To collect information to the 
greatest extent practicable from the subject 
individual of a criminal- investigation or 
prosecution would present a serious impedi- 
ment to law enforcement because the subject 
of the investigation or prosecution would be 
placed on notice as to the existence of the in- 
vestigation and would therefore be able to 
avoid detection or apprehension, improperly 
influence witnesses, destroy evidence, or fab- 
ricate testimony. 

(61(e)(3). To provide Individuals supplying 
information with a form which includes the 
information required by subsection (e)(3) 
would constitute a serious impediment to 
iaw enforcement, i.e., it could compromise 
the existence of a confidential investigation 
or reveal the identity of witnesses or con- 
fidential informants. 

(7) (e)(4) (G) and (H). These subsections are 
inapplicable to the extent that this system is 
exempt from the access provisions of sub- 
section (d) and the rules provisions of sub- 
section (f). 

(8) (e)(4)(I). The categories of sources of the 
records in this system have been published in 
the Federal Register in broad generic 
terms in the belief that this is all that sub- 
section (e) (4) (I) of the Act requires. In the 
event, however, that this subsection should 
be Interpreted to require more detail as to 
the identity of sources of the records In this 
system, exemption from this provision is 
necessary to protect the confidentiality of 
the sources of criminal tax and related law 
enforcement information. Such exemption is 
further necessary to protect the privacy and 
physical safety of witnesses and informants. 

(9) {e)(5). In the collection of information 
for criminal tax enforcement purposes it is 
impossible to determine in advance what in- 
formation Is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light. Fur- 
thermore, the accuracy of such information 
can often only be determined in a court of 
law. The restrictions of subsection (e)(5) 
would Inhibit the ability of government at- 
torneys in exercising their judgement in re- 
porting on information and investigations 
and impede the development of criminal tax 
information and related data necessary for 
effective law enforcement. 

(10) (e>(8). The Individual .notice require- 
ments of subsection (e)(8) could present a se- 


rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques', procedures, or evidence. 

(11) (f). This subsection is inapplicable to 
the extent that this system is exempt from 
the access provisions of subsection (d). 

(12) (g). Because the records in this system 
are generally compiled for law enforcement 
purposes and are exempt from the access pro- 
visions of subsection (d), subsection (g) is in- 
applicable. 

[Order No. 742-77, 42 FR 40906, Aug. 12, 1977, 
as amended by Order No. 6-86, 51 FR 15478, 
Apr. 24, 1986] 

§ 16.96 Exemption of Federal Bureau 
of Investigation Systems — limited 
access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (2). and (3), (e)(4)(G) and (H), 
(e)(6), (f) and (g). 

(1) Central Records System (CRS) (JUS- 
TICE/FBI-002 >. 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552(j) and <k). Where compliance 
would not appear to interfere with o. 
adversely affect the overall law en- 
forcement process, the applicable ex- 
emption may be waived by the FBI. 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would re- 
veal investigative interest by not only 
the FBI, but also by the recipient agen- 
cy. This would permit the record sub- 
ject to take appropriate measures to 
impede the investigation, e.g., destroy 
evidence, intimidate potential wit- 
nesses or flee the area to avoid the 
thrust of the investigation. 

(2) (i) From subsections (d), (e)(4) (G) 
and (H), (f) and (g) because these provi- 
sions concern individual access to in- 
vestigative records, compliance with 
which could compromise sensitive in- 
formation classified in the interest of 
national security, interfere with the 
overall law enforcement process by re- 
vealing a pending sensitive investig- 
tion, possibly identify a confident) 
source or disclose information whicn 
would constitute an unwarranted inva- 
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sion of another individual’s personal 
privacy, reveal a sensitive investiga- 
tive technique, or constitute a poten- 
tial danger to the health or safety to 
law enforcement personnel. 

(ii) Also, individual access to non- 
criminal investigative records, e.g., 
civil investigations and administrative 
inquiries, as described in subsection (k) 
of the Privacy Act. could also com- 
promise classified information related 
to national security, interfere with a 
pending investigation or internal in- 
quiry, constitute an unwarranted inva- 
sion of privacy, reveal a confidential 
source or sensitive investigative tech- 
nique, or pose a potential threat to law 
enforcement personnel. In addition, 
disclosure of information collected pur- 
suant to an employment suitability or 
similar inquiry could reveal the iden- 
tity of a source who provided informa- 
tion under an express promise of con- 
fidentiality, or could compromise the 
objectivity or fairness of a testing or 
examination process. 

(iii) In addition, from paragraph 
(d)(2) of this section, because to require 
the FBI to amend information thought 
to be incorrect, irrelevant or untimely, 
because of the nature of the informa- 
tion collected and the essential length 
of time it is maintained, would create 
an impossible administrative and in- 
vestigative burden by forcing the agen- 
cy to continuously retrograde its in- 
vestigations attempting to resolve 
questions of accuracy, etc. 

(3) From subsection (e)(1) because: 

(i) It is not possible in all instances 
to determine relevancy or necessity of 
specific information in the early stages 
of a criminal or other investigation. 

(ii) Relevance and necessity are ques- 
tions of judgment and timing; what ap- 
pears relevant and necessary when col- 
lected ultimately may be deemed un- 
necessary. It is only after the informa- 
tion is assessed that its relevancy and 
necessity in a specific investigative ac- 
tivity can be established. 

(iii) In any investigation the FBI 
might obtain information concerning 
violations of law not under its jurisdic- 
tion, but. in the interest of effective law 
enforcement, dissemination will be 
made to the agency charged with en- 
forcing such law. 


{ i v) In interviewing individuals or ob- 
taining other forms of evidence during 
an investigation, information could be 
obtained, the nature of which would 
leave in doubt its relevancy and neces- 
sity. Such information, however, could 
be relevant to another investigation or 
to an investigative activity under the 
jurisdiction of another agency. 

(4) From subsection (e)(2) because the 
nature of criminal and other investiga- 
tive activities is such that vital infor- 
mation about an individual can only be 
obtained from other persons who are 
familiar with such individual and his / 
her activities. In such investigations it 
is not feasible to rely upon information 
furnished by the individual concerning 
his own activities. 

(5) From subsection (e)(3) because 
disclosure would provide the subject 
with substantial information which 
could impede or compromise the inves- 
tigation. The individual could seriously 
interfere with undercover investigative 
activities and could take appropriate 
steps to evade the investigation or flee 
a specific area. 

(6) From subsection (e)(8) because the 
notice requirements of this provision 
could seriously interfere with a law en- 
forcement activity by alerting the sub- 
ject of a criminal or other investiga- 
tion of existing investigative interest. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 

(d) , (e) (l), (2) and (3), (e)(4) (G) and (H), 

(e) (5) and (8), (0, (g) and (m): 

(1) Electronic Surveillance (Elsur) Indices 
(JUSTICE'FBI-006). 

These exemptions apply only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons; 

(1) From subsection (c)(3) because the 
release of accounting disclosures would 
place the subject of an investigation on 
notice that he is under investigation 
and provide him with significant infor- 
mation concerning the nature of the 
investigation, resulting in a serious 
impediment to law enforcement. 

(2) From subsections (c)(4), (d). (e)(4) 
(G) and (H), and (g) because these pro- 
visions concern an individual’s access 
to records which concern him and such 
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access to records in this system would 
compromise ongoing investigations, re- 
veal investigatory techniques and con- 
fidential informants, and invade the 
privacy of private citizens who provide 
information in connection with a par- 
ticular investigation. 

(3) From subsection (e)(1) because 
these indices must be maintained in 
order to provide the information as de- 
scribed in the “routine uses” of this 
particular system, 

(4) From subsections (e) (2) and (3) be- 
cause compliance is not feasible given 
the subject matter of the indices. 

(5) From subsection (e)(5) because 
this provision is not applicable to the 
indices in view of the “routine uses” of 
the indices. For example, it is impos- 
sible to predict when it will be nec- 
essary to utilize information in the 
system and, accordingly it is not pos- 
sible to determine when the records are 
timely. 

(6) From subsection (e)(8) because the 
notice requirement could present a se- 
rious impediment to law enforcement 
by revealing investigative techniques, 
procedures and the existence of con- 
fidential investigations. 

(7) From subsection (m) for the rea- 
sons stated in subsection (b)(7) of this 
section. 

(e) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 

(d) , (e) (1). (2) and (3), (e)(4) (G) and (H), 

(e) (5) and (8), (f), and (g): 


(1) Identification Division Records System 
< JUSTICE/FBI-009). 


These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j). 

(f) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 


(1) From subsection (c)(3) for the rea- 
sons stated in subsection (d)(1) of this 
section. 


(2) From subsections (c)(4), (d), (e)(4) 
(G) and (H), (f) and (g) because these 
provisions concern an individual s ac- 
cess tp records which concern him. 
Such access is directed at allowing the 
subject of a record to correct inaccura- 


cies in it. Although an alternate sys- 
tem of access has been provided in 28 
CFR 16.30 to 34 and 28 CFR 20.34, the 


vast majority of records in this system 


concern local arrests which it would K 
inappropriate for the FBI to undertake 
to correct. 

(3) From subsection (e)(1) because it 
is impossible to state with any degree 
of certainty that all information on 
these records is relevant to accomplish 
a purpose of the FBI, even though ac- 
quisition of the records from state and 
local law enforcement agencies is based 
on a statutory requirement. In view of 
the number of records in the system it 
is impossible to review them for rel- 
evancy. 

(4) From subsection (e)(2) because the 
records in the system are necessarily 
furnished by criminal justice agencies 
due to their very nature. 

(5) From subsection (e)(3) because 
compliance is not feasible due to the 
nature of the records. 

(6) From subsection (e)(5) because the 
vast majority of these records come 
from local criminal justice agencies 
and it is administratively impossible 
to ensure that the records comply with 
this provision. Submitting agencies 
are, however, urged on a continuing 
basis to ensure that their records ar 
accurate and include all dispositions. 

(7) From subsection (e)(8) because the 
FBI has no logical manner to ascertain 
whether process has been made public 
and compliance with this provision 
would in any case, provide an impedi- 
ment to law enforcement by interfering 
with the ability to issue warrants or 
subpoenas and by revealing investiga- 
tive techniques, procedures or evi- 
dence. 

(g) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 

(d) , (e)(1), (2) and (3), (e)(4) (G) and (H), 

(e) (8), (f), and (g): 


National Crime Information Center (NCIC) 
(JUSTICE/FBI-001). 


This exemption applies only to the ex- 
tent that information in the system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2) and(k)(3). 

(h) Exemptions from the particular 
subsections are justified for the follow- 


ing reasons: 

(1) From subsection (c)(3) for the rea- 
sons stated in subsection (d)(1) of this 
section. 

(2) From subsections (c)(4). (d). (e. 
(G) and (H), and (g) for the reason^ 
stated in subsection (d)(2) of this sec- 
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tion. When records are properly subject 
to access by the individual, an alter- 
nate means of access is provided in sub- 
section (i) of this section. 

(3) From subsection (e)(1) because in- 
formation contained in this system is 
primarily from state and local records, 
and it is for the official use of agencies 
outside the Federal Government in ac- 
cordance with 28 U.S.C. 534. 

(4) From subsections (e) (2) and (3) be- 
cause it is not feasible to comply with 
these provisions given the nature of 
this system. 

(5) From subsection (e)(8) for the rea- 
sons stated in subsection (d)(6) of this 
section. 

(i) Access to computerized criminal 
history records in the National Crime 
Information Center is available to the 
individual who is the subject of the 
record pursuant to procedures and re- 
quirements specified in the Notice of 
Systems of Records compiled by the 
National Archives and Records Service 
and published under the designation: 

(j) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3), (d), 
(e)(1), (e)(4) (G) and (H), (f) and (g): 

(1) National Center for the Analysis of Vio- 
lent Crime (NCAVC) (JUSTICE'FBI-015). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and <k)(2>. 

(k) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(l) From subsection (c)(3) because 
providing the accounting of disclosures 
to the subject could prematurely reveal 
investigative interest by the FBI and 
other law enforcement agencies, there- 
by providing the individual an oppor- 
tunity to impede an active investiga- 
tion, destroy or alter evidence, and 
possibly render harm to violent crime 
victims and/or witnesses. 

(2) From subsections (d), (e)(4) (G) 
and (H), and (f) because disclosure to 
the subject could interfere with en- 
forcement proceedings of a criminal 
justice agency, reveal the identity of a 
confidential source, result in an unwar- 
ranted invasion of another’s privacy, 
reveal the details of a sensitive inves- 
tigative technique, or endanger the life 
and safety of law enforcement person- 
nel, potential violent crime victims. 


and witnesses. Disclosure also could 
prevent the future apprehension of a 
violent or ' exceptionally dangerous 
criminal fugitive should he or she mod- 
ify his or her method of operation in 
order to evade law enforcement. Also, 
specifically from subsection (d)(2), 
which permits an individual to request 
amendment of a record, because the na- 
ture of the information in the system 
is such that an individual criminal of- 
fender would frequently demand 
amendment of derogatory information, 
forcing the FBI to continuously retro- 
grade its criminal investigations in an 
attempt to resolve questions of accu- 
racy, etc. 

(3) From subsection (g) because the 
system is exempt from the access and 
amendment provisions of subsection 

(d) . 

(4) From subsection (e)(1) because it 
is not always possible to establish rel- 
evance and necessity of the informa- 
tion at the time it is obtained or devel- 
oped. Information, the relevance and 
necessity of which may not be readily 
apparent, frequently can prove to be of 
investigative value at a later date and 
time. 

National Crime Information Center (NOIC) 
(JUSTICE/FBI-001)). 

Information on access is also published 
in the appendix to part 20 of the Code 
of Federal Regulations in relation to 28 
CFR 20.34. 

[Order No. 40-80, 45 FR 5301. Jan. 23, 1980, as 
amended by Order No. 64-81, 46 FR 20540. Apr. 
6. 1981; Order No. 63-81, 46 FR 22362, Apr. 17, 
1981; Order No. 67-81. 46 FR 30495, June 9, 
1981; Order No. 15-85, 50 FR 31361, Aug. 2, 1985; 
Order No. 6-86, 51 FR 15479, Apr. 24, 1986) 

$ 16,97 Exemption of Bureau of Pris- 
ons Systems — limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a (c) (3) 
and (4), (d), (e) (2) and (3), (e)(4) (H), 

(e) (8), (f) and (g): 

(1) Custodial and Security Record System 
(JUSTICE/BOP-001). 

(2) Industrial Inmate Employment Record 
System ( JUSTICE/BOP-003). 

(3) Inmate Administrative Remedy Record 
System (JUSTICE/BOP-004). 

(4) Inmate Centra! Record System (JUS- 
TICE/BOP-005), 

(5) Inmate Commissary Accounts Record 
System (JUSTICE/BO P-006). 
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(6) Inmate Physical and Mental Health 
Record System (JUSTICE/BOP-007). 

(7) Inmate Safety and Accident Compensa- 
tion Record System (JUSTICE/BOP-008). 

(8) Federal Tort Claims Act Record System 
(JTJSTICE/BOP-009). 

These exemptions apply only to the ex- 
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 5S2a(j). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because in- 
mates will not be permitted to gain ac- 
cess or to ' contest contents of these 
record systems under the provisions of 
subsection (d) of 5 U.S.C. 552a. Reveal- 
ing disclosure accountings can com- 
promise legitimate law enforcement 
activities and Bureau of Prisons re- 
sponsibilities. 

(2) From subsection (c)(4) because ex- 
emption from provisions of subsection 
(d) will make notification of formal 
disputes inapplicable. 

(3) From subsection (d) because ex- 
emption from this subsection is essen- 
tial to protect internal processes by 
which Bureau personnel are able to for- 
mulate decisions and policies with re- 
gard to federal prisoners, to prevent 
disclosure of information to federal in- 
mates that would jeopardize legitimate 
correctional interests of security, cus- 
tody, or rehabilitation, and to permit 
receipt of relevant information from 
other federal agencies, state and local 
law enforcement agencies, and federal 
and state probation and judicial of- 
fices. 

' (4) From subsection (e)(2) because 

primary collection of information di- 
rectly from federal inmates about 
criminal sentences or criminal records 
is highly impractical and inappropri- 
ate. 

(5) From subsection (e)(3) because in 
view of the Bureau of Prisons’ respon- 
sibilities, application of this provision 
to its operations and collection of in- 
formation is inappropriate. 

(6) From subsection (e)(4)(H) because 
exemption from provisions of sub- 
section (d) will make publication of 
agency procedures under this sub- 
section inapplicable. 

(7) From subsection (e)(8) because the 
nature of Bureau of Prisons law en- 
forcement activities renders notice of 


compliance with compulsory legal 
process impractical. 

(8) From subsection (f) because ex- 
emption from provisions of subsection 
(d) will render compliance with provi- 
sions of this subsection inapplicable. 

(9) From subsection (g) because ex- 
emption from provisions of subsection 
(d) will render provisions of this sub- 
section inapplicable. 

(c) Consistent with the legislative 
purpose of the Privacy Act of 1974 (Pub. 
L. 93-579) the Bureau of Prisons will 
initiate a procedure whereby federal 
inmates in custody may gain access 
and review their individual prison files 
maintained at the institution of incar- 
ceration. Access to these files will be 
limited only to the extent that the dis- 
closure of records to the inmate would 
jeopardize internal decision-making or 
policy determinations essential to the 
effective operation of the Bureau of 
Prisons; to the extent that disclosure 
of the records to the inmate would 
jeopardize privacy rights of others, or a 
legitimate correctional interest of se- 
curity, custody, or rehabilitation; and 
to the extent information is furnished 
with a legitimate expectation of con- 
fidentiality. The Bureau of Prisons will 
continue to provide access to former 
inmates under existing regulations as 
is consistent with the interests listed 
above. Under present Bureau of Prisons 
regulations, inmates in federal institu- 
tions may file administrative com- 
plaints on any subject under the con- 
trol of the Bureau. This would include 
complaints pertaining to information 
contained in these systems of records. 

[Order No. 645-76. 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 6-86, 51 FR 15479, 
Apr, 24, 1986] 

§ 16.98 Exemption of the Drug Enforce- 
ment Administration (DEA) — lim- 
ited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(c)(3) and 

(d): 

(1) Automated Records and Con- 
summated Orders System/Diversion 
Analysis and Detection System 
(ARCOS/DADS) (Justice/DEA-003) 

(2) Controlled Substances Act Ref 
istration Records (Justice/DEA-005) 

(3) Registration Status/Investigatory 
Records (Justice/DEA-012) 


268 



Department of Justice 

(b) These exemptions apply only to 
the extent that information in these 
systems is subject to exemption pursu- 
ant to 5 U.S.C. 552a(k)(2). Exemptions 
from the particular subsections are jus- 
tified for the following reasons' 

UJ From subsection (c)(3) because re- 
lease of the disclosure accounting 
would enable the subject of an inves- 
tigation to gain valuable information 
concerning the nature and scope of the 
investigation and seriously hamper the 
regulatory functions of the DEA. 

(2) From subsection (d) because ac- 
cess to records contained in these sys- 
tems may provide the subject of an in- 
vestigation information that could en- 
able him to avoid compliance with the 
Drug Abuse Prevention and Control 
Act of 1970 (Pub. L. 91-513). 

(c) Systems of records identified in 
paragraphs (c)(1) through (c)(6) below 
are exempted pursuant to the provi- 
sions of 5 U.S.C. 5S2a(j)(2) from sub- 
sections (c)(3) and (4). (d). (e)(1), (2) and 

(3), (e)(5), (e)(8) and (g) of 5 U.S.C. 552a. 
In addition, systems of records identi- 
fied in paragraphs (c)(1), (c)(3), (c)(4), 
and (c)(5) below are also exempted pur- 
suant to the provisions of 5 U.S.C. 
552a(k)(2) from subsections (c)(3), (d) 
and (e)(1). Finally, systems of records 
identified in paragraphs (c)(1), (c)(2), (c) 
(3) and (c)(5) below are also exempted 
pursuant to the provisions of 5 U.S.C. 
552a(k)(l) from subsections (c)(3), (d) 
and (e)(1): 

(1) Air Intelligence Program (Justice/ 
DEA-001) 

(2) Investigative Reporting and Fil- 
ing System (Justice/DEA-008) 

(3) Planning and Inspection Division 
Records (Justice/DEA-010) 

(4) Operations Files (Justice/DEA- 
011 ) 

(5) Security Files (Justice/DEA-013) 

(6) System to Retrieve Information 
from Drug Evidence (Stride/Ballistics) 
( J usti ce/DE A-01 4) 

(d) Exemptions apply to the following 
systems of records only to the extent 
that information in the systems is sub- 
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2), (k)(l), and (k)(2): Air Intel- 
ligence Program (Justice/DEA-001); 
Planning and Inspection Division 
Recurds (Justice/DEA-010); and Secu- 
rity Files (Justice/DEA-013). Exemp- 
tions apply to the Investigative Re- 
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porting and Filing System (Justice/ 
DEA-008) only to the extent that infor- 
mation in the system is subject to ex- 
emption pursuant to 5 U.S.C. 552a(j) (2) 
and (k)(l). Exemptions apply to the Op- 
erations Files (Justice/DEA-011) only 
to the extent that information in the 
system is subject to exemption pursu- 
ant to 5 U.S.C. 552a(j)(2) and (k)(2). Ex- 
emptions apply to the System to Re- 
trieve Information from Drug Evidence 
(STRIDE/Ballistics) ( Justice/DEA-014) 
only to the extent that information in 
the system is subject to exemption pur- 
suant to 5 U.S.C. 552a(j)(2). Exemption 
from the particular subsections are jus- 
tified for the following reasons: 

(1) From subsection (c)(3) because re- 
lease of disclosure accounting would 
provide to the subjects of an investiga- 
tion significant information concern- 
ing the nature of the investigation and 
thus would present the same impedi- 
ments to law enforcement as those 
enumerated in paragraph (d)(3) regard- 
ing exemption from subsection (d). 

(2) From subsection (c)(4) to the ex- 
tent that it is not applicable because 
an exemption is being claimed from 
subsection (d). 

■ (3) From the access provisions of sub- 
section (d) because access to records in 
this system of records would present a 
serious impediment to law enforce- 
ment. Specifically, it could inform the 
record subject of an actual or potential 
criminal, civil, or regulatory investiga- 
tion of the existence of that investiga- 
tion; of the nature and scope of the in- 
formation and evidence obtained as to 
his activities; of the identity of con- 
fidential sources, witnesses, and law 
enforcement personnel; and of informa- 
tion that may enable the subject to 
avoid detection or apprehension. Simi- 
larly, it may alert collateral suspects 
yet unprosecuted in closed cases. It 
could prevent the successful comple- 
tion of the investigation; endanger the 
life, health, or physical safety of con- 
fidential sources, witnesses, and law 
enforcement personnel, and/or lead to 
the improper influencing of witnesses, 
the destruction of evidence, or the fab- 
rication of testimony, or it may simply 
reveal a sensitive investigative tech- 
nique. In addition, granting access to 
such information could result in the 
disclosure of confidential/securit.y-sen- 
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sitive or other information that would 
constitute an unwarranted invasion of 
the personal privacy of third parties. 
Finally, access to the records could re- 
sult in the release of properly classified 
information which would compromise 
the national defense or disrupt foreign 
policy. From the amendment provi- 
sions of subsection (d) because amend- 
ment of the records would interfere 
with ongoing investigations and law 
enforcement activities and impose an 
impossible administrative burden by 
requiring investigations to be continu- 
ously reinvestigated. 

(4) From subsection (e)(1) because the 
application of this provision could im- 
pair investigations and interfere with 
the law enforcement responsibilities of 
the DEA for the following reasons: 

(i) It is not possible to detect rel- 
evance or necessity of specific informa- 
tion in the early stages of a civil, 
criminal or other law enforcement in- 
vestigation. case, or matter, including 
investigations during which DEA may 
obtain properly classified information. 
Relevance and necessity are questions 
of judgment and timing, and it is only 
after the information is evaluated that 
the relevance and necessity of such in- 
formation can be established. 

(ii) During the DEA’s investigative 
activities DEA may detect the viola- 
tion of either drug-related or non-drug 
related laws. In the interests of effec- 
tive law enforcement, it is necessary 
that DEA retain all information ob- 
tained because it can aid in establish- 
ing patterns of activity and provide 
valuable leads for Federal and other 
law enforcement agencies or otherwise 
assist such agencies in discharging 
their law enforcement responsibilities. 
Such information may include properly 
classified information, the retention Of 
which could be in the interests of na- 
tional defense anchor foreign policy. 

(5) From subsection (e)(2) because, in 
some instances, the application of this 
provision would present a serious im- 
pediment to law enforcement for the 
following reasons: 

(i) The subject of an investigation 
would be placed on notice as to the ex- 
istence of an investigation and would 
therefore be able to avoid detection or 
apprehension, to improperly influence 


witnesses, to destroy evidence, or to 
fabricate testimony. 

(ii) In certain,circumstances the sub- 
ject of an investigation cannot be re- 
quired to provide information to inves- 
tigators, and information relating to a 
subject’s illegal acts must be obtained 
from other sources. 

(iii) In any investigation it is nec- 
essary to obtain evidence from a vari- 
ety of sources other than the subject of 
the investigation in order to verify the 
evidence necessary for successful pros- 
ecution. 

(6) From subsection (e)(3) because the 
requirement that individuals supplying 
information be provided a form stating 
the requirements of subsection (3)(3) 
would constitute a serious impediment 
to law enforcement in that it could 
compromise the existence of an actual 
or potential confidential investigation, 
reveal the identity of confidential 
sources of information and endanger 
the life, health or physical safety of 
confidential informants, witnesses, and 
investigators/law enforcement person- 
nel. 

(7) From subsection (e)(5) because in 
the collection of information for law 
enforcement purposes it is impossible 
to determine in advance what informa- 
tion is accurate, relevant, timely and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor- 
mation may acquire new significance 
as further investigation brings new de- 
tails to light and the accuracy of such 
information can only be determined in 
a court of law. The restrictions im- 
posed by subsection (e)(5) would re- 
strict the ability of trained investiga- 
tors and intelligence analysts to exer- 
cise their judgment in reporting on in- 
vestigations and impede the develop- 
ment of criminal Intelligence nec- 
essary for effective law enforcement. 

(8) From subsection (e)(8) because the 
application of this provision could pre- 
maturely reveal an ongoing criminal 
investigation to the subject of the in- 
vestigation, and could reveal investiga- 
tive techniques, procedures, or evi- 
dence. 

(9) From subsection (g) to the extf 
that this system is exempt from the . 
cess and amendment provisions of sub- 
section (d) pursuant to subsections 
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(j)(2), (k)(l) and (k)(2) of the Privacy 
Act. 

(e) The following systems of records 
are exempt from 5 U.S.C. 552a (d)(1) and 
(e)(1); 

(1) Grants of Confidentiality Files 
(GCF) (Justice/DEA-017), and 

(2) DEA Applicant Investigations 
( J ustice/DE A-018), 

(f) These exemptio9ns apply only to 
the extent that information in these 
systems is subject to exception pursu- 
ant to 5 U.S.C. 552a(k)(5). Exemptions 
from the particular subsections are jus- 
tified for the following reasons: 

(1) From subsection (d)(1) because 
many persons are contacted who, with- 
out an assurance of anonymity, refuse 
to provide information concerning an 
applicant for a grant of confidentiality 
with DEA. By permitting access to in- 
formation which may reveal the iden- 
tity of the source of that information — 
after a promise of confidentiality has 
been given— DEA would breach the 
promised confidentiality. Ultimately, 
such breaches would restrict the free 
flow of information which is vital to a 
determination of an applicant's quali- 
fications for a grant. 

(2) From subsection (e)(1) because in 
the collection of information for inves- 
tigative and evaluation purposes, it is 
impossible to determine in advance 
what exact information may be of as- 
sistance in determining the qualifica- 
tions and suitability of a candidate. In- 
formation which may appear irrele- 
vant, when combined with other appar- 
ently irrelevant information, can on 
occasion provide a composite picture of 
an applicant which assists in determin- 
ing whether a grant of confidentiality 
is warranted. 

(g) The following system of records is 
exempted pursuant to the provisions of 
5 U.S.C. 552a(j)(2) from subsections (c) 

(3) and (4). (d), (e) (1), (2) and (3), (e)(5), 
(e)(8) and (g) of 5 U.S.C. 552a. In addi- 
tion, this system of records is exempt- 
ed pursuant to the provisions of 5 
U.S.C. 552a (k)(l) and (k)(2) from sub- 
sections (0(3), (d), and (e)(1); 

Freedom of Information'Privacy Act Records 

( Justice 'DEA-006) 

(h) These exemptions apply only to 
the extent that information in this sys- 
tem is subject to exemption pursuant 


to 5 U.S.C. 552a (j)(2), (k)(l), and (k)(2). 
Exemptions from the particular sub- 
sections are justified for the following 
reasons: 

(1) From subsection (c)(3) for the rea- 
sons given in paragraphs (b)(1) and 
(d)(1). 

(2) From subsection (c)(4) to the ex- 
tent that is not applicable because an 
exemption is being claimed from sub- 
section (d). 

(3) From subsection (d) for the rea- 
sons given in paragraphs (b)(2), (d)(3), 
and (f)(1). 

(4) From subsection (e)(1) for reasons 
given in paragraphs (d)(4) and (f)(2). 

(5) From subsection (e)(2) for reasons 
given in paragraph (d)(5). 

(6) From subsection (e)(3) for reasons 
given in paragraph (d)(6). 

(7) From subsection (e)(5) for reasons 
given in paragraph (d)(7). 

(8) From subsection (e)(8) for the rea- 
sons given in paragraph (d)(8). 

(9) From subsection (g) to the extent 
that this system is exempt from the ac- 
cess and amendment provisions of sub- 
section (d) pursuant to subsections 
(j)(2), (k)(l) and (k)(2) of the Privacy 
Act. 

[Order No. 88-94, 59 FR 29717. June 9. 1994] 

§ 16.99 Exemption of Immigration and 
Naturalization Service System — lim- 
ited access. 

(a) The following systems of records 
of the Immigration and Naturalization 
Service are exempt from 5 U.S.C. 552a 
(c) (3) and (4), (d), (e) (1), (2) and (3). (e) 

(4)(G) and (H). (e) (5) and (8), and (g): 

(1) The Immigration and Naturaliza- 
tion Service Alien File (A-File) and 
Central Index System (CIS), JUSTICE/ 
INS-001 A. 

(2) The Immigration and Naturaliza- 
tion Service Index System, JUSTICE/ 
INS-001 which consists of the following 
subsystems: 

(i) Agency Information Control 
Record Index. 

(ii) Alien Enemy Index. 

(iii) Congressional Mail Unit Index. 

(iv) Air Detail Office Index. 

(v) Anti-smuggling Index (general). 

(vi) Anti-smuggling Information Cen- 
ters Systems for Canadian and Mexican 
Borders. 

(vii) Border Patrol Sectors General 
Index System. 
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(viii) Contact Index. 

(ix) Criminal. Narcotic, Racketeer 
and Subversive Indexes. 

(x) Enforcement Correspondence Con- 
trol Index System. 

(xi) Document Vendors and Alterers 
Index. 

(xii) Informant Index. 

(xiii) Suspect Third Party Index. 

(xiv) Examination Correspondence 
Control Index. 

(xv) Extension Training Enrollee 
Index. 

(xvi) Intelligence Index. 

(xvii) Naturalization and Citizenship 
Indexes. 

(xviii) Personnel Investigations Unit 
Indexes. 

(xix) Service Look-Out Subsystem. 

(xxl White House and Attorney Gen- 
eral Correspondence Control Index. 

(xxi) Fraudulent Document Center 
Index. 

(xxii) Emergency Reassignment 
Index. 

(xxiii) Alien Documentation, Identi- 
fication. and Telecommunication 
(ADIT) System. 

The exemptions apply to the extent 
that information in these subsystems 
is subject to exemption pursuant to 5 
U.S.C. 552a (j)(2) and (k)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting for 
disclosure pursuant to the routine uses 
published for these subsystems would 
permit the subject of a criminal or 
civil investigation to obtain valuable 
information concerning the nature of 
that investigation and present a seri- 
ous impediment to law enforcement. 

(2) From subsection (c)(4) since an ex- 
emption is being claimed for sub- 
section (d), this subsection will not be 
applicable. 

(3) From subsection (d) because ac- 
cess to the records contained in these 
subsystems would inform the subject of 
a criminal or civil investigation of the 
existence of that investigation, provide 
the subject of the investigation with 
information that might enable him to 
avoid detection or apprehension, and 
present a serious impediment to law 
enforcement. 


(4) From subsection (e)(1) because ii. 
the course of criminal or civil inves- 
tigations. the .Immigration and Natu- 
ralization Service often obtains infor- 
mation concerning the violation of 

laws other than those relating to viola- 
tions over which INS has investigative 
jurisdiction. In the interests of effec- 
tive law enforcement, it is necessary 
that INS retain this information since 
it can aid in establishing patterns of 
criminal activity and provide valuable 
leads for those law enforcement agen- 
cies that are charged with enforcing 
other segments of the criminal law. 

(5) From subsection (e)(2) because in 
a criminal or civil investigation, the 
requirement that information be col- 
lected to the greatest extent possible 
from the subject individual would 
present a serious impediment to law 
enforcement in that the subject of the 
investigation would be placed on notice 
of the existence of the investigation 
and would therefore be able to avoid 
detection or apprehension. 

(6) From subsection (e)(3) because the 
requirement that individuals supplyir 
information be provided with a for. 
stating the requirements of subsection 
(e)(3) would constitute a serious im- 
pediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation, reveal the 
identity of confidential sources of in- 
formation and endanger the life or 
physical safety of confidential inform- 
ants. 

(7) From subsections (e)(4) (G) and 
(H) because these subsystems of rec- 
ords are exempt from individual access 
pursuant to subsection (j) of the Pri- 
vacy Act of 1974. 

(8) From subsection (e)(5) because in 

the collection of information for law 

enforcement, purposes it is impossible 
to determine in advance what informa- 
tion is accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor- 
mation may acquire new significance 
as further investigation brings new de- 
tails to light, and the accuracy of such 
information can only be determined in 
a court of law. The restrictions of sub- 
section (ch 5> would restrict the abil 
of trained investigators and ini. 
ligeneo analysts to exercise their judg- 
ment in reporting on investigations 
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and impede the development of crimi- 
nal intelligence necessary for effective 
law enforcement. 

(9) From subsection (e)<8) because the 
individual notice requirements of sub- 
section (e)(8) could present a serious 
impediment to law enforcement as this 
could interfere with the Immigration 
and Naturalization Service's ability to 
issue administrative subpoenas and 
could reveal investigative techniques 
and procedures. 

(10) From subsection (g) because 
these subsystems of records are com- 
piled for law enforcement purposes and 
have been exempted from the access 
provisions of subsections (d) and (f). 

(11) In addition, these systems of 
records are exempt from subsections 

(c) (3), (d), (e)(1), (e)(4) (G> and (H) to the 
extent they are subject to exemption 
pursuant to 5 U.S.C. 552a(k)(l), To per- 
mit access to records classified pursu- 
ant to Executive Order would violate 
the Executive Order protecting classi- 
fied information. 

(c) The Border Patrol Academy Index 
Subsystem is exempt from 5 U.S.C. 552a 

(d) and (f). 

This exemption applies only to the ex- 
tent that information in this sub- 
system is subject to exemption pursu- 
ant to 5 U.S.C. 552a(k). 

(d) Exemptions for the particular 
subsections are justified for the follow- 
ing reasons. 

(1) From subsection (d) because ex- 
emption is claimed only for those test- 
ing and examination materials used to 
determine an individual’s qualifica- 
tions for retention and promotion in 
the Immigration and Naturalization 
Service, This is necessary to protect, 
the integrity of testing materials and 
to insure fair and uniform examina- 
tions. 

(2) From subsection (f) because the 
subsystem of records has been exempt- 
ed from the access provisions of sub- 
section (d). 

(e) The Orphan Petitioner Index and 
Files (Justice/INS-007) system of 
records is exempt from 5 U.S.C. 552a(d). 
This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(l). 

(f) Exemption from paragraph (d) of 
this section is claimed solely because 


of the possibility of receipt of classified 
information during the course of INS 
investigation -of prospective adoptive 
parents. 

Although it would be rare, prospective 
adoptive parents may originally be 
from foreign countries (for example) 
and information received on them from 
their native countries may require 
classification under Executive Order 
12356 which safeguards national secu- 
rity information. If such information is 
relevant to the INS determination with 
respect to adoption, the information, 
would be kept in the file and would be 
classified accordingly. Therefore, ac- 
cess could not be granted to the record 
subject under the Privacy Act without 
violating E.O. 12356. 

[Order No, 645-76, 41 FR 12640, Mar. 26. 1976, 
as amended by Order No. 688-77, 42 FR 10001. 
Feb. 18. 1977; Order No. 6-84. 49 FR 20812, May 
17, 1984; Order No. 25-88, 53 FR 41161. Oct. 20. 
1988] 

§ 16.100 Exemption of Office of Justice 
Programs — limited access. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(d): 

(1) The Civil Rights Investigative System 
(JUSTICE/OJP-008). 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(2). 

(b) Exemption from subsection (d) is 
claimed since access to information in 
the Civil Rights Investigative System 
prior to final administrative resolution 
will deter conciliation and compliance 
efforts. Consistent with the legislative 
purpose of the Privacy Act of 1974, de- 
cisions to release information from the 
system will be made on a case-by-case 
basis and information will be made 
available where it does not compromise 
the complaint and compliance process. 
In addition, where explicit promises of 
confidentiality must be made to a 
source during an investigation, disclo- 
sure will be limited to the extent that 
the identity of such confidential 
sources will not be compromised. 

[Order No. 645-76. 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 5-78, 43 FR 36439, 
Aug. 17, 1976; Order No. 43-80, 45 FR 6780, Jan. 
30, 1980; Order No. 6-86. 51 FR 15479. Apr. 24. 
1986) 
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§ 16.101 Exemption of U.S. Marshals 
Service Systems — limited access, as 
indicated. 

(a) The following system of records is 
exempt from 5 U.S.C. 552(a)(c) (3) and 

(4), (d), (e) (1), (2) and (3), (e)(4) (G) and 
(H), (e)(5), (e)(8), (f) and (g): 

(1) Warrant Information System (JUS- 
TICE/USM-007), 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of disclosure accounting for dis- 
closure made pursuant to subsection 
(b) of the Act, including those per- 
mitted under routine uses published for 
this system of records would permit a 
person to determine whether he is the 
subject of a criminal investigation, and 
to determine whether a warrant has 
been issued against him, and therefore 
present a serious impediment to law 
enforcement. 

(2) From subsection (c)(4) since an ex- 
emption is being claimed for sub- 
section (d) of the Act, this section is 
inapplicable. 

(3) From subsection (d) because ac- 
cess to records would inform a person 
for whom a federal warrant has been is- 
sued of the nature and scope of infor- 
mation obtained as to his activities, of 
the identity of informants, and afford 
the person sufficient information to en- 
able the subject to avoid apprehension. 
These factors would present a serious 
impediment to law enforcement in that 
they would thwart the warrant process 
and endanger lives of informants etc. 

(4) From subsections (e)(1) and (e)(5) 
because the requirements of these sub- 
sections would present a serious im- 
pediment to law enforcement in that it 
is impossible to determine in advance 
what information collected during an 
investigation will be important or cru- 
cial to the apprehension of Federal fu- 
gitives. In the interest of effective law 
enforcement, it is appropriate in a 
thorough investigation to retain seem- 
ingly irrelevant, untimely, or inac- 
curate information which, with the 
passage of time, would aid in establish- 


ing patterns of activity and provide ii. 
vestigative leads toward fugitive ap- 
prehension and assist in law enforce- 
ment activities of other agencies. 

(5) From subsection (e)(2) because the 
requirement that information be col- 
lected to the greatest extent practical 
from the subject individual would 
present a serious impediment to law 
enforcement because the subject of the 
investigation or prosecution would be 
placed on notice as to the existence of 
the warrant and would therefore be 
able to avoid detection or apprehen- 
sion. 

(6) From subsection (e)(3) because the 
requirement that individuals supplying 
information be provided with a form 
stating the requirements of subsection 
(e)(3) would constitute a serious im- 
pediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reveal 
identity of confidential informants. 

(7) From subsections (e)(4) (G) and 
(H) since an exemption is being 
claimed for subsections (f) and (d) e' - 
the Act, these subsections are im 
plicable. 

(8) From subsection (e)(8) because the 
individual notice requirement of this 
subsection would present a serious im- 
pediment to law enforcement in that it 
would give persons sufficient warning 
to avoid warrants, subpoena, etc. 

(9) From subsection (0 because proce- 
dures for notice to an individual pursu- 
ant to subsection (f)(1) as to existence 
of records pertaining to him dealing 
with warrants must be exempted be- 
cause such notice to individuals would 
be detrimental to the successful serv- 
ice of a warrant. Since an exemption is 
being claimed for subsection (d) of the 
Act the rules required pursuant to sub- 
sections (0 (2) through (5) are inap- 
plicable to this system of records. 

(10) From subsection (g) since an ex- 
emption is being claimed for sub- 
section (d) and (f) this section is inap- 
plicable and is exempted for the rea- 
sons set forth for these subsections. 

(c) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4), (d), (e) (2) and (3), (e)(4) (G) and ' 
(e)(8), (f)(2) and (g): 

(1) Witness Security System (JUSTICE/ 
USM-008). 
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These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(d) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of the disclosure accounting for 
disclosures made pursuant to sub- 
section (b) of the Act including those 
permitted under routine uses published 
for this system of records would ham- 
per the effective functioning of the 
Witness Security Program which by its 
very nature requires strict confiden- 
tiality vis-a-vis the records. 

(2) From subsection (c)(4) for the rea- 
son stated in (b)(2) of this section. 

(3) From subsection (d) because the 
U.S. Marshals Service Witness Security 
Program aids efforts of law enforce- 
ment officials to prevent, control or re- 
duce crime. Access to records would 
present a serious impediment to effec- 
tive law enforcement through revela- 
tion of confidential sources and 
through disclosure of operating proce- 
dures of the program, and through in- 
creased exposure of the program to the 
public. 

(4) Prom subsection (e)(2) because in 
the Witness Security Program the re- 
quirement that information be col- 
lected to the greatest extent possible 
from the subject individual would con- 
stitute an impediment to the program, 
which is sometimes dependent on 
sources other than the subject witness 
for verification of information pertain- 
ing to the witness. 

(5) From subsection (e)(3) for the rea- 
son stated in (b)(6) of this section. 

(6) From subsection (e)(4) (G) and (H) 
for the reason stated in (b)(7) of this 
section, 

(7) From subsection (e)(8) for the rea- 
son stated in (b)(8) of this section. 

(8) From subsection (f)(2) since an ex- 
emption is being claimed for sub- 
section (d) of the Act the rules required 
pursuant to subsection (f) (2) through 

(5) are inapplicable to this system of 
records. 

(9) From subsection (g) for the reason 
stated in (b)( 10) of this section. 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4), (d), (e) (2) and (3), (e)(4) (G) and (H), 


(f) and (g) and may be additionally ex- 
empt. from subsection (e)(8): 

(1) Internal Investigations System (JUS- 
TICEUSM- 002)— Limited access. 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(k)(6) or (j)(2). 

(f) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) where the 
release of the disclosure accounting for 
disclosures made pursuant to sub- 
section (b) of the Act would reveal a 
source who furnished information to 
the Government in confidence. 

(2) From subsection (c)(4) for the rea- 
son stated in (b)(2) of this section. 

(3) From subsection (d) because ac- 
cess to information in this system 
which was obtained from a confidential 
source would impede the effective in- 
vestigation into employee conduct for 
purposes of determining suitability, 
eligibility, or qualifications for Federal 
employment in that it would inhibit 
furnishing of information by sources 
which desire to remain confidential. 

(4) From subsection (e)(2) because the 
requirement that information be col- 
lected to the greatest extent prac- 
ticable from the subject individual 
would present a serious inpediment to 
law enforcement because the subject of 
the investigation or prosecution would 
be placed on notice as to the existence 
of the investigation and would there- 
fore be able to compromise the inves- 
tigation and avoid detection or appre- 
hension. 

(5) From subsection (e)(3) for the rea- 
son stated in (b)(6) of this section. 

(6) From subsections (e)(4) (G) and 
(H) for the reason stated in (b)(7) of 
this section. 

(7) From subsection (e)(8) because the 
individual notice requirement of this 
subsection would present a serious im- 
pediment to law enforcement in that 
the subject of the investigation would 
be alerted as to the existence of the in- 
vestigation and therefore be able to 
compromise the investigation and 
avoid detection, subpoena, etc. 

(8) From subsection (f) because proce- 
dures for notice to an individual pursu- 
ant to subsection (f)(1) as t.o the exist- 
ence of records dealing with investiga- 
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tions of criminal or civil law violations 
would enable the individual to com- 
promise the investigation and evade 
detection or apprehension. Since an ex- 
emption is being claimed for sub- 
section (d) of the Act, the rules re- 
quired pursuant to subsections (f)(2) 
through (f)(5) are not applicable to this 
system. 

(9) From subsection (g) for the reason 
stated in (b)(10) of this section. 

(g) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 

(d) , (e)(1), (2) and (3), (e)(4) (G) and (H), 

(e) (5), (e)(8). (f) and (g): 

(1) U.S. Marshals Service Threat Analysis 
Information System (JTJSTICE/USM-009). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(h) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting 
would permit a person to determine 
whether he or she has been identified 
as a specific threat to USMS protectees 
and to determine the need for counter- 
measures to USMS protective activi- 
ties and thereby present a serious im- 
pediment to law enforcement. 

(2) From subsection (c)(4) because it 
is inapplicable since an exemption is 
being claimed for subsection (d). 

(3) From subsection (d) because to 
permit access to records would inform 
a person of the nature and scope of in- 
formation obtained as to his or her 
threat-related activities and of the 
identity of confidential sources, and af- 
ford the person sufficient information 
to develop countermeasures to thwart 
protective arrangements and endanger 
lives of USMS protectees, informants, 
etc. To permit amendment of the 
records would interfere with ongoing 
criminal law enforcement and impose 
an impossible administrative burden 
requiring criminal investigations to be 
continuously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause the collection of investigatory 
information used to assess the exist- 
ence, extent and likelihood of a threat 
situation necessarily includes material 
from which it is impossible to identify 
and segregate information which may 


not be important to the conduct of a 
thorough assessment. It is often impos- 
sible to determine in advance if all in- 
formation collected is accurate, 
relevent, timely and complete but, in 
the interests of developing effective 
protective measures, it is necessary 
that the U.S. Marshals Service retain 
this information in order to establish 
patterns of activity to aid in accu- 
rately assessing threat situations. The 
restrictions of subsections (e) (1) and 

(5) would impede the protective respon- 
sibilities of the Service and could re- 
sult in death or serious injury to Mar- 
shals Service protectees. 

(5) From subsection (e)(2) because to 
collect information from the subject 
individual would serve notice that he 
or she is identified as a specific threat 
to USMS protectees and would enable 
the subject individual to develop coun- 
termeasures to protective activities 
and thereby present a serious impedi- 
ment to law enforcement. 

(6) From subsection (e)(3) because to 
inform individuals as required by this 
subsection would enable the subject ir 
dividual to develop countermeasures i 
USMS protective arrangements or 
identify confidential sources and there- 
by present a serious impediment to law 
enforcement. 

(7) From subsections (e)(4) (G) and 
(H) because they are inapplicable since 
an exemption is being claimed for sub- 
sections (d) and <f) of the Act. 

(8) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to develop counter- 
measures to protective arrangements 
and thereby present a serious impedi- 
ment to law enforcement through com- 
promise of protective procedures, etc. 

(9) From subsection (f) because this 
system of records is exempt from the 
provisions of subsection (d). 

(10) From subsection (g) because it is 
inapplicable since an exemption is 
being claimed for subsections (d) and 
(0. 

(i) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (d): 

(1) Judicial Facility Security Index Sys- 
tem (JUSTICETUSM-OIO) 

These exemptions apply only to the 
tent that information in this system is 
exempt pursuant to 5 U.S.C. 552a(k)(5). 
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(j) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

U) From subsection (c)(3) only to the 
extent that release of the disclosure ac- 
counting would reveal the identity of a 
confidential source. 

(2) From subsection (d) only to the 
extent that access to information 
would reveal the identity of a confiden- 
tial source. 

(k) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 

(d) , (e)(1), (2) and (3), (e)(4) (G) and (H), 

(e) (5), (e)(8), (f) and (g): 

(l) U.S. Marshals Service Freedom of Infor- 
mation/Privacy Act (FOIA/PA) Files (JUS- 
TICE/USM-012) 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(2) and (k)(5). 

(1) Because this system contains De- 
partment of Justice civil and criminal 
law enforcement, investigatory 
records, exemptions from the particu- 
lar subsections are justified for the fol- 
lowing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting 
would permit the subject of an inves- 
tigation to obtain valuable information 
concerning the existence and nature of 
the investigation and present a serious 
impediment to law enforcement. 

(2) From subsection (c)(4) because 
that portion of this system which con- 
sists of investigatory records compiled 
for law enforcement purposes is being 
exempted from the provisions of sub- 
section (d), rendering this provision 
not applicable. 

(3) From subsection (d) because to 
permit access to investigatory records 
would reveal the identity of confiden- 
tial sources and impede ongoing inves- 
tigative or law enforcement activities 
by the premature disclosure of infor- 
mation related to those efforts. To per- 
mit amendment of the records would 
interfere with ongoing criminal law en- 
forcement and impose an impossible 
administrative burden by requiring 
criminal investigations to be continu- 
ously reinvestigated. 

(4) From subsections (e) (1) and (5) be- 
cause it is often impossible to deter- 
mine in advance if investigatory 
records contained in this system are 


accurate, relevant, timely and com- 
plete but, in the interests of effective 
law enforcement, it is necessary to re- 
tain this information to aid in estab- 
lishing patterns of activity and provide 
leads in criminal investigations. 

(5) From subsection (e)(2) because to 
collect information from the subject 
individual would serve notice that he 
or she is the subject of criminal inves- 
tigative or law enforcement activity 
and thereby present a serious impedi- 
ment to law enforcement. 

(6) From subsection (e)(3) because to 
inform individuals as required by this 
subsection would enable the subject in- 
dividual to identify confidential 
sources, reveal the existence of an in- 
vestigation, and compromise law en- 
forcement efforts. 

(7) From subsections (e)(4) (G) and 
(H) because they are inapplicable since 
an exemption is being claimed for sub- 
sections (d) and (f) for investigatory 
records contained in this system. 

(8) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to evade law enforce- 
ment efforts. 

(9) From subsection (f) because inves- 
tigatory records contained in this sys- 
tem are exempt from the provisions of 
subsection (d). 

(10) From subsection (g) because it is 
inapplicable since an exemption is 
being claimed for subsections (d) and 
(f). 

(m) The following system of records 
is exempt from 5 U.S.C. 552a(c) (3) and 
(4), (d), (e) (2) and (3), (e)(4) (G) and (H), 
(e)(8), (f) and (g): 

(1) U.S. Marshals Service Administrative 
Proceedings, Claims and Civil Litigation 
Files (JUSTICE/USM-013). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 5S2a(j)(2) or (k)(5). 

(n) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting for 
disclosures pursuant to the routine 
uses published for this system would 
permit the subject of a criminal or 
civil case or matter under investiga- 
tion, or a case or matter in litigation, 
or under regulatory or administrative 
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review or action, to obtain valuable in- 
formation concerning the nature of 
that investigation, case or matter, and 
present a serious impediment to law 
enforcement or civil legal activities, or 
reveal a confidential source. 

(2) From subsection (c)(4) because the 
exemption claimed for subsection (d) 
will make this section inapplicable. 

(3) From subsection (d) because to 
permit access to records contained in 
this system would provide information 
concerning litigation strategy, or case 
development, and/or reveal the nature 
of the criminal or civil case or matter 
under investigation or administrative 
review, or in litigation, and present a 
serious impediment to law enforcement 
or civil legal activities, or reveal a con- 
fidential source. 

(4) From subsection (e)(2) because ef- 
fective legal representation, defense, or 
claim adjudication necessitates col- 
lecting information from all individ- 
uals having knowledge of the criminal 
or civil case or matter. To collect in- 
formation primarily from the subject 
individual would present a serious im- 
pediment to law enforcement or civil 
legal activities. 

(5) From subsection (e)(3) because to 
inform the individuals as required by 
this subsection would permit the sub- 
ject of a criminal or civil matter under 
investigation or administrative review 
to compromise that investigation or 
administrative review and thereby im- 
pede law enforcement efforts or civil 
legal activities. 

(6) From subsections (e)(4) (G) and 
(H) because these provisions are inap- 
plicable since this system is exempt 
from subsections (d) and (f) of the Act. 

(7) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to compromise a crimi- 
nal or civil investigation or adminis- 
trative review and thereby impede law 
enforcement of civil legal activities. 

(8) From subsection (f) because this 
system of records is exempt from the 
provisions of subsection (d). 

(9) From subsection (g) because it is 
inapplicable since an exemption is 
claimed for subsections (d) and (f). 

(o) The following system of records is 
exempt from 5 U.S.C. 552a(e) (3) and (4). 
(d), (e) (1), (2), (5) and (g): 


(1) U.S. Marshals Service Prisont 
Transportation System (JUSTICE/ 
USM-003). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(p) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) where the 
release of the disclosure accounting for 
disclosures made pursuant to sub- 
section (b) of the Act would reveal a 
source who furnished information to 
the Government in confidence. 

(2) From subsection (c)(4) to the ex- 
tent that the system is exempt from 
subsection (d). 

(3) From subsection (d) because ac- 
cess to records would reveal the names 
and other information pertaining to 
prisoners, including sensitive security 
information such as the identities and 
locations of confidential sources, e.g., 
informants and protected witnesses; 
and disclose access codes, data entry 
codes and message routing symb 
used in law enforcement communi 
tions systems to schedule and effev,„ 
prisoner movements. Thus, such a com- 
promise of law enforcement commu- 
nications systems would subject law 
enforcement personnel and other pris- 
oners to harassment and possible dan- 
ger, and present a serious threat to law 
enforcement activities. To permit 
amendment of the records would inter- 
fere with ongoing criminal law enforce- 
ment and impose an impossible admin- 
istrative burden by requiring that in- 
formation affecting the prisoner's secu- 
rity classification be continuously 
reinvestigated when contested by the 
prisoner, or by anyone on his behalf. 

(4) From subsections (e) (1) and (5) be- 
cause the security classification of 
prisoners is based upon information 
collected during official criminal in- 
vestigations: and, in the interest of en- 
suring safe and secure prisoner move- 
ments it may be necessary to retain in- 
formation the relevance, necessity, ac- 
curacy, timeliness, and completeness 
of which cannot be readily established, 
but which may subsequently prove 

ful in establishing patterns of crir. 
activity or avoidance, and thus be es- 
sential to assigning an appropriate se- 
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curity classification to the prisoner. 
The restrictions of subsection (e) (1) 
and (5) would impede the information 
collection responsibilities of the 
USMS, and the lack of all available in- 
formation could result in death or seri- 
ous injury to USMS and other law en- 
forcement personnel, prisoners in cus- 
tody, and members of the public. 

(5) From subsection (e)(2) because the 
requirement to collect information 
from the subject individual would im- 
pede the information collection respon- 
sibilities of the USMS in that the 
USMS is often dependent upon sources 
other than the subject individual for 
verification of information pertaining 
to security risks posed by the individ- 
ual prisoner. 

(6) From subsection (g) to the extent 
that the system is exempt from sub- 
section (d). 

(q) The following system of records is 
exempt from 5 U.S.C. 552a(c)(3) and (4), 
(d), (e)(1), (2), (3), (e)(5) and (e)(8) and 
(g): 

(i) U.S. Marshals Service Prisoner Process- 
ing and Population Management System 
(JUSTICE'USM-OOS). 

These exemptions apply only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a(j)(2). 

(r) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because to 
release the disclosure accounting 
would permit the subject of a criminal 
proceeding to determine the extent or 
nature of law enforcement authorities’ 
knowledge regarding his/her alleged 
misconduct or criminal activities. The 
disclosure of such information could 
alert the subject to devise ways in 
which to conceal his/her activities and/ 
or prevent law enforcement from learn- 
ing additional information about his/ 
her activities, or otherwise inhibit law 
enforcement efforts. In addition, where 
the individual is the subject of an on- 
going or potential inquiry/investiga- 
tion, such release could reveal the na- 
ture thereof prematurely, and may also 
enable the subject to determine the 
identity of witnesses and informants. 
Such disclosure could compromise the 
ongoing or potential inquiry/investiga- 
tion, endanger the lives of witnesses 


and informants, or otherwise impede or 
thwart law enforcement efforts. 

(2) From subsection (c)(4) to the ex- 
tent that the system is exempt from 
subsection (d). 

(3) From subsection (d) because to 
permit unlimited access would permit 
the subject of a criminal proceeding to 
determine the extent or nature of law 
enforcement authorities' knowledge re- 
garding his/her alleged misconduct or 
criminal activities. The disclosure of 
such information could alert the sub- 
ject to devise ways in which to conceal 
his/her activities and/or prevent law 
enforcement from learning additional 
information about his/her activities, or 
otherwise inhibit law enforcement ef- 
forts. Disclosure would also allow the 
subject to obtain sensitive information 
concerning the existence and nature of 
security measures and jeopardize the 
safe and secure transfer of the prisoner, 
the safety and security of other pris- 
oners. informants and witnesses, law 
enforcement personnel, and the public. 
In addition, disclosure may enable the 
subject to learn prematurely of an on- 
going or potential inquiry/investiga- 
tion, and may also permit him/her to 
determine the identities of confidential 
sources, informants, or protected wit- 
nesses. Such disclosure could com- 
promise the ongoing or potential in- 
quiry/investigation, endanger the lives 
of witnesses and informants, or other- 
wise impede or thwart law enforcement 
efforts. Disclosure may also constitute 
an unwarranted invasion of the per- 
sonal privacy of third parties. Further, 
disclosure would reveal access codes, 
data entry codes and message routing 
symbols used in law enforcement com- 
munications systems. Access to such 

’ codes and symbols would permit the 
subject to impede the flow of law en- 
forcement communications and com- 
promise the integrity of law enforce- 
ment information, and thus present a 
serious threat to law enforcement ac- 
tivities. To permit amendment of the 
records would expose security matters, 
and would impose an impossible admin- 
istrative burden by requiring that se- 
curity precautions, and information 
pertaining thereto, be continuously re- 
evaluated if contested by the prisoner, 
or by anyone on his or her behalf. 
Similarly, to permit amendment could 
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interfere with ongoing- or potential in- 
quiries/investigations by requiring that 
such inquiries/investigations be con- 
tinuously reinvestigated, or that infor- 
mation collected (the relevance and ac- 
curacy of which cannot readily be de- 
termined) be subjected to continuous 
change. 

(4) From subsections (e)(1) and (5) be- 
cause the system may contain inves- 
tigatory information or information 
which is derived from information col- 
lected during official criminal inves- 
tigations. In the interest of effective 
law enforcement and litigation, of se- 
curing the prisoner and of protecting 
the public, it may be necessary to re- 
tain information the relevance, neces- 
sity, accuracy, timeliness and com- 
pleteness of which cannot be readily es- 
tablished- Such information may nev- 
ertheless provide investigative leads to 
other Federal or law enforcement agen- 
cies, or prove necessary to establish 
patterns of criminal activity or behav- 
ior, and/or prove essential to the safe 
and secure detention (and movement) 
of prisoners. Further, the provisions of 
(e)(1) and (e)(5) would restrict the abil- 
ity of the USMS in exercising its judg- 
ment in reporting information during 
investigations or during the develop- 
ment of appropriate security measures, 
and thus present a serious impediment 
to law enforcement efforts. 

(5) From subsection (e)(2) because the 
requirement to collect information 
from the subject individual would im- 
pede the information collection respon- 
sibilities of the USMS which is often 
dependent upon sources other than the 
subject individual for verification of 
information pertaining to security 
risks posed by the individual prisoner, 
to alleged misconduct or criminal ac- 
tivity of the prisoner, or to any matter 
affecting the safekeeping and disposi- 
tion of the individual prisoner. 

(6) From subsection (e)(3) because to 
inform individuals as required by this 
subsection could impede the informa- 
tion gathering process, reveal the ex- 
istence of an ongoing or potential in- 
quiry/investigation or security proce- 
dure, and compromise law enforcement 
efforts. 

(7) From subsection (e)(8) because to 
serve notice would give persons suffi- 
cient warning to compromise an ongo- 


ing or potential inquiry/investigatic 
and thereby evade and impede law ei. 
forcement and security efforts. 

(8) From subsection (g) to the extent 
that the system is exempt from sub- 
section (d). 

(s) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
United States Marshals Service will 
grant access to nonexempt material in 
records which are maintained by the 
Service, Disclosure will be governed by 
the Department’s Privacy Regulations, 
but will be limited to the extent that 
the identity of confidential sources 
will not be compromised; subjects of an 
investigation of an actual or potential 
criminal, civil or regulatory violation 
will not be alerted to the investigation; 
the physical safety of witnesses, in- 
formants and law enforcement person- 
nel will not be endangered; the privacy 
of third parties will not be violated; 
and that the disclosure would not oth- 
erwise impede effective law enforce- 
ment. Whenever possible, information 
of the above nature will be deleted 
from the requested documents and the 
balance made available. The contr 
ling principle behind this limited . 
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

[Order No. 645-76. 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 8-83, 48 FR 19024, 
Apr. 27. 1983; Order No. 10-86, 51 FR 20275, 
June 4, 1986; Order No. 11-86, 51 FR 20277, 
June 4, 1986; Order No. 61-92, 57 FR 3284, Jan. 
29, 1992; Order No. 66-92, 57 FR 20654. May 14, 
1992] 

§16.102 Exemption of Drug Enforce- 
ment Administration and Immigra- 
tion and Naturalization Service 
Joint System of Records. 

(a) The following system of records is 
exempted pursuant to provisions of 5 
U.S.C. 552a(j)(2) from subsections (c) (3) 
and (4), (d), (e) (1), (2) and (3), (e)(4) (G), 
(H). and (I). (e)(5) and (8), (0, (g), and 
(h) of 5 U.S.C. 552a; in addition the fol- 
lowing system of records is exempted 
pursuant to the provisions of 5 U.S.C. 
552 ( k )( 1 ) and (k)(2) from subsections 
(c)(3), (d>. (e)(1), (e)(4) (G), (H), and (I), 
and (f) of 5 U.S.C. 552a. 

(1) Automated Intelligence Record Syt 
(Pathfinder), JUSTICE/DEA-INS-111. 
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These exemptions apply to the extent 
that information in those systems is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), 00(1) and 00(2). 

(b) The system of records listed under 
paragraph (a) of this section is exempt- 
ed, for the reasons set forth from the 
following provisions of 5 U.S.C. 552a: 

(1) (c)(3). The release of the disclosure ac- 
counting for disclosures made pursuant to 
subsection (b) of the Act, including those 
permitted under the routine uses published 
for these systems of records, would permit . 
the subject of an investigation of an actual 
or potential criminal, civil, or regulatory 
violation to determine whether he is the sub- 
ject of investigation, or to obtain valuable 
information concerning the nature of that 
investigation, and the information obtained, 
or the identity of witnesses and informants 
and would therefore present a serious im- 
pediment to law enforcement. In addition, 
disclosure of the accounting would amount 
to notice to the individual of the existence of 
a record: such notice requirement under sub- 
section (0(1) is specifically exempted for 
these systems of records. 

(2) (c)(4). Since an exemption is being 
claimed for subsection (d) of the Act (Access 
to Records) this subsection is inapplicable to 
the extent that these systems of records are 
exempted from subsection <d). 

(3) (d), Access to the records contained in 
these systems would inform the subject of an 
investigation of an actual or potential crimi- 
nal, civil, or regulatory violation of the ex- 
istence of that investigation, or the nature 
and scope of the information and evidence 
obtained as to his activities, of the identity 
of witnesses and informants, or would pro- 
vide information that could enable the sub- 
ject to avoid detection or apprehension. 
These factors would present a serious im- 
pediment to effective law enforcement be- 
cause they could prevent the successful com- 
pletion of the investigation, endanger the 
physical safety of witnesses or informants, 
and lead to the improper influencing of wit- 
nesses, the destruction of evidence, or the 
fabrication of testimony. 

(4) (e)(l). The notices of these systems of 
records published in the Federal Register 
set forth the basic statutory or related au- 
thority for maintenance of this system. How- 
ever, in the course of criminal or other law 
enforcement investigations, cases, and mat- 
ters, the Immigration and Naturalization 
Service or the Drug Enforcement Adminis- 
tration will occasionally obtain information 
concerning actual or potential violations of 
law that are not strictly within its statutory 
or other authority or may compile informa- 
tion in the course of an investigation which 
may not be relevant to a specific prosecu- 
tion. In the interests of effective law en- 


forcement, it is necessary to retain such in- 
formation in these systems of records since 
It can aid in establishing patterns of crimi- 
nal activity and can provide valuable leads 
for federal and other law enforcement agen- 
cies. 

(51(e)(2). In a criminal investigation or 
prosecution, the requirement that informa- 
tion be collected to the greatest extent prac- 
ticable from the subject individual would 
present a serious impediment to law enforce- 
ment because the subject of the investiga- 
tion or prosecution would be placed on no- 
tice as to the existence of the investigation 
and would therefore be able to avoid detec- 
tion or apprehension, to influence witnesses 
improperly, to destroy evidence, or to fab- 
ricate testimony. 

(6) (e)(3). The requirement that Individuals 
supplying information be provided with a 
form stating the requirements of subsection 
(e)(3) would constitute a serious impediment 
to law enforcement in that it could com- 
promise the existence of a confidential inves- 
tigation or reveal the identity of witnesses 
or confidential informants. 

(7 ) (e)(4) (G) and (H). Since an exemption is 
being claimed for subsections (f) (Agency 
Rules) and (d) (Access to Records) of the Act 
these subsections are inapplicable to the ex- 
tent that these systems of records are ex- 
empted from subsections (f) and (d). 

(8) (e)(4)(I). The categories of sources of the 
records in these systems have been published 
in the Federal Register in broad generic 
terms in the belief that this Is all that sub- 
section (e)(4)(I) of the Act requires. In the 
event, however, that this subsection should 
be interpreted to require more detail as to 
the identity of sources of the records in 
these systems, exemption from this provi- 
sion is necessary in order to protect the con- 
fidentiality of the sources of criminal and 
other law enforcement information. Such ex- 
emption is further necessary to protect the 
privacy and physical safety of witnesses and 
informants. 

(9) (e)<5). In the collection of information 
for criminal law enforcement purposes it is 
impossible to determine in advance what in- 
formation is accurate, relevant, timely, and 
complete. With the passage of time, seem- 
ingly irrelevant or untimely information 
may acquire new significance as further in- 
vestigation brings new details to light and 
the accuracy of such information can often 
only be determined in a court of law. The re- 
strictions of subsection (61(5) would restrict 
the ability of trained investigators, intel- 
ligence analysts, and government attorneys 
in exercising their judgment in reporting on 
information and investigations and impede 
the development of criminal or other intel- 
ligence necessary for effective law enforce- 
ment. 

(10) (e)(8). The individual notice require- 
ments of subsection (e)(8) could present a se- 
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rious impediment to law enforcement as this 
could interfere with the ability to issue war- 
rants or subpoenas and could reveal inves- 
tigative techniques, procedures, or evidence. 

(11 ) CO- Procedures for notice to an Individ- 
ual pursuant to subsection (f)(1) as to the ex- 
istence of records pertaining to him dealing 
with an actual or potential criminal, civil, or 
regulatory investigation or prosecution must 
be exempted because such notice to an indi- 
vidual would be detrimental to the success- 
ful conduct and/or completion of an inves- 
tigation or prosecution pending or future. In 
addition, mere notice of the fact of an inves- 
tigation could inform the subject or others 
that their activities are under or may be- 
come the subject of an investigation and 
could enable the subjects to avoid detection 
or apprehension, to influence witnesses Im- 
properly, to destroy evidence, or to fabricate 
testimony. 

Since an exemption is being: claimed 
for subsection (d) of the Act (Access to 
Records) the rules required pursuant to 
subsections (f) (2) through (5) are inap- 
plicable to these systems of records to 
the extent that these systems of 
records are exempted from subsection 
(d). 

(12) (g). Since an exemption is being 
claimed for subsections (d) (Access to 
Records) and (f) (Agency Rules) this section 
is inapplicable, and is exempted for the rea- 
sons set forth for those subsections, to the 
extent that these systems of records are ex- 
empted from subsections (d) and (f). 

(13) (h). Since an exemption is being 
claimed for subsection (d) (Access to 
Records) and (f) (Agency Rules) this section 
is inapplicable, and is exempted for the rea- 
sons set forth for those subsections, to the 
extent that these systems of records are ex- 
empted from subsections (d) and (f). 

(14) In addition, exemption is claimed for 
these systems of records from compliance 
with the following provisions of the Privacy 
Act of 1974 ( 5 U.S.C. 552a) pursuant to the 
provisions of 5 U.S.C. 552a(k)(l): subsections 

(c) (3), (d). (e)(i>, (e)(4) (G), (H), and U), and (D 
to the extent that the records contained in 
these systems are specifically authorized to 
be kept secret in the interests of national de- 
fense and foreign policy. 

[Order No. 742-77, 42 FR 40907, Aug. 12, 1977] 

§16.103 Exemption of the INTERPOL- 
United States National Central Bu- 
reau { INTERIM L-USNCB) System. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4). 

(d) , (e) (1), (2). and (3). (e)(4) (G) and (H). 

(e) (5) and (8), (f) and (g): 


(1) The INTERPOL-Unlted States Nationa* 
Central Bureau (INTERPOE-USNCB) (De 
partment of Justice) INTERPOL-USNCB 
Records System (JUSTICE/INTERPOE-OOl), 

This exemption applies only to the ex- 
tent that information in this system is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)<2), (k)(2), and (k)(5). 

(b) Exemptions from the particular 
subsections are justified for the follow- 
ing reasons: 

(1) From subsection (c)(3) because the 
release of accounting disclosures would 
place the subject of an investigation on 
notice that he is under investigation 
and provide him with significant infor- 
mation concerning the nature of the 
investigation, thus resulting in a seri- 
ous impediment to law enforcement. 

(2) From subsections (c)(4), (d), (e)(4) 
(G), and (H), (f) and (g) because these 
provisions concern individual access to 
records and such access might com- 
promise ongoing investigations reveal 
investigatory techniques and confiden- 
tial informants, and invade the privacy 
of private citizens who provide infor- 
mation in connection with a particular 
investigation. 

(3) From subsection (e)(1) because i 
formation received in the course of ari 
international criminal investigation 
may involve a violation of state or 
local law, and it is beneficial to main- 
tain this information to provide inves- 
tigative leads to state and local law en- 
forcement agencies. 

(4) From subsection (e)(2) because 
collecting information from the sub- 
ject of criminal investigations would 
thwart the investigation by placing the 
subject on notice. 

(5) From subsection (e)(3) because 
supplying an individual with a state- 
ment of the intended use of the re- 
quested information could compromise 
the existence of a confidential inves- 
tigation, and may inhibit cooperation. 

(6) From subsection (e)(5) because the 
vast majority of these records come 
from local criminal justice agencies 
and it is administratively impossible 
to ensure that the records comply with 
this provision. Submitting agencies 
are, however, urged on a continuting 
basis to ensure that their records a r° 
accurate and include all disposition: 

(7) From subsection (e)(8) because 
notice requirements of this provision 
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could present, a serious impediment to 
law enforcement by revealing inves- 
tigative techniques, procedures, and 
the existence of confidential investiga- 
tions. 

[Order No. M2, 47 FR 44255, Oct. 7. 1982, as 
amended by Order No. 6-8G, 51 FR 15479 Apr 
24. 1986] 

Subpart F— Public Observation of 
Parole Commission Meetings 

Source: 42 FR 14713, Mar. 16. 1977, unless 
otherwise noted. 

§ 16.200 Definitions. 

As used in this part: 

(a) The term Commission means the 
U.S. Parole Commision and any sub- 
division thereof authorized to act on 
its behalf, 

(b) The term meeting refers to the de- 
liberations of at least the number of 
Commissioners required to take action 
on behalf of the Commission where 
such deliberations determine or result 
in the joint conduct or disposition of 
official Commission business. 

(c) Specifically included in the term 
meeting are; 

(1) Meetings of the Commission re- 
quired to be held by 18 U.S.C. 4203(a); 

(2) Special meetings of the Commis- 
sion called pursuant to 18 U.S.C. 
4204(a)(1); 

(3) Meetings of the National Commis- 
sioners in original jurisdiction cases 
pursuant to 28 CFR 2.17(a); 

(4) Meetings of the entire Commis- 
sion to determine original jurisdiction 
appeal cases pursuant to 28 CFR 2.27; 
and 

(5) Meetings of' the National Appeals 
Board pursuant to 28 CFR 2.26. 

(6) Meetings of the Commission to 
conduct a hearing on the record in con- 
junction with applications for certifi- 
cates of exemption under section 504(a) 
of the Labor-Management Reporting 
and Disclosure Act of 1959, and section 
411 of the Employee Retirement In- 
come Security Act of 1974 (28 CFR 4.1- 
17 and 28 CFR 4a.l-17).i 

(d) Specifically excluded from the 
term meeting are: 


1 Part 4a was removed at 44 FR 6890, Feb. 2 
1979. 


(1) Determination made through 
independent voting of the Commis- 
sioners without the joint deliberation 
of the number of Commissioners re- 
quired to take such action, pursuant to 
§16.201; 

(2) Original jurisdiction cases deter- 
mined by sequential vote pursuant to 
28 CFR 2.17; 

(3) Cases determined by sequential 
vote pursuant to 28 CFR 2.24 and 2.25; 

(4) National Appeals Board cases de- 
termined by sequential vote pursuant 
to 28 CFR 2.26; 

(5) Meetings of special committees of 
Commissioners not constituting a 
quorum of the Commission, which may 
be established by the Chairman to re- 
port and make recommendations to the 
Commission or the Chairman on any 
matter. 

(6) Determinations required or per- 
mitted by these regulations to open or 
close a meeting, or to withhold or dis- 
close documents or information per- 
taining to a meeting. 

(e) All other terms used in this part 
shall be deemed to have the same 
meaning as identical terms used in 
chapter I, part 2 of this title. 

(42 FR 14713, Mar. 16. 1977, as amended at 43 
FR 4978. Feb. 7. 1978] 

§16.201 Voting by the Commissioners 
without joint deliberation. 

(a) Whenever the Commission's 
Chairman so directs, any matter which 
(1) does not appear to require joint de- 
liberation among the members of the 
Commission, or (2) by reason of its ur- 
gency, cannot be scheduled for consid- 
eration at a Commission meeting, may 
be disposed of by presentation of the 
matter separately to each of the mem- 
bers of the Commission. After consider- 
ation of the matter each Commission 
member shall report his vote to the 
Chairman. 

(b) Whenever any member of the 
Commission so requests, any matter 
presented to the Commissioners for dis- 
position pursuant to paragraph (a) of 
this section shall be withdrawn and 
scheduled instead for consideration at 
a Commission meeting. 

(c) The provisions of § 16.206(a) of 
these rules shall apply in the case of 
any Commission determination made 
pursuant to this section. 
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§ 16.202 Open meetings. 

(a) Every portion of every meeting of 
the Commission shall be open to public 
observation unless closed to the public 
pursuant to the provisions of §16.203 
(Formal Procedure) or §16.205 (Informal 
Procedure). 

(b) The attendance of any member of 
the public is conditioned upon the or- 
derly demeanor of such person during 
the conduct of Commission business. 
The public shall be permitted to ob- 
serve and to take notes, but unless 
prior permission is granted by the 
Commission, shall not be permitted to 
record or photograph by means of any 
mechanical or electronic device any 
portion of meetings which are open to 
the public. 

(c) The Commission shall be respon- 
sible for arranging a suitable site for 
each open Commission meeting so that 
ample seating, visibility, and acoustics 
are provided to the public and ample 
security measures are employed for the 
protection of Commissioners and Staff. 
The Commission shall be responsible 
for recording or developing the minutes 
of Commission meetings. 

(d) Public notice of open meetings 
shall be given as prescribed in 
§ 16.204(a), and a record of votes kept 
pursuant to § 16.206(a). 

§ 16.203 Closed meetings — Formal pro- 
cedure. 

(a) The Commission, by majority 
vote, may close to public observation 
any meeting or portion thereof, and 
withhold from the public announce- 
ment concerning such meeting any in- 
formation, if public observation or the 
furnishing of such information is likely 
to: 

(1) Disclose matters: (i) Specifically 
authorized under criteria established 
by an executive order to be kept secret 
in the interests of national defense or 
foreign policy and (ii) in fact properly 
classified pursuant to such executive 
order; 

(2) Relate solely to the internal per- 
sonnel rules and practices of the Com- 
mission or any agency of the Govern- 
ment of the United States; 

(3) Disclose matters specifically ex- 
empted from disclosure by statute 
(other than 5 U.S.C. 552, or the Federal 
Rules of Criminal Procedure): Provided, 


That such statute or rule (i) requires- 
that the matters be withheld in such a 
manner as to leave no discretion on the 
issue, or (ii) establishes particular cri- 
teria for withholding or refers to par- 
ticular types of matters to be withheld, 
including exempted material under the 
Privacy Act of 1974 or the Commis- 
sion’s Alternate Means of Access under 
the Privacy Act of 1974, as set forth at 
28 CFR 16.85; 

(4) Disclose a trade secret or commer- 
cial or financial information obtained 
from any person, corporation, business, 
labor or pension organization, which is 
privileged or obtained upon a promise 
of confidentiality, including informa- 
tion concerning the financial condition 
or funding of labor or pension organiza- 
tions, or the financial condition of any 
individual, in conjunction with appli- 
cations for exemption under 29 U.S.C. 
504 and 1111, and information concern- 
ing income, assets and liabilities of in- 
mates. and persons on supervision; 

(5) Involve accusing any person of a 
crime or formally censuring any per- 
son; 

(6) Disclose information of a person 
nature, where disclosure would co,. 
stitute a clearly unwarranted invasion 
of personal privacy; 

(7) Disclose an investigatory record 
compiled for law enforcement purposes, 
or information derived from such a, 
record, which describes the criminal 
history or associations of any person 
under the Commission’s jurisdiction or 
which describes the involvement of any 
person in the commission of a crime, 
but only to the extent that the produc- 
tion of such records or information 
would: 

(i) Interfere with enforcement pro- 
ceedings; 

(ii) Deprive a person of a right to a 
fair trail or an impartial adjudication; 

(iii) Constitute an unwarranted inva- 
sion of personal privacy; 

(iv) Disclose the identity of a con- 
fidential source and. in the case of a 
record compiled by a criminal law en- 
forcement authority in the course of a 
criminal investigation, or an agency 
conducting a lawful national securitv 
intelligence investigation, confiden' 
information furnished only by the t 
fidential source; 
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(v) Disclose investigative techniques 
and procedures, or 

(vi) Endanger the life or physical 
safety of law enforcement personnel; 

(8) Disclose information, the pre- 
mature disclosure of which would be 
likely to significantly frustrate imple- 
mentation of proposed Commission ac- 
tion except where 

(i) The Commission has already pub- 
licly disclosed the content or nature of 
its proposed action or 

(ii) The Commission is required by 
law to make such disclosure on its own 
initiative prior to taking final Com- 
mission action on such proposal; 

(9) Specifically concern the Commis- 
sion's issuance of subpoena or partici- 
pation in a civil action or proceeding; 
or 

(10) Specifically concern the initi- 
ation, conduct, or disposition of a par- 
ticular case of formal adjudication pur- 
suant to the procedures in 5 U.S.C. 554, 
or of any case involving a determina- 
tion on the record after opportunity for 
a hearing. Included under the above 
terms are: 

(i) Record review hearings following 
opportunity for an in-person hearing 
pursuant to the procedures of 28 CPR 
4.1 through 4.17 and 28 CFR 4a. 1 
through 4a.1T 1 (governing applications 
for certificates of exemption under the 
Labor-Management Reporting and Dis- 
closure Act of 1859 and the Employee 
Retirement Income Security Act of 
1974, and 

(11) The initiation, conduct, or dis- 
position by the Commission of any 
matter pursuant to the procedures of 28 
CFR 2.1 through 2.58 (parole, release, 
supervision, and recommitment of pris- 
oners, youth offenders, and juvenile 
delinquents). 

(b) Public Interest Provision. Notwith- 
standing the exemptions at paragraphs 
(a)(1) through (a)(10) of this section, 
the Commission may conduct a meet- 
ing or portion of a meeting in public 
when the Commission determines, in 
its discretion, that the public interest 
in an open meeting clearly outweighs 
the need for confidentiality. 

(c) Nonpublic matter in announcements. 
The Commission may delete from any 


1 Part 4a was removed at 44 FR 6890. Feb. 2, 
1979. 


announcement or notice required in 
these regulations information the dis- 
closure of which would be likely to 
have any of thq consequences described 
in paragraphs (a)(1) through (a)(10) of 
this section, including the name of any 
individual considered by the Commis- 
sion in any case of formal or informed 
adjudication. 

(d) Voting and certification. (1) A sepa- 
rate recorded vote of the Commission 
shall be taken with respect to each 
meeting or portion thereof which is 
proposed to be closed, and with respect 
to any information which is proposed 
to be withheld pursuant to this section. 
Voting by proxy shall not be per- 
mitted. In the alternative, the Com- 
mission may, by a single majority 
vote, close to public observation a se- 
ries of meetings, or portion(s) thereof 
or withhold information concerning 
such series of meetings, provided that; 

(1) Each meeting in such series in- 
volves the same particular matters, 
and 

(ii) Each meeting is scheduled to be 
held no more than thirty days after the 
initial meeting in the series. 

(2) Upon the request of any Commis- 
sioner, the Commission shall make a 
determination as to closure pursuant 
to this subsection if any person whose 
interests may be directly affected by a 
portion of a meeting requests the Com- 
mission to close such portion or por- 
tions to the public observation for any 
of the grounds specified in paragraph 
(a) (5), (6) or (7) of this section. 

(3) The determination to close any 
meeting to public observation pursuant 
to this section shall be made at least 
one week prior to the meeting or the 
first of a series of meetings as the case 
may be. If a majority of the Commis- 
sioners determines by recorded vote 
that agency business requires the 
meeting to take place at any earlier 
date, the closure determination and an- 
nouncement thereof shall be made at 
the earliest practicable time. Within 
one day of any vote taken on whether 
to close a meeting under this section, 
the Commission shall make available 
to the public a written record reflect- 
ing the vote of each Commissioner on 
the question, including a full written 
explanation of its action in closing the 
meeting, portion(s) thereof, or series of 


285 



§16.204 


28 CFR Ch. I (7-1-94 Edition) 


meetings, together with a list of all 
persons expected to attend the 
meeting(s) or portion(s) thereof and 
their affiliation, subject to the provi- 
sions of paragraph (c) of this section. 

(4) For every meeting or series of 
meetings closed pursuant to this sec- 
tion, the General Counsel of the Parole 
Commission shall publicly certify that, 
in Counsel’s opinion, the meeting may 
be closed to the public and shall state 
each relevant exemptive provision. 

§ 16.204 Public notice. 

(a) Requirements. Every open meeting 
and meeting closed pursuant to §16.203 
shall he preceded by a public announce- 
ment posted before the main entrance 
to the Chairman’s Office at the Com- 
mission’s headquarters, 5650 Friendship 
Boulevard, Chevy Chase, Maryland 
20815-7286, and, in the case of a meeting 
held elsewhere, in a prominent place at 
the location in which the meeting will 
be held. Such announcement shall be 
transmitted to the Federal Register 
for publication and, in addition, may 
be issued through the Department of 
Justice, Office of Public Affairs, as a 
press release, or by such other means 
as the Commission shall deem reason- 
able and appropriate. The announce- 
ment shall furnish: 

(1) A brief description of the subject 
matter to be discussed; 

(2) The date, place, and approximate 
time of the meeting; 

(3) Whether the meeting will be open 
or closed to public observation; and 

(4) The name and telephone number 
of the official designated to respond to 
requests for information concerning 
the meeting. See § 16.205(d) for the no- 
tice requirement applicable to meet- 
ings closed pursuant to that section. 

(b) Time of notice. The announcement 
required by this section shall be re- 
leased to the public at least one week 
prior to the meeting announced therein 
except where a majority of the mem- 
bers of the Commission determines by 
a recorded vote that Commission busi- 
ness requires earlier consideration. In 
the event of such a determination, the 
announcement shall be made at the 
earliest practicable time. 

(c) Amendments to notice. The time or 
place of a meeting may be changed fol- 
lowing the announcement only if the 


Commission publicly announces such 
change at the earliest practicable time. 
The subject matter of a meeting, or de- 
termination of the Commission to open 
or close a meeting, or portion of a 
meeting, to the public may be changed 
following the announcement only if: 

(1) A majority of the entire member- 
ship of the Commission determines by 
a recorded vote that Commission busi- 
ness so requires and that no earlier an- 
nouncement of the change was pos- 
sible, and 

(2) The Commission publicly an- 

nounces such change and the vote of 
each member upon such change at the 
earliest practicable time: Provided, 

That individual items which have been 
announced for Commission consider- 
ation at a closed meeting may be de- 
leted without notice. 

[42 FR 14713. Mar. 16. 1977 as amended by 
Order No. 960-81, 46 FR 52357, Oct. 27, 1981] 

§ 16.205 Closed meetings — Informal 
procedures. 

(a) Finding. Based upon a review of 
the meetings of the U.S. Parole Com- 
mission since the effective date of t 1 
Parole Commission and Reorganizativ 
Act (May 14, 1976), the regulations is- 
sued pursuant thereto (28 CFR part 2) 
the experience of the U.S. Board of Pa- 
role, and the regulations pertaining to 
the Commission’s authority under 29 
U.S.C. 504 and 29 U.S.C. 1111 (28 CFR 
parts 4 and 4a), the Commission finds 
that the majority of its meetings may 
properly be closed to the public pursu- 
ant to 5 U.S.C. 552 (d)(4) and (c)(10). The 
major part of normal Commission busi- 
ness lies in the adjudication of individ- 
ual parole cases, all of which proceed- 
ings commence with an initial parole 
or revocation hearing and are deter- 
mined on the record thereof. 

Original jurisdiction cases are decided 
at bi-monthly meetings of the National 
Commissioners (28 CFR 2.17) and by the 
entire Commission in conjunction with 
each business meeting of the Commis- 
sion (held at least quarterly) (28 CFR 
2.27). 

The National Appeals Board normally 
decides cases by sequential vote on a 
daily basis, but may meet from tinv 
time for joint deliberations. In the 
riod from October, 1975 through Sep- 
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Lember, 1976, the National Appeals 
Board made 2,072 Appellate decisions. 
Finally, over the last two years the 
Commission determined eleven cases 
under the Labor and Pension Acts, 
which are proceedings pursuant to 5 
U.S.C. 554. The only meetings of the 
Commission not of an adjudicative na- 
ture involving the most sensitive in- 
quiry into the personal background and 
behavior of the individual concerned, 
or involving sensitive financial infor- 
mation concerning the parties before 
the Commission, are the normal busi- 
ness meetings of the Commission, 
which are held at least quarterly. 

(b) Meetings to which applicable. The 
following types of meetings may be 
closed in the event that a majority of 
the Commissioners present at the 
meeting, and authorized to act on be- 
half of the Commission, votes by re- 
corded vote at the beginning of each 
meeting or portion thereof, to close the 
meeting or portions thereof: 

(1) Original jurisdiction initial and 
appellate case deliberations conducted 
pursuant to 28 CFR 2.17 and 2.27; 

(2) National Appeals Board delibera- 
tions pursuant to 28 CFR 2.26; 

(3) Meetings of the Commission to 
conduct a hearing on the record regard- 
ing applications for certificates of ex- 
emption pursuant to the Labor-Man- 
agement Reporting and Disclosure Act 
of 1959, 29 U.S.C. 504, and the Employee 
Retirement Income Security Act of 
1974 , 29 U.S.C. 1111 (28 CFR 4.1-17 and 29 
CFR 4a.l-l7). 1 

(c) Written record of action to close 
meeting. In the case of a meeting or 
portion of a meeting closed pursuant to 
this section, the Commission shall 
make available to the public as soon as 

practicable: 

(1) A written record reflecting the 
vote of each member of the Commis- 
sion to close the meeting; and 

{2) A certification by the Commis- 
sion’s General Counsel to the effect 
that in Counsel’s opinion, the meeting 
may be closed to the public, which cer- 
tification shall state each relevant ex- 
emptive provision. 

(d) Public notice. In the case of meet- 
ings closed pursuant to this section the 


1 Part 4a was removed at 44 FR 6890, Feb. 2 
1919. 


Commission shall make a public an- 
nouncement of the subject matter to be 
considered, and the date, place, and 
time of the meeting. The announce- 
ment described 'herein shall be released 
to the public at, the earliest practicable 
time. 

§16.206 Transcripts, minutes, and mis- 
cellaneous documents concerning 
Commission meetings, 

(a) In the case of any Commission 
meeting, whether open or closed, the 
Commission shall maintain and make 
available for public inspection a record 
of the final vote of each member on 
rules, statements of policy, and inter- 
pretations adopted by it: 18 U.S.C. 
4203(d). 

(b) The Commission shall maintain a 
complete transcript or electronic re- 
cording adequate to record fully the 
proceedings of each meeting, or portion 
of a meeting, closed to the public pur- 
suant to §16.203. In the case of a meet- 
ing, or portion of a meeting, closed to 
the public pursuant to §16,205 of these 
regulations, the Commission may 
maintain either the transcript or re- 
cording described above, or a set of 
minutes unless a recording is required 
by title 18 U.S.C. 4208(f). The minutes 
required by this section shall fully and 
clearly describe all matters discussed 
and shall provide a full and accurate 
summary of any actions taken, and the 
reasons therefor, including a descrip- 
tion of each of the views expressed on 
any item and the record of any rollcall 
vote (reflecting the vote of each Com- 
missioner on the question). All docu- 
ments considered in connection with 
any action shall be identified in such 
minutes. 

(c) The Commission shall retain a 
copy of every certification executed by 
the General Counsel’s Office pursuant 
to these regulations, together with a 
statement from the presiding officer of 
the meeting, or portion of a meeting to 
which the certification applies, setting 
forth the time and place of the meet- 
ing, and the persons present. 

(d) Nothing herein shall affect any 
other provision in Commission proce- 
dures or regulations requiring the prep- 
aration and maintenance of a record of 
all official actions of the Commission. 
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fj 16.207 Public access to nonexempt 
transcripts and minutes of closed 
Commission meetings — Documents 
used at meetings — Record reten- 
tion. 

(a) Public access to records. Within a 
reasonable time after any closed meet- 
ing, the Commission shall make avail- 
able to the public, in the Commission’s 
Public Reading Room located at 5550 
Friendship Boulevard, Chevy Chase, 
Maryland 20815-7286, the transcript, 
electronic recording,- or minutes of the 
discussion of any item on the agenda, 
or of any item of the testimony of any 
witness received at such meeting, 
maintained hereunder, except for such 
item or items of such discussion or tes- 
timony which contain information ex- 
empt under any provision of the Gov- 
ernment in the Sunshine Act (Pub. L. 
94-409), or of any amendment thereto. 
Copies of nonexempt transcripts, or 
minutes, or a transcription of such re- 
cording disclosing the identity of each 
speaker, shall be furnished to any per- 
son at the actual cost of duplication or 
transcription. 

(b) Access to documents identified or 
discussed in any Commission meeting, 
open or closed, shall be governed by 
Department of Justice regulations at 
this part 16, subparts C and D. The 
Commission reserves the right to in- 
voke statutory exemptions to disclo- 
sure of such documents under 5 U.S.C. 
552 and 552a, and applicable regula- 
tions. The exemptions provided in 5 
U.S.C. 552b(c) shall apply to any re- 
quest made pursuant to 5 U.S.C. 552 or 
552a to copy and inspect any tran- 
scripts, recordings or minutes prepared 
or maintained pursuant hereto. 

(c) Retention of records. The Commis- 
sion shall maintain a complete ver- 
batim copy of the transcript, or a com- 
plete copy of the minutes, or a com- 
plete electronic recording of each 
meeting, or portion of a meeting, 
closed to the public, for a period of at 
least two years after such meeting, or 
until one year after the conclusion of 
any Commission proceeding with re- 
spect to which the meeting or portion 
thereof was held, whichever occurs 
later. 

[42 FR 14713, Mar. 16, 1977, as amended by 
Order No. 960-81. 46 FR 52357, Oct,. 27, 1981] 


§ 16.208 Annual report. 

The Commission shall report annu 
ally to Congress regarding its compli- 
ance with Sunshine Act requirements, 
including a tabulation of the total 
number of meetings open to the public, 
the total number of meetings closed to 
the public, the reasons for closing such 
meetings, and a description of any liti- 
gation brought against the Commission 
under this section, including any costs 
assessed against the Commission in 
such litigation and whether or not 
paid. 

Appendix I to Part 16— Components op 
the Department of Justice 

Unless otherwise noted, the address for 
each component is: United States Depart- 
ment of Justice, 10th Street & Constitution 
Avenue, NW., Washington, DC 20530. 

Office of the Attorney General 
Office of the Deputy Attorney General 
Office of the Associate Attorney General 
Office of the Solicitor General 
Office of Legal Counsel 
Office of Legal Policy 

Office of Legislative and Intergovernmental 
Affairs 

Civil Division 
Civil Rights Division 
Criminal Division 

Land and Natural Resources Division 
Tax Division 

Office of Justice Assistance, Research, and 
Statistics, United States Department of 
Justice, 633 Indiana Avenue, NW.. Washing- 
ton, DC 20531 

Justice Management Division 
Bureau of Prisons, United States Depart- 
ment of Justice, HOLC Building, 320 First 
Street., NW.. Washington, DC 20534 
Community Relations Service. United States 
Department of Justice, 5550 Friendship 
Boulevard, Chevy Chase, MD 20815 
Drug Enforcement Administration. Eye 
Street Building. 1405 Eye Street, NW.. 
Washington, DC 20005 

Executive Office for Immigration Review, 
United States Department of Justice, 5203 
Leesburg Pike. Falls Church, VA 22041 
Executive Office for United States Attorneys 
Executive Office for United States Trustees, 
United States Department of Justice. 
HOLC Building, 320 First Street, NW., 
Washington. DC 20534 

Federal Bureau of Investigation, 9th St. & 
Pennsylvania Ave.. NW., Washington, DC 
20535 [for field offices, consult the list of 
FBI field offices in the United States Gov- 
ernment Manual] 

Federal Prison Industries, Inc., HOLC B' 
ing, 320 First Street, NW.. Washington 
20534 
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Department of Justice 

Foreign Claims Settlement Commission, 
Vanguard Building, 1111 20th Street. NW„ 
Washington, DC 20519 

Immigration and Naturalization Service, 425 
Eye Street, NW., Washington. DC 20536 [for 
district offices consult the list of INS dis- 
trict offices in the United States Govern- 
ment Manual] 

Office of Intelligence Policy and Review 

Office of the Pardon Attorney, United States 
Department of Justice, Park Place Build- 
ing, 5550 Friendship Blvd., Chevy Chase, 
MD 20815 

Office of Professional Responsibility 

Office of Public Affairs 

United States Marshals Service, One Tysons 
Corner Center, McLean, VA 22102 

United States National Central Bureau — 
Interpol 

United States Parole Commission, Park 
Place Building. 5550 Friendship Blvd., 
Chevy Chase, MD 20815 

Field Offices 
Antitrust Division: 

Richard B. Russell Building, 75 Spring 
Street, SW., Suite 1394, Atlanta, Georgia 
30303. (404) 331-7100 

John C. Kluczynski Building, 230 South 
Dearborn Street, Room 3820, Chicago, Illi- 
nois 60604, (312 ) 353-7530 

995 Celebrezze Federal Building, 1240 East 9th 
Street, Cleveland, Ohio 44199-2089, (216) 522- 
4070 

Earle Cabell Federal Building, 1100 Com- 
merce Street, Room 8C6, Dallas, Texas 
75242, (214) 767-8051 

26 Federal Plaza, Room 3630, New York, New 
York 10278-0096. (212 ) 264-0390 

11400 U.S. Courthouse, 601 Market Street, 
Philadelphia, Pennsylvania 19106, (215) 597- 
7405 

450 Golden Gate Avenue, Box 36046, San 
Francisco, California 94102, (415) 556-6300 

[Order No. 1055-84, 49 FR 12263, Mar. 29, 1984; 

Order 1215-87, 52 FR 34214, Sept. 10, 1987} 
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SECTION 190. FREEDOM OF INFORMATION- PRIVACY ACTS (FOIPA) 


190-1 STATUTES 

(1) The Freedom of Information Act (F01A) should be cited as 
Title 5, USC, § 552. 

(2) Hie Privacy Act of 1974 should be cited as Title 5, USC, § 

552a. 

190-2 ACCESS TO GOVERNMENT RECORDS 

(1) The Privacy Act permits a U.S. citizen or permanent resident 
alien to access records maintained in a system of records by an agency of the 
Executive Branch of the Federal Government. Under the Act, only records about 
the person making the request can be accessed. A system of records is any 
procedure whereby information is maintained in a manner permitting retrieval 
by name or other personal identifier, e.g., records maintained alphabetically, 
rather than chronologically. 

(2) The FOIA provides for access by any person to all information 
maintained by a Federal agency, e.g., information relating to individuals 
other than the requester, and information relating to some phase or phases of 
the agency's work. 

(3) FBI files containing information compiled for a criminal 
investigation, including determining possible violations of the espionage and 
related statutes, are exempt from the access provisions of the Privacy Act; 
however, a release of such records may be required under the FOIA. This 
includes FBI criminal, counterintelligence, and terrorism investigations. 

190-2.1 Exclusions From the FOIA 

(1) "Tip-off" provisions in the FOIA allow the Government to 
treat certain records as not subject to the requirements of the FOIA. Tine 
provisions may be applied to a request which involves: 

(a) interference, with a pending criminal investigation when 

the subject of the investigation is not aware of its pendency; 

(b) a request for records about an informant whose status as 
an informant has not been officially confirmed when the request is from 
someone other than the informant; or 

(c) e foreign intelligence, foreign counterintelligence, or 
international terrorism investigation when the existence of the records is 
classified information. 

(2) If the only records about the subject of the request are 

within the tip-off provisions, the response will be the same as if no record 
identifiable with the subject of the request was found. The response to the 
requester in both situations will be: "There are no records responsive to 

your FOIA request." [If some records about the subject of the request are 

[ within the tip-off provisions and some are not, the response will be: "The 

[ records responsive to your FOIA request are ..." followed by a description of 
[ the records not within the tip-off provisions.] 
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(3) FBIHQ approval is required prior to the use of the tip-off 
provisions. Approval is obtained by sending a teletype to FBIHQ, Attention: 
FOIPA Section Front Office, containing: 

(a) sufficient information about each of the essential 

elements of the recommended exclusion; 

(b) any additional information known about the subject 
matter of the request or the requester that might affect the decision; 

(c) the caption and a brief description of the investigation 
to be protected, along with its current status, field office file number, and 
Bufile number if known; and 

(d) the identity of the field office official recommending 
the use of the "tip off" and the person in the office to contact about the 
request . 

A copy of the teletype should be sent to the office of origin and any other 
interested offices. If approval is given, the field office will notify the 
requester as indicated above in 190-2.1(2), 

190-2.2 Time Deadlines 

(1) A first-party request (an individual asking for records 
concerning himself/herself) requires that a determination concerning 
disposition of the request be made under both the Privacy Act and the FOIA. 
While the Privacy Act contains no time deadlines concerning access to records, 
the time limits for responding to FOIA requests, as sec out below in 
190-2.2(2), should be followed. 

(2) The time limits dictated by the FOIA are as follows: 

(a) Within ten working days upon receipt of a valid request, 
i.e,, one that contains sufficient descriptive information, and the authoriza- 
tion of living third party when necessary, provided no unusual circumstances 
exist; or 


(b) Within no more than ten additional working days, upon 
written notice of extension to requester, where there exists a need to collect 
records from offices other than the one receiving the request, the need to 
collate voluminous records for a single request exists, or consultation with 
another agency is required. 

(3) While it is recognized that these time limits may be diffi- 
cult to meet in all instances, acknowledgment of the request and some 
indication of whether records exist that will be reviewed for possible dis- 
closure should be made within ten working days after receipt of the request. 

(4) Should the request involve a highly sensitive covert 
investigation, contact the Training, Research, and Field Coordination Unit, 
FOIPA Section, FBIHQ, by secure telephone or teletype for direction before 
acknowledgment . 

[ 190-2.3 ( Searching Procedures 

[ (1) An FOIPA request sent to a field office should be considered 

[ to be a request for records in the Central Records System, unless another 
[ system of records is specifically mentioned in the request. Tine fact that the 
[ requester directed the request to a specific field office raises the 
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presumption that only records of that office are of interest to the requester. 
Thus, while a computer search might indicate that another field office or FBIHQ 
has information about the subject of the request, only information entered into 
the computer by the field office to which the FOIPA request was directed should 
be ^considered. Also, there is normally no processing of the computer printout 
for an FOIPA requester, unless it contains information in addition to that 
maintained in the source document or unless there is no source document. 

(2) In response to FOIPA requests for records in the Central 
Records System, a field office roust search the indices and other means by which 
it retrieves information from this system of records, including: 

(a) the general indices, both manual and automated; 

. . (b) automated investigative support systems, such as the 

Organized Crime Information System (OCIS), the Investigative Support 
Information System (ISIS), and the Intelligence Information System (IIS); and 

_ . „ jrj . ( c ) [a]microcomputer[data base ]currently being operated by 

the fieldldivision must be searched if a comparison of the specific FOIPA 
request with the list of microcomputer data bases indicates that a specific 
data base could reasonably be expected to contain responsive information. ] 

. . (3) The Information Systems Administrator (ISA) will furnish a 

listjof microcomputer data bases (see Part II, Section 16-18.4 (3)(a)) to the 
Field t * /acy Control Officer (FPCO) and inform the FPCO[whenever ] a 
microcomputer data base is to be added to or removed from the list. {The ISA 
• r ® s P? n f j for providing the FPCO with a list of microcomputer data bases 
which shall be current, have a revision date, include the case caption and/or 
an indication of the subject matter and type of investigation being conducted, 
and indicate whenever full-text retrieval capabilities nave been or are being 
used. J 6 


(4) [The FPCO will identify the system of records with which the 
microcomputer data base is associated and will ensure that the appropriate 
microcomputers are searched in response to FOIPA requests. When full-text 
retrieval capabilities are being used on the data base to be searched, in 
accordance with section (2)(c) above, the FPCO must determine if a full-text 
retrieval _ search of the data base is required for the FOIPA request. Full- 
retrieval is used in a limited number of cases as an investigative 
technique to collate, analyze, and retrieve information. It Is not part of 
the normal search process and is not used as a substitute for the general 
indices or the automated investigative support systems. However, if, at the 
time an FOIPA request is received, full-text retrieval capabilities are being 
used to retrieve information about individuals by name or personal 
identifier, a full-text retrieval search of that data base should be 
considered. In such cases, it may be appropriate to contact the requester 
before the search is conducted to determine if the requester is willing to pay 
the actual direct costs of conducting the search (see 28 CFR 16.10 and 16.47).] 

[(b)] A microcomputer [ data basejused exclusively in connection with 
a system of records other than the Central Records System, such as the Elsur 
Index or the National Center for the Analysis of Violent Crime, need be 
searched only in response to a request involving the other system of records. 

190-2.4 Filing Procedures, Classification 190 

(1) In order to preserve and maintain accurate records concerning 
the handling of a request _ submitted pursuant to the FOIEA, a separate 
correspondence-type file in the 190 classification is to be initiated at such 
time as it is determined that records are being maintained which pertain to the 
requester or to the subject matter which has been requested; however, a 
separate 190_file should not be opened if an exclusion (one of the tip-off 
provisions) is being used and no records are being released. Such a file can 
be opened when searching procedures determine the existence of records under 
the requester's name, even though it might be determined at a later time that 
those records are not identical with the requester. 

(2) Where the initial search fails to locate the existence of 
possibly identifiable information or when a tip-off provision is used to 
exclude all the information about the subject of the request, the incoming 
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request letter and the response are to be maintained in the 190-0 or in a 190 
control file, rather than in a separate, substantive file. This 190 file can 
also be utilized to maintain copies of correspondence where the only action by 
the field office is to forward the request to FBIHQ. 

(3) The handling of all documents concerning the use of the tip- 
[ off provisions should be[in accordance ]with procedures for the maintenance of 
the classified and informant information these documents often contain. 

190-2.5 Field Office Records Referral Procedures 1 

(1) The field office receiving a request for access to FBI records 
must determine what records (files) are responsive to the request. Existing 
Bureau instructions will determine where the records are processed, i.e., at 
FBIHQ, at the office receiving the request, or at the office of origin (00). 

(2) All main files which show the investigation was reported to 
FBIHQ will be processed at FBIHQ. Unreported main files will be processed by 
the 00. All "see" references normally are processed by the office receiving 
the request. Where the request is referred to FBIHQ, the FOIPA 

[ Section, [IMD, ]will process the main file records, not only in the FBIHQ file, 
but also in the files of the office receiving the request and/or the 00, which 
are responsive to the request. 

190-2 Seeking Access in Person 

When a Privacy Act request is presented to a field office in 
person, the requester should be advised to put the request in writing or to 
complete an FD-706, after which the field office will process the request 
pursuant to the same time limits pertaining to requests received by mail. 
Should the individual wish to return to the field office to personally review 
processed documents, when available, it should be permitted. In addition, the 
requester is permitted to have one other person accompany him/her, providing 
the requester furnishes a statement authorizing a discussion of his/her 
personal records in the presence of this other individual. An FBI employee is 
to be present at all times during the requester's review of copies of FBI 
records in FBI space. 

190-2.7 Consultation and Referral to Other Agency 

(1) Where material to be released Includes information previously 
obtained from another Federal agency, that agency is to be consulted prior to 
release of the information. 

(2) Where the material being considered for release includes 
copies of the original documents obtained from another Federal agency, said 
documents will be referred to that agency whether on local or headquarters 
level. The field office should inquire at the local office of the Federal 
agency as to the proper disposition of the referral. 

190-3 CONDITIONS OF DISCLOSURE 

190-3.1 Written Authorization By Subject 

The Privacy Act prohibits disclosure of personal information, with 
certain exceptionSj to any person or other agency unless specifically 
authorized in writing by the person to whom the record pertains. 
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190-3.2 Exceptions 

The Act provides for twelve exceptions to this disclosure 
prohibition. The exceptions used most often by the FBI in disseminating 
information from the central records system are: 

(1) Information from FBI files may be disseminated as a proper 
"routine use” without the subject's authorization to any Federal Executive 
Branch agency to the extent the information is relevant to an authorized 
function of such agency. Information also may be disclosed as a routine use 
to a member of the Federal Judiciary if considered relevant to an authorized 
function of the recipient. In addition, information may be disclosed to a 
state or local criminal justice agency for an legitimate law enforcement 
purpose. ("Routine Use" is defined in the Privacy Act as the use of such 
record for a purpose which is compatible with the purpose for which it was 
collected.) Such a routine use dissemination does not constitute any change in 
past policy or procedures as the FBI always has been authorized to disseminate 
its records to other Government agencies for official business only. Such 
deamination will continue under this new routine use procedure. 

(2) Background and descriptive information on Federal fugitives 
is disseminated as a routine use to the general public and the news media to 
assist in the apprehension of the fugitives. 

(3) News releases are disseminated as a routine use to the 
general public and the news media concerning apprehensions and other 
accomplishments. 

(4) Public source information is similarly disseminated as a 
routine use on a continuing basis, 

(5) Information is disclosed to private individuals and/or 
organizations when necessary to solicit information or cooperation for an 
authorized purpose, i.e,, when it is necessary during the course of an 
official investigation to seek information from private individuals such as 
their observations , descriptions, or account of events which transpired. In 
such instances it might be necessary to disclose the nature of the crime of 
which the subject was suspect or similar personal information about the 
subject. Also, information may be disclosed to the private sector to the 
extent necessary to protect life or property. 
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190-3.3 Accounting of Disclosures 

(1) Each time a record pertaining to an individual is disseminated 
to a person or other Federal, state, local, or foreign agency, whether orally 
or by any type of communication, written or electronic, an accounting of such 
dissemination, consisting of the date, nature, and purpose of each disclosure 
as well as the name and address of the person or agency to whom the disclosure 

{ is made, must be maintained for at least [ six]years or the life of the record, 

whichever is longer, following the disclosure. 

(2) The Act provides for access by the individual subject- 
requester to the accounting of disclosure made of records pertaining to 
him/her. Normally, the FBI will release this accounting to the individual at 
his/her request; however, the FBI is exempt from this particular statutory 
requirement and, where circumstances so dictate, the FBI will deny such a 
request, e.g., where dissemination was of a sensitive nature to an agency such 
as National Security Agency, Central Intelligence Agency or Drug Enforcement 
Administration. 

190-4 INFORMATION COMPILED FOR CIVIL LITIGATION 

(1) The Privacy Act does not permit an individual access to any 
information compiled in reasonable anticipation of a civil action or proceeding 
brought either by the Government or against the Government. 

(2) In order for information to be denied a requester based on 
this provision, Office of Management and Budget (OMB) has indicated the civil 
action actually must have been filed so that the agency is on notice, as the 
original intent of this provision is to protect information collected by or at 
the request of the Office of the USA in preparation for civil litigation 
brought by or against the Government. 

190-5 REQUIREMENTS IMPOSED BY THE PRIVACY ACT 

(1) Only that information about an individual which is relevant 
and necessary to accomplish a purpose authorized by statute, Executive order of 
the President, or by the Constitution is to be recorded in FBI files. 

(2) When interviewing an individual in an applicant- or civil- 
type investigation to solicit information about that individual, 

himself /herself , and not about someone else, the individual must be apprised 
.. in writing, of: 
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(a) The authority, whether by statute or Executive Order, 
which authorizes solicitation of the information and whether disclosure of 
such information is mandatory or voluntary; 

(b) The principal purpose for which the information is 
intended to be used; 

(c) The routine use which may be made of the information; 

(d) The effects on the interviewee, if any, of not providing 
all or any part of the requested information. 

(3) Written forms containing the above information in all of the 

suitability- and civil-type classifications are maintained in each field 
office. At the termination of the interview, the form should be left with the 
interviewee. [Note: This requirement is not necessary in those applicant 

matters which are referred to the FBI by another agency or department, 
including the Department of Justice. The FBI conducts the interviews in these 
instances with the understanding that the referral agency or department 
notifies each person it solicits information from of the Privacy Act 
requirements described in subparagraph (2).] 

(4) All information about an individual is to be maintained with 
such accuracy, relevance, timeliness, and completeness as is reasonably 
necessary to assure fairness in any determination made concerning the 
individual based on such information. Only information meeting these four 
standards should be disseminated to other agencies. 

190-5.1 Restrictions on Information Relating to First Amendment Rights 

(1) The FBI is prohibited from maintaining records describing how 
any individual exercises rights guaranteed by the First Amendment unless 
authorized by statute or by the individual, or unless the particular record is 
pertinent to and within the scope of an authorized law enforcement activity. 

(2) This restriction prohibits the collection, maintenance, use 
or dissemination of information concerning an individual's religious or 
political beliefs or activities, or membership in associations or 
organizations, unless: 

(a) The individual has volunteered such information for 
[his/her]own benefit; 

(b) The information is expressly authorized by statute to be 
collected, maintained, used, or disseminated; or 

(c) The activities involved are pertinent to and within the 
scope of an authorized investigation, adjudication, or correctional activity. 

190-6 CRIMINAL PENALTIES 

190-6.1 Unauthorized Disclosure 

Any officer or employee of any agency, who by virtue of[his/herj 
employment or official position, has possession of, or access to, agency 
records which contain individually identifiable information, the disclosure of 
which is prohibited by this Section or by rules or regulations established 
thereunder, and who knowing that disclosure of the specific material 
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is so prohibited, willfully discloses the material in any manner to any person 
or agency not entitled to receive it, shall be guilty of a misdemeanor and 
fined not more than $5,000. 


190-6.2 Unpublished Records System 

Any officer or employee of any agency who willfully maintains a 
system of records without meeting the notice requirements of the Act shall be 
guilty of a misdemeanor and fined not more than $5,000. 

190-6.3 Use of False Pretenses 

Any person who knowingly and willfully requests or obtains any 
record concerning an individual from an agency under false pretenses shall be 
guilty of a misdemeanor and fined not more than $5,000. 

190-6.4 FBI Jurisdiction 


The FBI has been designated by the Department of Justice as the 
agency having jurisdiction to investigate violations of the Privacy Act, 

[ described above. The classification is 187, Privacy Act[of 1974]- Criminal. 

190-7 PROMISE. OF CONFIDENTIALITY 

190-7.1 When Applicable 


(1) In applicant, background-type investigations and 
investigations involving civil matters, as well as administrative inquiries, 
individuals interviewed in order to solicit information about someone other 
than the interviewee have a right to request from the FBI an express promise 
that the identity of the interviewee will be held in confidence. Such a 
promise is not to be encouraged, but granted on a selective basis when it is 
the only means to secure the information from the individual being 
interviewed . 


(2) All individuals from whom information is sought in applicant- 
and civil-type cases must be apprised not only of the purpose for which the 
information is sought, as well as the uses to be made of the information, but 
also of the provisions of the Privacy Act regarding access to records and the 
allowance for confidentiality. 

[ [(3) At what point in the interview process the person interviewed 

[ should be told of the Privacy Act and given the opportunity to request 
[ confidentiality is left to the best judgment of the interviewing Agent. 

I However, in almost every case, the logical time is at the beginning of the 
[ interview to avoid the appearance of intentionally misleading or misinforming 
[ the person interviewed. Where confidentiality is requested, the person being 

[ interviewed should be assured any information he or she provides, which could 

( identify them as the source, will be withheld from anyone requesting access to 
[ the records under the Privacy Act or the Freedom of Information Act.] 
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190-7.2 Recording of Promise of Confidentiality 

[ Where such an express promise has been requested and granted , it 

Is absolutely imperative this fact be clearly recorded along with the results 
of the interview. Failure to note the interviewee was granted an express 
promise of confidentiality will result in the disclosure of the interviewee's 
identity to the subject of the investigation upon the latter's request to 
review the results of the investigation in accordance with the Privacy Act. 

190-7.3 Types of Confidentiality 

[ A promise of confidentiality, when furnished to a source of 

information, may pertain to any one of three areas: 

[ [(1)] Source's identity to be concealed only from the subject of 

the investigation. 

[ [(2)] Source's identity not to be unnecessarily revealed until such 

time as the information is required in a judicial proceeding or administrative 
hearing. 

[ [(3)] Source's identity is to be concealed from anyone outside the 

FBI, in which case the use of "T" symbols should be employed in all 
communications prepared for dissemination.’ 
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SECTION 190. FREEDOM OF INFORMATION-PRIVACY ACTS (FOIPA) 


190-7.4 Custodian of Records 


The express promise of confidentiality nay also be furnished on 
request to a state or local custodian of records, e.g., police department, 
private corporation, credit bureau, in applicant- and civil-type 
investigations. The custodian must be made aware that this is the only 
procedure which will afford adequate confidentiality to his/her agency. 

190-8 USE OF SOCIAL SECURITY ACCOUNT NUMBER (SSAN) 

1 90— f? . 1 Restrictions 

(1) No Federal, state or local agency shall deny an individual 
any right, benefit or privilege provided by law because of the individual's 
refusal to disclose his/her SSAN except: 

(a) A disclosure required by Federal statute, or 

(b) A disclosure to a Federal, state or local agency 
maintaining a system of records in existence prior to 1/1/75, if such 
disclosure was required under statute or regulation adopted prior to that date 
to verify the identity of the individual. 

(2) When requesting an individual to furnish SSAN, ensure that 
the individual be apprised of whether such disclosure is voluntary or 
mandatory, the statutory or other authority for its solicitation, and what 
uses will be made of it. 

(3) There is no statutory provision for enforcement of this 
requirement; therefore, the FBI is not authorized to conduct an investigation 
of alleged violations by Federal, state or local agency personnel. 

190-9 EMPLOYEE STANDARDS OF CONDUCT 

[ Except to the extent permitted pursuant to the Privacy Act, 

employees of the FBI shall: 

[ [(!)] Collect no information of a personal nature unless authorized 

to collect it to achieve a function or carry out a responsibility of the FBI; 

[ ((2)] Collect only that information which is necessary to FBI 

functions or responsibilities; 

[ [(3)] Collect information, wherever practicable, directly from the 

individual to whom it relates; 
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[ 1(^)1 Inform individuals from whom information (about themselves) 

is collected, of the authority for collection, the purposes thereof, the uses 
that will be made of the information, and the effects both legal and 
practical, of not furnishing the information; 

[ 1(5)] Neither collect, maintain, use, nor disseminate information 

concerning an individual's religious or political beliefs or activities or 
his/her membership in associations or organizations, unless, (i) the 
individual has volunteered such information for his/her own benefit; (ii) the 
information is expressly authorized by statute to be collected, maintained, 
used, or disseminated; or (iii) the activities involved are pertinent to and 
within the scope of an authorized investigation, adjudication or correctional 
activity; 


[ [(6)j Advise their supervisors of the existence or contemplated 

development of any record system which retrieves information about individuals 
by individual identifier; 

[ [(7)] Wherever required by the Act, maintain an accounting, in the 

prescribed form, of all dissemination of personal information outside the 
Department, whether made orally or in writing; 

{ ((8)] Disseminate no information concerning individuals outside the 

Department except when authorized by Title 5, DEC, § 552a, or pursuant to a 
routine use published in the Federal Register; 

[ [(9)] Maintain and process information concerning individuals with 

care in order to ensure that no inadvertent disclosure of the information is 
made either within or without the Department; and 

[ ((10)] Call to the attention of the field office Privacy Control 

Officer any information in a system maintained by the FBI which is not 
authorized to be maintained under the provisions of the Privacy Act of 1974, 
including information on First Amendment activities and information that is 
inaccurate, irrelevant or so incomplete as to risk unfairness to the 
individual concerned. The field office Privacy Control Officer should then 
consider the appropriate action to be taken after consultation with FBIHO 
where necessary. 

190-10 SYSTEMS OF REC0RDS-N0TICE REQUIREMENTS 

190-10.1 Definitions 

(1) Record - a documentary or computer record containing personal 
information identifiable with a U.S. citizen or permanent resident alien. 

(2) System of records - a group of "records," under the control 
of the FBI, from which information is retrieved by name or other personal 
identifier. 

190-10.2 Notice Requirements 

(1) The Department of Justice, like every Executive Branch 
agency, must publish in the Federal Register a complete description of each 
system of records maintained by each component of the Department (system 
notice ) . 
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(2) For the FBI, the Department has published notices of several 
records systems, including National Crime Information Center (NCIC), 
Identification Division Records System, and the Central Records System. 

(3) The FBI .Central Records System is comprised of the over 200 
classifications of investigative, administrative and correspondence files 
maintained at FBIHQ, all FBI field divisions, and the Legal Attache offices 
abroad. Information is retrieved from the Central Records System by means of 
manual and/or automated indices in each location at which the records are 
stored. 

190-10.3 N one omp 1 i anc e 

Maintaining a system of records, as described above, independent 
of published FBI systems, without meeting the notice requirements, can subject 
the FBI to civil liability and the responsible FBI official or employee to 
criminal prosecution (see 190-6.2). 

190-10.4 Special Indices Relating to Individual Major Investigations 

[ (1) [ThejFBI can maintain a separate index or listing, containing 

individually retrievable personal information, only by publishing a system 
notice in the Federal Register, or making the information also retrievable 
[ through(a search of] the Central Records System (GAO Report to the Comptroller 
General . 12/26/77), 

i (2) Making information! about an individual] retrievable through a 

[ search of the Central Records System is accomplished by [making the 
[ individual's name or personal identifier retrievable in the general indices, 

( in an automated investigative support system, or in a microcomputer searched 
[ under the procedures described in 190-2.3.] 

[ (3) If the information! to be [maintained separately [ (e . g. , in a 

[ microcomputer) ] is only duplicative of that which was previously [made equally 
[ retrievable through the Central Records System, the information is already 
[ part of the Central Records System and no additional action need be taken.] 
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INTRODUCTION 


The Freedom of Information Act 1 generally provides that any person has 
a right, enforceable in court, of access to federal agency records, except to the 
extent that such records (or portions thereof) are protected from disclosure by 
one of nine exemptions or by one of three special law enforcement record 
exclusions. 

Enacted in 1966, the FOIA established for the first time an effective 
statutory right of access to government information. The principles of govern- 
ment openness and responsibility underlying the FOIA, however, are inherent 
in the democratic ideal: "The basic purpose of [the] FOIA is to ensure an in- 
formed citizenry, vital to the functioning of a democratic society, needed to 
check against corruption and to hold the governors accountable to the gov- 
erned." 2 The Supreme Court has emphasized that "[o]fficial information that 
sheds light on an agency’s performance of its statutory duties falls squarely 
within that statutory purpose." 3 

To be sure, achieving an informed citizenry is a goal often counterpoised 
against other vital societal aims. Society’s strong interest in an open govern- 
ment can conflict with other important interests of the general public-such as 
the public’s interests in the effective and efficient operations of government; in 
the responsible governmental use of limited fiscal resources; and in the preser- 
vation of the confidentiality of sensitive personal, commercial, and governmen- 
tal information. Though tensions among these competing-interests are charac- 
teristic of a democratic society, their resolution lies in providing a workable 
formula that encompasses, balances, and appropriately protects all interests, 
while placing emphasis on maximum responsible disclosure. 4 It is this task of 
accommodating countervailing concerns, with disclosure as the predominant ob- 
jective, that the FOIA seeks to accomplish. 

The FOIA evolved after a decade of debate among agency officials, leg- 
islators, and public interest group representatives. It revised the public disclo- 
sure section of the Administrative Procedure Act, 5 which generally had been 
recognized as falling far short of its disclosure goals and had come to be looked 
upon by some as more a withholding statute than a disclosure statute. 6 

By contrast, under the thrust and structure of the FOIA, virtually every 
record possessed by a federal agency must be made available to the public in 
one form or another, unless it is specifically exempted from disclosure or spe- 


1 5 U.S.C. § 552 (1988). 

2 NLRB v. Robbins Tire & Rubber Co. . 437 U.S. 214, 242 (1978). 

3 United States Dep't of Justice v. Reporters Comm, for Freedom of the 
Press . 489 U.S. 749, 773 (1989). 

4 See S. Rep. No. 813, 89th Cong., 1st Sess. 3 (1965). 

5 5 U.S.C. § 1002 (1964) (amended 1966). 

6 See S. Rep. No. 813, 89th Cong., 1st Sess. 5 (1965). 
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daily excluded from the Act’s coverage in the first place. 7 The nine exemp- 
tions of the FOIA ordinarily provide the only bases for nondisclosure 8 and gen- 
erally are discretionary, not mandatory in nature. 9 (For a discussion of the 
discretionary nature of FOIA exemptions, see Discretionary Disclosure and 
Waiver, below.) Dissatisfied record requesters are given a relatively speedy 
remedy in the United States district courts, where judges determine the propri- 
ety of agency withholdings de novo and agencies bear the burden of sustaining 
their nondisclosure actions. 10 

The FOIA contains six subsections, the first of which establishes two 
categories of information which must automatically be disclosed. Subsection 
(a)(1) of the FOIA 11 requires publication in the Federal Register of informa- 
tion such as descriptions of agency organization, functions, procedures, substan- 
tive rules and statements of general policy. 12 This requirement provides auto- 
matic public access to important basic information regarding the transaction of 
agency business. 13 

Subsection (a)(2) of the FOIA 14 requires that materials such as final opin- 
ions rendered in the adjudication of cases, specific policy statements, and cer- 
tain administrative staff manuals routinely be made available for public inspec- 


7 See NLRB v. Sears. Roebuck & Co. . 421 U.S. 132, 136 (1975). 

8 See 5 U.S.C. § 552(d). 

9 See Chrysler Corp. v. Brown . 441 U.S. 281, 293 (1979); see also, e.g. . 
FOIA Update . Summer 1985, at 3 ("OIP Guidance: Discretionary Disclosure 
and Exemption 4"). 

10 See 5 U.S.C. § 552(a)(4)(B)-(C); see also FOIA Update . Spring 1985, at 

6 . 

11 5 U.S.C. § 552(a)(1). 

12 See, e.g. . Hushes v. United States . 953 F.2d 531, 539 (9th Cir. 1992); 
NI Indus.. Inc, v. United States . 841 F.2d 1104, 1107 (Fed. Cir. 1988); Bright 
v. INS . 837 F.2d 1330, 1331 (5th Cir. 1988); see also DiCarlo v. Commission- 
er, T.C. Memo 1992-280, slip op. at 9-10 (May 14, 1992) (publication in Unit- 
ed States Government Manual , special edition of Federal Register, satisfies 
publication requirement of subsection (a)(1)(A)) (citing 1 C.F.R. § 9 (1992)); 
cf.. e.g. . Dainserfield Island Protective Soc’v v. Babbitt . 823 F. Supp. 950, 

958 (D.D.C. 1993) (approval of highway design by National Park Service not 
substantive rule and thus not required to be published in Federal Register). 

13 See FOIA Update . Summer 1992, at 3-4 ("OIP Guidance: The ‘Auto- 
matic’ Disclosure Provisions of FOIA: Subsections (a)(1) & (a)(2)”) (advising 
agencies to meet their subsection (a)(1) responsibilities on no less than a quar- 
terly basis). 
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lion and copying. 15 Additionally, these materials are required to be indexed to 
facilitate that public inspection. 16 These records commonly are referred to as 
"reading room" materials. 17 Public access to such information serves to guard 
against the development of agency "secret law” known to agency personnel but 
not to members of the public who deal with agencies. 18 

The courts have held that providing official notice and guidance to the 
general public is the fundamental purpose of the publication requirement of 
subsection (a)(1) and the availability requirement of subsection (a)(2).' 9 Fail- 
ure to comply with the requirements of either subsection can result in inval- 
idation of related agency action, 20 unless the complaining party had actual and 
timely notice of the unpublished agency policy, 21 or unless he is unable to 


15 See, e.g. , Leeds v. Commissioner of Patents & Trademarks . 955 F.2d 
757, 763 (D.C. Cir. 1992); Capuano v. National Transp, Safety Bd. . 843 F.2d 
56, 57-58 (1st Cir. 1988); Public Citizen v. Office of the U.S. Trade Repre- 
sentative , 804 F. Supp. 385, 387 (D.D.C. 1992) (documents containing state- 
ments of policy or interpretations-in addition to descriptive information— held 
subject to subsection (a)(2)). 

16 5 U.S.C. § 552(a)(2). 

17 See FOIA Update , Summer 1992, at 4 (advising that all agencies should 
at a minimum have published procedures by which "reading room" access is 
allowed). 

18 See, e.g. , NLRB v. Sears. Roebuck & Co. . 421 U.S. at 153-54; Skelton 
v. Postal Serv, , 678 F.2d 35, 41 (5th Cir. 1982) ("That requirement was de- 
signed to help the citizen find agency statements ‘having precedential signifi- 
cance’ when he becomes involved in ’a controversy with an agency.’” (quoting 
H.R. Rep. No. 1497, 89th Cong., 2d Sess. 8 (1966))); see also Vietnam Veter- 
ans of America v. Department of the Navv . 876 F.2d 164, 165 (D.C. Cir. 

1989) (opinions in which Judge Advocates General of Army and Navy have 
authority only to dispense legal advice— rendered in subject areas for which 
those officials do not have authority to act on behalf of agency-found not to be 
"statements of policy or interpretations adopted by" the agencies and held not 
required to be published or made available for public inspection). 

19 See, e.g, , Welch v. United States . 750 F.2d 1101, 1111 (1st Cir. 1985). 

20 See, e.g, , NI Indus,, Inc, v. United States . 841 F.2d at 1/108; D&W 
Food Ctrs.. Inc, v. Block . 786 F.2d 751, 757-58 (6th Cir. 1986); Anderson v, 
Butz . 550 F.2d 459, 462-63 (9th Cir. 1977); see also Texas Health Care Ass’n 
v. Bowen . 710 F. Supp. 1109, 1113-14, 1116 (W.D. Tex. 1989). 

21 See, e.g. . United States v. F/V Alice Amanda . 987 F.2d 1078, 1084-85 
(4th Cir. 1993) (statutory defense of subsection (a)(1) not available where de- 
fendant had copy of unpublished regulations); United States v. Bowers . 920 
F.2d 220, 222 (4th Cir. 1990) (IRS failure to publish tax forms did not pre- 
clude defendants’ convictions for income tax evasion, as defendants had notice 
of duty to pay those taxes, duty is "manifest on face” of statutes, listing of 

(continued...) 
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show that he was adversely affected by the lack of publication. 22 However, 
unpublished interpretive guidelines that were available for copying and inspec- 
tion in an agency program manual have been held not to violate subsection 
(a)(1), 23 and it also has been held that regulations pertaining solely to internal 
personnel matters that do not affect members of the public need not be pub- 
lished. 24 


Under subsection (a)(3)--by far the most commonly utilized portion of the 
FOIA--all records not covered by subsections (a)(1) or (a)(2), 25 or exempted 
from mandatory disclosure under subsection (b), or excluded under subsection 
(c), are subject to disclosure upon an agency’s receipt of a proper access re- 
quest from any person. (See discussions of the procedural aspects of subsection 
(a)(3) (including fees and fee waivers), the exemptions of subsection (b), and 
the exclusions of subsection (c), below.) 


2I (... continued) 

places where forms can be obtained is published in Code of Federal Regula- 
tions, and defendants had filed tax returns before); Lonsdale v. United States . 
919 F.2d 1440, 1447 (10th Cir. 1990); Tearnev v. National Transp. Safety Bd. . 
868 F.2d 1451, 1454 (5th Cir. 1989); Bright v, INS . 837 F.2d at 1331; Mada- 
Luna v. Fitzpatrick . 813 F.2d 1006, 1018 (9th Cir. 1987); see also United 
States v. $200,000 in United States Currency . 590 F. Supp. 866, 874-75 (S.D. 
Fla. 1984) (alternative holding) (published regulations adequately apprised 
individuals of obligation to use unpublished reporting form). 

22 See, e.g. . United States v. Bowers . 920 F.2d at 222; Sheppard v. Sulli- 
van, 906 F.2d 756, 762 (D.C. Cir. 1990); Nguven v. United States . 824 F.2d 
697, 702 (9th Cir. 1987); Coos-Currv Elec. Coop., Inc, v. Jura . 821 F.2d 
1341, 1347 (9th Cir. 1987). 

23 See McKenzie v. Bowen . 787 F.2d 1216, 1222-23 (8th Cir. 1986); see 
also Capuano v. National Transp. Safety Bd. . 843 F.2d at 57-58; Medics. Inc, 
v. Sullivan . No. 88-2120, slip op. at 7-9 (D.P.R. May 31, 1991); Sturm v. 
James , 684 F. Supp. 1218, 1223 n.6 (S.D.N.Y. 1988). 

24 Pruner v. Department of the Army . 755 F. Supp. 362, 365 (D. Kan. 

1991) (Army regulation governing procedures for applications for conscientious 
objector status concerned interna! personnel matters and was not required to be 
published); see also Lonsdale v. United States . 919 F.2d at 1446-47 (FOIA 
does not require publication of Treasury Department orders which internally 
delegate authority to enforce internal revenue laws). But see also Smith v. 
National Transp. Safety Bd. . 981 F.2d 1326, 1328-29 (D.C. Cir. 1993) (unpub- 
lished policy statement regarding sanctions not valid basis for suspension of 
license because sanctions policy affects public by altering public’s behavior). 

25 See 5 U.S.C. § 552(a)(3) ("FOIA request" under subsection (a)(3) cannot 
be made for any records encompassed within "reading room" materials required 
to be made available under subsection (a)(2)); United States Dep’t of Justice v. 
Tax Analysts . 492 U.S. 136, 152 (1989); Hardy v. Bureau of Alcohol. Tobacco 
& Firearms . 631 F.2d 653, 657 (9th Cir. 1980); see also FOIA Update . Sum- 
mer 1992, at 4; FOIA Update . Spring 1991, at 5. 
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Subsection (c) of the FOIA, added as a part of the Freedom of Informa- 
tion Reform Act of 1986, 26 establishes three special categories of law enforce- 
ment-related records which have been entirely excluded from the coverage of 
the FOIA in order to safeguard against unique types of harm. 27 The extraordi- 
nary protection now embodied in subsection (c) permits an agency to respond to 
a request for such records as if the records in fact did not exist. (See discus- 
sion of the operation of these special provisions under Exclusions, below.) 

Subsection (d) makes clear that the FOIA was not intended to authorize 
any new withholding of information, including from Congress. While individu- 
al Members of Congress possess merely the rights of access guaranteed to "any 
person" under subsection (a)(3), Congress as a body (or through its committees 
and subcommittees) cannot be denied access to information on the grounds of 
FOIA exemptions. 28 

Subsection (e) requires an annual report to Congress from each federal 
agency regarding its FOIA operations and an annual report from the Attorney 
General regarding FOIA litigation and the Department of Justice’s efforts 
(through the Office of Information and Privacy) to encourage agency compli- 
ance with the FOIA. Subsection (f) defines the term "agency” so as to subject 
the records of nearly all executive branch entities to the FOIA. (See discussion 
of the term "agency" under Procedural Requirements, below.) 

As originally enacted in 1966, the FOIA contained, in the views of many, 
weaknesses which detracted from its ideal operation. In response, the courts 
fashioned certain procedural devices, such as the requirement of a " Vaughn 
Index"-a detailed index of withheld documents and the justification for their 
exemption, established in Vaughn v. Rosen 29 — and the requirement that agen- 
cies release segregable nonexempt portions of a partially exempt record, first 
established in EPA v. Mink . 30 

In an effort to further extend the FOIA’s disclosure requirements, and 
also as a reaction to the abuses of the Watergate era, the FOIA was substantial- 


26 Pub. L. No. 99-570, §§ 1801-1804, 100 Stat. 3207, 3207-48. 

27 See generally Attorney General’s Memorandum on the 1986 Amendments 
to the Freedom of Information Act 18 (Dec. 1987) [hereinafter A ttorney Gener- 
al’s Memorandum! . 

28 See FOIA Update . Winter 1984, at 3-4 ("OIP Guidance: Congressional 
Access Under FOIA" (citing, e.g., H.R. Rep, No. 1497, 89th Cong., 2d Sess. 
11-12 (1966))); see also 5 U.S.C. § 552a(b)(9) (1988) (counterpart provision of 
Privacy Act of 1974). 

29 484 F.2d 820, 827 (D.C. Cir. 1973), cert, denied . 415 U.S. 977 (1974). 

30 410 U.S. 73, 91 (1973); see 5 U.S.C. § 552(b) (final sentence) (explicitly 
requiring disclosure of any "reasonably segregable" nonexempt information); 
see also, e.g. . Army Times Publishing Co. v. Department of the Air Force . 

998 F.2d 1067, 1068, 1071-72 (D.C. Cir. 1993) (emphasizing importance of 
Act’s "reasonable segregation" requirement). 
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ly amended in 1974. The 1974 FOIA amendments considerably narrowed the 
overall scope of the Act’s law enforcement and national security exemptions 
and broadened many of its procedural provisions, such as those relating to fees, 
time limits, segregability, and in camera inspection of withheld information by 
the courts. 

In 1976, Congress again limited what could be withheld as exempt from 
disclosure under the FOIA, this time by narrowing its incorporation of the 
disclosure prohibitions of other statutes. (See discussion of Exemption 3, be- 
low.) A technical change was made in 1978 to update the FOIA’s provision for 
administrative disciplinary proceedings, 31 and in 1984 Congress repealed the 
expedited court-review provision previously contained in former subsection 
(a)(4)(D) of the Act. 32 

In 1981, after several years of administrative experience with the FOIA, 
as amended, congressional hearings demonstrated that the Act was in need of 
both substantive and procedural reform. 33 Consequently, new FOIA amend- 
ments were advanced through the legislative process with the aim of strengthen- 
ing the Act’s nondisclosure provisions and improving many of its procedural 
provisions. 34 Through mid-1986, though, those FOIA reform efforts contin- 
ued to be stalled. 35 

Late in 1986, however, in a relatively sudden development. Congress 
passed major FOIA reform legislation as part of the Anti-Drug Abuse Act of 
1986. Signed into law on October 27, 1986, the Freedom of Information Re- 
form Act of 1986 36 amended the FOIA to provide broader exemption protec- 
tion for law enforcement information, plus special law enforcement record 
exclusions, and it also created a new fee and fee waiver structure. 37 While all 
of the law enforcement provisions of the 1986 FOIA amendments became ef- 


31 5 U.S.C. § 552(a)(4)(F) (1988). 

3 ‘ 5 U.S.C. § 552(a)(4)(D) (1982); see Federal Courts Improvement Act of 
1984, Pub. L. No. 98-620, § 402, 98 Stat. 3335, 3357 (1984) (codified at 28 
U.S.C. § 1657); see also FOIA Update . Spring 1985, at 6. 

33 See generally Freedom of Information Act: Hearings on S. 587, S. 

1235, S. 1247. S. 1730. and S. 1751 Before the Subcomm. on the Constitution 
of the Senate Comm, on the Judiciary . 97th Cong., 1st Sess. (1981) (two vol- 
umes). 

34 See FOIA Update . Fall 1984, at 1; FOIA Update . Summer 1984, at 1, 4; 
FOIA Upda te. Winter 1984, at 1, 6; FOIA Update . Summer 1983, at 1-2; 

FOIA Update . Spring 1983, at 1; FOIA Update . June 1982, at 1-2; FOIA Up- 
date . March 1982, at 1-2; FOIA Update . Dec. 1981, at 1-2. 

35 See FOIA Update . Spring 1986, at 1. 

36 Pub. L. No. 99-570, 100 Stat. 3207. 

37 See FOIA Update . Fall 1986, at 1-2; see also id. at 3-6 (setting out stat- 
ute in its amended form, interlineated to show exact changes made). 


- 8 - 



PROCEDURAL REQUIREMENTS 


fective immediately, the revised fee and fee waiver provisions were made effec- 
tive oniy after the expiration of a 180-day implementation period, on April 25, 
1987, with implementing regulations required to be in place for their full effec- 
tiveness. 38 The Department of Justice and other federal agencies have taken 
numerous steps to implement all provisions of the 1986 FOIA amendments. 39 

In sum, the FOIA is a vital, continuously developing mechanism which, 
with necessary refinements to accommodate technological advancements 40 as 
well as society’s countervailing interests in an open yet fully responsible gov- 
ernment, can truly enhance our democratic way of life. 


PROCEDURAL REQUIREMENTS 

The Freedom of Information Act applies to "records” maintained by 
"agencies" within the executive branch of the federal government, including the 
Executive Office of the President and independent regulatory agencies. 1 Not 
included are records maintained by state governments, 3 by municipal corpora- 
tions, 3 by the courts, 4 by Congress, 5 or by private citizens. 6 


38 See FOIA Update . Winter/Spring 1987, at 1-2. 

39 See ii.; FOIA Update . Summer 1988, at 1-14; FOIA Update . Winter 
1988, at 2; see also Attorney Gene r al’s Memorandum . 

40 See, e.g. , FOIA Update . Spring 1992, at 3 (discussing need to adjust 
FOIA to accommodate "electronic record” environment not envisioned when 
statute enacted). 

1 5 U.S.C. § 552(f) (1988). 

2 See, e.g. . Butler v. Marshall . No. 92-16955, slip op. at 2 (9th Cir. June 
4, 1993); Smith v, Herriott . No. 91-35424, slip op. at 2 (9th Cir. June 9, 

1992); Davidson v. Georgia . 622 F.2d 895, 897 (5th Cir. 1980); see also 
Gillard v. United States Marshals Serv. . No. 87-0689, slip op. at 1-2 (D.D.C. 
May 11, 1987) (District of Columbia government records not covered). 

3 See, e.g. , Rankel v. Town of Greensburgh . 117 F.R.D. 50, 54 (S.D.N.Y. 
1987). 

4 See, e.g. . Warth v. Department of Justice . 595 F.2d 521, 523 (9th Cir. 
1979); Williams v. Thornburgh . No. 89-2152, slip op. at 2 n.2 (D.D.C. Mar. 
24, 1992), summary affirmance granted sub nom. Williams v. Barr . No. 92- 
5149 (D.C. Cir. Jan. 29, 1993); see also Andrade v. United States Sentencing 
Comm’n . 989 F.2d 308, 309-10 (9th Cir. 1993) (Sentencing Commission, an 
independent body within judicial branch, not subject to FOIA); Chambers v. 
Division of Probation . No. 87-0163, slip op. at 2 (D.D.C. Apr. 8, 1987) (Divi- 
sion of Probation, part of Administrative Office of United States Courts, not 
covered). 

5 See, e.g. . Poland v. CIA . 607 F.2d 339, 348 (D.C. Cir. 1978), cert, de- 

(continued...) 
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In general, the FOIA does not apply to entities that "are neither chartered 
by the federal government [n]or controlled by it." 7 Nor does the FOIA apply 
to a presidential transition team. 8 Additionally, the personal staff of the Presi- 
dent and units within the Executive Office of the President whose sole function 
is to advise and assist the President are not intended to fall within the definition 
of "agency." 9 The Court of Appeals for the District of Columbia Circuit illus- 
trated this point this past year in holding that the former Presidential Task 
Force on Regulatory Relief-chaired by the Vice President and composed of 
several cabinet members-was not an agency for purposes of the FOIA, as the 
cabinet members were not acting as heads of their departments "but rather as 
the functional equivalents of assistants to the President. 1 ' 10 


s (... continued) 

nied . 445 U.S. 927 (1980); see also Dow Jones & Co. v. Department of Jus- 
tice , 917 F.2d 571, 574 (D.C. Cir. 1990) (Congress not an "agency" for any 
purpose under FOIA). 

6 See, e.g. , Kurz-Kasch v, POD . 113 F.R.D. 147, 148 (S.D. Ohio 1986). 

7 H.R. Rep. No. 1380, 93d Cong., 2d Sess. 14 (1974); see, e.g, . Forsham 
v. Harris , 445 U.S. 169, 179-80 (1980) (private grantee of federal agency not 
subject to FOIA); Public Citizen Health Research Group v. HEW . 668 F.2d 
537, 543-44 (D.C. Cir. 1981) (medical peer review committees not "agencies" 
under FOIA); Irwin Memorial Blood Bank v, American Nat’l Red Cross . 640 
F.2d 1051, 1057 (9th Cir. 1981) (American Red Cross not an "agency" under 
FOIA). But see also Cotton v. Adams . 798 F. Supp. 22, 24 (D.D.C. 1992) 
(Smithsonian Institution held an "agency" under FOIA on basis that it "per- 
forms governmental functions as a center of scholarship and national museum 
responsible for the safekeeping and maintenance of national treasures"); Asso- 
ciation of Community Orgs. for Reform Now v. Barclay . No. 3-89-409T, slip 
op. at 8 (N.D. Tex. June 9, 1989) (holding federal home loan banks "agencies" 
under FOIA). 

8 Illinois Inst, for Continuing Legal Educ. v. United States Dep’t of Labor . 
545 F. Supp. 1229, 1232-33 (N.D. 111. 1982); see also FOIA Update . Fall 
1988, at 3-4 ("FOIA Counselor: Transition Team FOIA Issues"). 

9 S. Conf. Rep. No. 1200, 93d Cong., 2d Sess. 15 (1974); see, e.g. . 
Rushforth v. Council of Economic Advisors . 762 F.2d 1038, 1042-43 (D.C. 
Cir. 1985) (Council of Economic Advisors held not an "agency” under FOIA); 
Nation Co. v. Archivist of the United States . No. 88-1939, slip op. at 5-6 
(D.D.C. July 24, 1990) (Tower Commission held not an "agency" under 
FOIA); National Sec. Archive v. Executive Office of the President . 688 F. 
Supp. 29, 31 (D.D.C. 1988) (Office of Counsel to the President not an "agen- 
cy" under FOIA), affd sub nom. National Sec. Archive v. Archivist of the 
United States . 909 F,2d 541 (D.C. Cir. 1990). 

10 Meyer v. Bush . 981 F.2d 1288, 1294 (D.C. Cir. 1993); cf. Association 
of Am. Physicians & Surgeons v, Clinton . 997 F.2d 898, 91! (D.C. Cir. 1993) 
(President’s Task Force on National Health Care Reform, composed of cabinet 
officials and chaired by First Lady, held not subject to Federal Advisory Com- 
mittee Act). 
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Such government entities whose functions are not limited to advising and 
assisting the President are "agencies" under the FOIA. 11 For example, the 
D.C. Circuit, after examining one entity’s responsibilities in detail, concluded 
that its investigatory, evaluative and recommendatory functions exceeded mere- 
ly advising the President and that therefore it was an "agency" subject to the 
FOIA. 12 

The Supreme Court has articulated a basic, two-part test for determining 
what constitutes an "agency record" under the FOIA: "Agency records" are 
documents which are (1) either created or obtained by an agency, and (2) under 
agency control at the time of the FOIA request. 13 The D.C. Circuit has pro- 
vided comprehensive discussions of relevant factors and precedents regarding 
the "agency record" concept 14 and of how certain records maintained by 


11 See Soucie v. David . 448 F.2d 1067, 1075 (D.C. Cir. 1971); see also 
Rvan v. Department of Justice . 617 F.2d 781, 784-89 (D.C. Cir. 1980). 

12 Energy Research Found, v. Defense Nuclear Facilities Safety Bd. . 917 
F.2d 581, 584-85 (D.C. Cir. 1990); see also Pacific Legal Found, v. Council 
on Envtl. Quality . 636 F.2d 1259, 1263 (D.C. Cir. 1980) (Council on Environ- 
mental Quality held an "agency" under FOIA). 

13 United States Dep’t of Justice v. Tax Analysts . 492 U.S. 136, 144-45 
(1989) (court opinions in agency files held to be agency records); see, e.g. . 
International Bhd. of Teamsters v. National Mediation Bd. . 712 F.2d 1495, 

1496 (D.C. Cir. 1983) (submission of gummed-label mailing list as required by 
court order held not sufficient to give "control" over record to agency); KDVA 
v. Thornburgh . No. 90-1536, slip op. at 11 (D.D.C. Sept. 30, 1992) (Canadian 
Safety Board report of aircrash, although possessed by National Transportation 
Safety Board, not under "control" of agency because of restrictions imposed by 
Convention on International Civil Aviation); Teich v. FDA . 751 F. Supp. 243, 
248-49 (D.D.C. 1990) (documents submitted to FDA in "Tegitimate conduct of 
its official duties’" are agency records notwithstanding FDA’s presubmission re- 
view regulation allowing submitters to withdraw their documents from agency’s 
files) (quoting Tax Analysts . 492 U.S. at 145), appeal voluntarily dismissed . 

No. 91-5023 (D.C. Cir. July 2, 1992); Rush v. Department of State . 716 F. 
Supp. 598, 600 (S.D. Fla, 1989) (correspondence between former ambassador 
and Henry Kissinger (then Assistant to the President) held "agency records" of 
Department of State as it exercised control over them); see also FOIA Update . 
Summer 1992, at 5 (advising that records subject to "protective order” issued 
by administrative law judge remain within agency control and are subject to 
FOIA). 

14 See Wolfe v. HHS . 711 F.2d 1077, 1079-82 (D.C. Cir. 1983) (transition 
team records, physically maintained within the "four walls" of agency, held not 
"agency records" under FOIA); see also, e.g. . United States Dep’t of Justice v. 
Tax Analysts . 492 U.S. at 146 (federal court tax opinions maintained and used 
by Justice Department’s Tax Division are "agency records"); Hercules. Inc, v. 
Marsh . 838 F.2d 1027, 1029 (4th Cir. 1988) (army ammunition plant telephone 
directory prepared by contractor at government expense, bearing "property of 

(continued...) 
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agency employees may qualify as "personal" rather than "agency" records. 15 


14 (... continued) 

the U.S." legend, held "agency record"); General Elec. Co. v. NRC . 750 F.2d 
1394, 1400-01 (7th Cir. 1984) (agency "use" of internal report submitted in 
connection with licensing proceedings resulted in finding report an "agency 
record"); Animal Legal Defense Fund v. Secretary of Aerie. . 813 F. Supp. 

882, 892 (D.D.C. 1993) (plans regarding treatment of animals maintained on- 
site by entities subject to USDA regulation held not "agency records"); Rush 
Franklin Publishing, Inc, v. NASA . No. 90-CV-2855, slip op, at 10 (E.D.N.Y. 
Apr. 13, 1993) (mailing list created by contractor held not "agency record" as 
agency did not create, obtain or exercise control over it); Washington Post v. 
POD , 766 F. Supp. 1, 17 (D.D.C. 1991) (transcript of closed congressional 
committee hearing furnished to testifying witnesses held not "agency record" as 
Congress had not "abandoned control over a transcript released to witnesses 
from an agency for the limited purpose of correcting and emending"); Lewis- 
burg Prison Project. Inc, v. Federal Bureau of Prisons . No. 86-1339, slip op. at 
4-5 (M.D, Pa. Dec. 16, 1986) (training videotape provided by contractor not 
"agency record"); Marzen v. HHS . 632 F. Supp. 785, 801 (N.D. 111. 1985) 
(records created outside federal government which the "agency in question 
obtained without legal authority" held not "agency records"), aff d on other 
grounds , 825 F.2d 1148 (7th Cir. 1987); Waters v. Panama Canal Comm’n . 

No. 85-2029, slip op. at 5-6 (D.D.C. Nov. 26, 1985) (Internal Revenue Code 
held not "agency record"); Center for Nat’l Sec. Studies v. CIA . 577 F. Supp. 
584, 586-90 (D.D.C. 1983) (agency report, prepared "at the direct request of 
Congress" with intent that it remain secret and transferred to agency with con- 
gressionally imposed "conditions" of secrecy, held not "agency record”); see 
also "Department of Justice Report on ‘Electronic Record’ Issues under the 
Freedom of Information Act" [hereinafter Department of Justice "Electronic 
Record" Report], abridged in FOIA Update . Fall 1990, at 6-12 (discussing 
issue of "agency record" status of computer software). 

15 See Bureau of Nat’l Affairs. Inc, v. United States Dep’t of Justice . 742 
F.2d 1484, 1488-96 (D.C. Cir. 1984) (appointment calendars and telephone 
message slips of agency officials held not "agency records”); see also Gallant v. 
NLRB , No. 92-873, slip op. at 8 (D.D.C. Nov. 6, 1992) (letters written on 
agency time on agency equipment by board member seeking renomination, 
which had been reviewed by other agency employees but not integrated into 
agency record system and over which author had not relinquished control, held 
not "agency records") (appeal pending); Hamrick v. Department of the Navv . 
No. 90-283, slip op. at 6 (D.D.C. Aug. 28, 1992) (employee notebooks con- 
taining handwritten notes and comments, created and maintained for personal 
convenience and not placed in official files or referenced in agency documents, 
held not "agency records") (appeal pending); Sibille v. Federal Reserve Bank , 
770 F. Supp. 134, 139 (S.D.N.Y. 1991) (handwritten notes of meetings and 
telephone conversations taken by employees for their personal convenience and 
not placed in agency’s files held not "agency records"); Dow Jones & Co. v. 
GSA, 714 F. Supp. 35, 39 (D.D.C. 1989) (agency head’s recusal list, shared 
only with personal secretary and chief of staff, held not "agency record"); 
Forman v. Chapotan . No. 88-1151, slip op. at 14 (W.D. Okla. Dec. 12, 1988) 

(continued...) 
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Each federal agency is required to publish in the Federal Register its 
procedural regulations governing access to its records under the FQIA. 16 
These regulations must inform the public of where and how to address requests; 
of what types of records are maintained by the agency; of its schedule of fees 
for search, review and duplication; of its fee waiver criteria; and of its adminis- 
trative appeal procedures. 17 Although an agency may occasionally waive some 
aspect of its published procedures for reasons of public interest, speed, or sim- 
plicity, unnecessary bureaucratic hurdles should not be imposed and no require- 
ment may be imposed on a requester beyond those prescribed in the agency’s 
regulations. 18 A requester’s failure to comply with an agency’s procedural 
regulations governing first-party access to records has been held to constitute a 
failure to properly exhaust administrative remedies. 19 

A FOIA request can be made by "any person," as defined in 5 U.S.C. 


J5 (... continued) 

(materials distributed to agency officials at privately sponsored seminar held not 
"agency records"), affd . No. 89-6035 (10th Cir. Oct. 31, 1989); American 
Fed’n of Gov’t Employees v. United States Dep’t of Commerce . 632 F. Supp. 
1272, 1277 (D.D.C. 1986) (employee logs created voluntarily to facilitate work 
held not "agency records" even though containing substantive information), 
affd . 907 F.2d 203 (D.C. Cir. 1990); Miranda Manor v. HHS . No. 85-C- 
10015, slip op. at 5-7 (N.D. 111. Apr. 7, 1986) (personal notes of agency sur- 
veyors held not "agency records"); Kalmin v. Department of the Navy . 605 F. 
Supp. 1492, 1494-95 (D.D.C. 1985) (uncirculated personal notes maintained at 
residence or in office desk drawer held personal property, not "agency rec- 
ords"); British Airports Auth. v. CAR . 531 F. Supp. 408, 416 (D.D.C. 1982) 
(employee notes maintained in personal file and retained at employee’s dis- 
cretion held not "agency records"); Porter Countv Chapter of die Izaak Walton 
League of Am. v. United States Atomic Energy Comm’n . 380 F. Supp, 630, 
633 (N.D. Ind. 1974) (handwritten notes within personal files held not "agency 
records"); see also FOIA Update . Fall 1988, at 3-4 (discussing circumstances 
under which presidential transition team documents can be regarded as "person- 
al records” when brought to federal agency); FQIA Update . Fall 1984, at 3-4 
("OIP Guidance: ‘Agency Records’ vs. ‘Personal Records’"). But see Wash- 
ington Post Co. v. United States Dep’t of State . 632 F. Supp. 607, 616 
(D.D.C. 1986) (logs compiled by Secretary of State’s staff— without his knowl- 
edge-held "agency records"). 

16 5 U.S.C. § 552(a)(3), (4)(A). 

17 See, e.g. . 28 C.F.R. pt. 16(A) (1993) (Department of Justice FOIA 

regulations). 

18 See Zemanskv v. EPA . 767 F.2d 569, 574 (9th Cir. 1985); see also 
FQIA Update . Summer 1989, at 5 (addressing submission of FOIA requests by 
"fax" in absence of contrary agency regulation). 

19 See, e.g. . Keil v, HHS . No. 88-C-360, slip op. at 3-4 (E.D. Wis. May 
20, 1989); see also Muhammad v. United States Bureau of Prisons . 789 F. 
Supp. 449, 450 (D.D.C. 1992) (inmate’s initial request for records made to 
court, rather than to agency, "constitutes a failure to exhaust his administrative 
remedies"). 
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§ 551(2), which encompasses individuals (including foreign citizens), partner- 
ships, corporations, associations and foreign or domestic governments. 20 The 
statute specifically excludes federal agencies from the definition of a "per- 
son," 21 but state agencies certainly can make FOIA requests. 22 The only ap- 
parent exception of any significance to this broad "any person” standard is for 
those who flout the law, such as a fugitive from justice. 23 This is true also 
where the FOIA plaintiff is an agent acting on behalf of a fugitive. 24 

FOIA requests can be made for any reason whatsoever, with no showing 
of relevancy required. Because the purpose for which records are sought "has 
no bearing" upon the merits of the request, FOIA requesters do not have to 
explain or justify their requests. 23 As a result, despite repeated Supreme 
Court admonitions for restraint, 26 the FOIA has been invoked successfully as a 


20 See generally Doherty v. United States Dep’t of Justice . 596 F. Supp. 

423, 427 n.4 (S.D.N.Y. 1984) (reviewing legislative history), aff d on other 
grounds . 775 F.2d 49 (2d Cir. 1985); see, e.g, . Constangv. Brooks & Smith v. 
NLRB . 851 F.2d 839, 840 n.2 (6th Cir. 1988) (recognizing standing of attorney 
to request documents on behalf of client). 

21 See FOIA Update . Winter 1985, at 6 (citing 5 U.S.C. § 551(2)). 

22 See, e.g. . Texas v. ICC . 935 F.2d 728, 728 (5th Cir. 1991); Massachu- 
setts v. HHS . 727 F. Supp. 35, 35 (D. Mass. 1989). 

23 See Doyle v. United States Dep't of Justice . 494 F. Supp. 842, 843 
(D.D.C. 1980) (fugitive not entitled to enforcement of the FOIA’s access provi- 
sions because he cannot expect judicial aid in obtaining government records 
when he has fled the jurisdiction of the courts), affd . 668 F.2d 1365 (D.C. 

Cir. 1981), cert, denied . 455 U.S. 1002 (1982). But cf. O’Rourke v. United 
States Dep’t of Justice . 684 F. Supp. 716, 718 (D.D.C. 1988) (convicted crimi- 
nal, a fugitive from his home country undergoing U.S. deportation proceedings, 
held to qualify as "any person” for purpose of making FOIA request); Doherty 
v. United States Dep’t of Justice . 596 F. Supp. at 424-29 (same). 

24 See Javelin Int’l, Ltd, v. United States Dep’t of Justice . 2 Gov’t Disclo- 
sure Serv. (P-H) 1 82,141, at 82,479 (D.D.C, Dec. 9, 1981). 

35 United States Dep’t of Justice v. Reporters Comm, for Freedom of the 
Press , 489 U.S. 745, 771 (1989); see North v. Walsh . 881 F.2d 1088, 1096 
(D.C. Cir. 1989) (requester’s identity and intended use not proper factors in 
determining access rights under FOIA); Durns v. Bureau of Prisons . 804 F,2d 
701, 706 (D.C. Cir. 1986) ("Congress granted the scholar and the scoundrel 
equal rights of access to agency records.”), cert, granted, judgment vacated on 
other grounds & remanded . 486 U.S. 1029 (1988); Forsham v. Califano . 587 
F.2d 1128, 1134 (D.C. Cir. 1978) (while factors such as need, interest or 
public interest may bear on agency’s determination of order of processing, they 
have no bearing on individuals’ rights of access under FOIA); see also FOIA 
Update, Spring 1989, at 5; FOIA Update . Summer 1985, at 5. 

26 See United States v. Weber Aircraft Coro. . 465 U.S. 792, 801-02 

(continued...) 
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substitute for, or a supplement to, document discovery in the contexts of both 
civil 27 and criminal 28 litigation. 

By the same token, as the Supreme Court has stated, a FOIA requester's 
basic rights to access "are neither increased nor decreased" by virtue of having 
a greater interest in the records than that of an average member of the general 
public. 29 However, such considerations do logically have a bearing on certain 
procedural areas of the FOIA-such as expedited access, waiver or reduction of 
fees, and the award of attorney’s fees and costs to a successful FOIA plaintiff — 
where it is appropriate to examine a requester’s need or purpose in seeking rec- 
ords. And as the Supreme Court has observed, a requester’s identity can be sig- 
nificant in one substantive respect: "The fact that no one need show a particu- 
lar need for information in order to qualify for disclosure under the FOIA does 
not mean that in no situation whatever will there be valid reasons for treating 
[an exemption] differently as to one class of those who make requests than as to 
another class.” 30 In short, an agency should not invoke a FOIA exemption to 


26 (... continued) 

(1984); Baldrige v. Shapiro . 455 U.S. 345, 360 n.14 (1982); NLRB v. Robbins 
Tire & Rubber Co. . 437 U.S. 214, 242 (1978); NLRB v. Sears. Roebuck & 
Co. , 421 U.S. 132, 143 n.10 (1975); Renegotiation Bd. v. Bannercraft Clothing 
Co., 415 U.S. 1, 24 (1974). 

27 See, e.g. . Jackson v. First Fed. Sav. . 709 F. Supp. 887, 889 (E.D. Ark. 
1989); see also FOIA Update . Dec. 1981, at 10. But cf. Iniex Indus, v. 

NLRB . 699 F. Supp. 1417, 1419 (N.D. Cal. 1986) (FOIA cannot be used to 
circumvent nonreviewable decision to impound requested documents); Morri- 
son-Knudsen Co. v. Department of the Army of the United States . 595 F. 

Supp. 352, 356 (D.D.C. 1984) ("[T]he use of FOIA to unsettle well established 
procedures governed by a comprehensive regulatory scheme must be . . . 
viewed not only ‘with caution’ but with concern. 1 '), affd . 762 F.2d 138 (D.C. 
Cir. 1985) (table cite). 

28 See, e.g. . North v. Walsh . 881 F.2d at 1096. 

29 NLRB v. Sears. Roebuck & Co. . 421 U.S. at 143 n.10; see also United 
States v. United States Dist. Court. Central Dist. of Cal. . 717 F.2d 478, 480 
(9th Cir. 1983) (FOIA does not expand scope of criminal discovery permitted 
under Rule 16 of Federal Rules of Criminal Procedure); Johnson v. United 
States Dep’t of Justice . 758 F. Supp. 2, 5 (D.D.C. 1991) ("Resort to Brady v. 
Maryland as grounds for waiving confidentiality is . . . outside the proper role 
of FOIA."); Stimac v. United States Dep’t of Justice . 620 F. Supp. 212, 213 
(D.D.C. 1985) (" Bradv v. Maryland . . . provides no authority for releasing 
material under FOIA."); cL Calder v, IRS . 890 F.2d 781, 783 (5th Cir. 1989) 
(historian denied access under FOIA also held to have no "constitutional right 
of access" to A1 Capone’s tax records). 

30 United States Dep’t of Justice v, Julian . 486 U.S. 1, 14 (1988); accord 
United States Dep’t of Justice v. Reporters Comm, for Freedom of the Press . 
489 U.S. at 771 (recognizing single exception to general FOIA -disclosure rule 
in case of "first-party” requester). 
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protect a requester from himself. 31 

The FOIA specifies only two requirements for access requests: that they 
"reasonably describe" the records sought 32 and that they be made in accord- 
ance with agencies’ published procedural regulations. 33 The legislative history 
of the 1974 FOIA amendments indicates that a description of a requested record 
is sufficient if it enables a professional agency employee familiar with the sub- 
ject area to locate the record with a "reasonable amount of effort.” 34 It has 
been observed that ”[t]he rationale for this rule is that FOIA was not intended 
to reduce government agencies to full-time investigators on behalf of re- 
questers.’’ 35 Accordingly, one FOIA request was held invalid on the grounds 
that it required an agency’s FOIA staff either to have "clairvoyant capabilities” 
to discover the requester’s needs or to spend "countless numbers of personnel 
hours seeking needles in bureaucratic haystacks." 36 However, an agency 
"must be careful not to read [a] request so strictly that the requester is denied 


31 See FOIA Update . Spring 1989, at 5 (advising agencies to treat first- 
party FOIA requests in accordance with the protectible interests that requesters 
can have in their own information, such as with personal privacy information, 
and to treat third-party FOIA requesters differently). 

32 5 U.S.C. § 552(a)(3)(A). 

33 5 U.S.C. § 552(a)(3)(B); see, e.g. . McDonnell v. United States . No. 91- 
5916, slip op. at 10-11 (3d Cir. Sept. 21, 1993) (to be published). 

34 H.R. Rep. No. 876, 93d Cong., 2d Sess. 6 (1974), reprinted in 1974 
U.S.C.C.A.N. 6267, 6271; see also, e.g. . Brumlev v. United States Dep’t of 
Labor , 767 F.2d 444, 445 (8th Cir. 1985); Goland v. CIA . 607 F.2d at 353; 
Marks v. United States Dep’t of Justice . 578 F.2d 261, 263 (9th Cir. 1978). 

35 Assassination Archives & Research Ctr.. Inc, v. CIA . 720 F. Supp. 217, 
219 (D.D.C. 1989), affd in pertinent part . No. 89-5414 (D.C. Cir. Aug. 13, 
1990); Blakev v. Department of Justice . 549 F. Supp. 362, 366-67 (D.D.C. 
1982), affd . 720 F.2d 215 (D.C. Cir. 1983) (table cite); see also Trenerrv v. 
Department of the Treasury . No. 92-5053, slip op. at 6 (10th Cir. Feb. 5, 

1993) (agency not required to provide persona! services such as legal research); 
Davis v. United States Dep’t of Justice . 968 F.2d 1276, 1280-82 (D.C. Cir. 
1992) (burden is on requester, not agency, to show prior disclosure of other- 
wise exempt records). 

36 Devine v. Marsh . 2 Gov’t Disclosure Serv. (P-H) \ 82,022, at 82,186 
(E.D. Va. Aug. 27, 1981); see also Canning v. United States Dep’t of Justice . 
No. 92-503, slip op. at 2 (D.D.C. July 15, 1992) (subsequent request for addi- 
tional searches of State Department files "unjustified" after agency had conduct- 
ed "reasonable and adequate search"); Freeman v. United States Dep’t of Jus- 
tice . No. 90-2754, slip op. at 3 (D.D.C. Oct. 16, 1991) ("The FOIA does not 
require that the government go fishing in the ocean for fresh water fish.”); 
Massachusetts v. HHS . 727 F. Supp. at 36 n.2 (request for all records "relating 
to” particular subject held overbroad, "thus unfairly placing] the onus of non- 
production on the recipient of the request and not where it belongs-upon the 
person who drafted such a sloppy request"). 
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information the agency well knows exists in its files, albeit in a different form 
from that anticipated by the requester." 37 

The fact that a F01A request is very broad or "burdensome" in its mag- 
nitude does not, in and of itself, entitle an agency to deny that request on the 
ground that it does not "reasonably describe" the records sought. 38 The key 
factor is the ability of an agency’s staff to reasonably ascertain and locate exact- 
ly which records are being requested. 39 It has been held that agencies are not 
required to conduct wide-ranging, "unreasonably burdensome" searches for 
records. 40 


37 Hemenwav v, Hughes . 601 F. Supp. 1002, 1005 (D.D.C. 1985); see also 
Miller v, Casey . 730 F.2d 773, 777 (D.C. Cir. 1984) (agency required to read 
FOIA request as drafted, "not as either [an] agency official or [the requester] 
might wish it was drafted"); Ferri v. Bell . 645 F.2d 1213, 1220 (3d Cir. 1981) 
(request "inartfully presented in the form of questions" cannot be dismissed, in 
toto, as too burdensome); Landes v. Yost . No. 89-6338, slip op. at 4-5 (E.D. 

Pa. Apr. 11, 1990) (request found "reasonably descriptive" where it relied on 
agency’s own outdated identification code), affd . 922 F.2d 832 (3d Cir. 1990) 
(table cite); FOIA Update , Summer 1983, at 5; cf, Truitt v. Department of 
S ta te, 897 F.2d 540, 544-46 (D.C. Cir. 1990) (where request was "reasonably 
clear as to the materials desired," agency failed to conduct adequate search as 
its search did not include file likely to contain responsive records). But see also 
Maynard v. CIA . 986 F.2d 547, 560 (1st Cir. 1993) (agency search properly 
limited to scope of FOIA request, with no requirement that secondary refer- 
ences or variant spellings be checked). 

38 See FOIA Update . Summer 1983, at 5. 

39 See Yeager v. PEA , 678 F.2d 315, 322, 326 (D.C. Cir. 1982) (holding 
valid a request encompassing over 1,000,000 computerized records: "The 
linchpin inquiry is whether the agency is able to determine ‘precisely what 
records [are] being requested.”') (quoting legislative history). 

40 See Van Strum v, EPA . No. 91-35404, slip op. at 3 (9th Cir. Aug. 17, 
1992) (agency justified in denying or seeking clarification of overly broad 
requests which would place inordinate search burden on agency resources); 
American Fed’n of Gov’t Employees v. United States Dep’t of Commerce . 907 
F.2d 203, 209 (D.C. Cir. 1990) (holding request which would require agency 
"to locate, review, redact, and arrange for inspection a vast quantity of ma- 
terial" to be "so broad as to impose an unreasonable burden upon the agency" 
(citing Goiand v. CIA . 607 F.2d at 353)); Marks v. United States Dep’t of 
Justice . 578 F.2d at 263 (FBI not required to search every one of its field of- 
fices); Canning v. United States Dep’t of the Treasury . No. 91-2324, slip op. at 
8 (D.D.C. Apr. 28, 1993) ("fl]f the locations to be searched are not plain from 
the face of the request, the government agency . . . need not imply additional 
locations into the search.”); Roberts v. United States Dep’t of Justice . No. 92- 
1707, slip op, at 3 (D.D.C, Jan. 28, 1993) (agency not expected to "search 
every nook and cranny of its vast offices” in order to locate records which 
requester believes may exist); Nance v. United States Postal Serv. . No. 91- 

(continued. . .) 
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It also has been held by the courts that agencies do not have to organize 
or reorganize file systems in order to respond to particular FOIA requests, 4 ' to 
write new computer programs to search for "electronic" data not already com- 
piled for agency purposes, 42 or to aggregate computerized data files so as to 
effectively create new, releasable records. 43 The adequacy of an agency’s 
search under the FOIA is to be determined by a test of "reasonableness," which 
may vary from case to case. 44 (For a discussion of the litigation aspects of 
adequacy of search, see Litigation Considerations, below.) 

Although "a person need not title a request for government records a 


40 (... continued) 

1183, slip op. at 5 n.3 (D.D.C. -Jan. 24, 1992) (dictum) (there may be instances 
where "search burden is too disruptive," regardless of requester’s ability to pay 
fees); Hale Fire Pump Co. v. United States . No. 90-2714, siip op. at 2 (E.D. 

Pa. July 30, 1990) (agency not required to direct FOIA request to "hundreds of 
[its] installations that might have responsive documents"); see also, e.g. . Nolen 
v. Rumsfeld . 535 F.2d 890, 891-92 (5th Cir. 1976) (FOIA does not compel 
agencies to locate missing records), cert, denied . 429 U.S. 1104 (1977). But 
see also Truitt v. Department of State . 897 F.2d at 546 (subsequent search re- 
quired for responsive records agency knew were removed from file). 

41 See, e.g. . Church of Scientology v. IRS . 792 F.2d 146, 150-51 (D.C. 

Cir. 1986); Miller v. United States Dep’t of State . 779 F.2d 1378, 1385 (8th 
Cir. 1986); Neff v. IRS . No. 85-816, slip op. at 8 (S.D. Fla. Nov. 24, 1986); 
Auchterlonie v. Hodel . No. 83-C-6724, slip op. at 13 (N.D. 111. May 7, 1984). 

42 See Burlington N. R.R. v, EPA . No. 91-1636, slip op. at 4 (D.D.C. 

June 15, 1992); Clarke v. United States Dep’t of the Treasury . No. 84-1873, 
slip op. at 2-3 (E.D. Pa. Jan. 24, 1986); see also FOIA Update . Spring 1992, 
at 3-7 (congressional testimony discussing "electronic record" FOIA issues). 

43 See Yeager v. PEA . 678 F.2d at 324; see also Department of Justice 
"Electronic Record" Report, abridged in FOIA Update . Spring/Summer 1990, 
at 8-21 (discussing use of "computer programming" for FOIA search and pro- 
cessing purposes). But cf. International Diatomite Producers Ass’n v. United 
States Social Sec. Admin. . No. 92-1634, slip op. at 13-14 (N.D. Cal. Apr. 28, 
1993) (agency must respond to request for specific information, portions of 
which are maintained in four separate computerized listings, by either compiling 
new list or redacting existing lists) (appeal pending). 

44 See Qglesbv v. United States Dep’t of the Army . 920 F.2d 57, 68 (D.C. 
Cir. 1990) (agency may not limit search to one record system if others are 
likely to contain responsive records); Meeropol v. Meese . 790 F.2d 942, 956 
(D.C. Cir. 1986) ("[A] search need not be perfect, only adequate, and adequa- 
cy is measured by the reasonableness of the effort in light of the specific re- 
quest."); Spannaus v. POD . No. 92-2435, transcript at 16 (D.D.C. Sept. 13, 
1993) (bench order) (fact that it is "conceivable" that other responsive docu- 
ments exist "does not mean that the search itself was inadequate"); see also 
Zemansky v. EPA. 767 F.2d at 571-73 (reasonableness of agency search de- 
pends upon facts of each case (citing Weisberg v. United States Dep’t of 
Justice . 705 F.2d 1344, 1351 (D.C. Cir. 1983))). 
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‘FOIA request.”' 45 a request should be made in full observance of an agency’s 
procedural regulations. 46 However, agencies should exercise sound adminis- 
trative discretion in this regard— for example, a first-party access request that 
cites only the Privacy Act of 1974 4 ’’ should be processed under both that stat- 
ute and the FOIA as well. 48 

Until a FOIA request is properly received by an agency (and, further, by 
the proper component of that agency), there is no obligation on the agency to 
search, to meet time deadlines or to release documents. 49 Requests not filed 
in accordance with published regulations are not deemed to have been received 
until such time as they are identified as proper FOIA requests by agency per- 
sonnel. 50 For example, the Department of Justice regulation requiring either a 
promise to pay fees (above a minimum amount) or a determination to waive all 
fees before the request is deemed received 51 has been specifically upheld. S2 
Moreover, if a requester fails to pay properly assessed search, review and/or 
duplication fees, despite his prior commitment to pay such an amount, an agen- 
cy may refuse to process subsequent requests until that outstanding balance is 
fully paid by the requester. 53 (For a discussion of procedures pertaining to the 
assessment of fees, see Fees and Fee Waivers, below.) 

Once an agency is in receipt of a proper FOIA request, it is required to 
inform the requester of its decision to grant or deny access to the requested 


45 Newman v. Legal Servs. Corp. . 628 F. Supp. 535, 543 (D.D.C. 1986); 
see also FOIA Update . Winter 1986, at 6. 

46 See, e.g. . Church of Scientology v, IRS . 792 F.2d at 150 (requesters 
must follow "the statutory command that requests be made in accordance with 
published rules"), But see also Summers v. United States Dep’t of Justice . 999 
F.2d 570, 572-73 (D.C. Cir. 1993) (holding that 28 U.S.C. § 1746-which re- 
quires that unsworn declarations be treated with "like force and effect” as 
sworn declarations-can be used in place of notarized-signature requirement of 
agency regulation for verification of FOIA privacy waivers). 

47 5 U.S.C. § 552a. 

48 See FOIA Update . Winter 1986, at 6. 

49 See Brumlev v. United States Dep’t of Labor . 767 F.2d at 445; see also 
McDonnell v. United States , slip op. at 1 1 (person whose name does not appear 
on request does not have standing). 

50 See, e.g. . Lvkins v. United States Dep’t of Justice . 3 Gov’t Disclosure 
Serv. (P-H) 1 83,092, at 83,637 (D.D.C. Feb. 28, 1983). 

51 28 C.F.R. § 16.10(e) (1993). 

52 See Irons v. FBI . 571 F. Supp. 1241, 1243 (D. Mass. 1983); see also 
Qglesbv v. United States Dep’t of the Army . 920 F.2d at 66. 

53 See Atkin v. EEOC . No. 92-3275, slip op. at 5 (D.N.J. June 24, 1993); 
Crooker v. United States Secret Serv. . 577 F. Supp. 1218, 1219-20 (D.D.C. 
1983); FOIA Update . Spring 1986, at 2; see also 5 U.S.C. § 552(a)(4)(A)(v). 



PROCEDURAL REQUIREMENTS 


records within ten working days. 5-4 Agencies are not necessarily required to 
release records within the ten days, but access to releasable records should be 
granted promptly thereafter. 55 The FOIA provides for extensions of initial 
time limits for three specific situations: (1) the need to search for and collect 
records from separate offices; (2) the need to examine a voluminous amount of 
records required by the request; and (3) the need to consult with another agency 
or agency component. 56 Further, determinations of administrative appeals are 
required to be made within twenty working days. 57 

In many instances, however, agencies are unable to meet these time limits 
for a variety of reasons, including the limitations of their resources. 58 The 
D.C. Circuit has approved the general practice of handling backlogged FOIA 
requests on a "first-in, first-out" basis. 59 However, if a requester can show an 
"exceptional need or urgency," his or her request may be "expedited" and proc- 
essed out of sequence. 60 Expedited access has been granted where exceptional 
circumstances surrounding a request warrant such treatment to the relative 
disadvantage of prior FOIA requesters, such as jeopardy to life or personal 
safety, 61 or a threatened loss of substantial due process rights. 62 (For a fur- 


54 5 U.S.C. § 552(a)(6)(A)(i); see also FOIA Update . Summer 1992, at 5 
(merely acknowledging request within ten-day period is simply insufficient). 

55 5 U.S.C. § 552(a)(6)(C); see Larson v. IRS . No. 85-3076, slip op. at 2-3 
(D.D.C. Dec. 11, 1985) (As the FOIA "does not require that the person re- 
questing records be informed of the agency’s decision within ten days, it only 
demands that the government make [and mail] its decision within that time."). 
Contra Manos v. United States Dep’t of the Air Force . No. C-92-3986, slip op. 
at 12 (N.D. Cal. Feb. 10, 1993) (exceptional decision holding that mailing 
response within ten-day period not sufficient and that requester must actually 
receive response within ten-day period). 

56 5 U.S.C. § 552(a)(6)(B). 

57 5 U.S.C. § 552(a)(6)(A)(ii). 

58 See, e.g. . FOIA Update . Spring 1992, at 8-10; FOIA Update . Winter 
1990, at 1-2. 

59 Open America v. Watergate Special Prosecution Force . 547 F.2d 605, 

614-16 (D.C. Cir. 1976) (citing 5 U.S.C. § 552(a)(6)(C)). 

60 IcL at 616; see FOIA Update . Summer 1983, at 3 ("OiP Guidance: 

When to Expedite FOIA Requests''); see also FOIA Update . Summer 1992, at 5 
(emphasizing need to promptly determine whether to expedite processing of a 
request). 

61 See, e.g, . Exner v. FBI . 443 F. Supp. 1349, 1353 (S.D, Cal. 1978) 
(plaintiff entitled to expedited access after leak of information exposed her to 
harm from organized crime figures), aff d . 612 F.2d 1202 (9th Cir. 1980); 
Cleaver v. Kelley . 427 F. Supp. 80, 81 (D.D.C. 1976) (plaintiff faced multiple 
criminal charges carrying possible death penalty in state court); compare Free- 

(continued...) 
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ther discussion of expedited access, see the " Open America " Stays subsection of 
Litigation Considerations, below.) 

When an agency locates records responsive to a FOIA request, it should 
determine whether any of those records, or information contained in those 
records, originated with another agency or agency component. 63 As a matter 
of sound administrative practice, an agency receiving such a request should 
consult with the component or agency whose information appears in responsive 
records and, if the response to that consultation is delayed, notify the requester 
that a supplemental response will follow its completion. 64 When entire records 
originating with another agency or component are located, those records ordi- 
narily should be referred to their originating agency for its direct response to 
the requester, 65 and the requester ordinarily should be advised of such a refer- 
ral. 66 Some agencies have streamlined their practices of continually referring 
certain routine records or classes of records to other agencies or components by 


61 (... continued) 

man v. United States Dep’t of Justice . No. 92-557, slip op. at 6 (JD.D.C, Oct. 

2, 1992) (expedited treatment granted where requester "reasonably has dem- 
onstrated" that FOIA release may produce information from limited amount of 
records that will assist his defense of pending state criminal charges where 
discovery not available) with Freeman v. United States Dep’t of Justice . No. 
92-557, slip op. at 11-12 (D.D.C. June 28, 1993) (denying any further ex- 
pedited treatment for requested "hand search of approximately 50,000 pages"). 

52 See, e.g. . Ferguson v. FBI . 722 F. Supp. 1137, 1141-43 (S.D.N.Y. 

1989) (noting that "due process interest must be substantial" and holding that 
plaintiffs request for information regarding his particular postconviction pro- 
ceeding required expedition). 

63 Accord 5 U.S.C, § 552(a)(6)(B)(iii). 

64 See FOIA Update . Summer 1991, at 3-4 ("OIP Guidance: Referral and 
Consultation Procedures"). 

65 See id.; FOIA Update . Summer 1983, at 5; see, e.g. . Stone v. Defense 
Investigative Serv. . No. 91-2013, slip op. at 2 (D.D.C. Feb. 24, 1992) (agen- 
cies may refer responsive records to originating agencies in responding to FOIA 
requests), affd, 978 F.2d 744 (D,C. Cir. 1992) (table cite); see also, e.g, . 

28 C.F.R. § 16.4(c) (1993) (Department of Justice FOIA regulation concerning 
referrals and consultations). But see also Williams v. FBI . No. 92-5176, slip 
op. at 2 (D.C. Cir. May 7, 1993) (illustrating that, in litigation, referring agen- 
cy is nevertheless required to justify withholding of record that was referred to 
another agency); Grove v. Department of Justice . 802 F. Supp. 506, 518 
(D.D.C. 1992) (agency may not use "‘consultation’ as its reason for a deletion, 
without asserting a valid exemption"). 

66 But see FOIA Update . Spring 1991, at 6 (warning agencies not to notify 
requesters of identities of other agencies to which record referrals are made, in 
any exceptional case in which so doing would reveal sensitive abstract fact 
about record’s existence). 
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establishing standard processing protocols. 67 

Regarding the mechanics of responding to FOIA requests, it should be 
noted that the D.C. Circuit has suggested that an agency is not required to mail 
copies of requested records to a FOIA requester if it prefers to make the "re- 
sponsive records available in one central location for [the requester’s] perus- 
al.” 68 As a matter of sound policy and administrative practice, however, the 
Department of Justice strongly advises agencies to decline to follow such a 
practice except where it is the requester’s preference as well. 69 

The Act requires that "any reasonably segregable portion of a record" 
must be released after appropriate application of the nine exemptions. 70 Agen- 
cies should pay particularly close attention to this "reasonably segregable” re- 
quirement as the courts can closely examine whether segregability determina- 
tions have been made properly. 71 (For a further discussion of segregability, 
see the " Vaughn Index" subsection of Litigation Considerations, below.) If, 
however, an agency determines that nonexempt material is so "inextricably 
intertwined" that disclosure of it would "leave only essentially meaningless 
words and phrases," the entire record may be withheld. 77 In cases involving a 


67 See, e.g. . 28 C.F.R. § 16.4(g) (1993) (Department of Justice FOIA reg- 
ulation on such formal or informal agreements). 

68 Oglesby v. United States Dep’t of the Army . 920 F.2d at 69. 

69 See FOIA Update . Spring 1991, at 5 ("OIP Guidance: Procedural Rules 
Under the D.C. Circuit’s Oglesby Decision”); accord Carson v. United States 
Dep’t of Justice . 631 F.2d 1008, 1016 n.30 (D.C. Cir. 1980). 

70 5 U.S.C. § 552(b) (final sentence). 

71 See, e.g. . Krikorian v. Department of State . 984 F.2d 461, 467 (D.C. 

Cir. 1993) (affirming general application of exemption but nevertheless remand- 
ing to district court for finding as to segregability); Schiller v. NLRB . 964 F.2d 
1205, 1209-10 (D.C. Cir. 1992) (noting that agency’s affidavit referred to 
withholding of "documents, not information,” and remanding for specific find- 
ing as to segregability); Wightman v. Bureau of Alcohol. Tobacco & Firearms . 
755 F.2d 979, 983 (1st Cir. 1985) ("detailed process of segregation" held not 
unreasonable for request involving 36 document pages); Bristol-Myers Co, v. 
FTC , 424 F.2d 935, 938 (D.C. Cir. 1970) ("statutory scheme does not permit a 
bare claim of confidentiality to immunize agency [records] from scrutiny" in 
their entireties); Church of Scientology v. IRS . 816 F. Supp. 1138, 1162 (W.D. 
Tex. 1993) ("The burden is on the agency to prove the document cannot be 
segregated for partial release.”) (appeal pending); Schreibman v. United States 
Dep’t of Commerce 785 F. Supp. 164, 166 (D.D.C. 1991) (segregation re- 
quired for computer vulnerability assessment withheld under Exemption 2); 
Wellford v- Hardin . 315 F. Supp. 768, 770 (D.D.C, 1970) ("It is a violation of 
the Act to withhold [entire] documents on the ground that parts are exempt and 
parts [are] nonexempt.' 1 ). 

72 Neufeld v. IRS . 646 F.2d 661, 663 (D.C. Cir. 1981); see l ocal 3. Int’l 

(continued...) 
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large amount of records or an unreasonably high-cost "line-by-line" review, it 
has been held that agencies may withhold small segments of nonexempt facts "if 
the proportion of nonexempt factual material is relatively small and is so inter- 
spersed with exempt material that separation by the agency and policing by the 
courts would impose an inordinate burden. 1 ' 73 

It also has been held without contradiction that the agency, not the re- 
quester, has the right to choose the format of disclosure, so long as the agency 
chooses reasonably under the circumstances presented. 74 While it is well es- 
tablished "that computer-stored records, whether stored in the central process- 
ing unit, on magnetic tape or in some other form, are records for the purposes 
of the F01A," 75 it also has been held that the FOIA "in no way contemplates 


73 (... continued) 

Bhd. of Elec. Workers v. NLRB . 845 F.2d 1177, 1179 (2d Cir. 1988); Mead 
Data Cent.. Inc, v. United States Dep’t of the Air Force . 566 F.2d 242, 261 
(D.C. Cir. 1977); see also Yeager v, PEA . 678 F.2d at 322 n.16 (appropriate . 
to consider "intelligibility" of document and burden imposed by editing and 
segregation of nonexempt matters). 

73 Lead Indus. Ass’n v. QSHA . 610 F.2d 70, 86 (2d Cir. 1979); see also 
Doherty v. United States Dep’t of Justice . 775 F.2d at 53 ("The fact that there 
may be some nonexempt matter in documents which are predominantly exempt 
does not require the district court to undertake the burdensome task of analyz- 
ing approximately 300 pages of documents, line-by-line."); Neufeld v. IRS . 646 
F.2d at 666 (segregation not required where it "would impose significant costs 
on the agency and produce an edited document of little informational value"); 
Journal of Commerce v. United States Dep’t of the Treasury . No. 86-1075, slip 
op. at 16 (D.D.C. Mar. 30, 1988) (segregation "neither useful, feasible nor 
desirable" where it would compel agency "to pour through [literally millions of 
pages of documents] to segregate nonexempt material [and] would impose an 
immense administrative burden . . . that would in the end produce little in the 
way of useful nonexempt material"). 

74 See Coalition for Alternatives in Nutrition & Healthcare v. FDA . No. 90- 
1025, slip op. at 3 (D.D.C. Jan. 4, 1991) (release of requested documents in 
microfiche format, rather than paper, held to be disclosure in "reasonably ac- 
cessible form"); National Sec. Archive v. CIA . No. 88-119, slip op. at 1-2 
(D.D.C. July 26, 1988) (agency not required to provide requested records in 
"electronic data base" format where it already had provided paper copy in 
response to FOIA request), aff d on mootness grounds . No. 88-5298 (D.C. Cir. 
Feb, 6, 1989); Dismukes v. Department of the Interior . 603 F. Supp. 760, 761-' 
63 (D.D.C. 1984) (providing requested data in microfiche form, rather than "9 
track, 1600 bpi, DOS or unlabeled, IBM Compatible formats, with file dumps 
and file layouts," held proper in light of fact that microfiche form preferred by 
most requesters as well as by agency); see also Department of Justice "Elec- 
tronic Record" Report, abridged in FOIA Update . Fall 1990, at 3-6 (discussing 
"choice of format" issues regarding "electronic records"). 

75 Yeager v. PEA . 678 F.2d at 321; see Long v. IRS . 596 F.2d 362, 364- 

(continued...) 
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that agencies, in providing information to the public, should invest in the most 
sophisticated and expensive form of technology. 1,76 

All notifications to requesters of denials of initial requests and appeals 
should contain certain specific information. While "[t]here is no requirement 
that administrative responses to FOIA requests contain the same documentation 
necessary in litigation," 77 a decision to deny an initial request must inform the 
requester of the reasons for denial, of the right to appeal and of the name and 
title of each person responsible for the denial. 78 Agencies now must include 
administrative appeal notifications in all of their "no record" responses to FOIA 
requesters. 79 An administrative appeal decision upholding a denial must in- 
form the requester of the reasons for denial, of the requester’s right to judicial 
review in the federal courts and of the name and title of each person responsible 
for the appeal denial. 80 


75 (. . .continued) 

65 (9th Cir. 1979), cert, denied . 446 U.S. 917 (1980); see also FOIA Update . 
Spring/Summer 1990, at 4 n.l. 

76 Martin & Merrell. Inc, v. United States Customs Serv. . 657 F. Supp. 

733, 734 (S.D. Fla. 1986) ("computer terminals for public reference" not re- 
quired). 

77 Crooker v. CIA . No. 83-1426, slip op. at 3 (D.D.C. Sept. 28, 1984); see 
Schaake v, IRS . No. 91-958, slip op. at 9-10 (S.D. 111. June 3, 1991) (court 
"lacks jurisdiction" to require agency to provide Vaughn Index at initial request 
or administrative appeal stages); SafeCard Servs.. Inc, v. SEC . No. 84-3073, 
slip op. at 4-5 (D.D.C. Apr. 21, 1986) (requester has no right to Vaughn Index 
during administrative process), aff d & remanded on other grounds . 926 F.2d 
1197 (D.C. Cir. 1991); see also FOIA Update . Summer 1986, at 6. 

78 5 U.S.C. § 552(a)(6)(A)(i), (C); see also Mavock v. INS . 714 F. Supp. 
1558, 1567 (N.D. Cal. 1989) (denying plaintiffs request for Vaughn Index at 
administrative level, but suggesting that even agency’s own regulations require 
"more information than just the number of pages withheld and an unexplained 
citation to the exemptions"), rev’d & remanded on other grounds sub nom. 
Mavock v. Nelson . 938 F.2d 1006 (9th Cir. 1991); Hudgins v. IRS . 620 F. 
Supp. 19, 20-21 (D.D.C. 1985) (suggesting that statements of appellate rights 
should be provided even where request was interpreted by agency as not rea- 
sonably describing records), aff d . 808 F.2d 137 (D.C. Cir.), cert, denied . 484 
U.S. 803 (1987); see also FOIA Update . Fall 1985, at 6 (discussing signifi- 
cance of apprising requesters of their rights to file administrative appeals of 
adverse FOIA determinations). 

79 See Qglesbv v. United States Dep’t of the Army . 920 F.2d at 67 (holding 
that a "no record" response constitutes an "adverse determination" and therefore 
requires notification of appeal rights under 5 U.S.C. § 552(a)(6)(A)(i)); see also 
FOIA Update . Spring 1991, at 5 ("OIP Guidance: Procedural Rules Under the 
D.C. Circuit’s Oglesby Decision") (superseding FOIA Update . Summer 1984, 
at 2). 

80 5 U.S.C. § 552(a)(6)(A)(ii), (C). 
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Notifications to requesters should also contain other pertinent informa- 
tion: when and where records will be made available; what fees, if any, must 
be paid prior to the granting of access; what records are or are not responsive 
to the request; the date of receipt of the request/appeal; and the nature of the 
request/appeal and, where appropriate, the agency’s interpretation of it. 81 
Agencies may apply a "cut-off" date for including records as responsive to 
requests. 82 Where an agency employs a particular "cut-off" date, however, it 
should give notice of that to requesters through a published regulation to that 
effect, if not also in the agency’s letter to the requester as well. 83 As this let- 
ter of notification is the primary means of agency communication with a FOIA 
requester, as well as potentially the initial basis for the agency’s position in the 
event of litigation, it should be as comprehensive as reasonably possible. 84 

An agency’s failure to comply with the time limits for either the initial 
request or the administrative appeal may be treated as a "constructive exhaus- 
tion" of administrative remedies, and a requester may immediately seek judicial 
review if he or she wishes to do so. 85 However, the D.C. Circuit has modi- 
fied this rule of constructive exhaustion by holding that once the agency re- 
sponds to the FOIA request-after the ten-day time limit but before the requester 
has filed suit— the requester must administratively appeal the denial before pro- 
ceeding to court. 86 (For a discussion of the litigation aspects of exhaustion of 


81 See, e.g. . Astlev v. Lawson . No. 89-2806, slip op. at 5 (D.D.C. Jan. 11, 

1991) (suggesting that agency "might have been more helpful” to requester by 
"explaining why the information he sought would not be provided”). 

82 See, e.g. . Church of Scientology v. IRS . 816 F. Supp. at 1148 (docu- 
ments generated subsequent to date specified in request held outside of scope of 
request and need not be disclosed). 

83 Accord McGehee v. CIA . 697 F.2d 1095, 1105 (D.C. Cir.), vacated on 
other grounds on panel reh’g & reh’g en banc denied . 711 F.2d 1076 (D.C. 

Cir. 1983); see also FOIA Update . Fall 1983, at 14; see also, e.g. . 28 
C.F.R. § 16.4(j) (1993). 

84 See Grove v. Department of Justice . 802 F. Supp. 506, 519 (D.D.C. 

1992) (agency required to provide plaintiff with legible copies of releasable 
records or else to state that no better copies exist); see also McDonnell v. 
United States , slip op. at 60-61 n,21 (FOLA requester should "receive the best 
possible reproductions of the documents to which he is entitled”). 

83 5 U.S.C. § 552(a)(6)(C); see, e.g. . Spannaus v. United States Dep’t of 
Justice , 824 F.2d 52, 58 (D.C. Cir. 1987); see also Information Acquisition 
Corp. v. Department of Justice . 444 F. Supp. 458, 462 (D.D.C. 1978); FOIA 
Update . Jan. 1983, at 6 (superseded in part). 

86 Qglesbv v. United States Dep’t of the Army . 920 F.2d at 61-65; accord 
McDonnell v. United States , slip op. at 59 (dismissal of claim proper where 
plaintiff filed suit before filing administrative appeal of denial received after 
exhaustion of ten-day period); see also FOIA Update . Spring 1991, at 3-4 
("OIP Guidance: Procedural Rules Under the D.C. Circuit’s Oglesbv Deci- 
sion”). 
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administrative remedies, see Litigation Considerations, below.) 


Once in court, if an agency can show that its failure to meet the statutory 
time limits resulted from "exceptional circumstances" and that it is applying 
"due diligence" in processing the request, the agency may be allowed additional 
time to complete its processing and possibly to prepare a Vaughn Index as 
well. 87 In this connection, the need to process an extremely large volume of 
requests has been held to constitute "exceptional circumstances," and the com- 
mitment of large amounts of resources to process requests on a first-come, first- 
served basis has been held to constitute "due diligence" under this subsec- 
tion. 88 (For a discussion of the litigation aspects of "exceptional circumstan- 
ces," see the " Open America Stays" subsection of Litigation Considerations, 
below.) 

Finally, several miscellaneous characteristics of the FOIA should also be 
noted. First, it applies only to records, not to tangible, evidentiary objects. 89 
Also, agencies are not required to create records in order to respond to FOIA 
requests. 90 Nor are agencies required to answer questions posed as FOIA re- 


87 5 U.S.C. § 552(a)(6)(C); see also FOIA Update . Fall 1988, at 5. 

88 See Open America v. Watergate Special Prosecution Force . 547 F.2d at 
615-16; see also Caifano v. Wampler . 588 F. Supp. 1392, 1394-95 (N.D. 111. 
1984) (agency directed to "continue to work diligently and expeditiously in a 
good faith manner to respond to plaintiffs requests"); see generally FOIA 
Update . Spring 1992, at 8-10 (discussing agency difficulties with FOLA time 
limits and administrative backlogs); FOIA Update . Winter 1990, at 1-2 (dis- 
cussing effects of budgetary constraints upon agency FOIA operations). 

89 Nichols v. United States . 325 F. Supp. 130, 135-36 (D. Kan. 1971) 
(archival exhibits consisting of guns, bullets and clothing pertaining to assassi- 
nation of President Kennedy held not "records"), aff d on other grounds . 460 
F.2d 671 (10th Cir.), cert, denied . 409 U.S. 966 (1972); see also FOIA Up- 
date . Winter 1993, at 1 (discussing implementation of President John F. 
Kennedy Assassination Records Collection Act of 1992, 44 U.S.C. § 2107 
note). 

90 See, e.g. . NLRB v. Sears. Roebuck & Co. . 421 U.S. at 162 (agency not 
required to produce or create explanatory materials); Yeager v. PEA . 678 F.2d 
at 321-23 (agency not obligated to restructure records for release); Krohn v. 
Department of Justice . 628 F.2d 195, 197-98 (D.C. Cir. 1980) (an agency 
"cannot be compelled to create the [intermediary records] necessary to produce" 
the information sought); see also FOIA Update . Winter 1984, at 5. But see 
McDonnell v. United States , slip op. at 26 (suggesting, in dictum, that agency 
might be compelled to create translation of any disclosable encoded informa- 
tion); cf International Diatomite Producers Ass’n v. United States Social Sec. 
Admin. , slip op. at 13-14 (agency given choice of compiling responsive list or 
redacting existing lists containing responsive information). 
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quests. 9 ' It likewise is well recognized that the FOIA does not provide for 
limited disclosure; rather, it "speaks in terms of disclosure and nondisclosure. 

It does not recognize degrees of disclosure, such as permitting viewing, but not 
copying, of documents." 9 - 1 Moreover, it has been held that requesters cannot 
compel agencies to make automatic releases of records as they are created. 93 

There also is no damage remedy available to FOIA requesters for non- 
disclosure.'” Furthermore, agencies are not required to seek the return of rec- 
ords wrongfully removed from their possession, 95 or to seek the delivery of 
records held by private entities. 96 Lastly, the District Court for the District of 


91 See, e.g. . Zemanskv v. EPA . 767 F.2d at 574; DiViaio v. Kelley . 571 
F.2d 538, 542-43 (10th Cir. 1978); Patton v. United States R.R. Retirement 
Bdj., No. ST-C-91-04-MU, slip op. at 3 (W.D.N.C. Apr. 26, 1991) (The FOIA 
"provides a means for access to existing documents and is not a way to interro- 
gate an agency."), aff d . 940 F.2d 652 (4th Cir. 1991) (table cite); Astlev v. 
Lawson , slip op. at 5 (agency not required to respond to requests for answers to 
questions); Priest v, IRS . No. C88-20785, slip op. at 7-8 (N.D. Cal. Jan. 10, 
1990) (agency not required to create explanatory material in response to FOIA 
request); Hudgins v. IRS . 620 F. Supp, at 21 ("FOIA creates only a right of 
access to records, not a right to personal services."); see also FOIA Update . 
Winter 1984, at 5. 

92 Julian v. United States Dep’t of Justice . 806 F.2d 1411, 1419 n.7 (9th 
Cir. 1986), affd . 486 U.S. 1 (1988); Berry v. Department of Justice . 733 F.2d 
1343, 1355 n.19 (9th Cir. 1984); see also Seawell. Dalton. Hughes & Timms 
v. Export-Import Bank of the United States . No. 84-241-N, slip op. at 2 (E.D. 
Va. July 27, 1984) (no "middle ground between disclosure and nondisclosure"). 

93 See Mandel Grunfeld & Herrick v. United States Customs Serv. . 709 
F.2d 41, 43 (11th Cir. 1983) (plaintiff not entitled to automatic mailing of 
materials as they are updated); Howard v. Secretary of the Air Force . No. SA- 
89-CA-1008, slip op. at 6 (W.D, Tex. Oct. 2, 1991) (plaintiffs request for 
records on continuing basis would "create an enormous burden, both in time 
and taxpayers’ money”); see also FOIA Update . Spring 1985, at 6. 

94 See, e.g. . Lanter v. FBI . No. CIV-93-34, slip op. at 2 (W.D. Okla. July 
30, 1993) (appeal pending); Lufkin v. Director. Executive Office for United 
States Attorneys . No. 85-1959, slip op. at 1 (D.D.C. Mar. 10, 1987); Daniels 
v. St. Louis VA Regional Office . 561 F. Supp. 250, 252 (E.D. Mo. 1983); 

King v. Califano . 471 F. Supp. 180, 182 (D.D.C. 1979). 

95 Kissinger v. Reporters Comm, for Freedom of the Press . 445 U.S. 136, 
151-55 (1980). 

96 Forsham v. Harris . 445 U.S. at 182-86 (data generated and held by fed- 
eral grantee); Rush Franklin Publishing. Inc, v. NASA , slip op. at 9-10 
(mailing list generated and held by federal contractor); Conservation Law 
Found, v. Department of the Air Force . No. 854377, slip op. at 8 (D. Mass. 
June 6, 1986) (computer program generated and held by federal contractor); 
cf. United States v, Napper . 887 F.2d 1528, 1530 (11th Cir. 1989) (FBI en- 

(continued...) 
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Columbia has held, in the first such decision, that under some circumstances a 
FOIA claim may not be extinguished by the death of a requester. 97 


EXEMPTION 1 

Exemption 1 of the FOIA protects from disclosure national security infor- 
mation concerning the national defense or foreign policy, provided that it has 
been properly classified in accordance with the substantive and procedural re- 
quirements of an executive order. 1 The applicable executive order currently in 
effect is Executive Order No. 12, 356, 2 which replaced predecessor Executive 
Order No. 12,065 on August 1, 1982. 

It should be noted, however, that earlier this year President Clinton estab- 
lished an interagency task force to draft a proposed executive order on national 
security information to supersede Executive Order No. 12, 356. 3 The President 
has directed this task force to submit its draft to him through the National Secu- 
rity Council staff by November 30, 1993, for formal coordination. 4 The issu- 
ance of a new executive order, of course, will have a significant impact upon 
the implementation of Exemption 1 in the future. Meanwhile, Exemption l’s 
proper application continues to be governed by the provisions of Executive 


96 (... continued) 

titled to return of documents loaned to city law enforcement officials, notwith- 
standing fact that copies of some documents had been disclosed) (non-FOIA 
case). But see also Cal-AImond. Inc, v. United States Dep’t of Agric. . No. 89- 
574, slip op. at 3-4 (E.D. Cal. Mar. 17, 1993) (agency ordered to reacquire 
records which were returned mistakenly to submitter upon closing of adminis- 
trative appeal). 

97 D’Aleo v. Department of the Navy . No. 89-2347, slip op. at 3 (D.D.C. 
Mar. 21, 1991) (allowing decedent’s executrix to be substituted as plaintiff). 

But see Havles v. United States Dep’t of Justice . No. H-79-1599, slip op. at 3 
(S.D. Tex. Nov. 2, 1982) (case dismissed upon death of plaintiff where no 
timely motion for substitution filed). 

1 5 U.S.C. § 552(b)(1) (1988). 

2 3 C.F.R. 166 (1983), reprinted in 50 U.S.C. § 401 note (1988); see also 
FOIA Update . June 1982, at 6-7. 

3 See Presidential Review Directive 29 (Apr. 26, 1993) (stating that purpose 
of effort to review present classification and safeguarding systems is "to ensure 
that they are in line with the reality of the current, rather than the past, threat 
potential," given end of Cold War). 

4 ld^ at 1-2 (matters to be addressed in review include identifying steps that 
can be taken "to avoid excessive classification!, 1 ... to declassify information 
as quickly as possible . . . [and] to declassify ... the large amounts of classi- 
fied information that currently exist in Government archives"). 
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Order No. 12, 356. 3 * 5 

In order to appreciate the evolution of Exemption 1 , it is necessary to 
review briefly the early decisions construing it and its legislative history. In 
1973, the Supreme Court in EPA v. Mink 6 held that records classified under 
proper procedures were exempt from disclosure per se, without any further 
judicial review, thereby obviating the need for in camera review of information 
withheld under this exemption. 7 Responding in large part to the thrust of that 
decision, Congress amended the FOIA in 1974 to provide expressly for de novo 
review by the courts and for in camera review of documents, including classi- 
fied documents, where appropriate. 8 In so doing. Congress apparently sought 
to ensure that national security records are properly classified by agencies and 
that reviewing courts remain cognizant of their authority to verify the correct- 
ness of agency classification determinations. 9 

Standard of Review 


Numerous litigants thereafter challenged the sufficiency of agency affida- 
vits in Exemption 1 cases, requesting in camera review by the courts and hop- 
ing to obtain disclosure of challenged documents. Nevertheless, courts initially 
upheld agency classification decisions in reliance upon agency affidavits, as a 
matter of routine, in the absence of evidence of bad faith on the part of an 
agency. 10 In 1978, however, the Court of Appeals for the District of Colum- 
bia Circuit departed somewhat from such routine reliance on agency affidavits, 
prescribing in camera review to facilitate full de novo determinations of Exemp- 
tion 1 claims, even where there was no showing of bad faith on the part of the 
agency. 11 This decision nevertheless recognized that the courts should "first 
‘accord substantial weight to an agency’s affidavit concerning the details of the 


3 See, e.g. . Bonner v. United States Dep’t of State . 928 F.2d 1 148, 1 152 
(D.C. Cir. 1991) (judicial review of agency withholdings "evaluated" as of time 
of agency’s determination, not time of judicial proceedings); King v. United 
States Dep’t of Justice . 830 F.2d 210, 215-17 (D.C. Cir. 1987) (judicial as- 
sessment of Exemption 1 excisions is based upon executive order in effect at 

time "agency’s ultimate classification decision . . . actually made"); Lesar v, . 

United States Dep’t of Justice . 636 F.2d 472, 480 (D.C. Cir. 1980) (same). 

6 410 U.S. 73 (1973). 

7 Rat 84. 

8 See 5 U.S.C. § 552(a)(4)(B). 

9 See H.R. Rep. No. 876, 93d Cong., 2d Sess. 7-8 (1974), reprinted in 
1974 U.S.C.C.A.N. 6267, 6272-73, and in House Comm, on Gov’t Operations 
and Senate Comm, on the Judiciary, 94th Cong., 1st Sess., Freedom of Infor- 
mation Act and Amendments of 1974 (P.L. 93-502) Source Book: Legislative 
History, Texts and Other Documents 121, 127-28 (1975). 

10 SetL-e^, Weissman v. CIA . 565 F.2d 692, 698 (D.C. Cir. 1977). 

u Ray v. Tu rner. 587 F.2d 1187, 1194-95 (D.C. Cir. 1978). 
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classified status of the disputed record.’" 12 

The D.C. Circuit further refined the appropriate standard for judicial 
review of national security claims under Exemption 1 (or under Exemption 3, 
in conjunction with certain national security protection statutes), finding that 
summary judgment is entirely proper if an agency’s affidavits are reasonably 
specific and there is no evidence of bad faith. 13 Rather than conduct a detailed 
inquiry, the court deferred to the expert opinion of the agency, noting that 
judges "lack the expertise necessary to second-guess such agency opinions in 
the typical national security FOIA case." 14 This review standard has been re- 
affirmed by the D.C. Circuit on a number of occasions, 15 and it has been 


12 Jkh at 1 194 (quoting legislative history). 

13 Halperin v. CIA . 629 F.2d 144, 148 (D.C. Cir. 1980); see also Hunt v. 
CIA . 981 F.2d 1116, 1119 (9th Ciri 1992) (Exemption 3); cf. Center for NatT 
Sec, Studies v. Office of Indep. Counsel . No. 91-1691, slip op. at 3-4 (D.D.C. 
Mar. 2, 1993) (discovery denied in FOIA lawsuit involving Exemption I be- 
cause affidavits "relatively detailed, . . . nonconclusory and submitted in good 
faith"). But see Wiener v, FBI . 943 F.2d 972, 978-79 (9th Cir. 1991) (reject- 
ing as inadequate agency justifications contained in coded Vaughn affidavits, 
based upon view that they consist of "boilerplate" explanations not "tailored" to 
particular information being withheld pursuant to Exemption 1), cert, denied . 

112 S. Ct. 3013 (1992); Oglesby v. United States Dep’t of the Army . 920 F.2d 
57, 66 n.12 (D.C. Cir. 1990) (noting degree of specificity required in public 
Vaughn affidavit in Exemption 1 case, especially with regard to agency’s obli- 
gation to segregate and release nonexempt material); Bay Area Lawyers Alli- 
ance for Nuclear Arms Control v. Department of State . 818 F. Supp. 1291, 

1300 (N.D. Cal. 1992) (ordering new Vaughn affidavits for all disputed docu- 
ments, finding that to rule on "a few" sufficient affidavits would be "waste of 
time" and "unnecessary splitting of issues"), subsequent decision . No. C89- 
1843, slip op. at 22-23 (N.D. Cal. June 4, 1993) (upholding Exemption I with- 
holdings for most of documents at issue given more detailed affidavits, but or- 
dering in camera inspection and additional affidavits for several remaining 
documents because excisions on them were still inadequately justified by agen- 
cy). 

14 629 F.2d at 148; see also Military Audit Project v. Casev . 656 F.2d 724, 
738 (D.C. Cir. 1981) (emphasizing deference due agency’s classification judg- 
ment). 

15 See, e.g. , Krikorian v. Department of State . 984 F.2d 461, 464 (D.C. 

Cir. 1993); King v. United States Dep’t of Justice . 830 F.2d 210, 217 (D.C. 
Cir. 1987) ("the court owes substantial weight to detailed agency explanations 
in the national security context"); Goldberg v. United States Dep’t of State . 818 
F.2d 71, 79-80 (D.C. Cir. 1987), cert, denied . 485 U.S. 904 (1988); see also 
Steinberg v. United States Dep't of Justice . 801 F. Supp. 800, 802-03 (D.D.C. 
1992) (rejecting plaintiffs attack that coded Vaughn Index constituted inade- 
quate "boilerplate,” especially given "nature of underlying materials" which 
purportedly concern assassination of prime minister of friendly country) (appeal 

(continued...) 
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adopted by courts in other circuits as well. 16 

Indeed, if an agency affidavit passes muster under this standard, in cam- 
era review may be inappropriate because substantial weight must be accorded 
that affidavit. 17 In one case, the Court of Appeals for the Seventh Circuit ana- 


15 (... continued) 

pending); National Sec. Archive v. Office of Indep. Counsel . No. 89-2308, slip 
op. at 6-7 (D.D.C. Aug. 28, 1992) (finding adequate Vaughn Index which in- 
cludes copies of redacted pages and "topic codes" explaining FOIA exemptions 
applied to each deletion when "read in conjunction with agency declarations"); 
Washington Post v. POD . 766 F. Supp. 1, 6-7 (D.D.C. 1991) (judicial review 
of agency’s classification decisions should be "quite deferential"; national secu- 
rity threat of disclosure of working files of Iranian hostage rescue attempt "evi- 
dent even to a judicial eye"); National Sec. Archive v. FBI . 759 F. Supp. 872, 
875 (D.D.C. 1991) (government’s burden to demonstrate proper withholding of 
material "relatively light" in Exemption I context because court is required to 
"accord substantial weight to determination of [agency] officials"); cf Depart- 
ment of the Navy v. Egan , 484 U.S. 518, 529-30 (1988) (deference to agency 
expertise in granting of security clearances) (non-FOlA case); Mangino v. De- 
partment of the Army . No. 91-2318, slip op. at 17-18 (D. Kan. Mar. 30, 1993) 
(similar deference regarding revocation of security clearance) (non-FOIA case). 

16 S ee, e.g. , McDonnell v. United States . No. 91-5916, slip op. at 23 (3d 
Cir. Sept. 21, 1993) (summary judgment appropriate where agency’s affidavits 
reasonably specific and not controverted by contrary evidence or showing of 
bad faith) (to be published); Mavnard v. CIA . 986 F.2d 547, 555-56 & n.7 (1st 
Cir. 1993) ("substantial deference" so long as withheld information logically 
falls into exemption category cited and there exists no evidence of agency "bad 
faith"); Bowers v. United States Dep’t of Justice . 930 F.2d 350, 357 (4th Cir.) 
("What fact or bit of information may compromise national security is best left 
to the intelligence experts."), cert, denied . 112 S. Ct. 308 (1991); Patterson v. 
FBI, 893 F.2d 595, 601 (3d Cir. 1990) ("[Cjourts are expected to accord ‘sub- 
stantial weight’ to the agency’s affidavit."), cert, den ied. 498 U.S. 812 (1990); 
see also Jones v. FBI . No. C77-1001, slip op. at 8-9 (N.D, Ohio Aug. 12, 

1992) (rejecting plaintiffs argument that agency must demonstrate that national 
security source actually provided classified information because "to do so would 
violate . . . principle of affording substantial weight to . . . agency’s expert 
opinion") (appeal pending); cf Hunt v. CIA . 981 F.2d at 1119 (similar defer- 
ence in Exemption 3 case involving national security); Knight v.' CIA . 872 F.2d 
660, 664 (5th Cir. 1989) (same), cert, denied . 494 U.S. 1004 (1990). 

17 See, e.g. , Doherty v. United States Dep’t of Justice . 775 F.2d 49, 53 (2d 
Cir. 1985) ("the court should restrain its discretion to order in camera review"); 
Eavden v. NSA . 608 F.2d 1381, 1387 (D.C. Cir. 1979) ("When the agency 
meets its burden by means of affidavits, in camera review is neither necessary 
nor appropriate.”), cert, denied . 446 U.S. 937 (1980); Carnev v. CIA . No. 88- 
602, slip op. at 48-51 (C.D, Cal. Feb. 28, 1991) (magistrate’s recommenda- 
tion) (in camera review "not required, necessary, or appropriate” because agen- 
cy’s affidavits sufficient and "entitled to substantial deference"), adopted (C.D. 
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lyzed the legislative history of the 1974 FOIA Amendments and went so far as 
to conclude that "Congress did not intend that the courts would make a true de 
novo review of classified documents, that is, a fresh determination of the legiti- 
macy of each classified document." 18 It is also noteworthy that the only Ex- 
emption 1 FOIA decision to find agency "bad faith," 19 which initially held that 
certain CIA procedural shortcomings amounted to "bad faith" on the part of the 
agency, was subsequently vacated on panel rehearing. 20 

Deference to Agency Expertise 

While the standard of judicial review is often expressed in different ways, 
courts have generally deferred to agency expertise in national security cases. 21 


17 (... continued) 

Cal. Apr. 26, 1991); K ina v. United States Dep’t of Justice . 586 F. Supp. 286, 
290 (D.D.C. 1983) (in camera review last resort), aff d in part & rev’d in part 
on other grounds . 830 F.2d 210 (D.C. Cir. 1987); eft Young v. CIA . 972 F.2d 
536, 538-39 (4th Cir. 1992) (district court did not abuse its discretion by refus- 
ing to review documents in camera-despite small number-because agency’s 
affidavits found sufficiently specific to meet required standards for proper with- 
holding). But see, e,g. , Patterson v, FBI . 893 F.2d at 599 (in camera review 
of two documents appropriate where agency description of records was insuffi- 
cient to permit meaningful review and to verify good faith of agency in con- 
ducting its investigation); Allen v. CIA . 636 F.2d 1287, 1291 (D.C. Cir. 1980) 
(conclusory affidavit by agency requires remand to district court for in camera 
inspection of 15-page document); Moore v. FBI . No. 83-1541, slip op. at 7 
(D.D.C. Mar. 9, 1984) (in camera review particularly appropriate where only 
small volume of documents involved and government makes proffer), aff d . 762 
F.2d 138 (D.C. Cir. 1985) (table cite); eft Wiener v. FBI . 943 F.2d at 979 & 
n.9 (in camera review by district court cannot "replace” requirement for suffi- 
cient Vaughn Index and can only "supplement" agency’s justifications contained 
in affidavits); Bav Area Lawyers Alliance for Nuclear Arms Control v. Depart- 
ment of State . 818 F. Supp. at 1301 (applying Wiener standard). 

18 Stein v. Department of Justice . 662 F.2d 1245, 1253 (7th Cir. 1981). 

19 McGehee v. CIA . 697 F.2d 1095, 1313 (D.C. Cir. 1983). 

20 McGehee v. CIA . 711 F.2d 1076, 1077 (D.C. Cir. 1983); see also 
Washington Post Co. v. POD , No. 84-2949, slip op. at 9 (D.D.C. Feb. 25, 
1987) (addition of second classification category at time of litigation "does not 
create an inference of ‘bad faith’ concerning die processing of plaintiffs request 
or otherwise implicating the affiant’s credibility"); eft Gilmore v. NSA . No. 
C92-3646, slip op. at 21-22 (N.D. Cal. Apr. 30, 1993) (fact that agency subse- 
quently released some material initially withheld pursuant to Exemption 1 not 
any indication of "bad faith"); Center for Nat’l Sec. Studies v. Office of Indep. 
Counsel , slip op. at 5-6 (same) (discovery denied in FOIA litigation). 

21 See, e.g. . Young v. CIA . 972 F.2d 536, 538-39 (4th Cir. 1993); Bowers 
v. United States Dep’t of Justice . 930 F.2d 350, 357 (4th Cir.), cert, denied , 

112 S, Ct. 308 (1991); Doherty v. United States Dep’t of Justice . 775 F.2d 49, 
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Accordingly, courts are usually reluctant to substitute their judgment in place of 
the agency’s "unique insights" in the areas of national defense and foreign re- 
lations. 22 Courts have demonstrated this general deference to agency expertise 
by according liule or no weight to opinions of persons other than the agency 
classification authority when reviewing the propriety of agency classification. 23 


2I (... continued) 

52 (2d Cir. 1985); Miller v. Casev . 730 F.2d 773, 776 (D.C. Cir. 1984); Tay- 
lor v. Department of the Army . 684 F.2d 99, 109 (D.C. Cir. 1982) (classifica- 
tion affidavits entitled to "the utmost deference") (reversing district court dis- 
closure order). 

22 See, e.g. . Miller v, United States Dep’t of State . 779 F.2d 1378, 1387 
(8th Cir. 1985); see also Mavnard v. CIA . 986 F.2d 547, 556 n.9 (1st Cir. 

1993) (court "not in a position to ‘second-guess’" agency’s determination re- 
garding need for continued classification of material); Krikorian v. Department 
of State . 984 F.2d 461, 464-65 (D.C. Cir. 1993) (acknowledging agency’s 
"unique insights" in areas of national defense and foreign relations); Holland v. 
CIA . No. 91-1233, slip op. at 15-16 (D.D.C. A.ug. 31, 1992) (deferring to 
judgment of agency’s designated classification officer as to possible harm; re- 
jecting plaintiffs claim that she lacks subject-matter expertise); Willens v. 

NSC . 726 F. Supp. 325, 326-27 (D.D.C. 1989) (court cannot second-guess 
agency’s national security determinations where they are "credible and have a 
rational basis"); Washington Post Co. v. POD . No. 84-2949, slip op. at 13-14 
(D.D.C. Feb. 25, 1987) (court need not agree with government’s evaluation of 
harm; court’s task is to determine whether agency judgment is "plausible, rea- 
sonable, and exercised in good faith"). But see also K ing v. United States 
Dep’t of Justice . 830 F.2d 210, 226 (D.C. Cir. 1987) (where executive order 
presumed declassification of information over 20 years old and agency merely 
indicated procedural compliance with order, trial court erred in deferring to 
agency’s judgment that information more than 35 years old remained classi- 
fied); Lawyers Comm, for Human Rights v. INS . 721 F. Supp. 552, 561 
(S.D.N.Y. 1989) (such deference does not give agency "carte blanche" to with- 
hold responsive documents without "valid and thorough affidavit"), subsequent 
decision . No. 87-Civ-1115, slip op. at 1-2 (S.D.N.Y. June 7, 1990) (after in. 
camera review of certain documents and classified CIA Vaughn affidavit, Ex- 
emption 1 withholdings upheld). 

B See, e.g. . Van Atta v. Defense Intelligence Agency . No. 87-1508, slip 
op., at 2-4 (D.D.C. July 6, 1988) (rejecting opinion of requester /who claimed 
that willingness of foreign diplomat to discuss issue indicated no expectation of 
confidentiality); Washington Post Co. v. POD , slip op. at 14 (rejecting opinion 
of U.S. Senator who read document in official capacity as member of Commit- 
tee on Foreign Relations); cf Lawyers Alliance for Nuclear Arms Control v. 
Department of Energy . No. 88-CV-7635, slip op. at 1-5 (E.D. Pa. Dec. 18, 
1991) (upholding Exemption 1 claim for Joint Verification Agreement records 
where requester provided no "admissible evidence" that officials of Soviet 
Union consented to release of requested nuclear test results); Alyeska Pipeline 
Serv. Co. v. EPA . 856 F.2d 309, 315 (D.C. Cir. 1988) (no "special deference 
to agency beyond Exemption 1 context"). But cf. Washington Post v. POD , 
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Persons whose opinions have been rejected by the courts in this context include 
a former ambassador who originated some of the records at issue, 24 a retired 
admiral, 25 a former CIA agent 26 and a retired CIA staff historian. 27 

In Camera Submissions 


There are numerous instances in which courts have permitted agencies to 
submit explanatory in camera affidavits in order to protect certain national 
security information which could not be discussed in a public affidavit. 28 It is 
entirely clear, though, that agencies taking such a special step are under a duty 
to "create as complete a public record as is possible" before so doing. 29 


23 (... continued) 

766 F. Supp. 1, 13-14 (D.D.C. 1991) ("non-official releases" contained in 
books by participants involved in Iranian hostage rescue attempt-including 
ground assault commander and former President Carter-have "good deal of 
reliability" and require government to explain "how official disclosure" of code 
names "at this time would damage national security"). 

24 Rush v. Department of State . No. 88-8245, slip op. at 17-18 (S.D. Fla. 
Sept, 12, 1990) (magistrate’s recommendation), adopted . 748 F. Supp. 1548, 
1554 (S.D. Fla. 1990); cf Goldberg v. United States Dep’t of State . 818 F.2d 
71, 79-80 (D.C. Cir. 1987) (classification officer’s determination accepted even 
though more than 100 ambassadors did not initially classify information), cert. 
denied . 485 U.S. 904 (1988). 

25 Hudson River Sloop Clearwater. Inc, v. Department of the Navv . 891 
F.2d 414, 421-22 (2d Cir. 1989). 

26 Gardels v. CIA . 689 F.2d 1100, 1106 n.5 (D.C. Cir. 1982); Liechtv v. 
CIA . No. 79-2064, slip op. at 6 (D.D.C. Apr. 16, 1981). 

27 Pfeiffer v. CIA . 721 F. Supp. 337, 340-41 (D.D.C. 1989); accord Pfeif- 
fer v, CIA . No. 91-736, slip op. at 10 n.2 (D.D.C. Sept. 28, 1992) (non-FOIA 
case). 

28 See, e.g. . Patterson v. FBI . 893 F.2d 595, 599-600 (3d Cir. 1990), cert, 
denied . 498 U.S. 812 (1990); Simmons v. United States Dep’t of Justice . 796 
F.2d 709, 711 (4th Cir. 1986); Ingle v. Department of Justice . 698 F.2d 259, 
264 (6th Cir. 1983) (in camera review should be secondary to testimony or 
affidavits); Salisbury v. United States . 690 F.2d 966, 973 n,3 (D.C. Cir. 

1982); Stein v. Department of Justice . 662 F.2d 1245, 1255-56 (7th Cir. 1981); 
Wilson v. Department of Justice . No. 87-2415, slip op. at 3 (D.D.C. June 30, 
1993) (agency must submit in camera affidavit to justify Exemption 1 withhold- 
ings as to certain documents and describe "with greater specificity . . . rea- 
sons] for their nondisclosure"). 

29 Phillippi v. CIA . 546 F,2d 1009, 1013 (D.C. Cir. 1976); accord Patter- 
son v. FBI . 893 F.2d at 600; Simmons v. United States Dep’t of Justice . 796 
F.2d at 710; National Sec. Archive v. Office of Indep. Counsel . No. 89-2308, 
slip op. at 4-5 (D.D.C. Aug. 28, 1992) (applying Phillippi standards, refusing 
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In this regard, it is reasonably well settled that counsel for plaintiffs are 
not entitled to participate in such in camera proceedings. 30 Several years ago, 
however, one court took the unprecedented step of appointing a special master 
to review and categorize a large volume of classified records. 31 In other in- 
stances involving large numbers of records, courts have on occasion ordered 
agencies to submit samples of the documents at issue for in camera review. 32 

In a decision which highlights some of the difficulties of Exemption L liti- 


29 (... continued) 

to review in camera affidavits until agency "has stated publicly ‘in as much de- 
tail as possible' . . . reasons for nondisclosure"); Green v. United States Dep’t 
of State . No. 85-504, slip op. at 17-18 (D.D.C. Apr. 17, 1990) (classification 
of documents upheld after reviewing in camera submissions in conjunction with 
public record); Moessmer v. CIA . No. 86-948, slip op. at 9-11 (E.D. Mo. Feb. 
17, 1987) (in camera review appropriate when record contains contradictory 
evidence), aff d . 871 F.2d 1092 (6th Cir. 1988) (table cite). But see Public 
Citizen v. Department of State . No. 91-746, slip op. at 5-6 (D.D.C. Aug. 26, 
1991) (ordering in camera review of records upon basis that public testimony of 
ambassador may have "waived" Exemption 1 protection). 

30 See Salisbury v. United States . 690 F.2d at 973 n.3; Weberman v. NSA . 
668 F.2d 676, 678 (2d Cir. 1982); Havden v. NSA/Cent. Sec. Serv. . 608 F.2d 
1381, 1385-86 (D.C. Cir. 1979), cert, denied . 446 U.S. 937 (1980); Martin v. 
United States Dep’t of Justice . No. 83-2674, slip op. at 1 (W.D. Pa. June 5, 
1986) (agency required to release unclassified portions of transcript of in cam- 
era testimony), aff d . 800 F.2d 1135 (3d Cir. 1986) (table cite); see also Ells- 
berg v, Mitchell . 709 F.2d 51, 61 (D.C. Cir. 1983) (plaintiffs counsel not 
permitted to participate in in camera review of documents arguably covered by 
state secrets privilege); Pollard v. FBI . 705 F.2d 1151, 1154 (9th Cir. 1983) 

(no reversible error where court not only reviewed affidavit and documents in 
camera, but also received authenticating testimony ex parte); cf Arieff v. Unit- 
ed States Dep’t of the Navy . 712 F.2d 1462, 1470-71 & n.2 (D.C, Cir. 1983) 
(no participation by plaintiffs counsel permitted even where information with- 
held was personal privacy information). But cf. Lederle Lab, v. HHS . No. 88- 
249, slip op. at 2-3 (D.D.C. May 2, 1988) (restrictive protective order granted 
in Exemption 4 case permitting counsel for requester to review contested busi- 
ness information). 

31 See Washington Post Co. v. POD . No. 84-3400, slip op. at 2 (D.D.C. 
Jan. 15, 1988), petition for mandamus denied sub nom. In re POD . 848 F.2d 
232 (D.C. Cir. 1988); cf Bav Area Lawyers Alliance for Nuclear Arms Con- 
trol v. Department of State . 818 F. Supp, 1291, 1301 (N.D. Cal. 1992) (court 
"will not hesitate" to appoint special master to assist in in camera review of 
disputed documents if agency fails to submit adequate Vaughn affidavits). 

32 See, e.g. . Wilson v. CIA . No. 89-3356, slip op. at 5-6 (D.D.C. Oct. 15, 
1991) (ordering in camera submission of "sample” of 50 documents because 
"neither necessary nor practicable" for court to review all 1000 processed rec- 
ords). 
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gation practice, the Court of Appeals for the Fourth Circuit issued a writ of 
mandamus which required that court personnel who would have access to clas- 
sified materials submitted in camera in an Exemption 1 case obtain security 
clearances prior to the submission of any such materials to the court. 33 On 
remand, the district court judge reviewed the disputed documents entirely on his 
own. 34 Consistent with the special precautions taken by courts in Exemption 1 
cases, the government also has been ordered to provide a court reporter with 
the requisite security clearances to transcribe in camera proceedings, in order 
"to establish a complete record for meaningful appellate review." 35 

Agencies have in other cases been compelled to submit in camera affida- 
vits where disclosure in a public affidavit would vitiate the very protection 
afforded by Exemption 1 , 36 Such a procedure is sometimes employed where 
even the confirmation or denial of the existence of records at issue would pose 


33 In re United States Dep't of Justice . No. 87-1205, slip op. at 4-5 (4th 
Cir. Apr. 7, 1988). 

34 See Bowers v. United States Dep’t of Justice . No. C-C-86-336, slip op. 
at 1 (W.D.N.C. Mar. 9, 1990). 

35 Willens v. NSC . 720 F. Supp. 15, 16 (D.D.C. 1989); cf. Physicians for 
Social Responsibility. Inc, v. United States Dep’t of Justice . No. 85-169, slip 
op. at 3-4 (D.D.C. Aug. 25, 1985) (transcript of in camera proceedings-from 
which plaintiffs counsel excluded-placed under seal). But cf. Pollard v. FBI . 
705 F.2d at 1 154 (no reversible error where no transcript made of ex parte 
testimony of FBI agent who merely "authenticated and described" documents at 
issue). 

36 See, e.g. . Green v. United States Dep’t of State , slip op. at 17-18 (public 
Vaughn affidavit containing additional information could "well have the effect 
of prematurely letting the cat out of the bag"); cf Mavnard v. CIA . 986 F.2d 
547, 557 (1st Cir. 1993) ("[A] more detailed affidavit could have revealed the 
very intelligence sources and methods the CIA wished to keep secret."); Gil- 
more v. NSA . No. C92-3646, slip op. at 14-15 (N.D. Cal. Apr. 30, 1993) 
(agency has provided as much information as possible in public affidavit with- 
out "thwarting" purpose of Exemption 1); Center for Nat’l Sec. Studies v. 

Office of Indep, Counsel . No. 91-1691, slip op. at 4 (D.D.C. Mar. 2, 1993) 
("In the national security context, the release of detailed information through 
discovery may render the FOIA exemption meaningless and compromise intelli- 
gence sources and methods."); Varelii v. FBI . No. 88-1865, slip op. at 6 
(D.D.C. Oct. 4, 1991) (''[T]oo much detail [in public affidavit] defeats the 
claim of the exemption in the national security area. Release of too much 
information would result in the exact harm sought to be avoided by [its] asser- 
tion."); Krikorian v. Department of State . No. 88-3419, slip op. at 6-7 (D.D.C. 
Dec. 19, 1990) (agency’s public affidavits sufficient because requiring more 
detailed descriptions of substance of information would give foreign govern- 
ments and confidential intelligence sources "reason to pause” before offering 
advice or useful information to agency officials in future), aff d in pertinent 
part . 984 F.2d 461, 464-65 (D.C. Cir. 1993). 
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a threat to the national security. 37 (For a further discussion of in camera in- 
spection, see Litigation Considerations, below.) 


Rejection of Classification Claims 

Prior to 1986, no appellate court had ever upheld, on the substantive 
merits of the case, a decision to reject an agency’s classification claim. In 
1980, the Court of Appeals for the District of Columbia Circuit let stand, but 
on entirely procedural grounds, a district court determination that the CIA’s 
affidavits were general and conclusory and that its Exemption 1 claims had to 
be rejected as "overly broad." 38 Moreover, that portion of the D.C. Circuit’s 
decision was subsequently vacated by the Supreme Court. 39 Several years 
later, in an unprecedented and exceptionally complex case, a district court 
ordered the disclosure of classified records belatedly determined by it to be 
within the scope of the request and therefore not addressed in the agency’s 
classification affidavits. 40 The government never had the opportunity to obtain 
appellate review of the merits of this adverse decision because the records were 
disclosed after stays pending appeal were denied, successively, by the district 
court, the Court of Appeals for the Ninth Circuit, and even by the Supreme 
Court. 41 In addition, the district court ordered the disclosure of certain other 
segments of classified information because it was "convinced [that] disclosure 


37 Phillippi v. CIA . 546 F.2d at 1013 (request for documents pertaining to 
Glomar Explorer submarine-retrieval ship; consequently, "neither confirm nor 
deny" response now known as "Glomar" denial or "Glomarization”); see, e.g. . 
Miller v. Casev . 730 F.2d 773, 776 (D.C. Cir. 1984) (request for any record 
reflecting any attempt by western countries to overthrow Albanian government); 
Gardels v. CIA . 689 F.2d 1100, 1105 (D.C. Cir. 1982) (request for any rec- 
ord revealing any covert CIA connection with University of California); Peter- 
zell v. CIA . No. 85-2685, slip op. at 2 (D.D.C. July 11, 1986) (request for 
records describing CIA covert paramilitary operations in Nicaragua); Marrera 
v. United States Dep’t of Justice . 622 F. Supp, 51. 53-54 (D.D.C. 1985) (re- 
quest for any record which would reveal whether requester was target of sur- 
veillance pursuant to Foreign Intelligence Surveillance Act); Kapsa v. CIA . No. 
C-2-78-1062, slip op. at 7-8 (S.D. Ohio Mar. 6, 1985) (request for any record 
revealing any covert CIA connection with Ohio State University); see also 
Attorney General’s Memorandum on the 1986 Amendments to the Freedom of 
Information Act 26 (Dec, 1987); FOIA Update . Spring 1983, at 5. 


38 


Holy Spirit Ass’n v. CIA . 636 F.2d 838, 845 (D.C. Cir. 1980). 


35 See CIA v. Holy Spirit Ass’n . 455 U.S. 997 (1982); see also FOIA 
Update . March 1982, at 5. 

40 Powell v. United States Deo’t of Justice . No. C-82-326, slip op. at 16 
(N.D. Cal. Mar. 27, 1985); see also Powell v. United States Dep’t of Justice . 
584 F. Supp. 1508, 1517-18, 1530-31 (N.D, Cal. 1984). 

41 See Powell v. United States Dep’t of Justice . No. C-82-326, slip op. at 
4-6 (N.D. Cal. June 14, 1985), stay denied . No. 85-1918 (9th Cir. July 18, 
1985), stay denied . No. A-84 (U.S. July 31, 1985) (Rehnquist, Circuit Justice) 
(undocketed order). 
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of this information poses no threat to national security." 42 The district court 
did, however, grant a stay of this aspect of its disclosure order so the govern- 
ment could take an appeal. 43 Ultimately, the case was settled with the govern- 
ment being permitted to withhold this classified information. 

In 1986, the Court of Appeals for the Second Circuit upheld a district 
court disclosure order in a case in which the district court found that the affida- 
vit submitted by the FBI inadequately described the withheld documents and 
was unconvincing as to any potential harm which would result from disclo- 
sure. 44 This finding, coupled with in camera inspection of the documents by 
the district court, led the court of appeals to conclude that "it would be inappro- 
priate ... to give more deference to the FBI’s characterization of the informa- 
tion than did the trial court." 43 The case was subsequently settled, however, 
and the plaintiff withdrew his request for the classified, records ordered dis- 
closed in exchange for the government’s agreement not to seek to vacate the 
Second Circuit’s opinion in the Supreme Court. The precedential value of the 
Second Circuit’s decision is therefore questionable in light of the extraordinary 
procedural and factual nature of the case. 

Also of note in this regard is a district court decision in which it required 
in camera affidavits on all records, most of which were classified, "not because 
the agencies’ good faith had been controverted, but ‘in order that the Court may 
be able to monitor the agencies’ determinations’"; ultimately, the district court 
did order some classified information disclosed. 46 However, the D.C. Circuit, 
on appeal, remanded the case for submission of briefs in light of the Supreme 
Court’s decision in CIA v. Sims . 43 On remand, the district court found most 
of the information to be protected under Sims , but it affirmed its disclosure or- 
der with regard to some of the information that the CIA had sought to protect 
under Exemptions 1 and 3. 48 The D.C. Circuit subsequently reversed that 
part of the district court’s order on remand that still required disclosure of 
certain CIA information, though it rested its decision upon Exemption 3 


42 Powell v. United States Dep’t of Justice . No. C-82-326, slip op. at 8 
(N.D. Cal. Mar. 27, 1985). 

43 Powell v. United States Dep’t of Justice . No. C-82-326, slip op. at 6 
(N.D. Cal. June 14, 1985). 

44 Donovan v. FBI . 806 F.2d 55 (2d Cir. 1986); see also Donovan v. FBI . 
625 F. Supp. 808, 811 (S.D.N.Y. 1986). 

45 806 F.2d at 60. 

46 Fitzgibbon v. CIA . 578 F. Supp. 704, 709 (D.D.C. 1983), motion for 
reconsideration granted in part . No. 79-956 (D.D.C. July 5, 1984). 

47 471 U.S. 159 (1985); see Fitzgibbon v. CIA . No. 84-5632 (D.C. Cir. 
Mar. 13, 1986). 

48 Fitzgibbon v. CIA . No. 79-956, slip op. at 14-15, 17-18 (D.D.C. May 
19, 1989). 
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grounds alone. 49 It concluded that "whatever merits" there may have been to 
support disclosure of the information at issue in the case had been "vaporized 
by the unequivocal sweep of the Supreme Court’s decision in Sims ." 50 

Two significant D.C. Circuit decisions, each of which reversed a district 
court disclosure order, strongly reaffirmed the deference that is due an agency’s 
classification judgment. In the first, the D.C. Circuit overturned a lower court 
conclusion that the existence of information in the public domain similar to the 
information at issue warranted the disclosure of that classified information. 51 
Emphasizing that the least "bit" of classified information deserves protection, it 
observed that the "district court’s finding . . . reveals a basic misunderstanding 
of the information withheld," and that the "district court did not give the re- 
quired ‘substantial weight’ to the [agency’s] uncontradicted affidavits." 52 

Similarly, in the second case, the D.C. Circuit vacated a district court 
determination that public statements by senior executive and legislative branch 
officials constituted sufficient official acknowledgment of "covert action" by the 
government against Nicaragua to warrant release of the sensitive documents at 
issue, specifically chastised the lower court for "refusing to consider in camera 
the confidential declaration and confidential memorandum of law offered by the 
government, ” and remanded the case for a more careful consideration of the 
government’s classification judgment. 53 On remand, the district court found 
that the "Government’s general acknowledgment of covert activities ... is 
insufficient to require release" of its records. 54 

In a more recent district court case, the full Supreme Court has taken the 
extraordinary step of staying a district court disclosure order of classified infor- 
mation pending a full review of the decision by the Ninth Circuit. 55 Rejecting 


49 Fitzeibbon v. CIA . 911 F.2d 755, 757, 760, 764 (D.C. Cir. 1990). 

50 IdL at 760; see also Siminoski v. FBI . No. 83-6499, slip op. at 14-18 
(C.D. Cal. Jan. 16, 1990) (rejecting magistrate’s recommendation to disclose 
classified information). 

51 Abhotts v. NRC . 766 F.2d 604, 607-08 (D.C. Cir. 1985). 

52 Ich at 607 & n.3; see' also Bowers v. United States Dep’t of Justice . 930 
F.2d 350, 352, 354-55 (4th Cir.) (reversing district court order to disclose 
classified information because lower court was "clearly erroneous" in not apply- 
ing proper standards in review of records and in not giving any weight to de- 
tailed explanations of FBI as to why undisclosed information in its counterintel- 
ligence files should be withheld), cert, denied . 112 S. Ct, 308 (1991). 

53 Peterzell v. Department of State . No. 84-5805, slip op. at 2 (D.C. Cir. 
Apr. 2, 1985). 

54 Peterzell v. Department of State . No. 82-2853, slip op. at 3 (D.D.C. 

Sept. 20, 1985). 

55 Rosenfeld v. United States Dep’t of Justice . 761 F. Supp. 1440, 1451 

(continued...) 
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an FBI Exemption 1 claim, the district court judge ignored the recommendation 
of a magistrate who had concluded that the information was properly classi- 
fied. 56 In so ruling, the district court grounded its decision on the supposition 
that the information involved was "likely to have been public knowledge." 57 

"Public Domain" Information 


Several courts also have had occasion to consider whether agencies have 
a duty to disclose classified information which has purportedly found its way 
into the public domain. In this regard, it has been held that, in asserting a 
claim of prior public disclosure, a FOIA plaintiff bears "the initial burden of 
pointing to specific information in the public domain that appears to duplicate 
that being withheld." 58 Accordingly, Exemption 1 claims should not be under- 
mined by mere allegations that classified information has been leaked to the 
press or otherwise made available to members of the public. Courts have care- 
fully recognized the distinction between a bona fide declassification action or 
official release and unsubstantiated speculation lacking official confirmation, 


55 (... continued) 

(N.D. Cal. 1991), emergency stay denied on jurisdictional grounds . No. 91- 
15854 (9th Cir. June 12, 1991), stay pending appeal granted . Ill S. Ct. 2846 
(1991); see also FOIA Update . Summer 1991, at 1-2, 

56 761 F. Supp. at 1451. 

57 Id, 

58 Afshar v. Department of State . 702 F.2d 1125, 1130 (D.C. Cir. 1983); 
see Holland v. CIA . No. 91-1233, slip op. at 13 (D.D.C. Aug. 31, 1992) 
(plaintiff failed to overcome "number of hurdles" involved in meeting initial 
burden of proving official disclosure of information at issue); Public Citizen v. 
Department of State . 782 F. Supp. 144, 145-46 (D.D.C. 1992) ("[F]act [plain- 
tiff has shown] that some of the information [contained in documents] was 
revealed does not negate the confidentiality of the documents as they exist."), 
reconsideration & summary judgment granted . 787 F. Supp. 12 (D.D.C. 1992) 
(appeal pending); Pfeiffer v. CIA . 721 F. Supp. 337, 342 (D.D.C. 1989) 
(plaintiff must do more than simply identify "information that happens to find 
its way into a published account" to meet this burden); cf Davis v. United 
States Dep’t of Justice . 968 F.2d 1276, 1279 (D.C. Cir. 1992) ("[P]arty who 

asserts . . . material publicly available carries the burden of production on that 

issue . . . because the task of proving the negative--that the information has not 
been revealed-might require the government to undertake an exhaustive, poten- 
tially limitless search.”) (Exemptions 3, 7(C) and 7(D)); Occidental Petroleum 
Corp. v. SEC . 873 F.2d 325, 342 (D.C. Cir. 1989) ("It is far more efficient, 
and . . . fairer, to place the burden of production on the party who claims that 
the information is publicly available.") (reverse FOIA suit). But see Wash- 
ington Post v. POD . 766 F. Supp. 1, 12-13 (D.D.C. 1991) (agency has ulti- 
mate burden of proof when comparing publicly disclosed information with in- 
formation being withheld, determining whether information is identical and, if 
not, determining whether release of slightly different information would harm 
national security). 
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holding that classified information is not considered to be in the public domain 
unless it has been the subject of an official disclosure. 59 

In a 1990 decision, the Court of Appeals for the District of Columbia 
Circuit held that for information to be "officially acknowledged" in the context 
of Exemption 1, it must: (1) be as "specific" as the information previously 
released; (2) “match" the information previously disclosed; and (3) have been 
made public through an "official and documented" disclosure. 60 In applying 


59 See, e.g. . Hoch v. CIA . No. 88-5422, slip op. at 2 (D.C. Cir. July 20, 

1990) (Without official confirmation, "clear precedent establishes that courts 
will not compel [an agency] to disclose information even though it has been the 
subject of media reports and speculation.”); Carnev v. CIA . No. 88-602, slip 
op. at 61-62 (C.D. Cal, Feb. 28, 1991) (magistrate’s recommendation) (suc- 
cessful "prior disclosure" argument must be based upon factual allegations that 
agency " officially previously disclosed documents that are identical in content to 
documents [it] continues to exempt from disclosure”; newspaper articles and 
press conferences not considered "official disclosures"), supplemental report & 
recommendation (C.D. Cal. Apr. 25, 1991), adopted (C.D. Cal. Apr. 26, 

1991) ; see also Simmons v. United States Dep’t of Justice . 796 F.2d 709, 712 
(4th Cir. 1986) (there had been no "widespread dissemination" of information 
in question); Abbotts v. NRC . 766 F.2d 604, 607-08 (D.C. Cir. 1985) (even if 
withheld data was same as estimate in public domain, not same as knowing 
NEC’s official policy as to "proper level of threat a nuclear facility should 
guard against"); Afshar v. Department of State . 702 F.2d at 1130-31 (foreign 
government can ignore "[unofficial leaks and public surmise ... but official 
acknowledgment may force a government to retaliate"); Steinberg v. United 
States Dep’t of Justice . 801 F. Supp. 800, 802 (D.D.C. 1992) ("Passage of 
time, media reports and informed or uninformed speculation based on state- 
ments by participants cannot be used ... to undermine [government’s] legiti- 
mate interest in protecting international security [information]") (appeal pend- 
ing); Rush v. Department of State . No. 88-8245, slip op. at 19 (S.D. Fla. Sept. 
12, 1990) (magistrate’s recommendation) (fact that existence of secret negoti- 
ations officially acknowledged does not mean that substance of such talks has 
been officially disclosed by government), adopted . 748 F. Supp. 1548, 1549, 
1555 (S.D. Fla, 1990); Van Atta v. Defense Intelligence Agency . No. 87-1508, 
slip op. at 5-6 (D.D.C. July 6, 1988) (disclosure of information to foreign gov- 
ernment during diplomatic negotiations held not "public disclosure"); c_L Hunt 
v. CIA . 981 F.2d 1116, 1120 (9th Cir. 1992) (fact that some information about 
subject of request may have been made public by other governmental agencies 
found not to defeat agency’s "Glomar" response in Exemption 3 context); Max- 
well v. First Nat’l Bank of Md. . 143 F.R.D. 590, 597-98 (D. Md. 1992) (pub- 
lished articles "speculating" on possible relationship between CIA and corpor- 
ation do not constitute official confirmation of such fact) (state secrets privi- 
lege). Contra Lawyers Comm, for Human Rights v. INS . 721 F. Supp. 552, 
569 (S.D.N.Y. 1989) (Exemption 1 protection not available where same docu- 
ments were disclosed by foreign government or where same information was 
disclosed to press in "off-the-record exchanges”). 

60 Fitzgibbon v. CIA . 911 F.2d 755, 765 (D.C. Cir. 1990); see also Afshar 

(continued. . .) 
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these criteria, the D.C. Circuit reversed the lower court’s disclosure order and 
held that information published in a congressional report did not constitute 
"official acknowledgment" of the purported location of a CIA station, because 
the information sought related to an earlier time period than that discussed in 
the report. 61 In so ruling, it did not address the broader question of whether 
congressional release of the identical information relating to intelligence sources 
and methods could ever constitute "official acknowledgment," thus requiring 
disclosure under the FOIA. 42 However, the D.C. Circuit had previously con- 
sidered this broader question and had concluded that congressional publications 
do not constitute "official acknowledgment" for purposes of the FOIA. 63 

■ In another case, tire Court of Appeals for the Second Circuit rejected the 
argument that a retired admiral’s statements constituted an authoritative disclo- 
sure by the government. 64 It pointedly stated: "Officials no longer serving 
with an executive hrandt department cannot continue to disclose official agency 
policy, and certainly they cannot establish what is agency policy through specu- 
lation, no matter how reasonable it may appear to be.” 65 Additionally, the 
Second Circuit affirmed the decision of the district court in holding that the 
congressional testimony of high-ranking Navy officials did not constitute official 
disclosure because it did not concern the specific information being sought. 66 

Indeed, in one case, the court went so far as to iioid that 180,000 pages 
of CIA records pertaining to Guatemala were properly classified despite the fact 
that the public domain contained significant information and speculation about 
CIA involvement in the 1954 coup in Guatemala: "CIA clearance of books and 


“(...continued) 

v. Departme nt of Sta te. 702 F.2U at 1130, 1133-34; Publ ic Citizen v. Depart- 
ment of State . 737 F. Snpp. 12, 13 (O.D.C. 1992) (applying Fi tzgihhon stand- 
ards) (appeal pending); Pu blic Citizen v. Dep ar- n ent cf Star e. 782 F. Supp. at 
146 (same). Rig. see Krikori;;;; v. Dep-r.r fm.’r .t of Snfc. 584 F.2d 461, 467-68 
(D.C. Cir. 1993) (remanding to district court to determine whether information 
excised in one document "officially ae’mowl edged 11 by comparing publicly 
available record with record withheld; > caving to district court ’s discretion 
whether this can be better accomplished by supplemental ager.cy affidavit or by 
in camera inspection). 

61 91 1 F.2d at 765-66. 

62 hi 

63 See, e.g. . Sa lisbury v. United States . 690 F.2d 966, 971 (D.C. Cir. 
1982) (information in Senate report "cannot be equated with disclosure by the 
agency itself"); Military Audit Project v. Ca sey. 656 F.2d 724, 744 (D.C. Cir. 
1981) (Senate report does not constitute official release of information). 

64 See H uds on River Slo op Clearw ater . Inc, v. nenn mm m t of the Navy . 

891 F.2d 414, 421-22 (2d Cir. 1989). ' 

65 W, at 42!;. 

Id, at 421. 
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articles, books written by former CIA officials, and general discussions in Con- 
gressional publications do not constitute official disclosures." 67 In a subse- 
quent case, one court went even further and held that documents were properly 
classified even though disclosed "involuntarily as a result of [a] tragic accident 
such as an aborted rescue mission [in Iran], or used in evidence to prosecute 
espionage." 68 

A recent district court case involved the question of whether the public 
congressional testimony of the U.S. Ambassador to Iraq had "waived" the 
agency’s ability to invoke Exemption 1 to withhold related records. 69 In the 
first of two decisions, the court held, after in camera review, that the public 
testimony had not "waived” Exemption 1 protection as to five of the seven 
documents at issue, because the "context” of the information in the documents 
was sufficiently "different" so as to not "negate" their "confidentiality'." 70 It 
ruled, however, that "waiver" had occurred as to the other two documents, and 
ordered disclosure of the Ambassador’s memorandum relating to the published 
"transcript” of her last meeting with the Iraqi leader prior to the invasion of 
Kuwait. 7 ' Upon reconsideration, the court confessed "clear error" and held 
that "while certain facts contained in the [two remaining] documents were re- 
vealed [in the public testimony], the context in which the information appears is 
significantly different." 72 Accordingly, in applying the "strict" standard for a 
finding of "waiver" in Exemption I cases, it found that the Ambassador’s testi- 
mony did not constitute an "official acknowledgment" requiring disclosure 
under the FOIA. 73 (For a further discussion of this issue, see Discretionary 
Disclosure and Waiver, below.) 

A final, rather obvious point-but still one not accepted by some request- 
ers— is that classified information will not be released under the FOIA even to a 


67 Schlesinger v. CIA . 591 F. Supp, 60, 66 (D.D.C. 1984); accord Pfeiffer 
v. CIA . 721 F. Supp. at 342; see also Washington Post v. POD . 766 F. Supp. 
at 11-12 (no "presumption of reliability” for facts contained in books subject to 
prepublication review by government agency); cfi McGehee v. Casey . 718 F.2d 
1137, 1141 & n.9 (D.C. Cir. 1983) (CIA cannot reasonably bear burden of 
conducting exhaustive search to prove that particular items of classified infor- 
mation have never been published) (non-FOIA case). 

68 Washington Post Co. v. POD . No. 84-3400, slip op. at 3 (D.D.C. Sept. 
22, 1986). 

69 Public Citizen v. Department of Sta te. 782 F. Supp. at 145. 

70 782 F. Supp. at 146. 

71 UE at 146-47. 

72 787 F. Supp. at 13, 15. 

73 Id, at 15. 
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requester of "unquestioned loyalty." 7 '* In a case decided several years ago, a 
government employee with a current “Top Secret" security clearance was de- 
nied access to classified records pertaining to himself because Exemption 1 
protects "information from disclosure based on the nature of the material, not 
on the nature of the individual requester.” 75 

Executive Order No. 12,356 

Until a new executive order on national security information is issued, 76 
the course of future litigation of Exemption l withholdings will continue to 
depend upon precedents established under Executive Order No. 12, 356. 77 On 
August 1, 1982, when Executive Order No. 12,356 replaced Executive Order 
No. 12,065, many government records had already been reviewed and marked 
pursuant to die superseded executive order. The appropriate executive order to 
be applied, with accompanying procedural and substantive standards, depends 
upon when the responsible agency official took the final classification action on 
the record in question. 78 In early decisions under Executive Order No. 


74 Levine v. Department of Justice . No. 83-1685, slip op. at 6 (D.D.C. 

Mar. 30, 1984) (regardless of requester’s loyalty, release of documents to him 
could "open the door to secondary disclosure to others"). 

75 Martens v. United States Dep’t of Commerce . No. 88-3334, slip op. at 8 
(D.D.C. Aug. 6, 1990) (Privacy Act case); see also Miller v. Casey . 730 F.2d 
773, 778 (D.C. Cir. 1984) (agency decision to deny historical research access 
not reviewable by courts); cE. United States Dep’t of Justice v. Reporters 
Comm, for Freedom of the Press . 489 U.S. 749, 771 (1989) (”[T]he identity of 
the requester has no bearing on the merits of his or her FOIA request.”) (Ex- 
emption 7(C)); FOIA Update . Spring 1989, at 5 (as general rule, all FOIA re- 
questers should be treated alike). 

76 See Presidential Review Directive 29 (Apr. 26, 1993) (establishing inter- 
agency task force to draft new executive order on national security informa- 
tion). 


7 ' 3 C.F.R. 166 (1983), reprinted in 50 U.S.C. § 401 note (1988). 

78 See Bonner v. United States Dep’t of State . 928 F.2d 1 148, 1 152 (D.C. 
Cir. 1991) (holding that judicial review of Exemption 1 excisions "properly 
focuses on the time the determination to withhold is made [by the agency]," and 
rejecting requester’s argument that court should apply procedural and substan- 
tive requirements in existence at time of court’s de novo review, because ”[t]o 
require an agency to adjust or modify its FOIA responses based on post-re- 
sponse occurrences could create an endless cycle of judicially mandated repro- 
cessing"); King v. United Slates Dep’t of Justice . 830 F.2d 210, 215-17 (D.C. 
Cir. 1987); Miller v. United States Dep’t of State . 779 F.2d 1378, 1388 (8th 
Cir. 1985); Lesar v. United States De n’t of Justice . 636 F.2d 472, 480 (D.C. 
Cir. 1980); Assassination Archives & Research Ctr.. Inc, v. CIA . 720 F. Supp. 
217, 221-22 (D.D.C. 1989), affd in pertinent part. No. 89-5414 (D.C. Cir. 
Aug. 13, 1990); I loch v. CIA . 593 F. Supp. 675, 679-80 (D.D.C. 1984), 
affd . 907 F.2d 1227 (D.C. Cir. 1990) (table cite). But see Powell v. United 

(continued...) 
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12,356, the most controversial aspect of Executive Order No. 12, 065-Section 
3-303’s balancing of the public’s interest in disclosure against the government’s 
need for national security secrecy-was found to have been mooted by the issu- 
ance of the current executive order, which does not contain a balancing pro- 
vision. 79 

Executive Order No. 12,356 recognizes both the right of the public to be 
informed about activities of its government and the need to protect national 
security information from unauthorized or untimely disclosure. Accordingly, 
information may not be classified unless "its disclosure reasonably could be 
expected to cause damage to the national security." 80 Courts grappling with 
the degree of certainty necessary to demonstrate the contemplated damage under 
this standard have recognized that an agency’s articulation of the threatened 
harm must always be speculative to some extent and that to require an actual 
showing of harm would be judicial "over-stepping." 81 In the area of intelli- 
gence sources and methods, courts are strongly inclined to accept the agency’s 
position that disclosure of this type of information will cause damage to national 
security interests because this is "necessarily a region for forecasts in which 
[the agency’s] informed judgment as to potential future harm should be 
respected," 82 

This standard is elaborated upon in Section 1.3 of the order, which speci- 
fies the types of information that may be considered for classification. Execu- 
tive Order No. 12,356 establishes as bases for classification several widely 


78 (... continued) 

States Dep’t of Justice . No. C-82-326, slip op. at 3 (N.D. Cal. June 14, 1985) 
(upon court-ordered re-review of classification, agency "cannot now hide be- 
hind the classification system in effect at the time the agency first analyzed the 
documents"). 

79 See Afshar v. Department of State . 702 F.2d 1125, 1137 (D.C. Cir. 
1983); Republic of New Afrika v. FBI . 656 F. Supp. 7, 14 (D.D.C. 1985); see 
also King v. United States Dep’t of Justice . 830 F.2d at 216; Kevs v. United 
States Dep’t of Justice . No. 85-2588, slip op. at 5 (D.D.C. May 12, 1986) 
("The public interest is not [now] a concern to be balanced in applying this 
exemption."), affd, 830 F.2d 337 (D.C. Cir. 1987); cf Halkin v. Helms . 690 
F.2d 977, 994 n.65 (D.C. Cir. 1982) (state secrets privilege case). 

80 Exec. Order No. 12,356, § 1.1(a)(3). 

81 Halperin v, CIA . 629 F.2d 144, 149 (D.C. Cir. 1980); cf Snepp v. 
United States . 444 U.S. 507, 513 n.8 (1980) ("The problem is to ensure, in 
advance, and by proper [CIA prepublication review] procedures, that informa- 
tion detrimental to the national interest is not published.") (non-FOIA case). 

82 Gardels v. CIA . 689 F.2d 1100, 1106 (D.C. Cir. 1982); see also Wash- 
ington Post v. POD . 766 F, Supp. 1, 7 (D.D.C. 1991) (disclosure of working 
files of failed Iranian hostage rescue attempt containing intelligence planning 
documents would "serve as a model of ‘do’s and don’t’s’" for future counter- 
terrorist missions "with similar objectives and obstacles"). 
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recognized information categories: foreign government information; 83 vulnera- 
bilities or capabilities of systems, installations, projects or plans relating to 
national security; 84 intelligence sources or methods; 85 foreign relations or for- 
eign activities; 86 and military plans, weapons, or operations. 87 Executive Or- 


83 See. e,g. , Krikorian v. Department of State . 984 F.2d 461, 465 (D.C. 

Cir. 1993) (telegram reporting discussion between agency official and high- 
ranking foreign diplomat regarding terrorism properly withheld as foreign gov- 
ernment information; release would "jeopardize ‘reciprocal confidentiality’" 
between governments); Southam News v. INS . 674 F. Supp. 881, 884 (D.D.C. 
1987); Shaw v. United States Dep’t of State . 559 F. Supp. 1053, 1063 (D.D.C. 
1983). 

84 See, e.g. . Gottesdiener v. Secret Serv. . No. 86-576, slip op. at 5 
(D.D.C. Feb. 21, 1989). 

85 See, e.g. . Patterson v. FBI . 893 F.2d 595, 597, 601 (3d Cir. 1990) 
(information pertaining to intelligence sources and methods used by FBI in 
investigation of student who corresponded with 169 foreign nations), cert, 
denied . 498 U.S. 812 (1990); Jones v. FBI . No. C77-1001, slip op. at 8 (N.D. 
Ohio Aug. 12, 1992) ("numerical designators" assigned to national security 
sources) (appeal pending); Jan-Xin Zana v, FBI . 756 F. Supp. 705, 709-11 
(W.D.N.Y. 1991) (intelligence activities or methods, intelligence file numbers 
and other detailed information which could reveal a source); Center for Nat’l 
Sec. Studies v. INS . No. 87-2068, slip op. at 4-7 (D.D.C. Dec. 19, 1990) 
(counterterrorism policy paper which could inhibit potential sources from pro- 
viding intelligence information and limit ability of government to "penetrate" 
terrorist organizations); Allen v. POD . 658 F. Supp. 15, 19-21 (D.D.C. 1986) 
(including deceased, potential and unwitting intelligence sources); cfi Knight v. 
CIA . 872 F.2d 660, 664 (5th Cir. 1989) (intelligence sources and methods pro- 
tected under Exemption 3), cert, denied . 494 U.S. 1004 (1990). 

86 See, e.g. . United States Comm, for Refugees v. Department of State . 

No. 91-3303, slip op. at 4-6 (D.D.C. Aug. 30, 1993) (disclosure of withheld 
information could damage nation’s foreign policy by jeopardizing success of 
negotiations with Haiti on refugee issues "because documents contain frank as- 
sessments about the Haitian government"); St. Hilaire v. Department of Justice . 
No. 91-0078, slip op. at 8 (D.D.C. Mar. 18, 1992) (protecting portions of two 
cables between Department of State and its embassies because "protecting com- 
munications between . . . diplomatic instruments of sovereign states certainly 
[is an] . . . appropriate reason for classifying documents"); Van Ana v. De- 
fense Intelligence Agency . No. 87-1508, slip op. at 4 (D.D.C. July 6, 1988) 
(information compiled at request of foreign government for purpose of negotia- 
tions); American Jewish Congress v. Department of the Treasury . 549 F. Supp. 
1270, 1276-79 (D.D.C. 1982), affd . 713 F.2d 864 (D.C. Cir.) (table cite), 
cert, denied . 464 U.S. 895 (1983). 

87 See, e.g. . Taylor v. Department of the Army . 684 F.2d 99, 109 (D.C. 
Cir. 1982) (protection of combat-ready troop assessments); Washington Post 
Co. v. POD . No. 84-2403, slip op, at 3 (D.D.C. Apr. 15, 1988) (foreign mili- 
tary information); Hudson River Sloop Clearwater, inc, v. Department of the 

(continued...) 
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der No. 12,356 also includes as classified any information which concerns cryp- 
tology, 88 and scientific, technological, or economic matters relating to national 
security. 89 

Of the classification categories identified above, it should be noted that 
Executive Order No. 12,356 establishes a presumption that the unauthorized 
disclosure of certain categories of information-foreign government information, 
the identity of a confidential foreign source and intelligence sources and meth- 
ods- will cause damage to the national security. 90 This presumption has been 
recognized and applied in FOIA cases involving Exemption 1 , 91 

In addition, Executive Order No. 12,356 permits the classification of 
other categories of information that are related to the national security and 


87 (. ..continued) 

Navy . 659 F. Supp. 674, 679 (E.D.N.Y. 1987) (NEPA/FOIA case), affd, 891 
F.2d 414, 417 (2d Cir. 1989); Washington Post Co. v. POD . No. 84-2402, 
slip op. at 16 (D.D.C. Apr. 11, 1988). 

88 See McDonnell v. United States . No. 91-5916, slip op. at 25 (3d Cir, 

Sept. 21, 1993) (upholding classification of cryptographic information dating 
back to 1934 where release "could enable hostile entities to interpret other, 
more sensitive documents similarly encoded") (to be published); Gilmore v. 

NSA . No. C92-3646, slip op. at 14, 17-18 (N.D. Cal. Apr. 30, 1993) (mathe- 
matical principles and techniques in agency treatise protectible under this 
category of executive order). 

89 Exec. Order No. 12,356, § 1.3: cf. U.S. News & World Report v. De- 
partment of the Treasury . No. 84-2303, slip op. at 9 (D.D.C. Mar. 26, 1986) 
(protection of information regarding armoring of President’s limousines). 

90 Exec. Order No. 12,356, § 1.3(c). 

91 See, e.g. . Maynard v. CIA . 986 F.2d 547, 555 (1st Cir. 1993) (applica- 
tion of presumption in case involving intelligence sources and methods); Krikor- 
ian v. Department of State . 984 F,2d at 465 n.4 (noting presumed damage in 
connection with unauthorized disclosure of foreign government information); 
Holland v. CIA . No. 91-1233, slip op. at 12, 22 (D.D.C. Aug. 31, 1992) 

(court will not "second guess" propriety of classification, especially due to fact 
that identity of intelligence sources and methods and foreign government infor- 
mation is "presumed" to cause damage to national security); Green v. United 
States Dep’t of State . No. 85-504, slip op. at 13 n.31 (D.D.C. Apr. 17, 1990) 
("In examining the plausibility of defendant’s explanation as to how disclosure 
of the information . . . could reasonably be expected to pose a danger to the na- 
tional security, the [c]ourt must take into account that [disclosure of much of 
the information in question] is presumed to cause damage to the national securi- 
ty-"); Siminoski v. FBI . No. 83-6499, slip op. at 15, 17 (C.D. Cal. Jan. 16, 
1990) (disclosure of redactions relating to identity of foreign liaisons and intelli- 
gence sources presumed to result in damage to national security; no agency bad 
faith shown to "upset that presumption"). 
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which require protection against unauthorized disclosure. 92 Moreover, in 
those instances in which there is "reasonable doubt" about the need to classify 
information, or to classify information at a higher level, the order permits clas- 
sification pending a final determination within 30 days. 93 

It should be noted that Executive Order No. 12,356 also contains a num- 
ber of limitations on classification. 94 For example, information may not be 
classified to conceal violations of law, 95 to prevent embarrassment to a person 
or an agency, 96 or to restrain competition. 97 

Agencies with questions about the proper implementation of the substan- 
tive or procedural requirements of Executive Order No. 12,356 may consult 
with the Information Security Oversight Office (ISOO) within the General 
Services Administration, which holds governmentwide oversight responsibility 
for classification matters under the executive order ((202) 634-6 150). 98 The 
Director of ISOO has been named by the President to chair the interagency task 
force established to draft a replacement executive order. 99 

Duration of Classification 

Another important provision of Executive Order No. 12,356 is that "in- 


92 Exec. Order No. 12,356, § 1.3(a)(10); see, e.g, . Gottesdiener v. Secret 
Serv. , slip op. at 5 (records concerning United States’ "emergency preparedness 
programs"). 

93 Exec. Order No. 12,356, § 1.1(c). 

94 Id, § 1.6. 

95 Id, § 1.6(a); see also Navaskv v. CIA . 499 F. Supp. 269, 275-76 
(S.D.N.Y. 1980) (rejecting as irrelevant requester’s claim of illegality under 
similar provision in prior executive order so long as information properly clas- 
sified pursuant to order’s substantive requirements; likewise rejecting defend- 
ant’s claim of national security harm based upon possible loss of employment or 
damage to reputation for those persons cooperating with CIA’s clandestine 
book-publishing activities), affd . 679 F,2d 873 (2d Cir. 1981) (table cite), cert- 
denied . 459 U.S. 822 (1982). 

96 Exec. Order No. 12,356, § 1.6(a); see also Wilson v, Department of Jus- 

fice, No. 87-2415, slip op. at 3-4 (D.D.C. June 13, 1991) (rejecting requester’s 

claim that information was classified to prevent embarrassment to foreign gov- 
ernment official and holding that "even if some . . . information . . . were 
embarrassing to Egyptian officials, it would nonetheless be covered by Exemp- 
tion 1 if, independent of any desire to avoid embarrassment, the information 
withheld [was] properly classified"). 

97 Exec. Order No. 12,356, § 1.6(a). 

98 See id, § 5.2; see als o FOIA Update . Winter 1985, at 1-2. 

99 See Presidential Review Directive 29 at 2. 
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formation shall be classified as long as required by national security consider- 
ations" and time frames no longer trigger automatic declassification. 100 To be 
sure, the passage of time from the origination of the information to the classifi- 
cation review might cause a court to question the national security damage that 
could result from disclosure. 101 Accordingly, while the age of records has 
some bearing on whether they warrant continued protection under Exemption 1, 
numerous precedents stand firmly for the proposition that the passage of time 
does not, by itself, require that national security information be declassified 
automatically and disclosed. 102 


100 Exec. Order No. 12,356, § 1.4(a), 3 C.F.R. 166 (1983), reprinted in 50 
U.S.C. § 401 note (1988); see Branch v. FBI . 700 F. Supp. 47, 48 (D.D.C. 

1988) ("Executive Order No. 12,356 does not create a presumption favoring 
disclosure of documents once they reach a certain age."). 

101 See King v. United States Dep’t of Justice . 830 F.2d 210, 226 (D.C. 

Cir. 1987) (documents more than 35 years old); see also Silets v. FBI . 591 F. 
Supp. 490, 496 (N.D. 111. 1984) (documents over 20 years old regarding Jimmy 
Hoffa); Powell v. United States Dep’t of Justice . 584 F. Supp. 1508, 1517 
(N.D. Cal. 1984) (fact that information is 22 to 35 years old and concerns 
"highly publicized treason and sedition case which has been closed for over 
twenty years" requires government to "address the significance of the age of the 
information"); cf. CIA v. Sims . 471 U.S. 159, 177 (1985) (Exemption 3 case 
upholding protection for documents over 20 years old the disclosure of which 
would reveal the identities of intelligence sources, including deceased, potential 
and unwitting sources); Fitzgibbon v. CIA . 911 F.2d 755, 764 (D.C. Cir. 

1990) (holding that, in contrast to traditional Exemption 1 analysis, passage of 
time has no impact on releasabilxty of information in Exemption 3 context in- 
volving intelligence sources and methods). 

102 See, e.g. . McDonnell v. United States . No. 91-5916, slip op. at 25-26 
(3d Cir. Sept. 21, 1993) (rejecting plaintiffs argument that cryptographic 
information classified as exempt in 1934 is no longer entitled to protection 
because of passage of time) (to be published); Mavnard v. CIA . 986 F.2d 547, 
556 n.9 (1st Cir. 1993) ("[Pjassage of some thirty years does not, by itself, 
invalidate [agency’s] showing under Exemption 1."); Afshar v. Department of 
State . 702 F.2d 1125, 1138 n.18 (D.C. Cir. 1983) (change in circumstances 
does not require review of original classification); Holland v. CIA . No. 91- 
1233, slip op. at 12 (D.D.C. Aug. 31, 1992) (fact that intelligence estimate is 
25 years old held "of no consequence [where] plaintiffs speculation that . . . 
passage of time diminishes need for its secrecy ... a ‘mere hypothetical,’ and 
because Executive Order 12356 establishes no presumption in favor of disclo- 
sure of [classified information] after a period of time”); Varelli v. FBI . No. 88- 
1865, slip op. at 9 (D.D.C. Oct. 4, 1991) (upholding application of Exemption 
1 because "passage of time . . . does not dissipate . . . possibility of retribution 
being visited upon . . . intelligence sources and their families"); Siminoski v. 
FBI . No. 83-6499, slip op. at 17-18 (C.D. Cal. Jan. 16, 1990) (upholding 
classification of documents more than 40 years old because "age alone does not 
mandate release of otherwise sensitive documents”); Assassination Archives & 
Research Ctr.. Inc, v. CIA . 720 F. Supp, 217, 222 (D.D.C. 1989) (permitting 

(continued...) 
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In addition, the order prohibits any automatic declassification because of 
"unofficial publication or inadvertent or unauthorized disclosure" of classified 
information, 103 In fact, declassified and disclosed information may be reclas- 
sified if the information is classified and "may reasonably be recovered." 104 
Moreover, it is well settled that information may be "classified or reclassified” 
after it has been requested under the FOIA. 105 


102 (... continued) 

withholding of "old" information and distinguishing King v. United States Dep’t 
of Justice on basis of involvement of intelligence agency and applicability of 
more "protective" executive order), affd in pertinent part . No. 89-5414 (D.C. 
Cir. Aug. 13, 1990); Qglesbv v. United States Dep’t of the Army . No. 87- 
3349, slip op. at 5 (D.D.C. May 23, 1989) (Exemption 1 properly applied to 
documents over 30 years old), affd on other grounds . 920 F.2d 57 (D.C. Cir. 
1990); Southam News v. INS . No. 85-2721, slip op. at 10-11 (D.D.C. May 
18, 1989) ("If the United States were to proceed unilaterally to declassify docu- 
ments provided by Canada as secret merely because twenty years has passed, 
the value of a promise of confidentiality by the United States would be greatly 
diminished.”). 

103 Exec. Order No. 12,356, § 1.3(d); see, e.g. . Simmons v. United States 
Dep’t of Justice . 796 F.2d 709, 712 (4th Cir. 1986) (possible disclosure of 
classified documents by FBI agent was not in official capacity, hence did not 
require automatic declassification). 

104 Exec. Order No. 12,356, § 1.6(c). 

105 li. § 1.6(d); see also Goldberg v. United States Dep’t of State . 818 F.2d 
71, 79-80 (D.C. Cir. 1987) (fact that many cables sought under FOIA initially 
marked unclassified by ambassadors held "immaterial,” as pertinent executive 
order allows agencies to reclassify records in response to FOIA requests), cert- 
denied . 485 U.S. 904 (1988); Miller v. United States Dep’t of State . 779 F.2d 
1378, 1388 (8th Cir. 1985) (16-year delay between origination and classifica- 
tion of documents held "insufficient to justify disclosure"); Lesar v. United 
States Dep’t of Justice . 636 F.2d 472, 484-85 (D.C. Cir. 1980) (belated classi- 
fication appropriate); National Sec. Archive v. FBI . No. 88-1507, slip op. at 3 
n.2 (D.D.C. Apr. 14, 1993) (reclassification of portions of briefing book held 
proper) (appeal pending); Green v. United States Dep’t of State . No. 85-504, 
slip op. at 4-5 (D.D.C. Apr. 17, 1990) (agency may reclassify documents 
"pursuant to executive orders issued subsequent to its initial classification deci- 
sion"); cf Nation Co. v. Archivist of the United States . No. 88-1939, slip op. 
at 8 (D.D.C. July 24, 1990) (reclassification after initiation of litigation not 
"fatal" unless "used to cover up embarrassing information") (FACA case); 
American Library Ass’n v, NSA . 631 F. Supp. 416, 422 (D.D.C. 1986) (no 
First Amendment right to access to documents classified subsequent to their in- 
advertent public disclosure), affd on other grounds . 818 F.2d 81 (D.C. Cir. 
1987). But see Shanmugadhasan v. United States Dep’t of the Navy . No. 84- 
6474, slip op. at 1 (9th Cir. Dec. 17, 1985) (remanding for in camera inspec- 
tion due to belated classification and generalized affidavit). 
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Additional Considerations 


Two additional considerations addressed by Executive Order No. 12,356 
have already been recognized by the courts. First, the "Glomar" denial, dis- 
cussed above, is incorporated into the order: "[A]n agency shall refuse to con- 
firm or deny the existence or nonexistence of requested information whenever 
. . . its existence or nonexistence is itself classifiable under this Order." 106 

Second, the "mosaic" approach— the concept that apparently harmless 
pieces of information, when assembled together, could reveal a damaging pic- 
ture-is recognized in the very definition of classified information: "Informa- 
tion . . . shall be classified when ... its unauthorized disclosure, either by 
itself or in the context of other information, reasonably could be expected to 
cause damage to the national security." 107 This approach was presaged by a 
decision of the Court of Appeals for the District of Columbia Circuit in 
1980 108 and, after the issuance of the executive order, subsequently endorsed 
by the same court. 109 The D.C. Circuit has also reaffirmed that even if there 


106 Exec. Order No. 12,356, § 3.4(00), 3 C.F.R. 166 (1983), reprinted in 
50 U.S.C. § 401 note (1988); see, e.g. . Hudson River Sloop Clearwater. Inc, 
y. Department of the Navy . 891 F.2d 414, 417 (2d Cir. 1989) (fact of presence 
of nuclear weapons aboard particular naval ships is classified in itself); Miller 
v, Casey . 730 F.2d 773, 776 (D.C. Cir. 1984) (whether CIA conducted covert 
activities in Albania following World War II is classified in itself); Weberman 
v- NSA . 668 F.2d 676, 678 (2d Cir. 1982) (fact that, even under prior Execu- 
tive order, "existence or non-existence" of intercept by NSA of cable purport- 
edly sent by Jack Ruby’s brother to Cuba prior to Kennedy assassination classi- 
fied); D’AIeo v. Department of the Navy . No. 89-2347, slip op. at 4 (D.D.C. 
Mar. 27, 1991) (any confirmation or denial of existence of nondisclosure agree- 
ment allegedly signed by plaintiff would cause serious damage to national secu- 
rity); Nelson v, United States Dep’t of Justice . No. 1:90-1119, slip op. at 1-3 
(N.D. Ga. Sept. 12, 1990) (fact of existence of records agency might possess 
under Foreign Intelligence Surveillance Act itself classified), aff d . 953 F.2d 
650 (11th Cir.) (table cite), cert, denied . 112 S. Ct. 1955 (1992); Marrera v. 
United States Dep’t of Justice . 622 F. Supp. 51, 53 (D.D.C. 1985) (same); see 
also Gardels v. CIA . 689 F.2d 1100, 1103 (D.C. Cir. 1982) (Exemptions 1 and 
3); cfi. Hunt v, CIA . 981 F.2d 1116, 1118-20 (9th Cir. 1992) (agency’s refusal 
to confirm or deny existence of records pertaining to Iranian national requested 
by person on trial for murder of that Iranian held proper pursuaijt to Exemption 
3 ). 

107 Exec. Order No. 12,356, § 1.3(b). 

108 Halperin v. CIA . 629 F.2d 144, 150 (D.C. Cir. 1980) ("Each individual 
piece of intelligence information, much like a piece of a jigsaw puzzle, may aid 
in piecing together other bits of information even when the individual piece is 
not of obvious importance in itself.”). 

109 See Salisbury v. United States . 690 F.2d 966, 971 (D.C. Cir. 1982) 
(explicitly acknowledging "mosaic-like nature of intelligence gathering”); ac- 

(continued...) 
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is other information that if released "would pose a greater threat to the national 
security," Exemption 1 "‘bars the government from prying loose even the 
smallest bit of information that is properly classified.’" 110 

Another point to remember under Exemption 1 is the requirement that 
agencies segregate and release nonexempt information, unless the segregated 
information would have no meaning. 111 The duty to release information that 
is "reasonably segregable 1,112 applies in cases involving classified information 
as well as cases involving nonclassified information. 113 During the past two 


I09 (... continued) 

cord CIA v. Sims . 471 U.S. 159, 178 (1985) (Exemption 3); American Friends 
Serv. Comm, v. POD . 831 F.2d 441, 44445 (3d Cir. 1987) (recognizing 
"compilation" theory); Tavlor v. Department of the Army . 684 F.2d 99, 105 
(D.C. Cir. 1982) (upholding classification of compilation of information on 
army combat units); see also Varelli v. FBI . No. 88-1865, slip op. at 8 
(D.D.C. Oct. 4, 1991) (upholding agency’s determination that release of "such 
mundane information ... as file numbers, code names and symbol source iden- 
tifiers" would enable "hostile analyst to piece together information, which 
could, in aggregate with other information, lead to disclosure" of intelligence 
sources and activities); National Sec. Archive v. FBI . 759 F. Supp. 872, 877 
(D.D.C. 1991) (disclosure of code names and designator phrases could provide 
hostile intelligence analyst with "common denominator" permitting analyst to 
piece together seemingly unrelated data into snapshot of specific FBI counter- 
intelligence activity); Jan-Xin Zang v. FBI . 756 F. Supp. 705, 709-10 
(W.D.N.Y. 1991) (upholding classification of any source-identifying word or 
phrase, which could by itself or in aggregate lead to disclosure of intelligence 
source). 

110 Abbotts v. NRC . 766 F.2d 604, 608 (D.C. Cir. 1985) (quoting Afshar 
v. Department of State . 702 F,2d 1125, 1130 (D.C. Cir. 1983)). 

111 See, e.g. . Dohertv v. United States Dep’t of Justice . 775 F.2d 49, 53 
(2d Cir. 1985); Paisley v. CIA . 712 F.2d 686, 700 (D.C. Cir. 1983); Bevis v. 
Department of the Army . No. 87-1893, slip op. at 2 (D.D.C. Sept. 16, 1988) 
(redaction not required when it would reduce balance of text to "unintelligible 
gibberish"); American Friends Serv. Comm, v. POD . No. 83-4916, slip op. at 
11-12 (E.D. Pa. Aug. 4, 1988) (very fact that records sought would have to be 
extensively "reformulated, re-worked and shuffled" prior to any disclosure es- 
tablished that nonexempt material was "inextricably intertwined” with exempt 
material), affd, 869 F.2d 587 (3d Cir. 1989) (table cite). 

112 5 U.S.C. § 552(b) (final sentence) (1988). 

113 See, e.g. . Oglesbv v. United States Dep’t of the Army . 920 F.2d 57, 66 
n.12 (D.C. Cir. 1990) (dictum) (noting failure of Army affidavit to specify 
whether any reasonably segregable portions of 483-page document were with- 
held pursuant to Exemption 1); Rav v. Turner . 587 F.2d 1187, 1197 (D.C. Cir. 
1978) (remanding for greater specificity in affidavit because agency may not 
rely on "exemption by document" approach even in Exemption 1 context); 
Branch v. FBI . 658 F. Supp. 204, 210 (D.D.C. 1987) (criticizing language in 

(continued...) 
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years, the D.C. Circuit has reemphasized the FOIA’s segregation requirement 
in a series of decisions, 114 one of which involved records withheld pursuant to 
Exemption l. ,ls In that Exemption 1 decision, the D.C. Circuit-aithough 
upholding the district court’s substantive determination that the records con- 
tained information qualifying for Exemption 1 protection—nonetheless remanded 
the case to the district court because it had failed to "make specific findings of 
segregability for each of the withheld documents." 116 

As a final matter, agencies should be aware of the FOIA’s "(c)(3) exclu- 
sion." 117 This special record exclusion applies to certain especially sensitive 
records maintained by the Federal Bureau of Investigation which pertain to 
foreign intelligence, counterintelligence or international terrorism matters. 
Where the existence of such records is itself a classified fact, the FBI may, so 
long as the existence of the records remains classified, treat the records as not 
subject to the requirements of the FOIA. (See discussion under Exclusions, 
below.) 


EXEMPTION 2 

Exemption 2 of the FOIA exempts from mandatory disclosure records 
"related solely to the internal personnel rules and practices of an agency." 1 
The courts have interpreted the exemption to encompass two distinct categories 
of information: 


u3 (... continued) 

FBI affidavit regarding segregation); see also Holland v. CIA . No. 91-1233, 
slip op. at 22 (D.D.C. Aug. 31, 1992) (finding "sufficient showing of good 
faith" by agency in segregating exempt from nonexempt information, based on 
review of declarations, together with examination of redacted documents and 
fact that subsequent releases were made during litigation). 

1,4 See Army Times Publishing Co. v. Department of the Air Force . 998 
F.2d 1067, 1068, 1071-72 (D.C. Cir. 1993); Krikorian v. Department of State . 
984 F.2d 461, 466-67 (D.C. Cir. 1993); PHE. Inc, v. Department of Justice . 
983 F.2d 248, 252-53 (D.C. Cir. 1993); Schiller v. NLRB . 965 F.2d 1205, 

1210 (D.C. Cir. 1992). 

115 Krikorian v. Department of State . 984 F.2d at 466-67; see also Bav Area 
Lawyers Alliance for Nuclear Arms Control v. Department of State . No. C89- 
1843, slip op, at 7-8, 11-12 (N.D. Cal. June 4, 1993) (applying Schiller stand- 
ard in Exemption 1 case). 

116 Krikorian v. Department of State . 984 F.2d at 467. 

117 5 U.S.C. § 552(c)(3) (1988); see also Attorney General’s Memorandum 
on the 1 986 Amendments to the Freedom of Information Act 24-25 (Dec. 

1987). 

1 5 U.S.C. § 552(b)(2) (1988). 


- 53 - 



EXEMPTION 2 


(a) internal matters of a relatively trivial nature-sometimes referred to 
as "low 2" information; and 

(b) more substantial internal matters, the disclosure of which would 
risk circumvention of a legal requirement— sometimes referred to as 
"high 2” information. 2 

There has long existed some confusion concerning the intended coverage 
of both aspects of Exemption 2. The case law interpreting the exemption has 
been divided, reflecting the differing ways in which Exemption 2 was addressed 
in the Senate and House Reports when the FOIA was enacted. The Senate Re- 
port stated: 

Exemption No. 2 relates only to the internal personnel rules and 
practices of an agency. Examples of these may be rules as to per- 
sonnel’s use of parking facilities or regulation of lunch hours, 
statements of policy as to sick leave, and the like. 3 

The House Report provided a more expansive interpretation of Exemption 2’s 
coverage, stating that it was intended to include: 

[o]perating rules, guidelines, and manuals of procedure for Govern- 
ment investigators or examiners ... but [that] this exemption 
would not cover all "matters of internal management” such as 
employee relations and working conditions and routine administra- 
tive procedures which are withheld under present law. 4 

These two statements contain an evident conflict in their treatment of the 
first category of information encompassed by this exemption-routine internal 
matters. The Supreme Court confronted this conflict in a case in which a re- 
quester sought to obtain case summaries of Air Force Academy ethics hearings, 
and it found the Senate Report to be more authoritative, at least with regard to 
the coverage intended for routine internal matters. 5 In Department of the Air 
Force v. Rose , the Supreme Court construed Exemption 2’s somewhat ambigu- 
ous language as protecting internal agency matters so routine or trivial that they 
could not be "subject to ... a genuine and significant public interest." 6 The 
Supreme Court also declared that Exemption 2 was intended to relieve agencies 
of the burden of assembling and providing access to any "matter in which the 
public could not reasonably be expected to have an interest ." 7 At the same 
time, the Court also suggested in Rose that the policy enunciated by the House 


2 See FOIA Update . Summer 1989, at 3. 

3 S. Rep. No. 813, 89th Cong., 1st Sess. 8 (1965). 

4 H.R. Rep. No. 1497, 89th Cong., 2d Sess. 10 (1966). 

3 Department of the Air Force v. Rose . 425 U.S. 352, 366-67 (1976). 

6 hi at 369. 

7 Id. at 369-70. 
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Report might permit an agency to withhold matters of some public interest 
"where disclosure may risk circumvention of agency regulation.” 8 

"Low 2": Trivial Matters 

It is quite evident from its legislative history and the Supreme Court’s 
decision in Department of the Air Force v. Rose that, with respect to its "low 
2 " aspect, Exemption 2 is the only exemption in the FOIA having a conceptual 
underpinning totally unrelated to any harm caused by disclosure per se. 9 Rath- 
er, this application of the exemption is based upon the unique rationale that the 
very task of processing and releasing some requested records would place a 
harmful administrative burden on the agency that would not be justified by any 
genuine public benefit. 10 

Although cases decided immediately subsequent to Rose demonstrated 
that a great deal of uncertainty existed as to the extent of coverage provided by 
this first aspect of Exemption 2, it now seems to be well established that routine 
internal personnel matters are properly included within its scope. 1 ’ However, 
personnel matters of greater general public interest are not so protected. 12 


8 IcL at 369. 

9 See Department of the Air Force v. Rose . 425 U.S. 352, 369-70 (1976). 

10 See FOIA Update . Winter 1984, at 10-11 ("FOIA Counselor: The 
Unique Protection of Exemption 2”); see, e.g. . Martin v. Lauer . 686 F.2d 24, 

34 (D.C. Cir. 1982) (Exemption 2 "serves to relieve the agency from the ad- 
ministrative burden of processing FOIA requests when internal matters are not 
likely to be the subject of public interest."); Fisher v. United States Dep’t of 
Justice . 772 F. Supp. 7, 10 n.8 (D.D.C. 1991) (citing Martin ), affd . 968 F.2d 
92 (D.C. Cir. 1992) (table cite). 

11 See, e.g. . Small v. IRS . 820 F. Supp. 163, 168 (D.N.J. 1992) (employee 
service identification numbers); Pruner v. Department of the Army . 755 F. 

Supp. 362, 365 (D. Kan. 1991) (Army regulation concerning discharge of con- 
scientious objectors); FBI Agents Ass’n v, FBI . 3 Gov’t Disclosure Serv. (P-H) 
1 83,058, at 83,566-67 (D.D.C, Jan. 13, 1983) (information relating to per- 
formance ratings, recognition and awards, leave practices, transfers, travel 
expenses and allowances); National Treasury Employees Union v. United States 
Dep’t of the Treasury , 487 F. Supp, 1321, 1324 (D.D.C. 1980) (bargaining 
history and IRS interpretation of labor contract provisions); Frank v. United 
States Dep’t of Justice . 480 F. Supp. 596, 597-98 (D.D.C. 1979) (FBI special 
agents’ complaints of mismanagement about personnel matters such as leave, 
work assignments and overtime, as well as information about ensuing investiga- 
tion). 

12 See, e.g. . Department of the Air Force v. Rose . 425 U.S. at 365-70 (Air 
Force Academy cadet honor code proceedings); Vaughn v. Rosen . 523 F.2d 
1136, 1 140^43 (D.C. Cir. 1975) (evaluations of how effectively agency policies 
were being implemented); Globe Newspaper Co. v. FBI . No. 91-13257, slip 
op. at 6-8 (D. Mass. Dec. 29, 1992) (amount paid to FBI informant found to be 

(continued...) 
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Particularly significant to the coverage of "low 2" is its unique applica- 
tion to far more mundane, yet pervasive, administrative records. In a case 
whose Exemption 2 holding now appears completely undermined, the full Court 
of Appeals for the District of Columbia Circuit in Jordan v. United States De- 
partment of Justice ordered the local U.S. Attorney’s Office’s prosecutorial 
guidelines released on the ground that the documents did not fit the narrowly 
read exemption for "personnel" rules.' 3 Subsequently, in Allen v. CIA , the 
D.C. Circuit ordered the release of such trivial internal information as filing 
and routing instructions, based upon the conclusion that Congress intended Ex- 
emption 2 protection for agency personnel records only, not for "trivial matters 
unrelated to personnel . 11 14 The court of appeals panel deciding Allen chose to 
perceive no conflict with several of the D.C. Circuit’s own post- Jordan opin- 
ions which had upheld the widiholding of items of information pursuant to 
Exemption 2 that clearly were not related to personnel matters.' 5 

One year after Allen , though, the full D.C. Circuit, in Crooker v. Bureau 
of Alcohol. Tobacco & Firearms , revisited the issue involved in Jordan and 
adopted a distinctly broader view of Exemption 2, specifically with regard to its 
law enforcement aspect.’ 6 Then, in its decision in Founding Church of Scien- 
tology v. Smith . 17 the D.C. Circuit finally made it clear that Exemption 2 al- 
lows the withholding of a great variety of internal rules, procedures and guide- 
lines, effectively overruling Allen . In Founding Church , the Department of 
Justice pointedly admitted that it had withheld routine administrative notations 
"indistinguishable from the filing and routing instructions that were held un- 


12 (... continued) 

personally involved in "ongoing criminal activities"); News Group Boston. Inc, 
v. National R.R. Passenger Corp .. 799 F. Supp. 1264, 1266-68 (D. Mass. 

1992) (disciplinary actions taken against Amtrak employees), appeal dismissed. 
No. 92-2250 (1st Cir. Dec. 4, 1992); North v. Walsh . No. 87-2700, slip op. at 
3 (D.D.C. June 25, 1991) (travel vouchers of senior officials of Office of Inde- 
pendent Counsel); Phoenix Newspapers. Inc, v. FBI . No. 86-1199, slip op. at 
16, 18 (D. Ariz. July 9, 1987) (agency response to MSPB appeal and adminis- 
trative inquiry memorandum concerning death of FBI agent), motion to vacate 
denied (D. Ariz. Dec. 22, 1987); FBI Agents Ass’n v. FBI . 3 Gov’t Disclosure 
Serv. at 83,566-67 (standards of conduct, grievance procedures, EEO proce- 
dures); Ferris v. IRS . 2 Gov’t Disclosure Serv. (P-H) 1 82,084, at 82,363 
(D.D.C. Dec. 23, 1981) (SES performance objectives). 

13 591 F.2d 753, 767 (D.C. Cir. 1978) (en banc). 

14 636 F.2d 1287, 1290 n.21 (D.C. Cir. 1980). 

15 See, e.g. . Lesar v. United States Dep’t of Justice . 636 F.2d 472, 485 
(D.C. Cir. 1980) (informant symbol numbers held protectible under Exemption 
2); Cox v. United States Dep’t of Justice . 601 F.2d 1, 4 (D.C. Cir. 1979) (per 
curiam) (sensitive portions of Marshals Service manual held protectible under 
Exemption 2). 

16 670 F.2d 1051, 1073-74 (D C. Cir. 1981) (en banc). 

17 721 F.2d 828 (D.C. Cir. 1983). 
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protected under FOIA Exemption 2 in Alien ." but it urged that Allen be aban- 
doned in light of its discerned conflict with Crooker and Lesar v. United States 
Department of Justice . 18 Recognizing this conflict, and concluding that 
Crooker in fact "repudiated the narrow construction of exemption 2 that [had 
been] adopted in Jordan ." the D.C. Circuit in Founding Church did exactly 
what was urged, expressly holding that Allen "no longer represents the law of 
this circuit." 19 Instead, it articulated an expanded test to include such routine 
material: 

First, the material withheld should fall within the terms of the 
statutory language as a personnel rule or internal practice of the 
agency. Then, if the material relates to trivial administrative mat- 
ters of no genuine public interest, exemption would be automatic 
under the statute. If withholding frustrates legitimate public inter- 
est, however, the material should be released unless the govern- 
ment can show that disclosure would risk circumvention of lawful 
agency regulation. 20 

Consequently, agencies may consider a wide range of administrative in- 
formation for possible withholding under Exemption 2, regardless of whether it 
is personnel-related, based upon the unique rationale that the very process of 
releasing such information would be an unwarranted administrative burden. 21 
Trivial administrative data such as file numbers, mail routing stamps, initials, 
data processing notations, brief references to previous communications, and 
other like administrative markings may properly be withheld under "low 2." 22 


18 Id. at 829. 

19 ]d, at 830. 

20 Id at 830-31 n.4. 

21 See FOIA Update . Winter 1984, at 10-11. 

22 See, e.g. . Hale v. United States Dep’t of Justice . 973 F.2d 894, 902 
(10th Cir. 1992) ("administrative markings and notations on documents; room 
numbers, telephone numbers, and FBI employees’ identification numbers; a 
checklist form used to assist special agents in consensual monitoring; personnel 
directories containing the names and addresses of FBI employees; and the dis- 
semination page of Hale’s ‘rap sheet’"), cert, granted, vacated & remanded on 
other grounds . 113 S. Ct. 3029 (1993); Lesar v. United States Dep’t of Justice . 
636 F.2d at 485-86 (informant codes held "a matter of internal significance in 
which the public has no substantial interest [and which] bear no relation to the 
substantive contents of the records released"); Scherer v. Kelley . 584 F.2d 170, 
175-76 (7th Cir. 1978) ("file numbers, initials, signature and mail routing 
stamps, references to interagency transfers, and data processing references"), 
cert, denied . 440 U.S. 964 (1979); Nix v. United States . 572 F.2d 998, 1005 
(4th Cir. 1978) ("file numbers, routing stamps, cover letters and secretary ini- 
tials"); Maroscia v. Levi . 569 F.2d 1000, 1001-02 (7th Cir. 1977) (markings 
used to maintain control of investigation); Engelking v. PEA . No. 91-165, slip 
op. at 5 (D.D.C. Nov. 30, 1992) ("The means by which DEA refers to its files 

(continued...) 
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In many instances, however, it can be less burdensome for an agency simply to 
release such information--and agencies should do so. 23 

Most significantly, Exemption 2 has been held to justify the withholding 
of more extensive and substantive portions of administrative records, even 


22 (... continued) 

(violator identifier and informant identifier codes) is a matter of internal signifi- 
cance in which the public has no substantial interest."); Allen v. Bureau of Al- 
cohol. Tobacco & Firearms . No. 91-2640, slip, op at 1-2 (D.D.C. June 30, 
1992) (computer codes, symbols and Treasury Enforcement Communication Sys- 
tem numbers are "clearly matters" of internal significance), summary affirm- 
ance granted . No. 92-5312 (D.C, Cir. May 25, 1993); Doe v. United States 
Dep’t of Justice. 790 F. Supp. 17, 22 (D.D.C. 1992) (internal administrative 
codes and procedures); Gale v. FBI . 141 F.R.D. 94, 97 (N.D. Ill, 1992) 

(source symbol numbers relating only to internal procedures of the FBI); Sand- 
ers v- United States Dep’t of Justice . No. 91-2263, slip op. at 5 (D. Kan. Apr. 
21, 1992) (FBI computer codes used to access National Crime Information Cen- 
ter); Soto v. PEA , No. 90-1816, slip op. at 4 (D.D.C. Apr. 4, 1992) (inform- 
ant identifier codes, G-DEP codes, NADDIS numbers, special agent group as- 
signments and internal criminal case file numbers); Fisher v. United States 
Dep’t of Justice . 772 F. Supp. 7, 10 (D.D.C. 1991) (internal symbols and 
markings); Rodrequez v. United States Postal Serv. . No. 90-1886, slip op. at 7 
(D.D.C. Oct. 2, 1991) (DEA informant and violator codes, computer codes, 
telephone numbers and other communications information); Spirovski v. PEA . 
No. 90-1633, slip op. at 9 (D.D.C. July 24, 1991) (Treasury Department com- 
puter database case and file numbers and other administrative markings); Beck 
v. United States Dep’t of the Treasury . No. 88-493, slip op. at 19-20 (D.D.C. 
Nov. 8, 1989) (computer access codes, system identification numbers, and case 
and file numbers pertaining to maintenance and security of computer-based tele- 
communications system), affjd, 946 F.2d 1563 (D.C. Cir. 1992) (table cite); 
Southam News v. INS . No. 85-2721, slip op. at 14 (D.D.C. May 18, 1989) 
(agency control numbers and cover sheet for classified material); Simpson v. 
United States Dep’t of Justice . No. 87-2832, slip op. at 3-4 (D.D.C. Sept. 30, 
1988) (routing markings to facilitate communication between DEA headquarters 
and field offices and other law enforcement agencies "clearly fall within the 

ambit of administrative trivia"); Branch v. FBI . 658 F. Supp. 204, 208 
(D.D.C. 1987) ("There is no question that [source symbol and file numbers are] 
trivial and may be withheld as a matter of law under Exemption 2."). But see 
Fitzgjbbon v. United States Secret Serv. . 747 F. Supp. 51, 57 (D.D.C. 1990) 
(applying Schwaner to hold that administrative markings do not "relate to" an 
agency rule or practice). 

23 See, e.g. . Fonda v. CIA . 434 F. Supp. 498, 503 (D.D.C. 1977) (where 
administrative burden is minimal and it would be easier to release material, 
policy underlying Exemption 2 does not permit withholding); see also FOIA 
Update . Winter 1984, at 11 (advising agencies to invoke exemption only where 
doing so truly avoids burden). 
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entire documents.-’ 4 As a matter of sound policy and administrative discretion, 
agencies should concentrate their attention on Exemption 2 withholdings of this 
latter variety.- 5 (See Discretionary Disclosure and Waiver, below.) 

One type of administrative record-federal personnel lists— has caused the 


14 See, e.g. , Schiller v. NLRB . 964 F.2d 1205, 1208 (D.C. Cir. 1992) 
(internal time deadlines and procedures, recordkeeping directions, instructions 
on contacting agency officials for assistance and guidelines on agency decision- 
making); Nix v. United States , 572 F.2d at 1005 (cover letters protected as 
matters of merely internal significance); Starkey v, IRS . No. C91-20040, slip 
op. at 10 (N.D. Cal. Dec. 6, 1991) (facsimile cover sheets, transcript, and 
employee travel information); Wilson v. Department of Justice . No. 87-2415, 
slip op. at 5-6 (D.D.C. June 13, 1991) (State Department transmittal slips from 
low-level officials); Barrett v. OSH A . No, C2-90-147, slip op. at 3-4 (S.D. 

Ohio Oct. 18, 1990) (administrative steps followed by OSHA prior to issuance 
of citation are internal); Benavides v. PEA . No. 88-427, slip op. at 4-5 
(D.D.C. Feb. 9, 1989) (letters describing administrative procedures properly 
withheld as purely internal and of no public interest), summary affirmance 
granted in part sub nom, Benavides v. United States Marshals Serv. . No. 89- 
5060 (D.C. Cir. Sept. 21, 1989); KTVY-TV v. United States Postal Serv. . No. 
87-1432, slip op. at 15 (W.D. Okla. May 4. 1989) (computerized list of evi- 
dence gathered during investigation of shooting incident), aff d on other 
grounds , 919 F.2d 1465 (10th Cir. 1990); Destileria Serralles. Inc, v. Depart- 
ment of the Treasury , No. 85-837, slip op. at 6-7 (D.P.R. Sept. 22, 1988) 
(transmittal correspondence, materials outlining work assignments and time 
spent by ATF inspectors on assignments, documents reflecting evaluation of 
evidence compiled during inspection and recommending agency action, and 
materials describing procedures to be followed in conducting inspections prop- 
erly withheld as "no more than internal and merely procedural determinations 
about whether and how to proceed with an investigation"); Cox v. United States 
Dep’t of Justice . No. 87-158, slip op. at 3 (D.D.C. Nov. 17, 1987) (investiga- 
tion code name, supervising unit, details of property and funding); Dickie v. 
Department of the Treasury . No. 86-649, slip op, at 3 (D.D.C. Mar. 31, 1987). 
(case-reporting procedures); Heller v. Marshals Serv. . 655 F. Supp. 1088, 1092 
(D.D.C. 1987) (brief and personal intra-agency memorandum); Martinez v. 

FBI. No. 82-1547, slip op. at 10-11 (D.D.C. Dec.- 19, 1985) (43 pages of 
postal inspector caseload management and timekeeping records); Berkoskv v. 
De partment of Labor . No. 82-6464, slip op. at 2 (C.D. Cal. May 2, 1984) 
(routing slip and complaint time log); Ferri v. United States Dep’t of Justice . 
573 F. Supp. 852, 862 (W.D. Pa. 1983) (two entire documents dealing with an 
internal administrative matter); Associated Press v. Department of Justice . No. 
82-803, slip op. at 44 (D.N.J. Dec. 6, 1982) (entire "closing form"); National 
Treasury Employees Union v. United States Dep’t of the Treasury . 487 F. 

Supp. at 1324 (internal discussion of collective bargaining matters); Stassi v. 
Department of the Treasury . No. 78-533, slip op. at 11 (D.D.C. Mar. 30, 

1979) (records concerning manhours and dollars spent on investigation). 

25 See FOIA Update . Winter 1984, at 11 (advising this approach given 
exemption’s underlying rationale of avoiding administrative burden involved in 
processing such records). 
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courts to struggle with the problem of determining when the threshold Exemp- 
tion 2 requirement of being "related to" internal agency rules and practices is 
satisfied. The personal privacy protection of Exemption 6-successfully invoked 
to protect the names and home addresses of federal employees~is generally 
unavailable to protect the names and duty addresses of federal employees inas- 
much as there ordinarily is no privacy interest in such information. 26 

In 1990, the D.C. Circuit dispositively addressed the possible protection 
of federal personnel lists under Exemption 2 in Schwaner v. Department of the 
Air Force . 27 In a two-to-one decision, it held that a list of the names and duty 
addresses of military personnel stationed at Bolling Air Force Base does not 
meet the threshold requirement of being "related solely to the internal rules and 
practices of an agency." 28 The' panel majority ruled that "the list does not 
bear an adequate relation to any rule or practice of the Air Force as those terms 
are used in exemption 2. 1,29 In so doing, it gave a new, stricter interpretation 
to the term "related to" under Exemption 2— holding that if the information in 
question is not itself actually a "rule or practice," then it must "shed significant 
light" on a "rule or practice" in order to qualify. 30 The D.C. Circuit conclud- 
ed that "lists do not necessarily (or perhaps even normally) shed significant 
light on a rule or practice; insignificant light is not enough." 31 Thus, under 
Schwaner , Exemption 2 is no longer available at the administrative level to pro- 
tect agencies from the burdens of processing requests for federal personnel 
lists. 32 


The second part of the "low 2" analysis concerns whether there "is a 
genuine and significant public interest" in disclosure of the records request- 
ed. 33 A useful illustration of how this "public interest" delineation has been 
drawn in the past can be found in a decision in which large portions of an FBI 
administrative manual were ruled properly withholdable on a "burden" theory 
under Exemption 2, but other portions (because of a discerned "public interest" 


26 See, e.g. . FLRA v. United States Dep’t of the Treasury . 884 F.2d 1446, 
1452-53 (D.C. Cir. 1989), cert, denied . 493 U.S. 1055 (1990); see also FOIA 
Update , Sept. 1982, at 3; FOIA Update . Summer 1986, at 3-4 (recognizing 
exceptions for law enforcement and certain military personnel). 

27 898 F.2d 793 (D.C. Cir. 1990). 

28 Id. at 794. 

29 Id. 

30 Id. at 797. 

31 Id. 


32 See FOIA Update . Spring/Summer 1990, at 2 (modifying prior guidance 
in light of controlling nature of D.C. Circuit ruling, as circuit of "universal 
venue" under FOIA). 

33 See Department of the Air Force v. Rose . 425 U.S. at 369. 
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in them) were not. 34 In making such delineations for administrative records in 
the wake of Founding Church , agencies must always bear in mind the D.C. 
Circuit's admonition in that case that "a reasonably low threshold should be 
maintained for determining when withheld administrative material relates to 
significant public interests." 35 

The nature of this "public interest" in "low 2" cases may be affected by 
the Supreme Court’s decision in United States Department of Justice v. Re- 
porters Committee for Freedom of the Press . 36 In Reporters Committee , the 
Supreme Court rejected the argument that the "public interest" in the context of 
Exemption 7(C) requires an assessment of the specific purpose for which the 
document is sought. 37 Instead, the Court held that the "public interest" de- 
pended solely on the nature of the document sought and its relationship to "the 
basic purpose [of the FQIA] ‘to open agency action to the light of public scruti- 
ny.’" 38 The Court concluded that the FOIA’s "core purposes” would not be 
furthered by disclosure of a record about a private individual, even if it "would 
provide details to include in a news story, [because] this is not the kind of 
public interest for which Congress enacted the FOIA." 39 It also emphasized 
that a particular FOIA requester’s intended use of the requested information 
"has no bearing on the merits of his or her FOIA request" and that FOIA re- 
questers therefore should be treated alike. 40 (See further discussion of the 
ramifications of Reporters Committe e under Exemption 6, below.) 

Although the Supreme Court’s decision in Reporters Committee is based 


34 FBI Agents Ass’n v. FBI . 3 Gov’t Disclosure Serv. at 83,565-66; see 
also Church of Scientology v. IRS . 816 F. Supp. 1138, 1149 (W.D. Tex. 1993) 
("public is entitled to know how IRS is allocating" taxpayers’ money as it per- 
tains to IRS advance of travel funds to employees); News Group Boston. Inc. 

v. National R.R. Passenger Corp. . 799 F. Supp. at 1267 (finding legitimate 
public interest in disclosure of Case Handling Statements despite agency fear 
that information may be misunderstood or misinterpreted); Globe Newspaper 
Co. v, FBI , slip op. at 6 (amount paid to FBI informant personally involved in 
continuing criminal activity should be disclosed because it "falls squarely within 
the parameters set by Rose "): Singer v. Rourke . No. 87-1213, slip op. at 3^f 
(D. Kan. Dec. 30, 1988) (holding Exemption 2 inapplicable to documents relat- 
ing to investigation of sexual and racial harassment. at Air Force facility, be- 
cause public has "genuine and significant interest" in whether the government 
has engaged in "such noxious activity"). 

35 721 F.2d at 830-31 n.4. 

36 489 U.S. 749 (1989). 

37 hi at 771-72. 

38 RL at 772 (quoting Department of the Air Force v. Rose . 425 U.S. at 
372). 

39 11 at 774. 

40 II at 771; see also FOIA Update . Spring 1989, at 5. 
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on an analysis of Exemption 7(C), its interpretation of what constitutes "public 
interest" under the FOIA logically may be applicable under Exemption 2 as 
well. 41 Since Reporters Committee , courts have increasingly focused upon the 
lack of any "legitimate public interest" when applying this aspect of the exemp- 
tion to information found to be related to an agency’s internal practices. 42 In- 
deed, a number of courts had already been taking such an approach in analyz- 
ing "low 2" cases before Reporters Committee . 43 Nevertheless, agencies still 


41 See Schwaner v, Department of the Air Force . 898 F.2d at 800-01 (Rev- 
ercomb, J., dissenting on issue not reached by majority) (relying on Reporters 
Committee "core purposes" analysis and finding no "meaningful” public interest 
in disclosure of names and duty addresses of military personnel). 

42 See Hale v. United States Dep’t of Justice . 973 F,2d at 902 (no public 
interest in administrative markings and notations, personnel directories con- 
taining names and addresses of FBI employees, room and telephone numbers, 
employee identification numbers, consensual monitoring checklist form, rap 
sheet-dissemination page); News Group Boston. Inc, v. National R.R. Passen- 
ger Corp. . 799 F. Supp. at 1268 (no public interest in payroll and job title 
codes); Buffalo Evening News. Inc, v. United States Border Patrol . 791 F. 

Supp. 386, 390-93 (W.D.N.Y. 1992) (no public interest in "soundex" encoding 
of alien’s family name, ’.vrether or not alien is listed in Border Patrol Lookout 
Book; codes used to identify de portability; narratives explaining circumstances 
of apprehension: internal routing information); McCoy v. Moschella . No. 89- 
2155, slip op. at 6 (D.D.C. Sept. 30, 1991) (no public interest in file numbers 
identifying bank robberies with similar patterns). 

43 See, e.g. . Martin v. Lauer . 686 F.2d at 34 (Exemption 2 "designed to 
screen out illegitimate public inquiries into the functioning of an agency"); 

Lesar v. United States Dep’t of Justice . 636 F.2d at 485-86 (public has "no 
legitimate interest" in FBI’s mechanism for internal control of informant identi- 
ties); Hall v. United States Dep’t of Justice . No. 87-474, slip op. at 4-5 
(D.D.C. Mar. 8, 1989) (magistrate’s partial recommendation) (plaintiff failed to 
offer ”a single legitimate interest" to justify public access to teletype routing 
symbols and data entry codes maintained by Marshals Service), adopted 
(D.D.C. Juiy 31, 1989); Gonzalez v. United States Dep’t of Justice . No. 88- 
913, slip op, at 2-3 (D.D.C. Oct. 25, 1988) (source symbol numbers); Lam 
Lek Chong v. PEA '. No. 85-3726, slip op. at 11 (D.D.C. Mar. 14, 1988) 
(same), affd on other grounds . 929 F.2d 729 (D.C. Cir. 1991); Heller v. 

United States Marshals Serv. . 655 F. Supp. at 1092; Struth v. FBI . 673 F. 

Supp. 949, 959 (E.D. Wis. 1987) (plaintiff offered no evidence of public inter- 
est in source symbol or source file numbers); White v. United States Dep’t of 
Justice , slip op. at 6 ("Exemption 2 is designed ... to screen out illegitimate 
public inquiries into the functioning of an agency."); Fiumara v. Higgins . 572 
F. Supp. 1093, 1102 (D.N.H. 1983) (plaintiff failed to show legitimate public 
or private interest in disclosure of agency’s law enforcement computer system 
information); Texas Instruments. Inc, v. United States Customs Serv. . 479 F. 
Supp. 404, 406-07 (D.D.C. 1979) (internal access or report numbers of no 
value to plaintiff)- But cf. Tax Analysts v. United States Dep’t of Justice . 845 
F.2d 1060, 1064 n.8 (D.C. Cir. 1988) (pre- Reporters Committee case finding 

(continued...) 
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must be mindful of the fact that the special protection of "low 2 " simply is not 
available for any information in which there is "a genuine and significant public 
interest." 44 


"High 2": Risk of Circumvention 

The second category of information withholdable under Exemption 2- 
internal matters of a more substantial nature the disclosure of which would risk 
the circumvention of a statute or agency regulation-has generated considerable 
controversy. In Department of the Air Force v. Rose 4S the Supreme Court 
specifically left open the question of whether such records fall within the cover- 
age of Exemption 2. Most of the cases first developed this aspect of the ex- 
emption in the context of law enforcement manuals containing sensitive staff 
instructions. For example, the position adopted by the Court of Appeals for the 
Eighth Circuit on this subject is that Exemption 2 does not relate to such mat- 
ters, but that section (a)(2)(C) of the FOIA, 46 which arguably excludes law 
enforcement manuals from the automatic disclosure provisions of the FOIA, 
bars disclosure of manuals whose release to the public would significantly im- 
pede the law enforcement process. 47 Although tacitly approving the Eighth 
Circuit's argument, the Courts of Appeals for the Fifth and Sixth Circuits have 
an alternative rationale for withholding law enforcement manuals: Disclosure 
would allow persons "simultaneously to violate the law and to avoid detection" 
by impeding law enforcement efforts. 48 

The majority of the courts in other circuits, however, have placed greater 
weight on the House Report in this respect and accordingly have held that Ex- 
emption 2 is applicable to a wide range of internal administrative and personnel 
matters, including law enforcement manuals, to the extent that disclosure would 
risk circumvention of an agency regulation or statute or impede the effective- 
ness of an agency’s law enforcement activities. 49 


43 (... continued) 

Exemption 2 inapplicable, without discussion, because of "public’s obvious 
interest" in agency copies of court opinions), aff d on other grounds . 492 U.S. 
136 (1989). 

44 Department of the Air Force v. Rose . 425 U.S. at 369; see also FOIA 
Update . Winter 1984, at 11 (emphasizing "low threshold” for disclosure of such 
information). 

45 425 U.S. 352, 364, 369 (1976). 

46 5 U.S.C. § 552(a)(2)(C) (1988). 

47 See Cox v. Levi . 592 F.2d 460, 462-63 (8th Cir. 1979); Cox v. United 
States Dep’t of Justice . 576 F.2d 1302, 1306-09 (8th Cir. 1978), 

48 Hawkes v. IRS . 467 F.2d 787, 795 (6th Cir. 1972); Sladek v. Bensinger . 
605 F.2d 899, 902 (5th Cir. 1979). 

49 See, e.g. . Hardv v. Bureau of Alcohol. Tobacco & Firearms . 631 F.2d 

(continued...) 
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The Court of Appeals for the District of Columbia Circuit adopted this 
majority approach when the full court addressed the issue in Crooker v. Bureau 
of Alcohol, Tobacco & Firearms , a case involving a law enforcement agents’ 
training manual. 50 Although not explicitly overruling the holding in Jordan v. 
United States Department of Justice that guidelines for the exercise of prosecu- 
torial discretion were not properly withholdable, 51 the en banc decision in 
Crooker specifically rejected the rationale of Jordan that Exemption 2 cannot 
protect law enforcement manuals or other documents whose disclosure would 
risk circumvention of the law, 52 

In Crooker . the D.C. Circuit fashioned a two-part test for determining 
which sensitive materials are exempt from mandatory disclosure under Exemp- 
tion 2. This test requires both; 

(1) that a requested document be "predominantly internal” and 

(2) that its disclosure "significantly risks circumvention of agency 
regulations or statutes." 53 

Of course, whether there is any public interest in disclosure is entirely irrele- 
vant under this "circumvention" aspect of Exemption 2. 54 Rather, the concern 
in such a case is that a FOIA disclosure should not "benefit those attempting to 


49 (... continued) 

653, 656 (9th Cir. 1980); Caplan v. Bureau of Alcohol. Tobacco & Firearms . 
587 F.2d 544, 547 (2d Cir. 1978); Wilder v. IRS . 607 F. Supp. 1013, 1015 
(M.D. Ala. 1985); Ferri v. Bell . No. 78-841, slip op. at 7-9 (M.D. Pa. Dec. 

15, 1983); Fiumara v. Higgins . 572 F. Supp. 1093, 1102 (D.N.H. 1983); see 
also Watkins v. Commissioner . No. C81-0091J, slip op. at 1 (D, Utah Mar. 

29, 1982) (criteria for administrative or judicial enforcement actions found 
protectible). 

50 670 F.2d 1051, 1074 (D.C. Cir. 1981) (en banc). 

51 591 F.2d 753, 771 (D.C. Cir. 1978) (en banc). 

32 See 670 F.2d at 1074. 

53 IcL at 1073-74. 

34 See Kaganove v. EPA . 856 F.2d 884, 888-89 (7th Cir. 1988), cert, de- 
nied , 448 U.S, 1011 (1989); Institute for Policy Studies v. Department of the 
Air Force , 676 F. Supp. 3, 5 (D.D.C. 1987). But see Wilkinson v. FBI . 633 
F. Supp. 336, 342 (C.D. Cal. 1986) (suggesting that charge that underlying 
investigation was conducted illegally might render exemption inapplicable); 
Kaganove v. EPA , 856 F.2d at 889 (suggesting that document may not meet 
Crooker test if its purpose were not ’'legitimate"); Oatlev v. United States . 3 
Gov’t Disclosure Serv. (P-H) J 83,274, at 84,065 (D.D.C. Aug. 16, 1983) 
(holding that civil service testing materials satisfy two-part Crooker test, but 
leaving open possibility that information would not be considered predominantly 
internal if grounds existed to suspect bias on the basis of race or sex in mate- 
rials). 
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violate the law and avoid detection." 55 As the D.C. Circuit recognized, this is 
simply a matter of "common sense." 56 

In the years since Crooker . a growing body of decisions has expressly 
applied both parts of this test, providing some guidance as to the kinds of infor- 
mation that will qualify for protection under these standards. 5 ] Courts in other 
circuits have followed similar tests, all containing an element similar to the 
"risk of circumvention" factor critical to the D.C. Circuit’s C rooker analy- 
sis. 58 

With respect to the first part of the Crooker test, it is fairly easy in prac- 
tice to meet the requirement that the materials be "predominantly internal." 
Although the standard initially appeared difficult to define, particularly in view 
of the implication in the majority opinion in Crooker that prosecutorial guide- 
lines do not meet this requirement, 59 subsequent decisions have suggested oth- 
erwise. For example, the standard of "predominant internal it/" has been held 
not to exclude from protection even a document distributed to 1700 state, feder- 
al and foreign agencies when the dissemination was necessary for maximum law 
enforcement effectiveness and access to the general public was stringently de- 
nied. 60 Specific guidance on what constitutes an "internal" dccument may be 
found in Cox v. United States Department of Justice , which 1 eld protectible 
information which 


35 Crooker , 670 F.2d at 1054. 

56 IdL at 1074. 

57 See, e,g. T National Treasury Employees Union v. Unit ;d States Customs 
S.erv. . 802 F.2d 525, 528 (D.C. Cir, 1986); Institute for Policy Studies v. 
Department of the Air Force . 676 F. Supp. at 5; Wilder v. Ii lS. 607 F. Supp. 
at 1015; Windels. Marx. Davies & Ives v. Department of Commerce . 576 F. 
Supp. 405, 411-13 (D.D.C. 1983). 

58 See, e.g. , Dirksen v. HHS , 803 F.2d 1456, 1458 (9th Cir. 1986) (citing 
Hardy v. Bureau of Alcohol. Tobacco & Firearms . 631 F.2d at 657); Caplan v 
Bureau of Alcohol. Tobacco & Firearms . 587 F.2d at 547; li ons v. FBI . No. 
82-1143, slip op. at 2 (D. Mass. Mar, 31, 1986), rev’d & remanded on other 
grounds . 811 F.2d 681 (1st Cir. 1987). 

59 See 670 F.2d at 1075. 

60 See Shanmugadhasan v. United States Dep’t of Justice . No. 84-0079, sib 
op. at 31-34 (C.D. Cal. Feb. 18, 1986) (portions of DEA periodical discussing 
drug enforcement techniques and exchange of information he d protectible); see 
also Kaganove v. EPA . 856 F.2d at 889 (EPA, like any employer, "reasonably 
would expect" an applicant rating plan to be internal); Nadoral Treasury Em- 
ployees Union v. United States Customs Serv. . 802 F.2d at 531 (appointment 
of individual members of the lower federal bureaucracy is primarily question or 
internal significance for agencies involved); Institute for Policy Studies v. De- 
partment of the Air Force . 676 F. Supp. at 5 ("[I]t is difficult to conceive of a 
document that is more ‘predominantly internal’ than a guide >y which agency 
personnel classify documents,"). 
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does not purport to regulate activities among members of the pub- 
lic . . . [and] does [not] ... set standards to be followed by agen- 
cy personnel in deciding whether to proceed against or to take 
action affecting members of the public. Differently stated, the 
unreleased information is not "secret law," the primary target of 
[the FOIA’s] disclosure provisions. 61 

Last year, however, the District Court for the District of Columbia held 
that a computer algorithm used by the Department of Transportation to deter- 
mine the safety rating for motor carriers is "not purely internal because its 
effect and the legal status it imposes on carriers are adopted by other agencies 
without further analysis or discretion." 62 In a second case, that same court 
held that documents relating to the procurement of telecommunications services 
by the federal government could not qualify as "primarily" internal given the 
project’s "massive" scale and significance. 63 

No other court has declined to extend "high 2" protection to any docu- 
ment for its lack of "predominant internality,” perhaps reflecting a measure of 
deference that is implicitly accorded to agencies under this substantive aspect of 
Exemption 2. 64 Courts have uniformly treated a wide variety of information 
pertaining to law enforcement activities as "internal," including: 

(1) general guidelines for conducting investigations; 65 


61 601 F.2d I, 5 (D.C. Cir. 1979) (per curiam). 

62 Don Ray Drive -A-Wav Co. v. Skinner . 785 F. Supp. 198, 200 (D.D.C. 
1992). 

63 MCI Telecommunications Corp, v. GSA . No. 89-746, slip op. at 11-12 
(D.D.C. Mar. 25, 1992). 

64 See Schwaner v. Department of the Air Force . 898 F.2d 793, 796 (D.C. 
Cir. 1990) ("Judicial willingness to sanction a weak relation to ‘rules and prac- 
tices’ may be greatest when the asserted government interest is relatively 
weighty."). 

65 See, e.g. . PHE. Inc, v. United States Dep’t of Justice . 983 F.2d 248, 

251 (D.C. Cir. 1993) ("[RJelease of FBI guidelines as to what sources of infor- 
mation are available to its agents might encourage violators to tamper with 
those sources of information and thus inhibit investigative efforts."); Becker v. 
IRS, No. 91-C-1203, slip op. at 15 n.l (N.D. 111. Mar. 27, 1992) (exemption 
protects operational rules, guidelines, and procedures for law enforcement 
investigations and examinations) (appeal pending); Wilder v. Commissioner . 

601 F. Supp. 241, 242-43 (M.D. Ala. 1984) (agreement between state and 
federal agencies concerning when to exchange information relevant to potential 
violations of tax laws held "predominantly internal" because it did not interpret 
substantive law, but instead governed exchange of information); Goldsborough 
v. IRS . No. 81-1939, slip op. at 15-16 (D. Md. May 10, 1984) (protecting law 
enforcement manual setting out guidelines to be used in criminal investigation); 
Berkoskv v. Department of Labor . No. 82-6464, slip op. at 3 (C.D. Cal. May 
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(2) guidelines for conducting post-investigation litigation; 66 

(3) guidelines for identifying law violators; 67 

(4) a study of agency practices and problems pertaining to undercover 
agents; 68 and 

(5) sections of a Bureau of Prisons manual which summarize procedures 
for security of prison control centers, including escape prevention plans, control 
of keys and locks within a prison, instructions regarding transportation of feder- 
al prisoners and the arms and defensive equipment inventory maintained in the 
facility. 69 


“(...continued) 

2, 1984) (holding that guidance for proper conduct of investigation of gov- 
ernment contractor is designed solely to instruct investigators and does not 
"regulate the public"). 

66 See, e.g. . Schiller v. NLRB . 964 F.2d 1205, 1208 (D.C. Cir. 1992) . 
(exemption protects litigation strategy pertaining to Equal Access to Justice Act 
because disclosure would render information "operationally useless”); Silber v. 
United States Dep’t of Justice . No. 91-876, transcript at 21 (D.D.C. Aug, 13, 
1992) (bench order) (disclosure of agency’s fraud litigation monograph would 
allow access to strategies and theories of government litigation and its efforts to 
enforce False Claims Act). 

67 See, e.g. , Buffalo Evening News. Inc, v. United States Border Patrol . 

791 F. Supp. 386, 393 (W.D.N.Y. 1992) (methods of apprehension and state- 
ment of ultimate disposition of case); Williston Basin Interstate Pipeline Co. v. 
Federal Energy Regulatory Comm’n . No. 88-592, slip op. at 3-4 (D.D.C. Apr. 
17, 1989) (portions of audit report held to be "functional equivalent" of investi- 
gative techniques manual, and thus protectible under Exemptions 2 and 7(E), 
because disclosure would reveal techniques used by agency personnel to ascer- 
tain whether plaintiff was in compliance with federal law); Fund for a Conserv- 
ative Majority v. Federal Election Comm’n . No. 84-1342, slip op. at 4 
(D.D.C. Feb. 26, 1985) (audit criteria not "secret law" because they merely ob- 
serve public behavior for illegal activity and do not define illegal activity); 
Windels, Marx. Davies & Ives v. Department of Commerce . 576 F. Supp. at 
412 (computer program protected under Exemptions 2 and 7(E) because it 
merely instructs computer how to detect possible law violations /rather than 
modifying or regulating public behavior); Zorn v. IRS . 2 Gov’t Disclosure 
Serv. (P-H) t 82,240, at 82,664 (D.D.C. Mar. 19, 1982) (guidelines for iden- 
tifying tax protester churches held not "secret law"). 

68 See Cox v. FBI . No. 83-3552, slip op. at 1 (D.D.C. May 31, 1984) 
(holding that report concerning undercover agents had no effect on public and 
contained no "secret law"), appeal dismissed . No. 84-5364 (D.C. Cir. Feb. 28, 
1985). 

69 Miller v. Department of Justice . No. 87-533, slip op. at 1-2 (D.D.C. 

Jan. 31, 1989). 
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More case law exists on what constitutes circumvention of legal require- 
ments, because in many instances the "internality" of the documents is simply 
assumed. Most fundamentally, records that reveal the nature and extent of a 
particular investigation repeatedly have been held protectible on this "circum- 
vention" basis. 70 On a point of increasing significance, the nondisclosure of 
computer codes used by law enforcement agencies that might provide the so- 
phisticated requester with access to information concerning agency investiga- 
tions stored in a computer system likewise has been upheld on this basis. 71 


70 See, e.g. . Albuquerque Publishing Co. v. United States Dep’t of Justice . 
726 F. Supp. 851, 854 (D.D.C. 1989) ("The public has no legitimate interest in 
gaining information [pertaining to violator and informant codes] that could lead 
to the impairment of DEA investigations."); Barkett v. United States Dep’t of 
Justice . No. 86-2029, slip op. at 2-3 (D.D.C. July 18, 1989) (release of G-DEP 
and NADDIS index numbers might severely hamper DEA’s enforcement and 
investigatory activities); Simpson v. United States Dep’t of Justice . No. 87- 
2832, slip op. at 3-4 (D.D.C. Sept. 30, 1988) (disclosure of G-DEP and 
NADDIS numbers would allow suspects to evade apprehension by changing 
their criminal activity, while release of informant codes would "jeopardize . . . 
investigations by frightening away" and endangering the lives of potential DEA 
informants); Webster v. United States Dep’t of Justice . 3 Gov’t Disclosure 
Serv. (P-H) 1 83,195, at 83,876 (D.D.C. June 2, 1983) (G-DEP and NADDIS 
index numbers); Ferri v. Bell . No. 78-841, slip op. at 9, 11 (M.D. Pa. Dec. 

15, 1983) (disclosure of charge-out cards for electronic surveillance devices 
would impede the FBI’s law enforcement effectiveness; however, purchase 
records of electronic surveillance equipment must be released because FBI has 
not demonstrated that release would similarly frustrate its effectiveness); White 
v. United States Dep’t of Justice . 3 Gov’t Disclosure Serv. (P-H) ^ 83,127, at 
83,740 n.6 (D.D.C. Mar. 2, 1983) (release of Bureau of Prisons memorandum 
regarding telephone surveillance might risk circumvention of agency regula- 
tions). But see also KTVK-TV v. DEA . No. 89-379, slip op. at 1-3 (D. Ariz. 
Aug. 30, 1989) (ordering disclosure of tape of speech by local police chief, 
given at seminar sponsored by DEA, which contained remarks on police depart- 
ment programs used or contemplated to discourage illegal drug use— finding that 
"disclosure of any of these programs would tend to discourage illegal use of 
drugs"). 

71 See, e.g. . Dirksen v. HHS . 803 F.2d at 1459 (instructions for computer 
coding protected); Wightman v. Bureau of Alcohol. Tobacco & Firearms . 755 
F.2d 979, 982 (1st Cir. 1985) (computer codes protected); Allen v. Bureau of 
Alcohol. Tobacco & Firearms . No. 91-2640, slip op. at 1-2 (D.D.C. June 30, 
1992) (protection of computer codes, symbols and numbers used in law en- 
forcement communications system), summary affirmance granted . No. 92-5312 
(D.C. Cir. May 25, 1993); Hall v. United States Dep’t of Justice . No. 87-474, 
slip op. at 4-5 (D.D.C. Mar. 8, 1989) (teletype routing symbols, access codes 
and data entry codes protected); Laroque v. United States Dep’t of Justice . No. 
86-2677, slip op. at 2 (D.D.C. July 12, 1988) (computer systems ID numbers 
and entry station numbers); Bennett v. Department of Justice . No. 86-891, slip 
op. at 1 (D.D.C. Oct. 28, 1986) (computer code); Rizzo v. United States Dep’t 
of Justice . No. 84-2091, slip op. at 3-4 (D.D.C. Feb. 25, 1985) (teletype rout- 

continued...) 
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Exemption 2’s "circumvention" protection also should be readily applic- 
able to vulnerability assessments, which are perhaps the quintessential type of 
record warranting protection on that basis. Such records generally assess an 
agency’s vulnerability (or that of another institution) to some form of outside 
interference or harm, by identifying those programs or systems deemed the 
most sensitive and describing specific security measures that can be used to 
counteract such vulnerabilities. 72 A prime example of vulnerability assess- 
ments warranting protection under "high 2" are the computer security plans that 
all federal agencies are now required by law to prepare. 73 In a recent decision 
involving such a document, Schreibman v. United States Department of Com- 
merce . 74 Exemption 2 coverage was invoked to prevent unauthorized access to 
information which could result in "alternation [sic], loss, damage or destruction 
of data contained in the computer system." 75 It should be remembered, how- 
ever, that even such a sensitive document must be reviewed to determine whe- 
ther any "reasonably segregable" portion can be disclosed without harm. 76 

Affording Exemption 2 protection to vulnerability studies such as these 
would follow the line of cases in which courts have already applied the "cir- 
cumvention" prong to items of sensitive computer-related information. 77 In 
one such case, involving a sensitive computer program found protectible under 
"high 2 ," the court observed that disclosure would be like "putting a fox inside 


71 (... continued) 

ing codes); Fiumara v. Higgins . 572 F. Supp. at 1102 (disclosure of access 
codes to the Treasury Enforcement Communication System "might enable out- 
siders to circumvent agency functions"); see also Windels, Marx. Davies & 

Ives v. Department of Commerce . 576 F. Supp. at 412 (computer program 
withheld under Exemptions 2 and 7(E)); Kiralv v. FBI . 3 Gov’t Disclosure 
Serv. (P-H) 1 82,465, at 83,135 (N.D. Ohio Feb. 17, 1982) (computer codes 
withheld under a combination of Exemptions 2 and 7(E)), affd . 728 F.2d 273 
(6th Cir. 1984). 

72 See FOIA Update . Summer 1989, at 3-4 ("OIP Guidance: Protecting 
Vulnerability Assessments Through Application of Exemption Two"). 

73 See jcL at 4 (citing Computer Security Act of 1987, Pub. L. No. 100- 
235, 101 Stat. 1724 (1988)). 

74 785 F. Supp. 164 (D.D.C. 1991). 

75 Id, at 166. 

76 IcE; see also PHE. Inc, v. United States Dep’t of Justice . 983 F.2d at 252 
(remanding for "high 2" segregation; "district court clearly errs when it 
approves the government’s withholding of information under the FOIA without 
making an express finding on segregability" (citing Schiller v. NLRB . 964 F.2d 
at 1210)); Wightman v. Bureau of Alcohol. Tobacco & Firearms . 755 F.2d at 
982-83 (remanding for determination on segregability). 

77 See, e.g, . Hall v. United States Dep’t of Justice , slip op. at 4-5 (protect- 
ing various items that "could facilitate unauthorized access to [agency] com- 
munications systems"). 
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the chicken coop." 78 The "circumvention" protection of Exemption 2 is well 
designed to prevent such a result. 79 However, in an exceptional decision, one 
court refused to apply this aspect of Exemption 2 to procedures designed to 
protect against states "circumventing" federal audit criteria for welfare re- 
imbursement. 80 

Release of various other categories of information also has been found 
likely to result in harmful circumvention: 

(1) information that would reveal the identities of informants; 81 

(2) information that would reveal the identities of undercover agents; 82 


78 Windels. Marx, Davies & Ives v. Department of Commerce . 576 F. 

Supp. at 413. 

79 See, e.g. . Institute for Policy Studies v. Department of the Air Force . 

676 F. Supp. at 5 (according Exemption 2 protection to record revealing most 
sensitive portions of agency system which "could be used to seek out the 
[system’s] vulnerabilities”); see also FOIA Update . Summer 1989, at 3-4. 

80 See Massachusetts v. HHS . 727 F. Supp. 35, 42 (D. Mass. 1989) ("The 
Act simply cannot be interpreted in such a way as to presumptively brand a 
sovereign state as likely to circumvent federal law. The second prong of Ex- 
emption 2 does not apply when it is [the state] itself that seeks the informa- 
tion."). 

81 See, e.g, . Lesar v. United States Dep’t of Justice . 636 F.2d 472, 486 
(D.C. Cir. 1980) (informant codes); Durham v. United States Dep’t of Justice . 
No. 91-2636, slip op. at 3-4 (D.D.C. Aug. 17, 1993) (informant symbol num- 
bers); Stone v. Defense Investigative Serv. . 816 F. Supp. 782, 787 (D.D.C. 
1993) (disclosure of code used to evaluate informants) (appeal pending); Curcio 
v. FBI . No. 89-941, slip op. at 4-5 (D.D.C. Nov. 2, 1990) (symbols identify- 
ing confidential informants and source-symbol file numbers); Faris v. United 
States Dep’t of Justice . No. 88-2329, slip op. at 4 (D.D.C. June 16, 1989) 
(informant file numbers and codes); Gonzalez v. United States Dep’t of Justice , 
No. 88-913, slip op. at 2-3 (D.D.C. Oct. 25, 1988) (informant symbols); Struth 
Y- FBI , 673 F. Supp. 949, 959 (E.D. Wis. 1989) (informant file numbers and 
codes); Wilkinson v. FBI . 633 F. Supp. at 341-42 (informant codes); Rizzo v. 
FBI, No. 83-1924, slip op. at 3 (D.D.C. Feb. 10, 1984) (source symbols); 
Malizia v. United States Dep’t of Justice . 519 F. Supp. 338, 344 (S.D.N.Y. 
1981) (source numbers and identifying information). But see also Globe News- 
paper Co. v. FBI . No. 91-13257, slip op. at 7-8 (D. Mass. Dec. 29, 1992) 
(amount paid to FBI informant personally involved in continuing criminal activ- 
ity ordered released). 

82 See Cox v. FBI , slip op. at 2 (report concerning FBI’s undercover agent 
program protected because of potential for discovering identities of agents). 
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(3) sensitive administrative notations in law enforcement files; 83 

(4) security techniques used in prisons; 811 

(5) agency audit guidelines; 85 


83 See, e.g. . Founding Church of Scientology v. Smith . 721 F.2d 828, 831 
(D.C. Cir. 1983) (protecting sensitive instructions regarding administrative 
handling of document); Curcio v. FBI , slip op. at 5 (protecting expense ac- 
counting in FBI criminal investigation); Meeropol v. Smith . No. 75-1121, slip 
op. at 47-48 (D.D.C. Feb. 29, 1984) (release of handling and dissemination 
instructions could jeopardize the means by which FBI has transmitted certain 
sensitive intelligence information), affd in part & remanded in part sub nom. 
Meeropol v. Meese . 790 F.2d 942 (D.C. Cir. 1986). 

84 See, e.g. . Cox v. United States Dep’t of Justice . 601 F.2d at 4-5 (weap- 
on, handcuff and transportation security procedures); Powell v. Department of 
Justice , No. 86-2020, slip op. at 4 (D.D.C. Oct. 31, 1989) (records relating to 
prisoner security procedures), summary affirmance granted . No. 89-5447 (D.C. 
Cir. June 28, 1991); Hall v. United States Dep’t of Justice , slip op. at 4-5 (dis- 
closure of teletype routing symbols, access codes and data entry codes main- 
tained by the Marshals Service "could facilitate unauthorized access to informa- 
tion in law enforcement communications systems, and [thereby] jeopardize 
[prisoners’ security]"); Miller v. Department of Justice , slip op. at 1-3 (disclo- 
sure of sections of Bureau of Prisons Custodial Manual describing procedures 
for security of prison control centers would "necessarily facilitate efforts by 
inmates to frustrate [BOP’s] security precautions"); Crooker v. Federal Bureau 
of Prisons . No. 86-510, slip op. at 3-4 (D.D.C. Feb. 27, 1987) (general prison 
post orders, handcuff procedures, security and arming of officers, and alarm 
procedures); Cox v. Bureau of Prisons . No. 83-1032, slip op. at 1 (D.D.C. 

July 19, 1983) (release of Central Inmate Monitoring Manual would create sig- 
nificant risk of circumvention of agency regulations designed to safeguard secu- 
rity of inmates), a ppeal dismissed . No. 83-1859 (D.C. Cir. Oct. 20, 1983); cf. 
Thornburgh v. Abbott . 490 U.S. 401, 417 (1989) (rejecting constitutional chal- 
lenge to Bureau of Prisons regulation excluding any publications that, although 
not necessarily likely to lead to violence, are determined by warden "to create 
an intolerable risk of disorder ... at a particular prison at a particular time”) 
(non-FOIA case). 

85 See, e.g. . Dirksen v. HHS . 803 F.2d at 1458-59 (internal audit guide- 
lines protected in order to prevent risk of circumvention of agency Medicare 
reimbursement regulations); Archer v. HHS . 710 F. Supp. 909, 911 (S.D.N.Y. 
1989) (Medicare reimbursement-review criteria ordered disclosed, but with 
deletion of specific number that triggers audit); Windels. Marx. Davies & Ives 
v. Department of Commerce . 576 F. Supp. at 412-13 (computer program con- 
taining anti-dumping detection criteria properly withheld). But see Don Ray 
Drive-A-Wav Co. v. Skinner . 785 F. Supp. at 200 (knowing agency’s regula- 
tory priorities would allow regulated carriers to concentrate efforts on cor- 
recting most serious safety breaches). 
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(6) agency testing materials; 86 and 

(7) an agency’s unclassified manual detailing the categories of informa- 
tion that are classified and their corresponding classification levels. 87 

Under some circumstances, Exemption 2 may be applied to prevent po- 
tential circumvention through a "mosaic" approach: Information which would 
not by itself reveal sensitive law enforcement information can nonetheless be 
protected to prevent damage that could be caused by the assembly of different 
pieces of similar information by a requester. 88 This circumstance arose in 
three cases involving requests for "Discriminant Function Scores"— scores used 
by the Internal Revenue Service to select returns for examination. Although the 
IRS concedes that release of any one individual’s tax score would not disclose 
how tax returns are selected for audit, it takes the position that the routine re- 
lease of such scores would enable the sophisticated requester to discern, in the 
aggregate, its audit criteria, thus facilitating circumvention of the tax laws; all 
three courts accepted this rationale as an appropriate basis for affording pro- 
tection under Exemption 2. 89 In a related case, one court upheld the denial of 


86 See ., e.g. . Patton v. FBI . 626 F. Supp. 445, 447 (M.D. Pa. 1985) (test- 
ing materials withheld under Privacy Act Exemption (k)(6) and FOIA Exemp- 
tion 2 because release would impair effectiveness of system and give future 
applicants unfair advantage), affd, 782 F.2d 1030 (3d Cir. 1986) (table cite); 
Qa tle y v^ United States . 3 Gov’t Disclosure Serv. at 84,065 (civil service test- 
ing materials satisfy the two-part Crooker test); see also Kaganove v. EPA . 856 
F.2d at 890 (disclosure of applicant rating plan would render it ineffectual and 
allow future applicants to "embellish” job qualifications); National Treasury 
Employees Union v. United States Customs Serv. . 802 F.2d at 528-29 (disclo- 
sure of hiring plan would give unfair advantage to some future applicants). But 
s eg also Commodity News Serv., Inc, v. Farm Credit Admin. . No. 88-3146, 
slip op. at 13-15 (D.D.C. July 31, 1989) (steps to be taken in selecting receiver 
for liquidation of failed federal land bank, including sources agency might con- 
tact when investigating candidates, not protectible under "high 2" because 
agency did not demonstrate how disclosure would allow any applicant to "gain 
an unfair advantage in the . . . process"). 

87 Institute for Policy Studies v. Department of the Air Force . 676 F. Supp. 
at 5. But see Wilkinson v. FBI . 633 F. Supp. at 342 & n.13 (codes that identi- 
fy law enforcement techniques not protectible under Exemption 2; instead must 
meet threshold requirement of compilation for law enforcement purposes for 
protection under Exemption 7(E)). 

88 See, e.g. . Jan-Xin Zang v. FBI . 756 F. Supp. 705, 712 (W.D.N.Y. 

1991) (source symbol and administrative identifiers withheld on basis that "ac- 
cumulation of information" known to be from same source could lead to detec- 
tion). 

89 See Burns v. IRS . No. 85-1027, slip op. at 8 (D. Ariz. Oct. 16, 1985), 
dismissed on procedural grounds . No. 85-2833 (9th Cir. Sept. 12, 1986); Ray 
v. United States Customs Serv. . No. 83-1476, slip op. at 8-9 (D.D.C. Jan. 28, 

(continued...) 
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access to an IRS memorandum containing tolerance criteria used by the agency 
in its investigations, finding that disclosure would "undermine the enforcement 
of . . . internal revenue laws." 90 

Although originally, as in Crooker . the "circumvention" protection af- 
forded by Exemption 2 was applied almost exclusively to sensitive portions of 
criminal law enforcement manuals, it has since been extended to civil enforce- 
ment and regulatory matters. 91 Most significantly, "high 2 " protection has 
further been extended to matters that have nothing to do with law enforcement 
in any ordinary sense. In a pivotal case in this regard, the National Treasury 
Employees Union sought documents known as "crediting plans," records used 
to evaluate the credentials of federal job applicants; the Customs Service suc- 
cessfully argued that disclosure of the plans would make it difficult to evaluate 
the applicants because they could easily exaggerate or even fabricate their quali- 
fications, such falsifications would go undetected because the government 
lacked the resources necessary to verily each application, and unscrupulous 
future applicants could thereby gain an unfair competitive advantage. 92 The 
D.C. Circuit approved the withholding of such criteria under a refined applica- 
tion of Crooker . which focused directly on its second requirement, and held 
that the potential for circumvention of the selection program, as well as the 
general statutory and regulatory mandates to enforce applicable civil service 
laws, was sufficient to bring the information at issue within the protection of 
Exemption 2. 93 The agency demonstrated "circumvention" by showing that 
disclosure would either render the documents obsolete for their intended pur- 


89 (... continued) 

1985); Wilder v. Commissioner . 607 F. Supp. at 1015; accord Institute for 
Policy Studies v. Department of the Air Force . 676 F. Supp. at 5 (classification 
guidelines could reveal which parts of sensitive communications system are 
most sensitive and enable foreign intelligence services to gather related unclassi- 
fied records and seek out system’s vulnerabilities); c£. Halperin v. CIA . 629 
F.2d 144, 150 (D.C. Cir. 1980) ("mosaic" analysis in Exemptions 1 and 3 con- 
text). 

90 O’Connor v, IRS . 698 F, Supp. 204, 206-07 (D. Nev. 1988). But see 
also Archer v, HHS . 710 F. Supp. at 911 (requiring careful segregation so that 
only truly sensitive portion of audit criteria is withheld). 

91 See, e.g. . Dirksen v. HHS . 803 F.2d at 1458-59 (guidelines for process- 
ing Medicare claims properly withheld where disclosure could allow applicants 
to alter their claims to fit them into certain categories and guidelines would thus 
"lose the utility they were intended to provide”); Archer v. HHS . 710 F. Supp. 
at 911 (specific number of "nerve blocks" used by HHS contractor to determine 
whether health care providers’ claims for reimbursement under Medicare should 
be subjected to greater scrutiny held protectible, because disclosure would allow 
providers "to avoid review and ensure automatic payment by submitting claims 
below the number . . . scrutinized [by agency’s contractor]"). 

92 National Treasury Employees Union v. United States Customs Serv. . 802 
F.2d at 528-29. 

93 IcL at 529-31. 
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pose, make the plan’s criteria "operationally useless" or compromise the utility 
of the selection program. 94 

This approach has been expressly followed by the Court of Appeals for 
the Seventh Circuit in Kaganove v, EPA to withhold from an unsuccessful job 
applicant the agency’s merit promotion rating plan on the basis that disclosure 
of the plan "would frustrate the document’s objective [and] render it ineffect- 
ual" for the very reasons noted in the National Treasury Employees Union v. 
United States Customs Service case. 95 

It is also quite noteworthy that the Seventh Circuit in Kaganove v. 

EPA . 96 the Court of Appeals for the Ninth Circuit in Dirksen v. HHS . 97 and 
the D.C. Circuit in National Treasury Employees Union v. United States Cus- 
toms Service . 98 all reached their results even in the absence of any particular 
agency regulation or statute to be circumvented. Thus, it now seems clear that 
the second part of the Crooker test can properly be satisfied by a showing that 
disclosure would risk circumvention of legal requirements generally. 99 

Finally, with the enactment of the Freedom of Information Reform Act of 
1986, many of the materials heretofore protectible only on a "high 2" basis now 
may also be protectible under Exemption 7(E). 100 Post-amendment cases have 
held such information to be exempt from disclosure under both Exemption 2 


94 IcL at 530-31; cf United States Dep’t of Justice v. FLRA . 988 F.2d 
1267, 1269 (D.C. Cir. 1993) (crediting plans also held exempt from disclosure 
under Federal Service Labor-Management Relations Act). 

95 Kaganove v. EPA . 856 F.2d at 889. 

96 Id 

97 803 F.2d at 1458-59. 

98 802 F.2d at 529-31. 

99 See National Treasury Employees Union v. United States Customs Serv. . 
802 F.2d at 530-31 ("Where disclosure of a particular [record] would render 
[it] operationally useless, the Crooker analysis is satisfied whether or not the 
agency identifies a specific statute or regulation threatened by disclosure."); 
see, e.g. . Knight v. POD . No. 87-480, slip op. at 4 (D.D.C. Feb. 11, 1988) 
(memorandum detailing specific inventory audit guidelines held protectible 
because disclosure "would reveal Department of Defense rationale and strategy" 
for audit and would "create a significant risk that this information would be 
used by interested parties to frustrate ongoing or future audits”); Bovce v. 
Department of the Navy . No. 86-2211, slip op. at 2 (C.D. Cal. Feb. 17, 1987) 
(withholding routine hearing transcript under Exemption 2 where disclosure 
would circumvent terms of mere contractual agreement entered into under 
labor-relations statutory scheme); see also FOIA Update . Summer 1989, at 4. 

100 See Attorney General’s Memorandum on the 1986 Amendments to the 
Freedom of Information Act 16-17 & n.32 (Dec. 1987); see also Kaganove v. 
EPA . 856 F.2d at 888-89. 
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and Exemption 7(E). 101 While Exemption 2 must still be used if any informa- 
tion fails to meet Exemption 7's Taw enforcement" threshold. Exemption 2’s 
history and judicial interpretations should be helpful in applying Exemption 
7(E). (See discussion of Exemption 7(E), below.) 


EXEMPTION 3 

Exemption 3 of the FOIA incorporates the disclosure prohibitions that are 
contained in various other federal statutes. As originally enacted in 1966, Ex- 
emption 3 protected information "specifically exempted from disclosure by stat- 
ute." 1 The Supreme Court, in FAA v. Robertson , interpreted this language as 
evincing a congressional intent to allow statutes which permitted the withhold- 
ing of confidential information, and which were enacted prior to the FOIA, to 
remain unaffected by the disclosure mandate of the FOIA. In so reading the 
exemption, the Court held that a withholding provision in the Federal Aviation 
Act which delegated almost unlimited discretion to agency officials to withhold 
specific documents in the "interest of the public" was incorporated within Ex- 
emption 3. 2 Fearing that this interpretation would allow agencies to evade the 
Act’s disclosure intent. Congress in effect overruleci Robertson by amending Ex- 
emption 3 in 1976. 3 

As amended. Exemption 3 allows the withholding of information prohibit- 
ed from disclosure by another statute if one of two disjunctive requirements are 
met: that the statute either "(A) requires that the matters be withheld from the 
public in such a manner as to leave no discretion on the issue, qi (B) establish- 
es particular criteria for withholding or refers to particular types of matters to 
be withheld." 4 A statute thus falls within the exemption’s coverage if it satis- 


101 Seg PHE. Inc, v. United States Dep’t of Justice . 983 F.2d at 251 (re- 
lease of "who would be interviewed, what could be asked, and what records or 
other documents would be reviewed" in FBI investigatory guidelines would risk 
circumvention of law); Silber v. United States Dep’t of Justice , transcript at 21 
(disclosure of agency litigation tactics and strategy would create a significant 
risk of circumvention of agency regulations by enhancing adversary’s posture); 

Williston Basin Interstate Pipeline Co. v. Federal Energy Regulatory Comm’n . 

slip op. at 4-5 (identities of auditors, "purpose, source and conclusion" portions 
of audit reports and section abstracts consisting of auditors’ discussions of in- 
vestigative techniques protectible under both exemptions); O’Connor v. IRS . 

698 F. Supp. at 206-07 (memorandum containing criteria used internally by IRS 
in investigations), 

1 5 U.S.C. § 552(b)(3) (1966) (amended 1976). 

2 422 U.S. 255, 266 (1975). 

3 Pub. L. No. 94-409, § 5(b)(3), 90 Stat. 1241, 1247 (1976). 

4 5 U.S.C. § 552(b)(3) (1988) (emphasis added). 
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fies any one of its disjunctive requirements. 5 

Initial Considerations 

The determination as to whether a statute meets the threshold requirement 
of being a nondisclosure statute is subject to strict scrutiny. The Court of Ap- 
peals for the District of Columbia Circuit has held that records may be withheld 
under the authority of another statute pursuant to Exemption 3 "if— and only if-- 
that statute meets the requirements of Exemption 3, including the threshold re- 
quirement that it specifically exempt matters from disclosure." 6 The D.C. Cir- 
cuit emphasized that: 

a statute that is claimed to qualify as an Exemption 3 withholding 
statute must, on its face, exempt matters from disclosure. We must 
find a congressional purpose in the actual words of the statute (or 
at least in the legislative history of FOIA)--not in the legislative 
history of the claimed withholding statute, nor in an agency’s inter- 
pretation of the statute. 7 

That is not to say that the breadth and reach of the disclosure prohibition 
must be found on the face of the statute, but that the statute must at least 
"explicitly deal with public disclosure." 8 (Previously, the D.C. Circuit had 
found legislative history probative on the issue of whether an enactment was 
intended to serve as a withholding statute within the meaning of Exemption 3. 9 ) 
In any event, though, the legislative history of a newly enacted Exemption 3 


5 See American Jewish Congress v. Kreps . 574 F.2d 624, 628 (D.C. Cir. 
1978); see also Long v, IRS . 742 F.2d 1173, 1178 (9th Cir. 1984); Irons & 
Sears v, Dann . 606 F.2d 1215, 1220 (D.C. Cir. 1979), cert, denied . 444 U.S. 
1075 (1980). 

6 Reporters Comm, for Freedom of the Press v. United States Dep’t of 
Justice . 816 F.2d 730, 734 (D.C. Cir.), modified on other grounds . 831 F.2d 
1124 (D.C. Cir. 1987), rev’d on other grounds . 489 U.S. 749 (1989); see also 
Cal-Almond, Inc, v. United States Dep’t of Agric. . 960 F.2d 105, 108 (9th 
Cir. 1992) (language must specifically prohibit disclosure, not merely prohibit 
expenditure of funds used in releasing information). 

7 Reporters Comm. . 816 F.2d at 735; see also Anderson v. HHS . 907 F.2d 
936, 951 n. 19 (10th Cir. 1990) (agency interpretation of statute not entitled to 
deference in determining whether statute qualifies under Exemption 3). But see 
also Meverhoff v. EPA . 958 F.2d 1498, 1501-02 (9th Cir. 1992) (looking to 
legislative history of withholding statute to determine that statutory amendment 
clarified rather than changed it). 

8 Reporters Comm. . 816 F.2d at 736. But see also Cal-Almond. Inc, v. 
United States Dep’t of Agric. . 960 F.2d at 108 (disclosure prohibition sought to 
be effectuated through appropriations limitation held inadequate under Exemp- 
tion 3). 

9 See Public Citizen Health Research Group v. FDA . 704 F.2d 1280, 1284 
(D.C. Cir. 1983). 
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statute may be considered in determining whether the statute is applicable to 
matters that are already pending. 10 

Exemption 3 generally is triggered only by federal statutes. 11 Federal 
rules of procedure, which are promulgated by the Supreme Court, ordinarily do 
not qualify under Exemption 3. 12 However, when a rule of procedure is sub- 
sequently modified and thereby specifically enacted into law by Congress, it 
may qualify under the exemption. 13 While the issue of whether a treaty can 
qualify as a statute under Exemption 3 has not yet been ruled upon in any 
FOIA case, there is a sound policy basis for concluding that a treaty can so 
qualify. 14 

Once it is established that a statute is a nondisclosure statute and that it 
meets at least one of the disjunctive requirements of Exemption 3, an agency 
must also establish that the records in question fail within the protective ambit 
of the exempting statute. 13 With respect to subpart (B) stamtes-which permit 
agencies some discretion to withhold or disclose records-review under the 
FOIA of agency action is limited to the determination that the withholding stat- 
ute qualifies as an Exemption 3 statute and that the records fall within the stat- 


10 See Lone v. IRS . 742 F.2d 1173, 1183-84 (9th Cir. 1984). 

11 See Washington Post Co. v. HHS . 2 Gov’t Disclosure Serv. (P-H) 

1 81,047, at 81,127 n.2 (D.D.C. Dec. 4, 1980) ("an Executive Order ... is 
clearly inadequate to support reliance on exemption 3"), rev’d on other 
grounds . 690 F.2d 252 (D.C. Cir. 1982). 

12 See Founding Church of Scientology v. Bell . 603 F.2d 945, 952 (D.C. 
Cir. 1979) (Rule 26(c) of the Federal Rules of Civil Procedure, governing is- 
suance of protective orders, held not a statute under Exemption 3). 

13 See, e.g. . Fund for Constitutional Gov’t v. National Archives & Records 
Serv. . 656 F.2d 856, 867 (D.C. Cir. 1981) (Rule 6(e) of Federal Rules of 
Criminal Procedure, regulating disclosure of matters occurring before a grand 
jury, satisfies Exemption 3’s "statute" requirement because it was specially 
amended by Congress in 1977); Berrv v. Department of Justice . 612 F. Supp. 
45, 49 (D. Ariz. 1985) (Rule 32 of the Federal Rules of Criminal Procedure, 
governing disclosure of presentence reports, is "statute" for Exemption 3 pur- 
poses as it was affirmatively enacted into law by Congress in 1975). 

/ 

14 CL Whitney v. Robertson . 124 U.S. 190, 194 (1887) ("By the Constitu- 
tion a treaty is placed on the same footing, and made of like obligation, with an 
act of legislation."); Public Citizen v. Office of the United States Trade Repre- 
sentative . 804 F. Supp. 385, 388 (D.D.C. 1992) (trade agreement not ratified 
by Senate does not have status of "statutory law" and thus does not provide Ex- 
emption 3 protection). 

15 See, e.g. . Public Citizen Health Research Group v. FDA . 704 F.2d at 
1284; Fund for Constitutional Gov’t v, National Archives & Records Serv, , 

656 F.2d at 868; Poland v. CIA . 607 F.2d 339, 350 (D.C. Cir. 1978), ceiL 
denied : 445 U.S. 927 (1980). 
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ute’s scope. 16 Beyond this determination, the agency’s exercise of its discre- 
tion under the withholding statute is governed not by the FOIA, but by the 
withholding statute itself; 17 judicial review of that should not be within the 
FOIA’s jurisdiction. 18 


Subpart (A.) 

Rule 6(e) of the Federal Rules of Criminal Procedure, 19 which regulates 
disclosure of matters occurring before a grand jury, has been held to satisfy the 
"statute" requirement of Exemption 3 because it was specially amended by Con- 
gress in 1977. 20 It is well established that "Rule 6(e) embodies a broad sweep- 
ing policy of preserving the secrecy of grand jury material regardless of the 
substance in which the material is contained.” 21 However, defining the param- 
eters of Rule 6(e) protection is not always a simple task and has been the sub- 
ject of much litigation. In Fund for Constitutional Government v. National 
Archives & Records Service , the Court of Appeals for the District of Columbia 
Circuit stated that the scope of the secrecy that must be afforded grand jury ma- 
terial "is necessarily broad" and, consequently, that "it encompasses not only 
the direct revelation of grand jury transcripts but also the disclosure of informa- 
tion which would reveal the 'identities of witnesses or jurors, the substance of 
the testimony, the strategy or direction of the investigation, the deliberations or 
questions of the jurors, and the like.’" 22 


16 See Aronson v, IRS . 973 F.2d 962, 967 (1st Cir. 1992); Association of 
Retired R.R. Workers v. United States R.R. Retirement Bd. . 830 F.2d 331, 

335 (D.C. Cir. 1987). But see Lone v. IRS . 742 F.2d at 1181. 

17 See Aronson v. IRS . 973 F.2d at 966; Association of Retired R.R. 
Workers . 830 F.2d at 336. 

18 CL Rolev v. Assistant Attorney Gen. . No, 89-2774, slip op. at 8 
(D.D.C. Mar. 9, 1990) (court’s grant of permission to disclose grand jury rec- 
ords pursuant to Rule 6(e)(C)(i) of the Federal Rules of Criminal Procedure 
does not govern disposition of same records in FOIA suit); Garside v. Webster . 
733 F. Supp. 1142, 1147 (S.D. Ohio 1989) (same). But cf. Palmer v. Derwin- 
skj. No. 91-197, slip op. at 3-4 (E.D. Ky. June 10, 1992) (court’s disclosure 
order pursuant to 38 U.S.C. § 7332(b) (1988) requires VA to disclose records 
under FOIA). 

19 Fed. R. Crim. P. 6(e). 

20 Fund for Constitutional Gov’t v. National Archives & Records Serv. . 656 
F.2d 856, 867 (D.C. Cir. 1981); see also Watson v. United States Dep’t of 
Justice . 799 F. Supp. 193, 195 (D.D.C. 1992). 

21 Igiesias v, CIA . 525 F. Supp. 547, 556 (D.D.C. 1981). 

22 656 F.2d at 869 (quoting SEC v. Dresser Indus. . 628 F.2d 1368, 1382 
(D.C. Cir.), cert, denied . 449 U.S. 993 (1980)); see also McDonnell v. United 
States , No. 91-5916, slip op. at 30-31 (3d Cir. Sept. 21, 1993) (" [information 
and records presented to a federal grand jury . . . names of individuals sub- 

(continued...) 
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However, neither the fact that information was obtained pursuant to a 
grand jury subpoena nor the fact that the information was submitted to the 
grand jury is sufficient, in and of itself, to warrant the conclusion that disclo- 
sure is necessarily prohibited by Rule 6(e). 23 Rather, an agency must establish 
a nexus between the release of that information and "revelation of a protected 
aspect of the grand jury’s investigation.” 24 This requirement is particularly 
pertinent to "extrinsic" documents that were created entirely independently of 
the grand jury process; for such a document, the D.C. Circuit emphasized in 
Washington Post Co, v. United States Department of Justice , the required nexus 
must be apparent from the information itself and "the government cannot immu- 


continued) 

poenaed . . . federal grand jury transcripts of testimony") (to be published); 

Silets v. United States Dep’t of Justice. 945 F.2d 227, 230 (7th Cir. 1991) 

{ "identity of witness before grand jury and discussion of that witness’s tes- 
timony . . . falls squarely within" Rule 6(e)’s prohibition); Helmslev v. United 
States Dep’t of Justice , No. 90-2413, slip op. at 4-6 (D.D.C. Sept. 25, 1992) 
(records identifying witnesses who testified or were consulted, documents and 
evidence not presented but obtained through grand jury subpoenas, immunity 
applications and orders, exhibit lists, reports and memoranda discussing evi- 
dence, correspondence regarding compliance with subpoenas, documents, notes 
and research relating to litigation regarding compliance with subpoenas, and 
letters among lawyers discussing grand jury proceedings, all protected by Rule 
6(e)); Senate of P.R. v. United States Dep’t of Justice . No. 84-1829, slip op. at 
13-14 (D.D.C. Apr. 15, 1991) ("charts, maps or documents that were actually 
created in their entireties in the grand jury room during testimony by witness- 
es .. . are the closest thing imaginable to an actual transcript of grand jury 
testimony" and thus are protected). 

23 See Washington Post Co. v. United States Dep’t of Justice . 863 F.2d 96, 
100 (D.C. Cir. 1988); Senate of P.R. v. United States Dep’t of Justice . 823 
F.2d 574, 582 (D.C. Cir, 1987); see also John Doe Corp. v. John Doe Agen- 
cy, 850 F.2d 105, 109 (2d Cir. 1988) ("A document that is otherwise available 
to the public does not become confidential simply because it is before a grand 
jury."), rev’d on other grounds . 493 U.S. 146 (1989); Astlev v. Lawson . No. 
89-2806, slip op. at 3-4 (D.D.C. Jan. 11, 1991) (documents ordered released 
even though requester might have been able to deduce purpose for which rec- 
ords were subpoenaed, because records on their face did not reveal inner 
workings of grand jury). 

24 Senate of P.R. . 823 F.2d at 584; see also Wilson v. Department of Jus- 
tice . No. 87-2415, slip op. at 4 (D.D.C, June 30, 1993) (Exemption 3 protects 
from disclosure not only documents presented to grand jury but also those 
which would reveal government’s "audit trail" leading to those documents); 

Karu v. United States Dep’t of Justice . No. 86-771, slip op. at 4-5 (D.D.C. 
Dec. 1, 1987) (nexus established because "[w]ere this information to be re- 
leased the very substance of the grand jury proceedings would be discernible"), 
But se e LaRouche v. United States Dep’t of Justice . No. 90-2753, slip op. at 9- 
10 (D.D.C. June 24, 1993) (letter prepared by AUSA discussing upcoming 
grand jury proceedings held not to reveal inner workings of grand jury). 
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nize [it] by publicizing the link."’ 5 

The Supreme Court in Baldrige v. Shapiro . 26 while not actually distin- 
guishing between the two subparts, held that the Census Act 27 is an Exemption 
3 statute because it requires that certain data be withheld in such a manner as to 
leave the Census Bureau with no discretion whatsoever. 28 The Court of Ap- 
peals for the Ninth Circuit held that a provision of the Ethics in Government 
Act of 1978, 29 protecting the financial disclosure reports of special government 
employees, meets the requirements of subpart (A). 30 

Sections 706(b) and 709(e) of Title VII of the Civil Rights Act of 1964 31 
have also been held to meet the subpart (A) requirement because they allow the 
EEOC no discretion to publicly disclose matters pending before the Commis- 
sion. 32 Similarly, the statute governing records pertaining to Currency Trans- 
action Reports 33 has been found to meet the requirements of subpart (A). 34 
The International Investment Survey Act of 1976 35 has been held to be a sub- 
part (A) statute 36 and certain portions of the overall public disclosure provi- 
sions of the Consumer Product Safety Act 37 likewise have been found to amply 


25 8 63 F.2d at 100. 

26 455 U.S. 345 (1982). 

27 13 U.S.C. §§ 8(b), 9(a) (1988). 

28 455 U.S. at 355. 

29 5 U.S.C. app. § 207(a)(1) (1988 & Supp. IV 1992). 

30 Meverhoff v. EPA . 958 F.2d 1498, 1502 (9th Cir. 1992) (construing 
1978 version of statute). But see Church of Scientology v. IRS . 816 F. Supp. 
1138, 1152 (W.D. Tex. 1993) (implying that Ethics in Government Act is 
subpart (B) statute because FOIA disclosure can be made only if requester 
meets statute’s disclosure requirements) (appeal pending). 

31 42 U.S.C. §§ 2000e-5(b), 2000e-8(e) (1988 & Supp. Ill 1991). 

32 American Centennial Ins. Co. v, EEOC . 722 F. Supp. 180, 183 (D.N.J. 
1989). 

33 31 U.S.C. § 5319 (1988). 

34 Small v. IRS . 820 F. Supp. 163, 166 (D.N.J. 1992); Vennes v. IRS . No. 
5-88-36, slip op. at 6 (D. Minn. Oct. 14, 1988), affd, 890 F.2d 419 (8th Cir. 
1989) (table cite). 

35 22 U.S.C. § 3104(c) (1988). 

36 Young Conservative Found, v. United States Dep’t of Commerce . No. 
85-3982, slip op. at 10-11 (D.D.C. Mar. 25, 1987). 

37 15 U.S.C. § 2055(a)(2) (1988). 
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satisfy subpart (A)’s nondisclosure requirements). 38 

Additionally, the Hart-Scott-Rodino Antitrust Improvement Amendments 
to the Clayton Antitrust Act, prohibiting disclosure of premerger notification 
materials submitted to the Department of Justice or the FTC, 39 have been held 
to qualify as a subpart (A) statute, 90 as has a provision of the Antitrust Civil 
Process Act, 4 ' which explicitly exempts from the FOIA transcripts of oral 
testimony taken in the' course of investigations under that Act, 42 and section 
21(f) of the FTC Act, 43 which expressly exempts from disclosure any material 
received by the FTC in the course of an FTC investigation authorized by that 
Act. 44 Likewise, information contained in the Social Security Administration’s 
"Numident system," which was obtained from death certificates provided by 
state agencies, has been held exempt on the basis of subpart (A) on the grounds 
that the language of the statute, 42 U.S.C, § 405(r), "leaves no room for 
agency discretion." 45 

The D.C. Circuit, in a recent decision construing the application of the 
identical Exemption 3 language of the Government in the Sunshine Act 46 to the 
Defense Nuclear Facilities Safety Board Act 47 held that the latter statute allows 
no discretion with regard to the release of the Board’s proposed recommenda- 
tions, thus meeting the requirement of subpart (A). 48 By contrast, the D.C. 
Circuit found that the statute governing release by the FBI of criminal record 


38 Mullov v. Consumer Prod. Safety Comm’n . No. C-2-85-645, slip op. at 
2-4 (S.D. Ohio Aug. 2, 1985). 

39 15 U.S.C. § 18a(h) (1988). 

40 Lieberman v. FTC . 771 F.2d 32, 38 (2d Cir. 1985); Mattox v. FTC . 752 
F.2d 116, 121 (5th Cir. 1985). 

41 15 U.S.C. § 1314(g) (1988). 

41 Motion Picture Ass’n of America v. United States Dep’t of Justice . No. 
80 Civ. 6612, slip op. at 1 (S.D.N.Y. Oct. 6, 1981). 

43 15 U.S.C. § 57b-2(0 (1988). 

44 A. Michael’s Piano. Inc, v. FTC . No. 2;92 CV 00603, slip op. at 1 (D. 
Conn. Jan. 29, 1993) (appeal pending). 

45 International Diatomite Producers Assoc, v. United States Social Sec. 
Admin. . No. C-92-1634, slip op. at 8-9 (N.D. Cal. Apr. 28, 1993) (appeal 
pending). 

46 5 U.S.C. § 552b (1988). 

47 42 U.S.C. §§ 2286-2286i (1988 & Supp. Ill 1991). 

48 Natural Resources Defense Council v. Defense Nuclear Facilities Safety 
Bd. . 969 F.2d 1248, 1249 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 2332 
(1993). . 
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information ("rap sheets") 49 fails to fulfill subpart (A)’s requirement of abso- 
lute withholding because the statute implies that the FBI has discretion to with- 
hold records and, in fact, the FBI had exercised such discretion by its inconsis- 
tent manner of releasing "rap sheets" to the public. 50 

In a most extraordinary decision, the Ninth Circuit held that language in 
an appropriations act specifying that "[n]one of the funds provided in this Act 
may be expended to release information acquired from any handler" under a 
particular agricultural program, 51 does not satisfy the requirement of subpart 
(A) because through such language Congress prohibited only "the expenditure 
of funds” for releasing the information, not release of the information under the 
FOIA itself. 52 


Subpart ('B'l 

Most Exemption 3 cases involve subpart (B), either explicitly or implicit- 
ly. For example, a provision of the Consumer Product Safety Act 53 has been 
held to set forth sufficiently definite withholding criteria for it to fall within the 
scope of subpart (B), 54 and the provision which prohibits the Commission 
from disclosing any information that is submitted to it pursuant to section 15(b) 
of the Act 55 has been held to meet the requirements of subpart (B) by referring 
to particular types of matters to be withheld. 56 

Section 777 of the Tariff Act, 57 governing the withholding of "proprie- 
tary information," has been held to refer to particular types of information to be 


49 28 U.S.C. § 534 (1988). 

50 Reporters Comm, for Freedom of the Press v. United States Dep’t of 
Justice . 816 F.2d 730, 736 n.9 (D.C. Cir.), modified on other grounds . 831 
F.2d 1124 (D.C. Cir. 1987), rev’d on other grounds . 489 U.S. 749 (1989); see 
also Davton Newspapers. Inc, v. FBI . No. C-3-85-815, slip op. at 6 (S.D. 

Ohio Feb. 9, 1993) (motion for reconsideration pending). 

51 Agricultural, Rural Development, and Related Agencies Appropriations 
Act of 1988, Pub. L. No. 100-460, § 630, 102 Stat. 2229, 2262 (1988). 

32 Cal-Almond. Inc, v. United States Dep’t of Aerie. . 960 F.2d 105, 108 

(9th Cir. 1992). 

53 15 U.S.C. § 2055(b)(1) (1988). 

54 Consumer Prod. Safety Comm’n v. GTE Svlvania. Inc. . 447 U.S. 102, 
122 (1980). 

55 15 U.S.C. § 2055(b)(5) (1988). 

56 Reliance Elec. Co. v. Consumer Prod, Safety Comm’n . No. 87-1478, 
slip op. at 16-17 (D.D.C. Sept. 19, 1989). 

57 19 U.S.C. § 1677f (1988 & Supp. IV 1992). 
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withheld and thus to be a subpart (B) statute, 58 Section 12(d) of the Railroad 
Unemployment Insurance Act 59 refers to particular types of matters to be with- 
held--information which would reveal employees’ identities— and thus has been 
held to satisfy subpart (B). 60 

Similarly, it has been held that section 12(c)(1) of the Export Administra- 
tion Act, governing the disclosure of export licenses and applications, 61 au- 
thorizes the withholding of a sufficiently narrow class of information to satisfy 
the requirements of subpart (B) and thus qualifies as an Exemption 3 statute. 62 
Likewise, the Collection and Publication of Foreign Commerce Act, 63 which 
explicitly provides for nondisclosure of shippers’ export declarations, qualifies 
as an Exemption 3 statute under subpart (B). 64 

The Supreme Court has held that section 102(d)(3) of the National Secu- 
rity Act of 1947, 65 which requires the Director of the CIA to protect "intelli- 
gence sources and methods," clearly refers to particular types of matters to be 
withheld and thus comes within the ambit of subpart (B). 66 Likewise, section 


58 Mud_ge Rose Guthrie Alexander & Ferdon v. United States Int'l Trade 
Corrun’n . 846 F.2d 1527, 1530 (D.C. Cir. 1988). 

59 45 U.S.C. § 362(d) (1988 & Supp. Ill 1991). 

60 Association of Retired R.R. Workers v. United States R.R. Retirement 
Bch, 830 F.2d 331, 334 (D.C. Cir. 1987); National Ass’n of Retired & Veteran 
Rv. Employees v. Railroad Retirement Bd. . No. 87-117, slip op. at 5 (N.D. 
Ohio Feb. 20, 1991). 

61 50 U.S.C. app. § 2411(c)(1) (1988). 

62 Africa Fund v. Mosbacher . No. 92 Civ. 289, slip op. at 14 (S.D.N.Y. 
May 26, 1993) (Export Administration Act protection held to apply to agency 
denial made after Act expired and before subsequent reextension); Lessner v. 
United States Dep’t of Commerce . 827 F.2d 1333, 1336-37 (9th Cir. 1987) 
(construing statute as effective in 1987). 

63 13 U.S.C. § 301(g) (1988). 

64 Africa Fund v. Mosbacher . slip op. at 13; Young Conservative Found, v. 
United States Dep’t of Commerce . No, 85-3982, slip op. at 8 (D.D.C. Mar. 

25, 1987). 

65 50 U.S.C. § 403(d)(3) (1988). 

66 CIA v. Sims . 471 U.S. 159, 167 (1985); see also Mavnard v. CIA . 986 
F.2d 547, 554 (1st Cir. 1993) (under § 403(d)(3) it is responsibility of Director 
of Central Intelligence to determine whether sources or methods should be 
disclosed); Krikorian v. Department of State . 984 F.2d 461, 465 (D.C. Cir. 
1993 (same); Hunt v, CIA . 981 F.2d 1116, 1118 (9th Cir. 1992) (same); Fitz- 
gjbbon v. CIA . 911 F.2d 755, 761 (D.C. Cir. 1990) (same); Knight v. CIA . 
872 F.2d 660, 663 (8th Cir. 1989) (same), cert, denied . 494 U.S. 1004 (1990). 
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6 of the Central Intelligence Agency Act of 1 94 ^-protecting from disclosure 
"the organization, functions, names, official titles, salaries or numbers of per- 
sonnel" employed by the CIA-meets the requirements of subpart (B). 68 Simi- 
larly, section 6 of Public Law No. 86-36, 69 pertaining to the organization, 
functions, activities and personnel of the NSA, has been held to qualify as an 
subpart (B) statute, 70 as has 18 U.S.C. § 798(a), which criminalizes the dis- 
closure of any classified information "concerning the nature, preparation, or use 
of any code, cipher or cryptographic system of the United States." 71 A provi- 
sion of the Atomic Energy Act, prohibiting the disclosure of "Restricted Data" 
to the public, 72 refers to particular types of matters and thus has been held to 
qualify as a subpart (B) statute as well, 73 

Section 7332 of the Veterans Health Administration Patient Rights Stat- 
ute 74 generally prohibits disclosure of even the abstract fact that medical rec- 
ords on named individuals are maintained pursuant to that section, but it pro- 
vides specific criteria under which particular medical information may be re- 
leased, and thus has been found to satisfy the requirements of subpart (B). 75 


67 50 U.S.C. § 403g (1988). 

68 See, e.g. , Rothschild v. CIA . No. 91-1314, slip op. at 6 (D.D.C. Mar. 

25, 1992); Carney v. CIA . No. 88-602, slip op. at 11 (C.D. Cal. Apr. 30, 

1991) ; Lawyers Comm, for Human Rights v. INS . 721 F. Supp. 552, 567 
(S.D.N.Y. 1989); Pfeiffer v. CIA . 721 F. Supp. 337, 341-42 (D.D.C. 1989), 

69 50 U.S.C. § 402 note (1988). 

70 Founding Church of Scientology v. NSA . 610 F.2d 824, 828 (D.C. Cir. 
1979); Havden v. NSA . 452 F. Supp. 247, 252 (D.D.C. 1978), affd, 608 F.2d 
1381 (D.C. Cir. 1979), cert, denied . 466 U.S. 937 (1980). But see Weberman 
v. NSA . 490 F. Supp. 9, 14-15 (S.D.N.Y. 1980) (confirming or denying exis- 
tence of intercepted telegram does not reveal information integrally related to 
specific NSA activity), rev’d on other grounds & remanded . 646 F.2d 563 (2d 
Cir. 1980). 

71 Winter v. NSA . 569 F. Supp. 545, 548 (S.D. Cal. 1983); see also 
Gilmore v. NSA . No. C 92-3646, slip op. at 20-21 (N.D. Cal. May 3, 1993) 
(information on cryptography currently used by NSA "integrally related" to 
function and activity' of intelligence gathering and thus protected). 

72 42 U.S.C. § 2162(a) (1988). 

73 Meeropol v. Smith . No. 75-1121, slip op. at 53-55 (D.D.C. Feb. 29, 
1984), aff d in relevant part & remanded in part sub nom. Meeropol v. Meese . 
790 F.2d 942 (D.C. Cir. 1986). But see General Elec. Co. v. NRC . 750 F.2d 
1394, 1401 (7th Cir. 1984) (42 U.S.C. § 2133(b)(3) (1988), concerning techni- 
cal information furnished by license applicants, lacks sufficient specificity to 
qualify as Exemption 3 statute). 

74 38 U.S.C. § 7332 (1988 & Supp. Ill 1991). 

75 Palmer v. Derwinski . No. 91-197, slip op. at 3-4 (E.D. Ky. June 10, 

1992) . 


- 84 - 



EXEMPTION 3 


One court has suggested that section 5038 of the Juvenile Delinquency Records 
Statute, 76 which generally prohibits disclosure of the existence of records com- 
piled pursuant to that section, but which does provide specific criteria for 
releasing the information, qualifies as a subpart (B) statute. 77 

The Court of Appeals for the District of Columbia Circuit has held that a 
portion of the Patent Act 78 satisfies subpart (B) because it identifies the types 
of matters-patenr applications and information concerning them-intended to be 
withheld. 79 As well, the portion of the Civil Service Reform Act concerning 
the confidentiality of certain labor relations training and guidance materials, 80 
has been held to qualify as a subpart (B) withholding statute. 81 

The Commodity Exchange Act, 82 which prohibits the disclosure of busi- 
ness transactions, market positions, trade secrets, or customer names of persons 
under investigation under the Act, has been held to refer to particular types of 
matters and thus to satisfy subpart (B). 83 The D.C. Circuit has recently held 
that section 316(d)(2) of the Federal Aviation Act, 84 relating to security data 
the disclosure of which would be detrimental to the safety of airline travelers, 
similarly shields that particular data from disclosure under the FOIA. 85 Fi- 
nally, it also has been held that the DOD’s "technical data" statute, 86 which 
protects technical information with "military or space application" for which a 
license is required for export, satisfies subpart (B) because it refers to suffi- 


76 18 U.S.C. § 5038 (1988). 

77 McDonnell v. United States . No. 91-5916, slip op. at 35-40 (3d Cir. 
Sept. 21, 1993) (holding state juvenile delinquency records not within scope of 
statute) (to be published). 

78 35 U.S.C. § 122 (1988). 

79 Irons & Sears v. Dann . 606 F.2d 1215, 1220 (D.C. Cir. 1979), cert, 
denied . 444 U.S. 1075 (1980); accord Leeds v. Ouigg . 720 F. Supp. 193, 194 
(D.D.C. 1989). 

80 5 U.S.C. § 7114(b)(4) (1988). 

81 Dubin v. Department of the Treasury . 555 F. Supp. 408, 412 (N.D. Ga. 
1981), affd . 697 F.2d 1093 (11th Cir. 1983) (table cite); National Treasury 
Employees Union v. PPM . No. 76-695, slip op. at 4 (D.D.C. July 9, 1979). 

82 7 U.S.C. § 12 (1988 & Supp, IV 1992). 

83 Hunt v. Commodity Futures Trading Comm’n . 484 F. Supp. 47, 49 
(D.D.C. 1979). 

84 49 U.S.C. app. § 1357(d)(2) (1988). 

85 Public Citizen. Inc, v. FAA . 988 F.2d 186, 194 (D.C. Cir. 1993). 

86 10 U.S.C. § 130 (1988 & Supp. IV 1992). 
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ciently particular types of matters. 87 

Alternative Analyses 

Some statutes have been found to satisfy both Exemption 3 subparts. For 
example, while the Court of Appeals for the Third Circuit has held that section 
222(f) of the Immigration and Nationality Act 88 sufficiently limits the category 
of information it covers -records pertaining to the issuance or refusal of visas 
and permits to enter the United States— to qualify as an Exemption 3 statute un- 
der subpart (B), 89 the Court of Appeals for the District of Columbia Circuit 
has specifically held that the section satisfies subpart (A) as well as subpart 
(B). 90 


Similarly, Exemption 3 protection for information pertaining to court- 
ordered wiretaps 91 has been recognized by district courts on a variety of bas- 
es. 92 However, in Lam Lek Chong v. PEA . 93 the D.C. Circuit, finding that 
"on its face, Title III clearly identifies intercepted communications as the sub- 
ject of its disclosure limitations," held that "Title III falls squarely within the 
scope of subsection (B)’s second prong, as a statute referring to particular mat- 
ters to be withheld ." 94 Recently, "pen register" applications and orders, ob- 


87 Colonial Trading Corp. v. Department of the Navy . 735 F. Supp. 429, 
431 (D.D.C. 1990); see also American Friends Serv. Comm, v. POD . No. 83- 
4916, slip op. at 10 (E.D. Pa. Sept. 25, 1986), rev’d on other grounds . 831 
F.2d 441 (3d Cir. 1987). 

88 8 U.S.C. § 1202(f) (1988). 

89 DeLaurentiis v. Haig . 686 F.2d 192, 194 (3d Cir. 1982); accord Smith v. 
Department of Justice . No. 81-CV-813, slip op. at 10-11 (N.D.N.Y. Dec. 13, 
1983). 

90 Medina-Hincapie v. Department of State . 700 F.2d 737, 741-42 (D.C. 

Cir. 1983). 

91 18 U.S.C. §§ 2510-2520 (1988 & Supp. IV 1992). 

92 See Gonzalez v. United States Dep’t of Justice . No. 88-913, slip op. at 3- 
4 (D.D.C. Oct. 25, 1988) (holding that 18 U.S.C. § 251 l(2)(a)(ii), which reg- 
ulates disclosure of existence of wiretap intercepts, meets requirements of sub- 
part (A)); Docal v. Bennsinger . 543 F. Supp. 38, 43-44 (M.D. Pa. 1981) (rely- 
ing upon entire statutory scheme of Title III, 18 U.S.C. §§ 2510-2520, but not 
distinguishing between Exemption 3 subparts); Carroll v. United States Dep’t of 
Justice . No. 76-2038, slip op. at 2-3 (D.D.C. May 26, 1978) (holding that 18 
U.S.C. § 2518(8), which regulates disclosure of contents of wiretap intercepts, 
meets requirements of subpart (A)). 

93 929 F.2d 729 (D.C. Cir. 1991). 

94 kf at 733; see also Manchester v. PEA . No. 91-2498, slip op. at 14 
(E.D. Pa. June 11, 1993) (wiretap applications and derivative information fall 
within purview of statute). 
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tained pursuant to Title III of the Omnibus Crime Control and Safe Streets Act 
of 1968, have been held to be protected from disclosure by a provision of that 
statute 95 and Exemption 3. 96 

The withholding of tax return information has been approved under three 
different theories. The United States Supreme Court and most appellate courts 
to have considered the matter have held either explicitly or implicitly that 
§ 6103 of the Internal Revenue Code 97 satisfies subpart (B) of Exemption 3. 98 
The Courts of Appeals for the D.C., Fifth, Sixth and Tenth Circuits have fur- 
ther reasoned that § 6103 is a subpart (A) statute to the extent that a person is 
not entitled to access to tax returns or return information of other taxpayers. 99 
It should be noted that pursuant to § 6103(b)(2), individuals are not entitled to 
tax return information on themselves if it is determined that release would im- 
pair enforcement by the IRS.' 00 Of course, it also must be remembered that 


95 18 U.S.C. § 3123(d) (1988). 

96 Manna v. United States Dep’t of Justice . 815 F. Supp. 798, 812 (D.N.J. 
1993). 

97 26 U.S.C. § 6103 (1988 & Supp. Ill 1991). 

98 See, e.g. . Church of Scientoioev v, IRS . 484 U.S. 9, 15 (1987); Aron- 
son v. IRS . 973 F.2d 962, 964-65 (1st Cir, 1992) (IRS lawfully exercised dis- 
cretion to withhold street addresses pursuant to 26 U.S.C. § 6103(m)(l)>; Long 
v. IRS . 891 F.2d 222, 224 (9th Cir. 1989) (deletion of taxpayers’ identification 
does not alter confidentiality of § 6103 information); DeSalvo v. IRS . 861 F.2d 
1217, 1221 (10th Cir. 1988); Grasso v. IRS . 785 F.2d 70, 77 (3d Cir. 1986); 
Long v. IRS . 742 F.2d 1173, 1179 (9th Cir. 1984); Rvan v. Bureau of Alco- 
hol, Tobacco & Firearms . 715 F.2d 644, 645 (D.C. Cir. 1983); Currie v. IRS . 
704 F.2d 523, 527-28 (1 1th Cir. 1983); Willamette Indus, v. United States . 689 
F.2d 865, 867 (9th Cir. 1982), cert, denied . 460 U.S. 1052 (1983); Barney v. 
IRS . 618 F.2d 1268, 1274 n.15 (8th Cir. 1980) (dictum); Chamberlain v. 

Kurtz . 589 F.2d 827, 843 (5th Cir.), cert, denied . 444 U.S. 842 (1979). 

99 D.C. Circuit: Stebbins v. Sullivan . No. 90-5361, slip op. at 1 (D.C. 

Cir. July 22, 1992); Fifth Circuit; Linsteadt v. IRS . 729 F.2d 998, 1000 (5th 
Cir. 1984); Sixth Circuit: Fruehauf Corp. v. IRS . 566 F.2d 574, 578 n.6 (6th 
Cir. 1977); Tenth Circuit: DeSalvo v. IRS . 861 F.2d at 1221 n.4; see also 
Kamman v. IRS . No. 91-1352, slip op. at 7 (D. Ariz. Mar. 13, 1992) (deletion 
of taxpayer name from appraisals of property does not remove documents from 
protection under § 6103(b)); Stephenson v. IRS . No. C78-1071A, slip op. at 3 
(N.D. Ga, Sept. 21, 1981). But see Gray. Plant. Mootv. Mootv & Bennett v. 
IRS , No. 4-90-210, slip op. at 7 (D. Minn. Dec. 12, 1990) (public report must 
be released because it does not qualify as "return information" as it does not in- 
clude data in form which can be associated with particular taxpayer). 

100 See Gillin v. IRS . 980 F.2d 819, 822 (1st Cir. 1992) (per curiam) 
(differential function scores used to identify returns most in need of examination 
or audit held exempt from disclosure); Long v. IRS . 891 F.2d at 224 (computer 
tapes used to deyelop discriminant function formulas protected); In re Church 

(continued...) 
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§6103 applies only to tax return information obtained by the Department of the 
Treasury, not to such information maintained by other agencies which was 
obtained by means other than through the provisions of the Internal Revenue 
Code. 101 

At least one court of appeals and several district courts have explicitly 
embraced a third theory based upon the reasoning of Zale Corp. v. IRS . 102 
These courts have held that it is not necessary to view § 6103 as an Exemption 
3 statute in order to withhold tax return information because the provisions of 
this tax code section are intended to operate as the sole standard governing the 
disclosure or nondisclosure of such information, thereby "displacing" the 
FOIA. 103 


Viewing § 6103 as a "displacement" statute permits the courts to avoid 
the de novo review required by the FOIA and to apply instead less stringent 
standards of review pursuant to the Administrative Procedure Act, 104 and can 
relieve agencies from certain procedural requirements of the FOIA, such as the 
time limitations for responding to requests and the duty to segregate and release 


100 (... continued) 

of Scientology Flag Serv. Org./IRS FOIA Litigation . No. 91-423, slip op. at 3- 
4 (M.D. Fla. May 19, 1993) ("tolerance criteria" and "discriminant function 
scores" properly withheld) (multidistrict litigation case); Rollins v. United 
States Pep’ t of Justice . No. 90-3170, slip op. at 11 (S.D. Tex. June 30, 1992) 
(IRS memoranda revealing scope and direction of investigation properly with- 
held); Starkev v. IRS . No. 91-20040, slip op. at 5 (N.D. Cal. Dec. 6, 1991) 
(same); Church of Scientology v. IRS . No. 89-5894, slip op. at 3 (C.D. Cal. 
Mar. 3, 1991) (release of document referring to information obtainable under 
various treaties would chill future cooperation of foreign governments and tax- 
treaty partners); Ferguson v. IRS . No. C-894048, slip op. at 4 (N.D. Cal. 

Oct. 31, 1990) (standards and data used in selection and examination of returns 
are exempt from disclosure where they would impair IRS enforcement); Casa In- 
vestors, Ltd, v. Gibbs . No. 88-2485, slip op. at 5-6 (D.D.C. Oct. 11, 1990) 
(recommendation for settlement of tax controversies prepared by low-level IRS 
employees require protection). But see LeMaine v. IRS . No. 89-2914, slip op. 
at 12 (D. Mass. Dec. 10, 1991) (release of information commonly revealed to 
public in tax enforcement proceedings would not "seriously impair Federal tax 
administration" overall). 

101 See FOIA Update . Spring 1988, at 5. 

102 481 F. Supp. 486, 490 (D.D.C. 1979). 

103 See, e.e. . Cheek v. IRS . 703 F.2d 271, 271 (7th Cir. 1983) (§ 6103 
also "displaces" Privacy Act of 1974); King v. IRS . 688 F.2d 488, 495 (7th 
Cir. 1982); Kuzma v. IRS . No. 81-600E, slip op. at 7-8 (W.D.N.Y. Dec. 31, 
1984); Hosner v. IRS . 3 Gov’t Disclosure Serv. (P-H) f 83,164, at 83,816 
(D.D.C. Mar. 31, 1983); Hulsev v. IRS . 497 F. Supp. 617, 618 (N.D. Tex. 
1980); see also White v. IRS . 707 F.2d 897, 900 (6th Cir. 1983) (indicating 
approval of Zale ). 

104 5 U.S.C. §§ 701-706 (1988). 
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nonexempt information. 105 Nevertheless, even under this approach the govern- 
ment may be required to provide detailed Vaughn Indexes of the information 
being withheld, rather than general affidavits; the Sixth Circuit required this 
despite the fact that the court below had relied solely on the "displacement" 
theory for its decision. 106 

However, other courts have specifically refused to adopt this "displace- 
ment" analysis on the ground that to do so, once it is already evident that 
§ 6103 is an Exemption 3 statute, "would be an exercise injudicial futility 
[requiring district courts] to engage in both FOIA and Zale analyses when con- 
fronted" with such cases, 107 Most significantly, the D.C. Circuit in 1986 
squarely rejected the "displacement” argument on the basis that the procedures 
in § 6103 for members of the public to obtain access to IRS documents do not 
duplicate, and thus do not "displace," those of the FOIA. 108 

The D.C. Circuit’s rejection of the "displacement” theory in relation 
to § 6103 is consistent with previous D.C. Circuit decisions involving similar 
"displacement” arguments. For example, it had previously rejected a "displace- 
ment" argument involving the Department of State’s Emergency Fund stat- 
utes 109 when it held that inasmuch as Exemption 3 is not satisfied by these 
statutes, information cannot be withheld pursuant to them, even though they 
were enacted after the FOIA. 110 


105 See Grasso v. IRS , 785 F,2d at 73-74; White v. IRS . 707 F.2d at 900; 
Goldsborough v, IRS . No. Y-81-I939, slip op. at 12 (D. Md. May 10, 1984); 
Green v. IRS . 556 F. Supp. 79, 84 (N.D. Ind. 1982), affd . 734 F.2d 18 (7th 
Cir. 1984) (table cite); Mever v. Department of the Treasury . 82-2 U.S. Tax 
Cas. (CCH) ^ 9678, at 85,448 (W.D. Mich. Oct. 2, 1982). 

106 See Osborn v. IRS . 754 F.2d 195, 197-98 (6th Cir. 1985). 

107 Currie v. IRS . 704 F.2d at 528; accord Grasso v. IRS . 785 F.2d at 74; 
Long v. IRS , 742 F.2d at 1177 (also rejecting ERTA Amendment as "displace- 
ment" statute); Linsteadt v, IRS . 729 F.2d at 1001-02; see also Britt v. IRS . 

547 F. Supp. 808, 813 (D.D.C. 1982); Tiear & Buffone v. CIA . 2 Gov’t Dis- 
closure Serv. (P-H) f 81,172, at 81,461 (D.D.C. Feb. 23, 1981). 

108 Church of Scientology v. IRS . 792 F.2d 146, 148-50 (D.C. Cir. 1986). 

109 22 U.S.C. § 2671 (1988); 31 U.S.C. § 107 (1988). 

110 See Washington Post Co. v. United States Dep't of State . 685 F.2d 698, 
703-04 & n.9 (D.C. Cir. 1982), cert, granted . 464 U.S. 812, vacated & re- 
manded . 464 U.S. 979 (1983). (After the Supreme Court granted the govern- 
ment’s petition for certiorari, the Washington Post Company withdrew its FOIA 
request, which had the procedural effect of nullifying the D.C. Circuit’s deci- 
sion. Thus, the Supreme Court has never substantively reviewed this issue.) 

See also FOIA Update . Fall 1983, at 11: cf. United States Dep’t of Justice v. 
Tax Analysts . 492 U.S. 136, 153-54 (1989) (FOIA, not 28 U.S.C. § 1914 
(1988), governs disclosure of court records in possession of government agen- 
cies); Paisley v. CIA . 712 F.2d 686, 697 (D.C. Cir. 1983) (FOIA, not Speech 

(continued. . .) 
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Yet the D.C. Circuit has held that the procedures of the Presidential Re- 
cordings and Materials Preservation Act 111 exclusively govern the disclosure 
of transcripts of the tape recordings of President Nixon’s White House conver- 
sations, based upon the Act’s comprehensive, carefully tailored procedure for 
releasing Presidential materials to the public. 112 Thus, the "displacement" 
theory may still be advanced for statutes which provide procedures for the 
release of information to the public that, in essence, duplicate the procedures 
provided by the FOIA, 113 or for statutes which comprehensively override the 
FOIA’s access scheme. 114 In this connection, it should be noted that the 
FOIA’s specific fee provision referring to other statutes that set fees for partic- 
ular types of records 115 has the effect of causing those statutes to "displace" 
the FOIA’s basic fee provisions. (For a further discussion of this point, see 
Fees and Fee Waivers, below.) 

Additional Considerations 


Certain statutes fail to meet the requisites of either Exemption 3 prong. 
For instance, the Court of Appeals for the District of Columbia Circuit, in 
holding that provisions governing the FBI’s sharing of "rap sheets" 116 do not 
qualify as an Exemption 3 statute because they do not expressly prohibit the 
disclosure of "rap sheets," explained that even if the provisions met the exemp- 
tion’s threshold requirement, they would not qualify as an Exemption 3 statute 
as they fail to satisfy either of its subparts. 117 Similarly, the Copyright Act of 
1976 118 has been held to satisfy neither Exemption 3 subpan because rather 
than prohibiting disclosure, it specifically permits public inspection of copy- 


uo (... continued) 

or Debate Clause, is definitive word on disclosure of information within gov- 
ernment’s possession); Church of Scientology v. United States Postal Serv. . 633 
F.2d 1327, 1333 (9th Cir. 1980) (postal statute does not displace more detailed 
and later-enacted FOIA absent specific indication of congressional intent to the 
contrary). 

111 44 U.S.C. § 2111 (1988). 

112 Ricchio v. Kline . 773 F.2d 1389, 1395 (D.C. Cir. 1985). 

113 See Church of Scientology v. IRS . 792 F.2d at 149 (dictum). 

114 See Ricchio v. Kline . 773 F.2d at 1395; cf SDC Dev. Com, v. Math- 
ews . 542 F.2d 1116, 1120 (9th Cir. 1976) (reaching "displacement-type" result 
for records governed by National Library of Medicine Act, 42 U.S.C. § 275 
(1988)); FOIA Update . Fall 1990, at 7-8 n.32. 

115 5 U.S.C. § 552(a)(4)(A)(vi) (1988). 

116 28 U.S.C. § 534 (1988). 

117 Reporters Comm, for Freedom of the Press v. United States Dep’t of 
Justi ce. 816 F.2d 730, 736 n.9 (D.C. Cir.), modified on other grounds . 831 
F.2d 1124 (D.C. Cir. 1987), rev’d on other grounds . 489 U.S. 749 (1989). 

118 17 U.S.C. § 705(b) (1988). 
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righted documents." 9 It has also been held that section 360j(h) of the Medi- 
cal Device Amendments of 1976 120 is not an Exemption 3 statute because it 
does not specifically prohibit disclosure of records, 121 nor is section 410(c)(6) 
of the Postal Reorganization Act 122 because the broad discretion afforded the 
Postal Service to release or withhold records is not sufficiently specific. 123 

A particularly difficult Exemption 3 issue was finally put to rest by the 
Supreme Court in 1988. In analyzing the applicability of Exemption 3 to the 
Parole Commission and Reorganization Act 124 and Rule 32 of the Federal 
Rules of Criminal Procedure, each of which governs the disclosure of presen- 
tence reports, the Supreme Court decisively held that they are Exemption 3 stat- 
utes in part. 125 The Court found that they do not permit the withholding of an 
entire presentence report, but rather only those portions of a presentence report 
pertaining to a probation officer’s sentencing recommendations, certain diagnos- 
tic opinions, information obtained upon a promise of confidentiality, and infor- 
mation which, if disclosed, might result in harm to any person, and that "the 
remaining parts of the reports are not covered by this exemption, and thus must 
be disclosed unless there is some other exemption which applies to them.'' 126 

Another Exemption 3 issue concerns the Trade Secrets Act' 27 which pro- 
hibits the unauthorized disclosure of commercial and financial information. Al- 
though the Supreme Court declined to decide whether the Trade Secrets Act is 
an Exemption 3 statute, 128 most courts confronted with the issue have held 
that it is not. 129 


119 See St. Paul’s Benevolent Educ, & Missionary Inst, v. United States . 

506 F. Supp. 822, 830 (N.D. Ga. 1980); see also FOIA Update . Fall 1983, at 
3-5 ("OIP Guidance: Copyrighted Materials and the FOIA"). 

120 21 U.S.C. § 360j(h) (1988). 

121 Public Citizen Health Research Group v. FDA . 704 F.2d 1280, 1286 
(D.C. Cir. 1983). 

122 39 U.S.C. § 410(c)(6) (1988). 

123 Church of Scientology v. United States Postal Serv. . 633 F.2d 1327, 

1333 (9th Cir. 1980). 

124 18 U.S.C. § 4208 (1988). 

125 United States Dep’t of Justice v, Julian . 486 U.S. 1, 9 (1988). 

126 kL at 11; see also FOIA Update . Spring 1988, at 1-2. 

127 18 U.S.C, § 1905 (1988). 

128 Chrysler Corp. v. Brown . 441 U.S. 281, 319 n.49 (1979). 

129 See. e;g„ Anderson v. HHS . 907 F.2d 936, 949 (10th Cir. 1990) 

("[T]he broad and ill-defined wording of § 1905 fails to meet either of the re- 
quirements of Exemption 3."); Acumenics Research & Technology v. United 

(continued...) 
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In 1987, the D.C. Circuit issued a long-awaited decision which "defini- 
tively" resolved the issue by holding that the Trade Secrets Act does not satisfy 
either of amended Exemption 3’s requirements and thus does not qualify as a 
separate withholding statute. 130 First, its prohibition against disclosure is not 
absolute, as it prohibits only those disclosures that are "not authorized by 
law." 131 Because duly promulgated agency regulations can provide the neces- 
sary authorization for release, the agency "possesses discretion to control the 
applicability" of the Act. 132 The existence of this discretion precludes the 
Trade Secrets Act from satisfying subpart (A) of Exemption 3. 133 Moreover, 
the court held that the Trade Secrets Act fails to satisfy the first prong of sub- 
part (B) because it "in no way channels the discretion of agency decision- 
makers." 134 Indeed, the court concluded, this utter lack of statutory guidance 
renders the Trade Secrets Act susceptible to invocation at the "whim of an ad- 
ministrator." 135 Finally, it was held that the Act also fails to satisfy the sec- 
ond prong of subpart (B) because of the "encyclopedic character" of the materi- 
al within its scope and the absence of any limitation on the agencies covered or 
the sources of data included. 136 Given all these elements, the court held that 
the Trade Secrets Act simply does not qualify as an Exemption 3 statute. 137 

The D.C. Circuit’s decision on this issue is entirely consistent with the 
legislative history of the 1976 amendment to Exemption 3, which states that the 


129 (... continued) 

States Dep’t of Justice . 843 F.2d 800, 805 n.6, 806 (4th Cir. 1988) (finding 
"no basis" for argument that Exemption 3 and § 1905 prevent disclosure of 
information that is outside scope of Exemption 4); General Elec. Co. v. NRC . 
750 F.2d 1394, 1401-02 (7th Cir. 1984) (same); National Parks & Conservation 
Ass’n v. Kleope . 547 F.2d 673, 686-87 (D.C. Cir. 1976) (implying that 
§ 1905’s prohibition is too general to be incorporated into Exemption 3); see 
also 9 to 5 Ors. of Women Office Workers v. Board of Governors of the Fed- 
Reserve Svs. . 721 F.2d 1, 12 (1st Cir. 1983) (specifically declining to address 
issue); United Technologies Coro, v. Marshall . 464 F. Supp. 845, 851 (D. 
Conn. 1979); St. Mary’s Hosp.. Inc, v. Califano . 462 F. Supp. 315, 317 (S.D. 
Fla. 1978), aff d sub nom. St. Mary’s Hosp.. Inc, v. Harris . 604 F.2d 407 (5th 
Cir. 1979); accord FOIA Update . Summer 1985, at 3 ("OIP Guidance: Discre- 
tionary Disclosure and Exemption 4”). 

130 CNA Fin. Coro, v, Donovan . 830 F.2d 1132, 1137-43 (D.C. Cir. 

1987), cert, denied . 485 U.S. 977 (1988). 


131 

Id. 

at 

1138. 

132 

Id. 

at 

1139. 

133 

Id. 

at 

1138. 

134 

Id, 

at 

1139. 

135 

Id. 



136 

Id. 

at 

1140-41 

137 

Id. 

at 

1141. 
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Trade Secrets Act was not intended to qualify as a nondisclosure statute within 
the exemption’s purview and that any analysis of trade secrets and commercial 
or financial information should focus instead on the applicability of Exemption 
4. 138 It also followed the Department of Justice’s stated policy position on the 
issue.' 39 


Lastly, a particularly controversial issue at one time was whether the 
Privacy Act of 1974 140 could serve as an Exemption 3 statute. The Privacy 
Act authorizes an individual to obtain access to those federal records maintained 
under the individual’s name or personal identifier, subject to certain broad, sys- 
tem-wide exemptions.' 41 If the Privacy Act had been regarded as an Exemp- 
tion 3 statute, records exempt from disclosure to first-party requesters under the 
Privacy Act also would have been exempt under the FOIA; if not, requesters 
would have been able to obtain information on themselves under the FOIA not- 
withstanding that such information was exempt under the Privacy Act. In the 
early 1980’s, the Department of Justice took the position that the Privacy Act 
was an Exemption 3 statute within the first-party requester context. 141 When 
a conflict subsequently arose among the circuits which considered the proper re- 
lationship between these two access statutes, the Supreme Court agreed to 
resolve the issue. 143 However, these cases became moot when Congress, up- 
on enacting the Central Intelligence Agency Information Act in 1984, explicitly 
provided that the Privacy Act is not an Exemption 3 statute. 144 Thus, the Su- 
preme Court dismissed the appeals in these cases and this issue has been placed 
entirely to rest. 145 


138 H.R. Rep. No. 880, 94th Cong., 2d Sess. 23 (1976), reprinted in 1976 
U.S.C.C.A.N. 2191, 2205: see Anderson v. HHS . 907 F.2d at 949-50; CNA 
Fin. Corp. v. Donovan . 830 F.2d at 1 142 n.70; see also Acumenics Research 
& Technology v. United States Dep’t of Justice . 843 F.2d at 805 n.6; General 
Elec. Co. v. NRC . 750 F.2d at 1401-02; General Dynamics Corp. v. Marshall . 
607 F.2d 234, 236-37 (8th Cir. 1979). 

139 See FOIA Update . Summer 1986, at 6 (advising agencies that Trade 

Secrets Act should not be regarded as Exemption 3 statute). 

140 5 U.S.C. § 552a (1988 & Supp. IV 1992). ' 

141 See, e.p. . 5 U.S.C. § 552a(j)(2). 

141 See FOIA Update . Spring 1983, at 3. 

143 See Provenzano v. United States Dep’t of Justice . 717 F.2d 799 (3d Cir. 
1983), cert, granted . 466 U.S. 926 (1984); Shaniro v. DF.A . 721 F.2d 215 (7th 
Cir. 1983), cert, granted . 466 U.S. 926 (1984). 

144 Pub. L. No. 98-477, § 2(c), 98 Stat. 2209, 2212 (1984) (amending what 
is now subsection (t) of the Privacy Act). 

145 See United States Dep’t of Justice v. Provenzano . 469 U.S. 14 (1984); 
FOIA Update . Fall 1984, at 4. 
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EXEMPTION 4 

Exemption 4 of the FOIA protects "trade secrets and commercial or fi- 
nancial information obtained from a person [that is] privileged or confiden- 
tial." 1 This exemption is intended to protect the interests of both the govern- 
ment and submitters of information. It encourages the voluntary submission of 
useful commercial or financial information to the government and provides as- 
surance that such information will be reliable. The exemption also protects 
those who are required to submit such commercial or financial information from 
the competitive disadvantages that could result from disclosure. The exemption 
covers two broad categories of information in federal agency records: (I) trade 
secrets; and (2) information which is (a) commercial or financial, and (b) ob- 
tained from a person, and (c) privileged or confidential. 

Trade Secrets 

For purposes of Exemption 4, the Court of Appeals for the District of 
Columbia Circuit in Public Citizen Health Research Group v. FDA . 2 has adopt- 
ed a narrow "common law" definition of the term "trade secret" that differs 
from the broad definition used in the Restatement of Torts. The D.C. Circuit’s 
decision in Public Citizen represented a distinct departure from what until then 
had been almost universally accepted by the courts-that "trade secret" is a 
broad term extending to virtually any information that provides a competitive 
advantage. In Public Citizen , the term "trade secret" was narrowly defined as 
"a secret, commercially valuable plan, formula, process, or device that is used 
for the making, preparing, compounding, or processing of trade commodities 
and that can be said to be the end product of either innovation or substantial ef- 
fort." 3 This definition requires that there be a "direct relationship" between the 
trade secret and the productive process. 4 


1 5 U.S.C. § 552(b)(4) (1988). 

2 704 F.2d 1280, 1288 (D.C. Cir. 1983). 

3 IcL 

4 l<L; see, e.g. . Citizens Comm’n on Human Rights v. FDA . No, 92-5313, 
slip op. at 14 (C.D. Cal. May 10, 1993) ("information about how a pioneer 
drug product is formulated, chemically composed, manufactured, and quality 
controlled" held protectible as trade secrets); Pacific Skv Supply. Inc, v. De- 
partment of the Air Force . No. 86-2044, slip op. at 1-2 (D.D.C. Nov. 20, 
1987) (design drawings of airplane fuel pumps developed by private company 
and used by Air Force held protectible as trade secrets), modifying (D.D.C. 
Sept. 29, 1987), motion to amend judgment denied (D.D.C. Dec. 16, 1987); 
Yamamoto v. IRS . No. 83-2160, slip op. at 2 (D.D.C. Nov. 16, 1983) (report 
on computation of standard mileage rate prepared by private company and used 
by IRS held protectible as trade secret); cf. Mvers v. Williams . No. 92-1609 
(D. Or. Apr. 21, 1993) (preliminary injunction granted to prevent FOIA re- 
quester from disclosing trade secret acquired through mistaken, but nonetheless 
official, FOIA release) (non-FOIA case). 
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Three years ago, the Court of Appeals for the Tenth Circuit expressly 
adopted the D.C. Circuit’s narrow definition of the term "trade secret," finding 
it "more consistent with the policies behind the FOIA than the broad Restate- 
ment definition." 5 In so doing, the Tenth Circuit noted that adoption of the 
broader Restatement definition "would render superfluous" the remaining cat- 
egory of Exemption 4 information "because there would be no category of in- 
formation falling within the latter" category that would be "outside" the reach 
of the trade secret category. 6 Like the D.C. Circuit, the Tenth Circuit was 
"reluctant to construe the FOIA in such a manner." 7 

Commercial or Financial Information 

The overwhelming bulk of Exemption 4 cases focus on whether the with- 
held information falls within its second, much larger category. To do so, the 
information must be commercial or financial, obtained from a person, and 
privileged or confidential. 8 

If information relates to business or trade, courts have little difficulty in 
considering it "commercial or financial.” 9 The Court of Appeals for the Dis- 
trict of Columbia Circuit has firmly held that these terms should be given their 
"ordinary meanings," and has specifically rejected the argument that the term 
"commercial" be confined to records that "reveal basic commercial operations," 
holding instead that records are commercial so long as the submitter has a 
"commercial interest" in them. 10 Similarly, in a case involving information 

5 Anderson v. HHS . 907 F.2d 936, 944 (10th Cir. 1990). 

6 

7 hL 

8 See, e.g. . Gulf & Western Indus, v. United States . 615 F.2d 527, 529 
(D.C. Cir. 1979); Consumers Union v. VA . 301 F. Supp. 796, 802 (S.D.N.Y. 
1969), appeal dismissed as moot . 436 F.2d 1363 (2d Cir. 1971). 

9 See, e.g. . RMS Indus, v. POD . No. C-92-1545, slip op. at 6 (N.D. Cal. 
Nov. 24, 1992) (requested "information is all financial because it directly re- 
flects the financial capability of the companies to perform" a government con- 
tract and was obtained "in the bidding and award process"). 

10 Public Citizen Health Research Group v. FDA . 704 F.2d 1280, 1290 
(D.C. Cir. 1983) (citing Washington Post Co. v. HHS . 690 F.2d 252, 266 
(D.C. Cir. 1982); Board of Trade v. Commodity Futures Trading Comm’n . 

627 F.2d 392, 403 (D.C. Cir. 1980)); see, e.g. . Allnet Communication Servs.. 
Inc, v. FCC . 800 F. Supp. 984, 988 (D.D.C. 1992) (appeal pending); ISC 
Group v, POD . No. 88-631, slip op. at 7 (D.D.C. May 22, 1989); M/A-COM 
Info. Svs. v. HHS . 656 F. Supp. 691, 692 (D.D.C. 1986) (settlement negoti- 
ation documents reflecting "accounting and other internal procedures" deemed 
"commercial" as submitter had "commercial interest" in them); see also FOIA 
Update . Winter 1985, at 3-4 ("OIP Guidance: Protecting Intrinsic Commercial 
Value"); FOIA Update . Fall 1983, at 3-5 ("OIP Guidance: Copyrighted Mate- 

(continued...) 
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submitted by a labor union, the Court of Appeals for the Second Circuit held 
that the term "commercial" includes anything "pertaining or relating to or deal- 
ing with commerce." 11 Indeed, commercial information can include even ma- 
terial submitted by a nonprofit entity. n 

Moreover, protection for financial information is not limited to economic 
data generated solely by corporations or other business entities, but rather has 
been held to apply to personal financial information as well. 13 Examples of 
items generally regarded as commercial or financial information include: busi- 
ness sales statistics; research data; technical designs; customer and supplier 
lists; profit and loss data; overhead and operating costs; and information on fi- 
nancial condition. 14 


Obtained from a "Person" 

The second of Exemption 4’s specific criteria, that the information be 
"obtained from a person," is quite easily met in almost all circumstances. The 
term "person" refers to a wide range of entities, including corporations, state 


l0 (... continued) 

erials and the FOIA"). But see also Washington Research Project' Inc, v. 

HEW, 504 F.2d 238, 244-45 (D.C. Cir. 1974) (scientific research designs sub- 
mitted in grant applications not "commercial" absent showing that the research 
itself had any commercial character), cert, denied . 421 U.S. 963 (1975). 

11 American Airlines. Inc, v. National Mediation Bd. . 588 F.2d 863, 870 
(2d Cir. 1978); see also Hustead v. Norwood . 529 F. Supp. 323, 326 (S.D. 

Fla. 1981) ("information relating to the employment and unemployment of 
workers constitutes commercial or financial information"): Brockwav v. Depart- 
me nt of the Air Force . 370 F. Supp. 738, 740 (N.D. Iowa 1974) (reports gen- 
erated by a commercial enterprise "must generally be considered commercial 
information"), rev’d on other grounds . 518 F.2d 1184 (8th Cir. 1975). 

12 Critical Mass Energy Project v. NRC . 975 F.2d 871, 880 (D.C. Cir. 
1992) (en banc) (finding that safety reports submitted by nonprofit consortium 
of nuclear power plants were "commercial in nature"), cert, denied . 113 S. Ct. 
1579 (1993); see also Sharyland Water Supply Corp. v. Block . 755 F.2d 397, 
398 (5th Cir.) (nonprofit water supply company’s audit reports deemed "clearly 
commercial"), cert, denied . 471 U.S. 1137 (1985); American Airlines. Inc, v. 
National Mediation Bd. . 588 F.2d at 870 (nonprofit union’s information deemed 
"commercial"). 

13 See Washington Post Co, v. HHS . 690 F.2d at 266; FOIA Update . Fall 
1983, at 14. But see also Washington Post Co. v. HHS . 690 F.2d at 266 (list 
of nonfederal employment positions held not "financial" within meaning of 
Exemption 4). 

u See, e.g, . Landfair v. United States Dep’t of the Army . 645 F. Supp. 

325, 327 (D.D.C. 1986). 
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governments and agencies of foreign governments. 15 The courts have held, 
however, that information generated by the federal government is not "obtained 
from a person" and is therefore excluded from Exemption 4’s coverage. 16 
Such information might possibly be protectible under Exemption 5, though, 
which incorporates a qualified privilege for sensitive commercial or financial 
information generated by the government. 17 (For a further discussion of the 
"commercial privilege," see Exemption 5, below.) 

Documents prepared by the government can still come within Exemption 
4, however, if they simply contain summaries or reformulations of information 
supplied by a source outside the government. 18 Moreover, the mere fact that 
the government supervises or directs the preparation of information submitted 
by sources outside the government does not preclude that information from 
being "obtained from a person." 19 


15 See, e.g. . Comstock Int'l. Inc, v. Export-Import Bank . 464 F. Supp. 

804, 806 (D.D.C. 1979) (corporation); Hustead v. Norwood . 529 F. Supp. 

323, 326 (S.D. Fla. 1981) (state government); Stone v. Export-Import Bank . 

552 F.2d 132, 137 (5th Cir. 1977) (foreign government agency), cert, denied . 
434 U.S. 1012 (1978); see also Neal-Cooper Grain Co. v. Kissinger . 385 F. 
Supp. 769, 776 (D.D.C. 1974) (foreign government or instrumentality is "per- 
son” for purposes of FOIA). 

16 See Allnet Communication Servs.. Inc, v. FCC . 800 F. Supp. 984, 988 
(D.D.C. 1992) ("person" under Exemption 4 "refers to a wide range of entities 
including corporations, associations and public or private organizations other 
than agencies") (appeal pending); see also, e.g. . Board of Trade v. Commodity 
F utures Trading Comrn’n . 627 F.2d 392, 404 (D.C. Cir. 1980); Buffalo Eve- 
ning News, Inc, v. SBA . 666 F. Supp, 467, 469 (W.D.N.Y. 1987); Consumers 
Union v. VA . 301 F. Supp. 796, 803 (S.D.N.Y. 1969), appeal dismissed as 
moot . 436 F.2d 1363 (2d Cir. 1971). 

17 See Federal Open Mkt. Comm, v. Merrill . 443 U.S. 340, 360 (1979); 
a ccord Morrison-Knudsen Co. v. Department of the Army of the United States . 
595 F. Supp. 352, 354-56 (D.D.C. 1984), affd. 762 F.2d 138 (D.C. Cir. 

1985). 

18 See, e.g. . Gulf & Western Indus, v. United States . 615 F.2d 527, 529 
(D.C. Cir. 1979); Mullov v. Consumer Prod, Safety Comm’n . No. 85-645, slip 
op. at 2 (S.D, Ohio Aug. 2, 1985) (manufacturing and sales data compiled in 
Establishment Inspection Report prepared by Commission investigator after on- 
site visit to plant held protectible under Exemption 4), affd . No. 85-3720 (6th 
Cir. July 22, 1986); BDM Coro, v. SBA . 2 Gov’t Disclosure Serv. (P-H) 

1 81,044, at 81,121 (D.D.C. Dec. 4, 1980). 

19 Silverberg v. HHS . No. 89-2743, slip op. at 6 (D.D.C. June 14, 1991), 
appeal dismissed per stipulation . No. 91-5255 (D.C. Cir. Sept. 2, 1993); Dan- 
iels Mfg. Corp. v. POD . No. 85-291, slip op. at 4 (M.D. Fla. June 3, 1986). 
But see Consumers Union v. VA . 301 F. Supp. at 803 (where product testing 
was actually performed by government personnel, using their expertise and 
government equipment, resulting data held not "obtained from a person" for 
purposes of Exemption 4). 
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"Confidential" Information 

The third requirement of Exemption 4 is met if information is "privileged 
or confidential." By far, most Exemption 4 litigation has focused on whether 
or not requested information is "confidential" for purposes of Exemption 4. In 
earlier years, courts based the application of Exemption 4 upon whether there 
was a promise of confidentiality by the government to the submitting party, 20 
or whether the information was of the type not customarily released to the 
public by the submitter. 21 

These earlier tests were then superseded by the rule of National Parks & 
Conservation Ass'n v. Morton . 21 long considered to be the leading case on the 
issue, which significantly altered the test for confidentiality under Exemption 4. 
In National Parks , the Court of Appeals for the District of Columbia Circuit 
held that the test for confidentiality was an objective one. 23 Thus, whether 
information would customarily be disclosed to the public by the person from 
whom it was obtained was not considered dispositive. 24 Likewise, an agency’s 
promise that information would not be released was not considered disposi- 
tive. 25 Instead, the D.C. Circuit declared in National Parks that the term "con- 
fidential" should be read to protect governmental interests as well as private 
ones, according to the following two-part test: 

To summarize, commercial or financial matter is "confiden- 
tial" for purposes of the exemption if disclosure of the information 
is likely to have either of the following effects: (1) to impair the 
Government’s ability to obtain necessary information in the future; 
or (2) to cause substantial harm to the competitive position of the 
person from whom the information was obtained. 16 

These two principal Exemption 4 tests, which apply disjunctively, have 
often been referred to in subsequent cases as the "impairment prong" and the 
"competitive harm prong." In National Parks , the D.C. Circuit expressly 
reserved the question of whether any other governmental interests-such as 
compliance or program effectiveness-might also be embodied in a "third 


20 See, e.g, . GSA v. Benson . 415 F.2d 878, 881 (9th Cir. 1969). 

21 See, e.g. . Sterling Drug. Inc, v. FTC . 450 F.2d 698, 709 (D.C. Cir. 
1971); M.A. Schaniro & Co. v. SF.C . 339 F. Supp. 467, 47! (D.D.C. 1972). 

22 498 F.2d 765 (D.C. Cir. 1974). 

23 ItL at 766. 

24 Id, at 767. 

23 Washington Post Co. v. HHS , 690 F.2d 252, 268 (D.C. Cir. 1982) 
(citing National Parks . 498 F.2d at 766). 

26 498 F.2d at 770. 
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prong" of the exemption. 27 

Two years ago, in a surprising new development, D.C. Circuit Court 
Judge Randolph, joined by Circuit Court Judge Williams, suggested in a con- 
curring opinion in Critical Mass Energy Project v. NRC , that if it were a ques- 
tion of first impression, they would "apply the common meaning of [the word) 
‘confidential’ and [would] reject" the National Parks test altogether. 38 Judges 
Randolph and Williams contended that there was no "legitimate basis" for the 
D.C. Circuit's addition of "some two-pronged ‘objective’ test” for determining 
if material was "confidential" in light of the unambiguous language of the ex- 
emption. 29 Nevertheless, they recognized that they "were not at liberty" to 
apply their "common sense" definition because the D.C Circuit had "endorsed 
the National Parks definition many times, " thus compelling them to follow it as 
well. 30 Accordingly, the government petitioned for, and was granted, an en 
banc rehearing in Critical Mass 31 so that the full D.C. Circuit could have an 
opportunity to consider whether the definition of confidentiality set forth in 
National Parks -and followed by the panel majority in Critical Mass -was in- 
deed faithful to the language and legislative intent of Exemption 4. 32 

In August of 1992, the D.C. Circuit issued its en banc decision in Criti- 
cal Mass . After examining the "arguments in favor of overturning National 
Parks , [the court] conclude[d] that none justifies the abandonment of so well 
established a precedent." 33 This ruling was founded on the principle of stare 
decisis-which counsels against the overruling of an established precedent. 34 
The D.C. Circuit determined that "[i)n obedience to” stare decisis, it would not 
"set aside circuit precedent of almost twenty years’ standing." 35 In so holding, 
it noted the "widespread acceptance of National Parks by [the] other circuits," 
the lack of any subsequent action by Congress that would remove the "‘concep- 
tual underpinnings of the decision, and the fact that the test had not proven to 


27 Id, at 770 n.17. 

28 931 F.2d 939, 948 (D.C. Cir.) (Randolph & Williams, JJ., concurring), 
vacated & reh’g en banc granted . 942 F.2d 799 (D.C. Cir. 1991), grant of 
summary judgment to agency affd en banc . 975 F.2d 871 (D.C. Cir. 1992), 

c en. denied . 113 S. Ct. 1579 (1993). 

39 931 F.2d at 948. 

30 Id. 

31 942 F.2d 799 (D.C. Cir. 1991). 

32 §§e FOIA Update . Fall 1992, at 1. 

33 975 F.2d 871, 877 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 
(1993). 

34 975 F.2d at 875. 

35 Id. 
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be "so flawed that [it] would be .justified in setting it aside." 36 

Although the National Parks test for confidentiality under Exemption 4 
was thus reaffirmed, the full D.C. Circuit went on to "correct some misunder- 
standings as to its scope and application." 37 Specifically, the court "confined" 
the reach of National Parks and established an entirely new standard to be used 
for determining whether information "voluntarily" submitted to an agency is 
"confidential." 38 The United States Supreme Court declined to review the 
D.C. Circuit’s en banc decision 39 and thus it now stands as the leading Ex- 
emption 4 case on this issue, 40 

The Critical Mass Decision 

Through its en banc decision in Critical Mass , a seven-to-four majority of 
the Court of Appeals for the District of Columbia Circuit established two dis- 
tinct standards to be used in determining whether commercial or financial infor- 
mation submitted to an agency is "confidential'’ under Exemption 4. 41 Specifi- 
cally, the tests for confidentiality set forth in National Parks & Conservation 
Ass’n v. Morton , 43 were confined "to the category of cases to which [they 
were] first applied; namely, those in which a FOIA request is made for finan- 
cial or commercial information a person was obliged to furnish the Govern- 
ment." 43 The D.C. Circuit announced an entirely new test for the protection 
of information that is "voluntarily" submitted: Such information is now cate- 
gorically protected provided it is not "customarily" disclosed to the public by 
the submitter. 44 

In reaching this result, the D.C. Circuit first examined the bases for its 
decision in National Parks and then identified various interests of both the 
government and submitters of information that are protected by Exemption 4. 43 
By so doing, it found that different interests are implicated depending upon 
whether the requested information was submitted voluntarily or under compul- 


36 Id, at 876-77. 

37 Id, at 875. 

38 Id, at 871, 879. 

39 113 S. Ct. 1579 (1993). 

40 See FOIA Update . Spring 1993, at 1. 

41 975 F.2d 871, 879 (D.C. Cir. 1992), cert, denied . 113 S, Ct. 1579 
(1993). 

42 498 F.2d 765, 770 (D.C. Cir. 1974). 

43 975 F.2d at 880. 

44 Id, at 879. 

45 Jd, at 877-79. 
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sion. 46 As to the government’s interests, the D.C. Circuit found, where sub- 
mission of the information is "compelled" by the government the interest pro- 
tected by nondisclosure is that of ensuring the continued reliability of the infor- 
mation. 1,7 On the other hand, it concluded, where information is submitted on 
a "voluntary" basis, the governmental interest protected by nondisclosure is that 
of ensuring the continued and full availability of the information. 48 

The D.C. Circuit found that this same dichotomy between compelled and 
voluntary submissions applies to the submitter’s interests as well: Where sub- 
mission of information is compelled, the harm to the submitter’s interest is the 
"commercial disadvantage" that is recognized under the National Parks "com- 
petitive injury” prong. 49 Where information is volunteered, on the other hand, 
the exemption recognizes a different interest of the submitter— that of protecting 
information that "for whatever reason, ‘would customarily not be released to 
the public by the person from whom it was obtained.”' 50 

Having delineated these various interests that are protected by Exemption 
4, the D.C. Circuit then noted that the Supreme Court had "encouraged the 
development of categorical rules” in FOIA cases "whenever a particular set of 
facts will lead to a generally predictable application." 51 The court found that 
the circumstances of the Critical Mass case— which involved voluntarily submit- 
ted reports-Ient themselves to such "categorical" treatment. 52 

Accordingly, the D.C. Circuit held that it was reaffirming the National 
Parks test for "determining the confidentiality of information submitted under 
compulsion,” but was announcing a categorical rule for the protection of infor- 
mation provided on a voluntary basis. 53 It declared that such voluntarily pro- 
vided information is "‘confidential’ for the purpose of Exemption 4 if it is of a 
kind that would customarily not be released to the public by the person from 
whom it was obtained." 54 It also emphasized that this categorical test for vol- 
untarily submitted information is "objective” and that the agency invoking it 


46 Id 

47 Id at 878. 

48 ]± 

49 Id 

50 Id (citing Sterling Drug. Inc, v. FTC . 450 F.2d 698, 709 (D.C. Cir. 
1971)). 

51 Id at 879 (citing United States Dep’t of Justice v. Reporters Comm, for 
Freedom of the Press . 489 U.S. 749 (1989)). 

52 Id 

53 Id 

54 Id. 


- 101 - 



EXEMPTION 4 


"must meet the burden of proving the provider's custom." 55 

Applying this test to the information at issue in the Critical Mass case, 
the D.C. Circuit agreed with the district court’s conclusion that the reports 
were commercial in nature, that they were provided to the agency on a volun- 
tary basis, and that the submitter did not customarily release them to the pub- 
lic. 56 Thus, the reports were found to be confidential and exempt from disclo- 
sure under this new test for Exemption 4. 57 

The D.C. Circuit concluded its opinion by observing the objection raised 
by the requester in the case that the new test announced by the court "may lead 
government agencies and industry to conspire to keep information from the 
public by agreeing to the voluntary submission of information that the agency 
has the power to compel." 58 The court dismissed this objection on the 
grounds that there is "no provision in FOIA that obliges agencies to exercise 
their regulatory authority in a manner that will maximize the amount of infor- 
mation that will be made available to the public through that Act” and that it 
did not "see any reason to interfere" with an agency’s "exercise of its own 
discretion in determining how it can best secure the information it needs." 39 

Applying Critical Mass 

The pivotal issue that has arisen as a result of the decision in Critical 
Mass . 60 is the distinction that the court drew between information "required" 
to be submitted to an agency and information provided "voluntarily." Although 
the Court of Appeals for the District of Columbia Circuit never expressly artic- 
ulated a definition of these two terms in its opinion in Critical Mass , the De- 


55 M, 

56 Id, at 880 (citing first district court decision and first panel decision in 
Critical Mass , which recognized that submitter made reports available on confi- 
dential basis to individuals and organizations involved in nuclear power produc- 
tion process pursuant to explicit nondisclosure policy). 

57 Id,; see also Allnet Communication Servs.. Inc, v. FCC . 800 F. Supp. 
984, 990 (D.D.C. 1992) (applying newly established Critical Mass test and 
holding that voluntarily submitted information properly withheld because it had 
been "amply demonstrated" that it would not be customarily released to public) 
(appeal pending). 

58 975 F.2d at 880. 

59 Id,; see Animal Legal Defense Fund v. Secretary of Agric. . 813 F. Supp. 
882, 892 (D.D.C. 1993) (based upon this holding in Critical Mass , court found 
that there was "nothing” it could do, "however much it might be inclined to do 
so," to upset agency regulations that permitted regulated entities to keep docu- 
ments "on-site, " outside possession of agency, and thus unreachable under 
FOIA) (non-FOIA case brought under Administrative Procedure Act). 

60 975 F,2d 871 (D.C. Cir. 1992) (en banc), cert, denied . 113 S. Ct. 1579 
(1993). 
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partment of Justice has issued policy guidance on this subject based upon an 
extensive analysis of the underlying rationale of the D.C. Circuit’s decision, as 
well as several other indications of the court’s intent. 61 It has concluded that a 
submitter’s voluntary participation in an activity-such as seeking a government 
contract or applying for a grant or a loan-does not govern whether any submis- 
sions made in connection with that activity are likewise "voluntary." 62 Rather 
than examining the nature of a submitter’s participation in an activity, agencies 
are advised to focus on whether submission of the information at issue was 
required by those who chose to participate. 63 The Department of Justice’s 
policy guidance on Critical Mass also points out that information can be "re- 
quired" to be submitted by a broad range of legal authorities, including infor- 
mal mandates that call for submission as a condition of doing business with the 
government. 64 Furthermore, the existence of agency authority to require sub- 
mission of information does not automatically mean such a submission is "re- 
quired”; the agency authority must actually be exercised in order for a par- 
ticular submission to be deemed "required." 65 

There has been only one case decided thus far that contains any detailed 
analysis of the Critical Mass distinction between "voluntary" and "required" 
submissions. 66 In that case, involving an application for approval to transfer a 
contract, the court found that the submission had been required both by the 
agency’s statute-which did not, on its face, apply to the submission at issue, 
but was found to apply based upon the agency’s longstanding practice of inter- 
preting the statute more broadly-and by the agency’s letter to the submitters 
which required them to "submit the documents as a condition necessary to 
receiving approval of their application.” 67 Using the same approach as the 
Department of Justice’s Critical Mass guidance, the court specifically held that 
"[ujnder Critical Mass , submissions that are required to realize the benefits of a 
voluntary program are to be considered mandatory." 68 


61 See FOIA Update . Spring 1993, at 3-5 ("OIP Guidance: The Critical 
Mass Distinction Under Exemption 4"); see also id. at 6-7 ("Exemption 4 Un- 
der Critical Mass : Step-By-Step Decisionmaking"). 

62 IcL at 5. 

63 RL; see also icR at 1 (pointing to significance of this guidance to pro- 
curement process and to its development in coordination with the Office of 

Federal Procurement Policy). 

64 IdL; accord Lvkes Bros. S.S. Co. v. Pena . No. 92-2780, slip op. at 8-11 
(D.D.C. Sept. 2, 1993) (submission "compelled" both by agency statute and by 
agency letter sent to submitters) (reverse FOIA suit). 

65 FOIA Update . Spring 1993, at 5; accord Government Accountability 
Project v. NRC . No. 86-1976, slip op. at 12 (D.D.C. July 2, 1993) (dicta). 

66 See Lvkes Bros. S.S, Co. v, Pena , slip op. at 7-11. 

67 Rh at 9. 

68 IcL; accord FOIA Update . Spring 1993, at 3-5. 
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There have been five other cases decided subsequent to Critical Mass that 
have applied the new voluntary/required distinction, but in none of these deci- 
sions did the courts set forth any rationale or analysis for their conclusions on 
this pivotal issue and instead the information at issue was either summarily 
declared to have been voluntarily provided 69 or, conversely, to have been re- 
quired. 70 

In one other case, the court discussed the applicability of the Critical 
Mass distinction to documents that had been provided to the agency not by their 
originator, but as a result of the unauthorized action of a confidential source. 71 
Although these documents were not actually at issue in the case, the court 
nevertheless elected to analyze their status under Critical Mass . 72 The court 
first noted that the decision in Critical Mass provided it with "little guidance" 
as those documents "had been produced voluntarily by the originator, without 
any intervening espionage." 73 The court nevertheless opined that in its case 
"the secret, unauthorized delivery" of the documents at issue made the submis- 
sion "‘involuntary’ in the purest sense," but that application of the "more strin- 
gent standard for involuntary transfer would contravene the spirit" of Critical 
Mass . 74 Thus, the court declared that in such circumstances the proper test 
for determining the confidentiality of the documents should be the "more per- 
missive standard" of Critical Mass , i.e., protection would be afforded if the 
information was of a kind that is not customarily released to the public by the 
subminer. 75 

Under Critical Mass , once information is determined to be voluntarily 
provided it is to be afforded protection as "confidential" information "if it is of 
a kind that would customarily not be released to the public by the person from 


69 See Environmental Technology. Inc, v. EPA . 822 F. Supp. 1226, 1229 
(E.D. Va. 1993) (unit price information) (reverse FOIA suit); McDonnell 
Douglas Corp. v. Rice . No. 92-2211, transcript at 35 (D.D.C. Sept. 30, 1992) 
(bench order) (exercised option price) (non-FOIA case brought under Adminis- 
trative Procedure Act) (petition for reh’g pending); Cohen. Dunn & Sinclair. 
DC. v. GSA , No. 92-0057-A, transcript at 28 (E.D. Va. Sept. 10, 1992) 
(bench order) (unit price information). 

70 See Africa Fund v. Mosbacher . No. 92-289, slip op. at 15-16 & n.3 
(S.D.N.Y. May 26, 1993) (information concerning export license applications); 
Citizens Comm’n on Human Rights v, FDA . No. 92-5313, slip op. at 15 (C.D. 
Cal. May 10, 1993) (information concerning New Drug Application). 

71 Government Accountability Project v. NRC . slip op. at 2. 

72 See icf at 10. 

73 Ich at 11-12. 

74 Id at 12. 

75 ID; see also ich at 11 (citing Critical Mass . 975 F.2d at 879). 
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whom it was obtained." 76 The D.C. Circuit observed in Critical Mass that 
this test was "objective" and that the agency invoking it "must meet the burden 
of proving the provider’s custom.” 71 The subsequent cases that have applied 
this "customary treatment" standard to information found to have been vol- 
untarily submitted contain rather limited and often conclusory discussions of the 
showing necessary to satisfy it. 78 Nevertheless, in one of these cases the court 
did provide some useful elaboration by specifically noting and then rejecting, as 
"vague hearsay," the requester’s contention that there had been "prior, unre- 
stricted disclosure" of the information at issue. 79 In so doing, the court ex- 
pressly found the requester’s evidence to be "nonspecific” and lacking precision 
"regarding dates and times" of the alleged disclosures; conversely, it noted that 
the submitter had "provided specific, affirmative evidence that no unrestricted 
disclosure" had occurred. 80 Accordingly, the court concluded that it had been 
"amply demonstrated” that the information satisfied the customary treatment 
standard of Critical Mass . 81 

In creating this customary treatment standard, the D.C. Circuit in Critical 
Mass articulated the test as dependent upon the treatment afforded the informa- 
tion by the individual submitter and not the treatment afforded the information 
by an industry as a whole. 82 This approach has been followed by all the cases 
applying the customary treatment standard thus far, although one court also 


76 975 F.2d at 879. 

77 I<L 

78 See Government Accountability Project v. NRC . slip op. at 11 (it "is not 
to be doubted" that documents are "unavailable to the public"); Environmental 
Technology. Inc, v. EPA . 822 F. Supp. at 1229 (it is "readily apparent that the 
information is of a kind that [the submitter] would not customarily share with 
its competitors or with the general public”); McDonnell Douglas Corp. v. Rice , 
transcript at 35 ("it is not challenged that [the submitter] does not customarily 
make available to the public the prices it proposes in its contract bids"); Cohen. 
Dunn & Sinclair. P.C. v. GSA . transcript at 27 (pricing information "is of a 
kind that would customarily not be released to the public by the entity from 
which it is obtained"); Harrison v. Lujan . No. 90-1512, slip op. at 1 (D.D.C. 
Dec. 8, 1992) (agency’s "uncontradicted evidence . . . establishes that the 
documents at issue contain information that the provider would not customarily 
make available to the public"); Alinet Communication Servs.. Inc, v. FCC . 800 
F. Supp. 984, 990 (D.D.C. 1992) ("it has been amply demonstrated that [the 
submitters] would not customarily release the information to the public") (ap- 
peal pending). 

79 See Alinet Communication Servs.. Inc, v. FCC . 800 F. Supp. at 989. 

80 Id. 

81 Id. at 990. 

82 See 975 F.2d at 872, 878, 879, 880; accord FOIA Update . Spring 1993, 
at 7 (advising agencies applying customary treatment standard to examine treat- 
ment afforded information by individual submitter). 
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found it "relevant" that the requester-who was a member of the same industry 
as the submitters-had, "up until the eve of trial," taken the position that the 
type of information at issue ought not to be released. 83 Further, as applied by 
the D.C. Circuit in Critical Mass , the customary treatment standard allows for 
some disclosures of the information to have been made, provided that such 
disclosures were not made to the general public. 84 

As a matter of sound administrative practice the Department of Justice 
has advised agencies to employ procedures analogous to those set forth in Exec- 
utive Order No. 12,600 s5 when making determinations under the customary 
treatment standard. 86 (For a further discussion of the Executive Order and its 
requirements, see Competitive Harm Prong of National Parks , and "Reverse" 
FOIA, below.) Accordingly, whenever an agency is uncertain of a submitter’s 
customary treatment of requested information, the submitter should be notified 
and given an opportunity to provide the agency with a description of its treat- 
ment of the information, including any disclosures that are customarily made 
and the conditions under which such disclosures occur. 87 

Impairment Prong of National Parks 

For information that is "required" to be submitted to an agency, the 
Court of Appeals for the District of Columbia Circuit has held that the tests for 
confidentiality originally established in National Parks & Conservation Ass’n v. 
Morton . 88 continue to apply. 89 The first of these tests, the impairment prong, 
traditionally had been found to be satisfied when an agency demonstrated that 
the information at issue was provided voluntarily and that submitting entities 
would not provide such information in the future if it were subject to public 
disclosure. 90 Conversely, protection under the impairment prong traditionally 


83 Cohen. Dunn & Sinclair. P.C. v. GSA . transcript at 27. 

84 §ee 975 F.2d at 880 (specifically citing to lower court decision that noted 
records had been provided to numerous interested parties under nondisclosure 
agreements, but had not been provided to public-at-large); accord FOIA Up- 
date . Spring 1993, at 7 (advising agencies that customary treatment standard 
allows submitter to have made some disclosures of information, provided such 
disclosures are not "public" ones). 

85 3 C.F.R. 235 (1988), reprinted in 5 U.S.C. § 552 note (1988) and in 
FOIA Upda te. Summer 1987, at 2-3. 

86 FOIA Update . Spring 1993, at 7. 

87 ]&. 

88 498 F.2d 765, 770 (D.C. Cir. 1974). 

89 Critical Mass . 975 F.2d 871. 880 (D.C. Cir. 1992) (en banc), cert, 
denied . 113 S. Ct. 1579 (1993). 

90 See, e.g. . Bowen v. FDA . 925 F.2d 1225, 1228 (9th Cir. 1991) (manu- 

(continued...) 
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has been denied when it was determined that the benefits associated with sub- 
mission of particular information made it unlikely that the agency’s ability to 
obtain future such submissions would be impaired. yi 


w (... continued) 

facturing formulas, processes, quality control and internal security measures 
submitted voluntarily to FDA to assist with cyanide-tampering investigations 
protected pursuant to impairment prong because agencies relied heavily on such 
information and would be less likely to obtain it if businesses feared it would be 
made public); Klavman & Guriev v. United States Dep't of Commerce . No. 88- 
0783, slip op. at 4 (D.D.C. Apr. 17, 1990); ISC Group v. POD . No. 88-0631, 
slip op. at 7 (D.D.C. May 22, 1989); Landfair v. United States Dep’t of the 
Army . 645 F. Supp. 325, 328 (D.D.C. 1986); Carlisle Tire & Rubber Co. v. 
Customs Serv. . 1 Gov’t Disclosure Serv. (P-H) 1 79,162, at 79,268 (D.D.C. 

Nov. 21, 1979) (impairment prong satisfied when agency’s guarantee of confi- 
dentiality was essential to voluntary cooperation of foreign manufacturers in 
providing "essential" information), aff d in part, rev’d in part on other erounds . 
663 F.2d 210 (D.C. Cir. 1980).. ' ~~ 

91 See, e.g. . Buffalo Evening News, Inc, v. SBA . 666 F. Supp. 467, 471 
(W.D.N.Y. 1987) (no impairment because it is unlikely that borrowers would 
decline benefits associated with obtaining loans simply because status of loan 
was released); Daniels Mfg. Corn, v, POD . No. 85-291, slip op. at 6 (M.D. 

Fla. June 3, 1986) (no impairment when submission "virtually mandatory” if 
supplier wished to do business with government); Badhwar v. United States 
Dep’t of the Air Force . 622 F. Supp. 3364, 1377 (D.D.C. 1985) (same), affd 
in part & rev’d in part on other grounds . 829 F.2d 182 (D.C. Cir. 1987); 
Racal-Mileo Gov’t Svs. v. SBA . 559 F. Supp. 4, 6 (D.D.C. 1981) (no impair- 
ment because ”[i]t is unlikely that companies will stop competing for Govern- 
ment contracts if the prices contracted for are disclosed"); see also Kev Bank of 
Me.. Inc, v. SBA . No. 91-362-P, slip op. at 7 (D. Me. Dec. 31, 1992) (no im- 
pairment based on speculative assertion that public disclosure of Dun & Brad- 
street reports will adversely affect company’s profits and thus make it "un- 
likely" that credit agencies will do business with government; this "intimation 
regarding impairment of profits in no way speaks to the ability of affected 
credit agencies to continue to exist and supply needed data"); RMS Indus, v. 
POD . No. C-92-1545, slip op. at 7 (N.D. Cal. Nov. 24, 1992) (no impairment 
for "contract bid prices, terms and conditions . . . since bids by nature are 
offers to provide goods and/or services for a price and under certain terms and 
conditions”); Wiley Rein & Fielding v. United States Dep’t of Commerce . 782 
F. Supp. 675, 677 (D.D.C. 1992) (no impairment given fact that requested doc- 
uments contained no "sensitive information" and there was "no reason to be- 
lieve" that such information would not be provided in future), appeal dismissed 
as moot . No. 92-5122 (D.C. Cir. Mar. 8, 1993). But see Orion Research. Inc. 
v. EPA . 615 F.2d 551, 554 (1st Cir.) (finding impairment for technical pro- 
posals submitted in connection with government contract because release 
"would induce potential bidders to submit proposals that do not include novel 
ideas”), cert, denied . 449 U.S. 833 (1980); RMS Indus, v. POD , slip op. at 7 
(finding impairment for equipment descriptions, employee, customer, and sub- 
contractor names submitted in connection with government contract because 

(continued...) 
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Under the new categorical test announced by the D.C. Circuit in Critical 
Mass , the voluntary character of an information submission is now sufficient to 
render it exempt, provided the information would not be customarily released to 
the public by the submitter. 92 (For a further discussion of this point, see Ap- 
plying Critical Mass , above.) In this regard, the D.C. Circuit has made it clear 
that an agency’s unexercised authority, or mere "power to compel" submission 
of information, does not preclude such information from being provided to the 
agency "voluntarily." 93 This holding was compatible with several decisions 
rendered prior to Critical Mass that had protected information under the impair- 
ment prong despite the existence of agency authority that could have been used 
to compel its submission. 94 

As a result of the D.C. Circuit’s ruling in Critical Mass the significance 
of the impairment prong is undoubtedly diminished. 95 Nevertheless, the D.C. 
Circuit recognized that even when agencies require submission of information 
"there are circumstances in which disclosure could affect the reliability of such 
data." 96 Thus, in the aftermath of Critical Mass , the impairment prong of 


9l (... continued) 

"bidders only submit such information if it will not be released to their com- 
petitors 1 '); Cohen. Dunn & Sinclair. P.C. v. GSA . No. 92-0057-A, transcript at 
29 (E.D. Va. Sept. 10, 1992) (bench order) (finding impairment for detailed 
unit price information despite lack of "actual proof of a specific bidder being 
cautious in its bid or holding back"). 

92 975 F.2d at 879. 

93 IcL at 880; see FOIA Update . Spring 1993, at 5 ("OIP Guidance: The 
Critical Mass Distinction Under Exemption 4"); see also id. at 6-7 ("Exemption 
4 Under Critical Mass : Step-By-Step Decisionmaking"). 

94 See Timken Co. v. United States Customs Serv. . 3 Gov’t Disclosure 
Serv. (P-H) 1 83,234, at 83,974 (D.D.C. June 24, 1983); Klavman & Gurley 
v. Department of Commerce , slip op. at 5-6; see also, e.g. . Public Citizen 
Health Research Group v. FDA . 704 F.2d 1280, 1291 n.29 (D.C. Cir. 1983) 
(whether submissions are mandatory was a factor to be considered in an im- 
pairment claim, but was "not necessarily dispositive"); Washington Post Co. v. 
HHS . 690 F.2d 252, 268-69 (D.C. Cir. 1982); Durnan v. United States Pep’t 
of Commerce . 777 F. Supp. 965, 967 (D.D.C. 1991); Atkinson v. SEC . No. 
83-2030, slip op. at 4 (D.D.C. Oct. 27, 1983); Stewart v. Customs Serv. , 2 
Gov’t Disclosure Serv. (P-H) 1 81,140, at 81,380 (D.D.C. Feb. 6, 1981). But 
see Teich v. FDA . 751 F. Supp. 243, 251 (D.D.C. 1990) ("[W]here compelled 
cooperation will obtain precisely the same results as voluntary cooperation, an 
impairment claim cannot be countenanced,") (decided prior to Critical Mass and 
thus now in conflict with that decision), appeal voluntarily dismissed . No. 91- 
5023 (D.C. Cir. July 2, 1992). 

93 See FOIA Update . Spring 1993, at 7. 

96 Critical Mass . 975 F.2d at 878 (citing Washington Post Co. v. HHS . 690 
F.2d at 268-69); see also ISC Group v. POD , slip op. at 8 (report voluntarily 

(continued...) 
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National Parks now applies to those situations where information is required to 
be provided, but where disclosure of that information under the FOIA will 
result in a diminution of the "reliability” or "quality" of what is submitted. 97 

If an agency determines that release will not cause impairment, that deci- 
sion should be given extraordinary deference by the courts. 98 In this regard 
there are two conflicting decisions addressing the feasibility of a submitter 
raising the issue of impairment on behalf of an agency. In one, the district 
court ruled that a submitter has "standing” to raise the issue of impairment; 99 
but in a more recent case, the Court of Appeals for the Fourth Circuit specif- 
ically refused to allow a submitter to make an impairment argument on the 
agency’s behalf. 100 

A decade ago, in Washington Post Co, v. HHS . the D.C. Circuit held 
that an agency must demonstrate that a threatened impairment is "significant," 
because a "minor” impairment is insufficient to overcome the general disclosure 
mandate of the FOIA. 101 Moreover, in Washington Post the D.C. Circuit 


96 (... continued) 

submitted "may contain more information and be more helpful" to agency "than 
any information submitted pursuant to a compulsory production demand"). But 
see Silverberg v. HHS . No. 89-2743, slip op. at 11-12 (D.D.C. June 14, 1991) 
(rejecting, as "entirely speculative," claim of qualitative impairment based on 
contention that laboratory inspectors-who work, in teams of three and whose 
own identities are protected— would fear litigation and thus be less candid if 
names of laboratories they inspected were released), appeal dismissed per stipu- 
lation . No. 91-5255 (D.C. Cir. Sept. 2, 1993); Teich v. FDA . 751 F. Supp. at 
252 (rejecting, as "absurd,” contention that companies would be less likely to 
conduct and report safety tests to FDA for fear of public disclosure because 
companies’ own interests in engendering good will and in avoiding product 
liability suits is assurance that they will conduct "the most complete testing 
program" possible). 

97 See 975 F.2d at 878; accord Africa Fund v. Mosbacher . No. 92-289, slip 
op. at 17 (S.D.N.Y. May 26, 1993) (protection of information submitted with 
export license applications "fosters the provision of full and accurate informa- 
tion"). 

98 See, e.e. . General Elec. Co. v. NRC . 750 F.2d 1394, 1402 (7th Cir. 
1984) (observing that there is not "much room for judicial review of the quin- 
tessentially managerial judgment" that disclosure will not cause impairment); 
AT&T Info. Svs. v. GSA . 627 F. Supp. 1396, 1401 (D.D.C. 1986) (finding 
that the agency "‘is in the best position to determine the effect of disclosure on 
its ability to obtain necessary technical information’ " (quoting Orion Research, 
Inc, v. EPA . 615 F.2d at 554)), rev’d on procedural grounds & remanded . 810 
F.2d 1233 (D.C. Cir. 1987). 

99 United Technologies Corp. v. HHS . 574 F. Supp. 86, 89 (D. Del. 1983). 

100 Hercules. Inc, v. Marsh . 839 F.2d 1027, 1030 (4th Cir. 1988). 

101 690 F.2d at- 269. 
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held that the factual inquiry concerning the degree of impairment "necessarily 
involves a rough balancing of the extent of impairment and the importance of 
the information against the public interest in disclosure." 102 Because the case 
was remanded for further proceedings, the court found it unnecessary to decide 
the details of such a balancing test at that time. 103 

Five years later, in the first panel decision in Critical Mass , the D.C. 
Circuit cited Washington Post to reiterate that a threatened impairment must be 
significant, but it made no mention whatsoever of a balancing test. 104 The 
notion of a balancing test was resurrected in a subsequent decision of the D.C. 
Circuit in the Washington Post case. 105 This time the D.C. Circuit elaborated 
on the balancing test-even suggesting that it might apply to all aspects of Ex- 
emption 4, not just the impairment prong-and held that "information will be 
withheld only when the affirmative interests in disclosure on the one side are 
outweighed by the factors identified in National Parks I (and its progeny) mili- 
tating against disclosure on the other side." 10 * Because the case was remand- 
ed once again (and ultimately was settled), the court did not actually rule on the 
outcome of such a balancing process. 107 

The district court decision in Critical Mass , on remand from the first 
panel decision of the D.C. Circuit, is the only decision to date to explicitly 
apply this balancing test under the impairment prong of Exemption 4. 108 (Al- 
though it did not expressly reference the term, one other district court has 
utilized a balancing test in ruling under the competitive harm prong. 109 For 
further discussion of this point, see Competitive Harm Prong of National Parks , 
below.) In Critical Mass , the district court held that a consumer organization 
requesting information bearing upon the safety of nuclear power plants had "no 
particularized need of its own" for access to the information and thus was "re- 
mitted to the general public interest in disclosure for disclosure’s sake to sup- 
port its request." 110 Although the court conceded that the public has an inter- 


102 Id, 

103 Id, 

104 830 F.2d 278, 286 (D.C. Cir. 1987), vacated en banc . 975 F.2d 871 
(D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 (1993). 

105 865 F.2d 320, 326-27 (D.C. Cir. 1989). 

106 Id, at 327. 

107 Id, at 328. 

108 731 F. Supp. 554, 555-56 (D.D.C. 1990), rev’d in part on other 
grounds & remanded . 931 F.2d 939 (D.C. Cir.), vacated & reh’g en banc 
granted . 942 F.2d 799 (D.C. Cir. 1991), grant of summary judgment to agency 
affd en banc . 975 F.2d 871 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 
(1993). 

109 See Teich v. FDA . 751 F. Supp. at 243. 

110 731 F. Supp. at 556. 
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est "of significantly greater moment than idle curiosity" in information concern- 
ing the safety of nuclear power plants, that same interest was shared by the 
NRC and the submitter of the information and their interest in preventing dis- 
closure was deemed to be of "a much more immediate and direct nature." 111 
Curiously, when this decision in Critical Mass was subsequently reviewed by 
the both a second panel of the D.C. Circuit and then by the entire D.C. Circuit 
sitting en banc, no mention w-as made of any balancing test under Exemption 
4. 113 


Competitive Harm Prong of National Parks 

The great majority of Exemption 4 cases have involved the competitive 
harm prong of the test for confidentiality established in National Parks & Con- 
servation Ass’n v. Morton . 113 In order for an agency to make a determina- 
tion under this prong it is essential that the submitter of the requested informa- 
tion be given an opportunity to provide the agency with its views on the possi- 
ble competitive harm that would be caused by disclosure. While such an op- 
portunity had long been voluntarily afforded submitters by several agencies and 
had been recommended by the Department of Justice, 114 it is now required by 
executive order. Executive Order No. 12,600 !15 now provides for mandatory 
notification of submitters of confidential commercial information whenever an 
agency "determines that it may be required to disclose" such information under 
the FOIA. 116 Once submitters are notified, they must be given a reasonable 
period of time within which to object to disclosure of any of the requested 
information. 117 The Executive Order requires that agencies give careful con- 
sideration to the submitters’ objections and provide them with a written state- 
ment explaining why any such objections are not sustained. 118 (For a further 
discussion of these procedures, see "Reverse" FOIA, below.) If an agency de- 
cides to invoke Exemption 4 and that decision is subsequently challenged in 
court by a FOIA requester, the submitter’s objections to disclosure-usually 
provided in an affidavit filed in conjunction with the agency’s papers— will, in 
turn, be evaluated and relied upon by the court in determining the propriety of 


111 LL 

112 See 931 F.2d 939, 945-47 (D.C. Cir.), vacated & reh’g en banc grant- 
ed, 942 F.2d 799 (D.C. Cir. 1991), grant of summary judgment to agency aff d 
en banc . 975 F.2d 871 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 (1993). 

113 498 F.2d 765, 770 (D.C. Cir. 1974). 

114 See FOIA Update . June 1982, at 3. 

115 3 C.F.R. 235 (1988), reprinted in 5 U.S.C. § 552 note (1988) and in 
FOIA Update . Summer 1987, at 2-3. 

116 Exec. Order No. 12,600, § 1. 

117 Id, § 4. 

118 Id, § 5. 
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the exemption claim. 119 

The courts have tended to resolve issues of competitive harm on a case- 
by-case basis rather than by establishing general guidelines. For example, in 
some contexts customer names have been withheld because disclosure would 
cause substantial competitive harm 120 and in other contexts customer names 
have been ordered released because disclosure would not cause substantial com- 
petitive harm. 121 The individualized and sometimes conflicting determinations 
indicative of competitive harm holdings is well illustrated in one case in which 
the Court of Appeals for the District of Columbia Circuit originally affirmed a 
district court’s decision which found that customer names of "CAT" scanner 
manufacturers were protected, 122 but subsequently vacated that decision upon 
the death of one of its judges. 123 On reconsideration, the newly constituted 
panel found that disclosure of the customer list raised a factual question as to 


119 See, e.g, . North Carolina Network for Animals v. United States Dep’t 
of Agric. . No. 90-1443, slip op. at 8 (4th Cir. Feb. 5, 1991) (noting absence of 
sworn affidavits or detailed justification for withholding from submitters of 
information); Wiley Rein & Fielding v. United States Dep’t of Commerce . 782 
F. Supp. 675, 676 (D.D.C. 1992) (noting that "no evidence" was provided to 
indicate that submitters objected to disclosure), appeal dismissed as moot . No. 
92-5122 (D.C. Cir. Mar. 8, 1993); Brown v. Department of Labor . No. 89- 
1220, slip op. at 6 (D.D.C. Feb. 15, 1991), appeal dismissed . No. 91-5108 
(D.C. Cir. Dec. 3, 1991); Teich v. FDA . 751 F. Supp. 243, 254 (D.D.C. 

1990) (after striking original declaration of submitter "on basic fairness 
grounds," court found submitter then "not able to support its position"), appeal 
voluntarily dismissed . No. 91-5023 (D.C. Cir. July 2, 1992); Black Hills Alli- 
ance v. United States Forest Serv. . 603 F. Supp. 117, 121 (D.S.D. 1984) (dis- 
closure ordered with court noting that *[i]t is significant that [the submitter] 
itself has not submitted an affidavit addressing" the issue of competitive harm); 
see also Durnan v. United States Dep’t of Commerce . 777 F. Supp. 965, 967 
(D.D.C. 1991) (rejecting challenge to agency’s reliance on submitter’s declara- 
tion, finding it entirely "relevant" to competitive harm determination); Silver- 
berg v. HHS . No. 89-2743, slip op. at 2-3 (D.D.C. June 26, 1990) (where only 
some submitters made objections to disclosure, court permitted requester to 
obtain copies of those objections through discovery to enable him to substantiate 
his claim that not all submitters were entitled to Exemption 4 protection) (dis- 
covery order). 

110 See, e.g. . RMS Indus, v. POD . No. C-92-1545, slip op. at 7 (N.D. 

Cal. Nov, 24, 1992); Goldstein v. ICC . No. 82-1511, slip op. at 6 (D.D.C. 

July 31, 1985) (case reopened and customer names found protectible); BDM 
Coro, v. SBA . 2 Gov’t Disclosure Serv. (P-H) 1 81,044, at 81,120 (D.D.C. 
Dec. 4, 1980). 

121 See, e.g. . Ivanhoe Citrus Ass’n v. Handlev . 612 F. Supp. 1560, 1566 
(D.D.C. 1985); Braintree Elec. Light Dep’t v. Department of Energy . 494 F. 
Supp. 287, 290 (D.D.C. 1980). 

122 Greenberg v. FDA . 775 F.2d 1169, 1172-73 (D.C. Cir. 1985). 

123 Greenberg v. FDA . 803 F.2d 1213, 1215 (D.C. Cir. 1986). 
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the showing of competitive harm that precluded the granting of summary judg- 
ment after all. 124 

Actual competitive harm need not be demonstrated for purposes of the 
competitive harm prong; evidence of "actual competition and a likelihood of 
substantial competitive injury" is all that need be shown.' 25 One court, how- 
ever, has gone so far as to employ a balancing test under this prong-although it 
never expressly referred to it as such or cited to any authority supporting its 
application-finding that disclosure of certain safety and effectiveness data per- 
taining to a medical device was "unquestionably in the public interest" and that 
the benefit of releasing this type of information "far outstrips the negligible 
competitive harm" alleged by the submitter. 136 (For a further discussion of 
this point, see Impairment Prong of National Parks , above.) 

Although conclusory allegations of harm are unacceptable, 123 it is clear 
that "elaborate antitrust proceedings" are not required. 128 One court conclud- 
ed that disclosure of certain wage information would cause competitive harm 
based upon the fact that the requester, who was a competitor of the submitter, 


m ld, at 1219. 

125 CNA Fin. Corp. v. Donovan . 830 F.2d 1132, 1152 (D.C. Cir. 1987), 
cert, denied . 485 U.S. 977 (1988); see, e.e. . Gulf & Western Indus, v. United 
States . 615 F.2d 527, 530 (D.C. Cir. 1979); accord NBC v. SBA . No. 92 Civ. 
6483, slip op. at 5 n.3 (S.D.N.Y. Jan. 28, 1993) (although court noted that 
agency "should have provided more details" regarding possible competitive 
harm, generalized sworn declaration from submitter found sufficient); Journal 
of Commerce. Inc, v. United States Dep't of the Treasury . No. 86-1075, slip 
op. at 4 (D.D.C. June 1, 1987) (submitter not required to document or pinpoint 
actual harm, but need only show its likelihood) (partial grant of summary judg- 
ment), renewed motion for summary judgment granted (D.D.C. Mar. 30, 

1988); see also Hercules. Inc, v. Marsh . 659 F. Supp. 849, 854 (W.D. Va. 
1987) (given fact that contract always awarded to submitter, protection under 
competitive harm prong unavailable as submitter failed to meet "threshold 
requirement" of facing competition) (reverse FOIA suit), affd . 839 F.2d 1027 
(4th Cir. 1988). 

126 Teich v. FDA . 751 F. Supp. at 253. But cf. Citizens Comm’n on Hu- 
man Rights v. FDA . No. 92-5313, slip op. at 18 (C.D. Cal. Miy 10, 1993) 
(finding competitive harm and so protecting research data used to support safety 
and effectiveness of pharmaceutical drug). 

127 See, e.g. . Lvkes Bros. S.S. Co. v. Pena . No. 92-2780, slip op. at 13 
(D.D.C. Sept. 2, 1993) (submitters "required to make assertions with some 
level of detail as to the likelihood and the specific nature of the competitive 
harm they predict") (reverse FOIA suit). 

128 National Parks & Conservation Ass’n v. Kleppe . 547 F.2d 673, 681 
(D.C. Cir. 1976); accord Public Citizen Health Research Group v. FDA . 704 
F.2d 1280, 1291 (D.C. Cir. 1983). 
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had requested confidential treatment for its own similar submission. 129 In de- 
nying a competitive harm claim, another court noted that because the requested 
information pertained to every laboratory in a certain program, disclosure 
would not create a competitive advantage for any one of them because "each 
laboratory would have access to the same type of information as every other 
laboratory in the program." 130 

Some courts have utilized a "mosaic" approach to sustain a finding of 
competitive harm, thereby protecting information that would not in and of itself 
cause harm, but which would be harmful when combined with information al- 
ready available to the requester. 131 In one case where it was found that a com- 
pany’s labor costs would be revealed by disclosure of its wage rate and man- 
hour information, the court employed what could be called a "reverse-mosaic" 
approach and ordered release of the wage rates without the manhour informa- 
tion, finding that release of one without the other would not cause the company 
competitive harm. 132 

Many courts have held that if the information sought to be protected is 
itself publicly available through other sources, disclosure under the FOIA will 
not cause competitive harm and Exemption 4 is not applicable. 133 (The public 


129 HLI Lordship Indus, v. Committee for Purchase from the Blind & Other 
Severely Handicapped . 663 F. Supp. 246, 251 (E.D. Va. 1987). 

130 Silverbere v. HHS . No. 89-2743, slip op. at 10 (D.D.C. June 14, 

1991), appeal dismissed per stipulation . No. 91-5255 (D.C. Cir. Sept. 2, 1993); 
see also Carolina Biological Supply Co. v. United States Dep’t of Agric. . No. 
93CV00113, slip op. at 8 (M.D.N.C. Aug. 2, 1993) (competitive harm unlikely 
when all companies in same business will have equal access to disputed infor- 
mation) (reverse FOIA suit). 

131 See, e.g. . Lederle Lab, v. HHS . No. 88-0249, slip op. at 22-23 
(D.D.C. July 14, 1988) (scientific tests and identities of agency reviewers 
withheld because disclosure would permit requester to "indirectly obtain that 
which is directly exempted from disclosure"); Timken Co. v. United States 
Customs Serv. . 491 F. Supp. 557, 559 (D.D.C. 1980); Carlisle Tire & Rubber 
Co. v. United States Customs Serv. . 1 Gov’t Disclosure Serv. (P-H) 1 79,162, 
at 79,269 (D.D.C. Nov. 21, 1979). 

132 Painters Dist. Council Six v, GSA . No. 85-2971, slip op. at 8 (N.D. 
Ohio July 23, 1986); see also Lvkes Bros. S.S. Co. v. Pena , slip op. at 15 
(submitter failed to show any harm given fact that proposed disclosures would 
"redact all price terms, financial terms, rates and the like"); San Jose Mercury 
News v. Department of Justice . No. 88-20504, slip op. at 4-5 (N.D. Cal. Apr. 
17, 1990) (no harm once company name and other identifying information 
deleted from requested forms). 

133 See, e.g. . Anderson v. HHS . 907 F.2d 936, 952 (10th Cir. 1990) ("[N]o 
meritorious claim of confidentiality" can be made for documents which are in 
the public domain.); CNA Fin. Corp, v. Donovan . 830 F.2d at 1154; Continen- 
tal Stock Transfer & Trust Co. v. SEC . 566 F.2d 373, 375 (2d Cir. 1977); 

(continued...) 
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availability of information has also defeated an agency’s impairment claim. 134 ) 
One court has held, however, that simply because individuals subject to a drug 
test had "a right of access to the performance and testing information" of the 
laboratory conducting their tests, that did "not make the [requested] information 
[concerning all certified laboratories] publicly available." 135 

The feasibility of "reverse engineering" has been considered in evaluating 
a showing of competitive harm. In Worthington Compressors. Inc, v. Cos- 
tie. 136 the D C. Circuit held that the cost of reverse engineering (i.e. , the cost 
of obtaining a finished product and dismantling it to learn its constituent ele- 
ments) is a pertinent inquiry and that the test should be "whether release of the 
requested information, given its commercial value to competitors and the cost 
of acquiring it through other means, will cause substantial competitive harm to 
the business that submitted it." 137 (This inquiry into the possibility of reverse 
engineering is not applicable to documents withheld under the trade secret 
category of Exemption 4. 138 ) 

In Worthington Compressors , the D.C. Circuit pointed out that agency 
disclosures of information that benefit competitors at the expense of submitters 


133 (... continued) 

MCI Telecommunications Corp, v, GSA . No. 89-0746, slip op. at 17 (D.D.C. 
Mar. 25, 1992); International Computaprint v. United States Dep’t of Com- 
merce . No. 87-1848, slip op. at 13 (D.D.C. Aug. 16, 1988) (reverse FOIA 
suit); Goldstein v. ICC , slip op. at 2; Trend Imports Sales. Inc, v. EPA . 3 
Gov’t Disclosure Serv. (P-H) 5 83,115, at 83,707 (D.D.C. Mar. 1, 1983). 

134 See Farmworkers Legal Servs. v. United States Dep’t of Labor . 639 F. 
Supp. 1368, 1371 (E.D.N.C. 1986). 

135 Silverberg v. HHS . slip op. at 7 (D.D.C. June 14, 1991); see also All- 
net Communication Servs.. Inc, v. FCC . 800 F. Supp. 984, 989 (D.D.C. 1992) 
(nonspecific allegation of prior, unrestricted disclosure insufficient to remove 
Exemption 4 protection in light of specific, affirmative evidence that no unre- 
stricted disclosure had occurred) (appeal pending). 

136 662 F.2d 45, 52 (D.C. Cir.), supplemental opinion sub nom. Worthing- 
ton Compressors. Inc, v. Gorsuch . 668 F.2d 1371 (D.C. Cir. 1981). 

137 Accord Greenberg v. FDA . 803 F.2d at 1218; Daniels Mfg. Corp. v. 
POD . No. 85-291, slip op. at 7-8 (M.D. Fla. June 3, 1986); Air Line Pilots 
Ass’n Inf 1 v. FAA . 552 F. Supp. 811, 814 (D.D.C. 1982); see also Zotos IntT 
v. Young . 830 F.2d 350, 353 (D.C. Cir. 1987) (if commercially valuable infor- 
mation has remained secret for many years, it is incongruous to argue that it 
may be readily reverse-engineered) (non-FOIA case). 

138 See Pacific Skv Supply, Inc, v. Department of the Air Force . No. 86- 
2044, slip op. at 2-3 (D.D.C. Dec. 16, 1987) (refusing to consider feasibility of 
reverse engineering for documents withheld as trade secrets because once trade 
secret determination is made, documents "‘are exempt from disclosure, and no 
further inquiry is necessary’" (quoting Public Citizen Health Research Group v, 
FDA . 704 F.2d at 1286)). 
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deserve "close attention" by the courts. 139 As the court of appeals observed: 

Because competition in business turns on the relative costs and 
opportunities faced by members of the same industry, there is a 
potential windfall for competitors to whom valuable information is 
released under FOIA. If those competitors are charged only mini- 
mal FOIA retrieval costs for the information, rather than the con- 
siderable costs of private reproduction, they may be getting quite a 
bargain. Such bargains could easily have competitive consequences 
not contemplated as part of FOIA’s principal aim of promoting 
openness in government. 140 

Further, neither the willingness of the requester to restrict circulation of 
the information nor a claim by the requester that it is not a competitor of the 
submitter should logically defeat a showing of competitive harm. The question 
is whether "public disclosure" would cause harm; there is no "middle ground 
between disclosure and nondisclosure.” 141 Additionally, the mere passage of 
time does not necessarily erode Exemption 4 protection, provided that disclo- 
sure of the material would still be likely to cause substantial competitive 
harm. 142 


139 662 F.2d at 51. 

140 Mr accord Washington Psychiatric Soc’v v. PPM . No. 87-1913, siip 
op. at 5 (D.D.C. Oct. 13, 1988); Pacific Skv Supply. Inc, v. Department of the 
Air Force . No. 86-2044, slip op. at 9 (D.D.C. Sept. 29, 1987), modified 
(D.D.C. Nov. 20, 1987), motion to amend judgment denied (D.D.C. Dec. 16, 
1987); Air Line Pilots Ass’n v. FA A . 552 F. Supp. 811, 814 (D.D.C. 1982); 
see also Allnet Communication Servs.. Inc, v. FCC . 800 F. Supp. at 988-89 
(noting submitter’s twenty-two million dollar investment and rejecting request- 
er’s argument that receipt of seven million dollars in annual sales revenue is 
somehow ”de minimis"); SMS Data Prods. Group. Inc, v. United States Dep’t 
of the Air Force . No. 88-0481, slip op. at 7 (D.D.C. Mar. 31, 1989) (noting 
that release would allow competitors access to information that they would have 
to spend "considerable funds" to develop on their own). 

141 Seawell. Dalton. Hughes & Timms v. Export-Import Bank . No. 84-241, 
slip op. at 2 (E.D. Va. July 27, 1984); Burke Energy Corp. v. Department of 
Energy for the United States . 583 F. Supp. 507, 512 (D. Kan. 1984). 

142 See, e.g. . Burke Energy Corp, v. Department of Energy for the United 
States . 583 F. Supp. at 514 (nine-year-old data protected); Timken Co. v. Unit- 
ed States Customs Serv. . 3 Gov’t Disclosure Serv. (P-H) ^ 83,234, at 83,976 
(D.D.C. June 24, 1983) (ten-year-old data protected); see also FOIA Update . 
Fall 1983, at 14; see generally Africa Fund v. Mosbacher . No. 92-289, slip op. 
at 19-20 (S.D.N.Y. May 26, 1993) (rejecting argument that exemption perma- 
nently precludes release because passage of time might render later disclosures 
"of little consequence"); Teich v. FDA . 751 F. Supp. at 253 (rejecting com- 
petitive harm protection based partly upon fact that documents were as much as 
20 years old). 
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Numerous types of competitive injury have been identified by the courts 
as properly cognizable under the competitive harm prong, including the harms 
generally caused by disclosure of: detailed financial information such as a 
company’s assets, liabilities, and net worth; 143 actual costs, break-even calcu- 
lations, profits and profit rates; 144 data describing a company’s workforce 
which would reveal labor costs, profit margins and competitive vulnerabil- 
ity; 145 a company’s selling prices, purchase activity and freight charges;' 46 a 
company’s purchase records, including prices paid for advertising; 147 technical 
and commercial data, names of consultants and subcontractors, performance, 
cost and equipment information; 148 shipper and importer names, type and 
quantity of freight hauled, routing systems, cost of raw materials, and informa- 
tion constituting the "bread and butter" of a manufacturing company; 149 cur- 
rently unannounced and future products, proprietary technical information, 
pricing strategy and subcontractor information; 150 raw research data used to 
support a pharmaceutical drug’s safety and effectiveness, information regarding 
an unapproved application to market the drug in a different manner, and sales 
and distribution data of a drug manufacturer; 151 and technical proposals which 
are submitted, or could be used, in conjunction with offers on government 
contracts. 151 


143 See, e.g. . National Parks & Conservation Ass’n v. Kleppe . 547 F.2d at 
684; Cleveland & Vicinity Dist. Council v. United States Dep’t of Labor . No. 
87CV2384, slip op. at 8-9 (N.D. Ohio Apr. 22, 1992) (magistrate’s recommen- 
dation) (dollar volume of business), adopted (N.D. Ohio May 22, 1992). 

144 See, e.g. . Gulf & Western Indus, v. United States . 615 F.2d at 530. 

145 See, e.g. . Westinghouse Elec. Corp. v. Schlesinger . 392 F. Supp. 1246, 
1249 (E.D. Va. 1974), affd, 542 F.2d 1190 (4th Cir. 1976), cert, denied . 431 
U.S. 924 (1977). 

146 See, e.g. . Braintree Elec. Light Dep’t v. Department of Energy . 494 F. 
Supp. at 289. 

147 See, e.g. . Destileria Serrailes. Inc, v. Department of the Treasury . No. 
85-0837, slip op. at 9 (D.P.R. Sept. 22, 1988). 

148 See, e.g. . RMS Indus, v. POD , slip op. at 7; BDM Corp. v. SBA . 2 
Gov’t Disclosure Serv. (P-H) 1 81,189, at 81,495 (D.D.C. Mar. 20, 1981). 

149 See, e.g. . Journal of Commerce, Inc, v. United States Dep’t of the 
Treasury . No. 86-1075, slip op. at 6-8 (D.D.C. Mar. 30, 1988/. 

150 See, e.g. . SMS Data Prods. Group v. United States Dep’t of the Air 
Force , slip op. at 6-8. 

151 Seg Citizens Comm’n on Human Rights v. FDA , slip op. at 18-20. 

152 See, e.g. . Joint Bd. of Control v. Bureau of Indian Affairs . No. 87-217, 
slip op. at 8 (D. Mont. Sept. 9, 1988); Landfair v. United States Dep’t of the 
Army . 645 F. Supp. 325, 329 (D.D.C. 1986); Professional Review Org. v. 
HHS . 607 F. Supp. 423, 426 (D.D.C. 1985) (detailing manner in which profes- 
sional services contract was to be conducted). 
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On the other hand, protection under the competitive harm prong has been 
denied when the prospect of injury is remote 153 --for example when a govern- 
ment contract is not awarded competitively l54 -or when the requested informa- 
tion is too general in nature. 155 

In addition, several courts, including the D.C. Circuit, have held that the 
harms flowing from "embarrassing" disclosures, or disclosures which could 
cause "customer or employee disgruntiement, " are not cognizable under Exemp- 
tion 4. 156 (Moreover, such harms would not be cognizable under Exemption 


153 See, e.g. . Carolina Biological Supply Co. v. United States Dep’t of 
Agric. . slip op. at 9 (disclosure' of number of animals sold by companies sup- 
plying laboratory specimens "will be simply a small addition to information 
available in the marketplace" and thus will not cause competitive harm); Teich 
v. FDA . 751 F. Supp, at 254 (safety and effectiveness data pertaining to medi- 
cal device ordered disclosed on basis of finding that at "this late date" in prod- 
uct approval process, disclosure "could not possibly help" competitors of sub- 
mitter); see also Brown v. Department of Labor , slip op. at 5 (certain wage 
information not protected because no showing submitter would suffer "‘substan- 
tial’ injury" if information were disclosed). 

134 Hercules. Inc, v. Marsh . 839 F.2d 1027, 1030 (4th Cir. 1988) (reverse 
FOIA suit); see also U.S. News & World Report v. Department of the Treas- 
ury . No. 84-2303, slip op. at 12 (D.D.C. Mar. 26, 1986) (aggregate contract 
price for armored limousines for the President ordered disclosed as not competi- 
tively harmful given unique nature of contract and agency’s role in design of 
vehicles); cf Cove Shipping. Inc, v. Military Sealift Command . No. 84-2709, 
slip op. at 8-10 (D.D.C. Feb. 27, 1986) (contract’s wage and benefit break- 
down not protected because it related to "one isolated contract, in an industry 
where labor contracts vary from bid to bid") (civil discovery case in which Ex- 
emption 4 case law applied). 

155 North Carolina Network for Animals v. United States Dep’t of Aerie. , 
slip op. at 9 (general information regarding sales and pricing that would not 
reveal submitters’ costs, profits, sources, or age, size, condition, or breed of 
animals sold); SMS Data Prods. Group v. United States Dep’t of the Air Force , 
slip op. at 8 (general information regarding publicly held corporation’s manage- 
ment structure, financial and production capabilities, corporate history and 
employees, most of which would be found in corporation’s annual report and 
SEC filings and would in any event be readily available to a stockholder); 

Davis Corp. v. United States . No. 87-3365, slip op. at 9 (D.D.C. Jan. 19, 

1988) (information contained in letters from contractor to agency regarding 
performance of contract that did not reveal contractor’s suppliers or costs) 
(reverse FOTA suit); EHE Nat’l Health Serv., Inc, v. HHS . No. 81-1087, slip 
op. at 5 (D.D.C. Feb. 24, 1984) ("mundane” information regarding submitter’s 
operation) (reverse FOIA suit); American Scissors Corp. v. GSA . No. 83-1562, 
slip op. at 8 (D.D.C. Nov. 15, 1983) (general description of manufacturing 
process with no details) (reverse FOIA suit). 

156 General Elec. Co. v. NRC . 750 F,2d 1394, 1402-03 (7th Cir. 1984); see 

(continued. ..) 
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6 either, for it is well established that businesses have no "corporate priva- 
cy." 157 For a further discussion of this point, see the cases cited under Ex- 
emption 6, below.) More recently, the D.C. Circuit skirted this issue and 
expressly did not decide whether an allegation of harm flowing only from the 
embarrassing publicity associated with disclosure of a submitter’s illegal pay- 
ments to government officials would be sufficient to establish competitive 
harm. 158 Nevertheless, the court did go on to hold that the submitter’s "right 
to an exemption, if any, depends upon the competitive significance of whatever 
information may be contained in the documents" and that the submitter’s motive 
for seeking confidential treatment, even if it was to avoid embarrassing publi- 
city, was "simply irrelevant." 159 

The status of unit prices in awarded government contracts has once again 
become a controversial issue under Exemption 4. Previously, there were three 
cases which contained a thorough analysis of the possible effects of disclosure 
of unit prices, including two appellate decisions, and in all three of these cases 
the court denied Exemption 4 protection, finding that disclosure of the prices 
would not directly reveal confidential proprietary information, such as a compa- 
ny's overhead, profit rates, or multiplier, and that the possibility of competitive 
harm was thus too speculative. 160 

In the most recent of these cases, the Court of Appeals for the Ninth Cir- 
cuit denied Exemption 4 protection for the unit prices provided by a successful 
offeror despite the offeror’s contention that competitors would be able to de- 
termine its profit margin by simply subtracting from the unit price the other 


l56 (... continued) 

also CNA Fin. Corp. v. Donovan , 830 F.2d at 1154 ("unfavorable publicity" 
and "demoralized" employees insufficient for showing of competitive harm); 
Public Citizen Health Research Group v, FDA . 704 F.2d at 1291 n.30 (compet- 
itive harm limited to that flowing from "affirmative use of proprietary informa- 
tion by competitors "): Silverberg v. HHS . slip op. at 10 (D.D.C. June 14, 

1991) (possibility that competitors might "distort" requested information and 
thus cause submitter embarrassment insufficient for showing of competitive 
harm); Badhwar v. United States Dep’t of the Air Force . 622 F. Supp. 1364, 
1377 (D.D.C. 1985) ("fear of litigation" insufficient for showing of competitive 
harm), aff’d in part & rev’d in part on other grounds . 829 F.2d 182 (D.C. Cir. 

1987) . 

157 See, e.g. . National Parks & Conservation Ass’n v. Kleppe . 547 F.2d at 
685 n.44. 

158 See Occidental Petroleum Corp. v. SEC . 873 F.2d 325, 341 (D.C. Cir. 
1989) (reverse FOIA suit). 

159 Icf 

160 See Pacific Architects & Eng’rs v. United States Dep’t of State . 906 
F.2d 1345, 1347 (9th Cir. 1990) (reverse FOIA suit); Acumenics Research & 
Technology. Inc, v. United States Dep’t of Justice . 843 F.2d 800, 808 (4th Cir. 

1988) (reverse FOIA suit); J.H. Lawrence Co. v. Smith . No. 81-2993, slip op. 
at 8-9 (D. Md. Nov. 10, 1982). 
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component parts which are either set by statute or standardized within the in- 
dustry. 161 The Ninth Circuit upheld the agency’s determination that competi- 
tors would not be able to make this type of calculation because the component 
figures making up the unit price were not, in fact, standardized, but instead 
were subject to fluctuation. 162 

Similarly, in the absence of a showing of competitive harm, the District 
Court for the District of Columbia has denied Exemption 4 protection for the 
prices charged the government for computer equipment, stating that "[disclo- 
sure of prices charged the Government is a cost of doing business with the 
Government." 163 Later, this same court recognized the "strong public interest 
in release of component and aggregate prices in Government contract awards," 
and thus again rejected an Exemption 4 claim for unit prices. 164 

The current Federal Acquisition Regulation (FAR) also mandates the 
disclosure of successful offerors’ unit prices (with some exceptions) in negotiat- 
ed contracts in excess of $10,000 through a post-award debriefing process. 165 
Because Exemption 4 protection is vitiated if the information is publicly avail- 
able elsewhere, all unit prices of successful offerors that are required to be 
disclosed under the FAR debriefing scheme should not be considered to be 
within the available protection of Exemption 4. 166 


161 Pacific Architects & Eng’rs v. United States Dep’t of State . 906 F.2d at 
1347. 

162 at 1347-48; accord RMS Indus, v. POD , slip op. at 7 (court "un- 
convinced based on the evidence that the release of contract bid prices, terms 
and conditions whether interim or final will harm the successful bidders"). 

163 Racal-Milgo Gov’t Svs. v, SB A . 559 F. Supp. 4, 6 (D.D.C. 1981); 
accord JL Assocs. . 90-2 CPD 261, B-239790 at 4 (Oct. 1, 1990) (Comptroller 
General decision noting that "disclosure of prices charged the government is 
ordinarily a cost of doing business with the government”); see also EHE Nat’l 
Health Serv., Inc, v. HHS . slip op. at 4 ("[Ojne who would do business with 
the government must expect that more of his offer is more likely to become 
known to others than in the case of a purely private agreement."). 

164 AT&T Info. Svs. v. GSA . 627 F. Supp. 1396, 1403 (D.D.C. 1986); 
rev’d on other grounds & remanded . 810 F.2d 1233, 1236 (D.C. Cir. 1987). 

But see Sperry Univac Div. v, Baldrise . 3 Gov’t Disclosure Serv. (P-H) 

1 83,265, at 84,052 (E.D. Va. June 16, 1982) (protecting unit prices on finding 
that they revealed submitter’s pricing and discount strategy), appeal dismissed . 
No. 82-1723 (4th Cir. Nov. 22, 1982). 

165 48 C.F.R. § 15.1001(c)(l)(iv) (1992). 

166 See FOIA Update . Fall 1984, at 4; FOIA Update . Winter 1986, at 6; 
accord JL Assocs. . 90-2 CPD 261, B-239790 at 4 n.2 (Oct. 1, 1990) (Comp- 
troller General decision rejecting argument that disclosure of option unit prices 
would cause submitter competitive harm by revealing pricing strategy and deci- 
sionmaking process and noting that FAR "expressly advises awardees that the 

(continued...) 
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During the past two years, however, and prior to the decision by the 
D.C. Circuit in Critical Mass . 167 there were three cases involving unit prices 
decided by the District Court for the District of Columbia, with each case 
reaching a different result. In one, the court ordered disclosure of the unit 
prices, rejecting as "highly speculative" the argument that their release would 
allow competitors to calculate the submitter’s profit margin and thus be able to 
underbid it in future procurements. 168 In another case, the court determined 
that the submitter’s competitive harm arguments were not speculative and it 
even went so far as to issue an injunction permanently prohibiting the agency 
from releasing those unit prices to the public. 169 In the third case, the court 
found that it was a "fact-intensive question" whether the submitter would suffer 
competitive harm from release of its "price information" and it therefore de- 
clined to rule on the applicability of Exemption 4 in the context of a summary 
judgment motion. 170 

That same district court issued another opinion during that same time 
period in a case involving unexercised option prices rather than "ordinary" unit 
prices. 171 In that case, the court expressly stated that it "generally agrees that 
‘[disclosure of prices charged the Government is a cost of doing business with 
the Government,”' 172 It then upheld the agency’s decision to release the op- 
tion prices because "competitively sensitive information such as cost, overhead, 


166 (... continued) 

unit prices of awards will generally be disclosed to unsuccessful offerors"). But 
see Environmental Technology, Inc, v, EPA . 822 F. Supp. 1226, 1229 n,4 
(E.D. Va. 1993) (interpreting FAR provision to actually prohibit release of unit 
prices if such information "constitutes ‘confidential business information’") 
(reverse FOIA suit); McDonnell Douglas Corp. v. Rice . No. 92-2211, tran- 
script at 38 (D.D.C. Sept. 30, 1992) (bench order) (in ruling on different FAR 
disclosure provision, found that even if such provision required disclosure of 
exercised option prices, such a disclosure would be "arbitrary and capricious") 
(non-FOlA case brought under Administrative Procedure Act) (petition for 
reh’g pending), 

167 975 F.2d 871 (D.C. Cir. 1992) (en banc), cert, denied . 113 S. Ct. 1579 
(1993). 

168 Brownstein Zeidman & Schomer v. Department of the Air Force . 781 F. 
Supp. 31, 33 (D.D.C. 1991). 

169 McDonnell Douglas Corp. v. NASA . No. 91-3134, transcript at 10 
(D.D.C. Jan. 24, 1992) (bench order) (reverse FOIA suit) (appeal pending). 

170 MCI Telecommunications Corp. v. GSA . slip op. at 15. 

171 General Dynamics Corp. v. United States Dep't of the Air Force . 822 F. 
Supp. 804, 807 (D.D.C. 1992) (reverse FOIA suit) (appeal pending). 

172 Id, (quoting Racal-Milgo Gov’t Svs. v. SBA . 559 F. Supp, at 6). 
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or profit identifiers would not be revealed." 173 

None of the above cases concerning unit prices involved a request for 
pricing information submitted by an unsuccessful offeror. Three years ago, in 
the first decision to touch on this point, a court considered a situation in which 
the requester did not actually seek unit prices, but instead had requested the 
bottom-line price (total cumulative price) that an unsuccessful offeror had pro- 
posed for a government contract, as well as the bottom-line prices it had pro- 
posed for four years’ worth of contract options. 174 In accepting the sub- 
mitter’s contention that disclosure of these bottom-line prices would cause it to 
suffer competitive harm by enabling competitors to deduce its pricing strategy, 
the court found that unsuccessful offerors had a different expectation of confi- 
dentiality than successful offerors, that the public interest in disclosure of pric- 
ing information concerning unawarded contracts was slight, and most important- 
ly, that the unsuccessful offeror-who would be competing with the successful 
offeror on the contract options as well as on future related contracts-had dem- 
onstrated factually how the contract and option prices could be used by its 
competitors to derive data harmful to its competitive position. 175 Thus, in 
rare instances, it might be possible for an unsuccessful offeror to make out a 
claim under Exemption 4 for protection of its pricing information. 176 

In the aftermath of Critical Mass there have been three decisions that 
have afforded protection to unit and option prices premised on the theory that 
contract submissions are "voluntary" and that such pricing terms are not cus- 
tomarily disclosed to the public. 177 (These decisions appear to implicitly 
define voluntary submissions according to the nature of the activity to which 
they are connected and thus are contrary to the guidance issued by the Depart- 
ment of Justice concerning the voluntary/required distinction. 178 For a further 
discussion of Critical Mass and its new standard, see Applying Critical Mass , 
above.) In addition to affording protection to contract pricing information 
under Critical Mass , two of these decisions— in rather cursory orders issued 


173 Id^; see RMS Indus, v. POD , slip op. at 7 (rejecting competitive harm 
claim for "interim" prices). 

174 Raytheon Co. v. Department of the Navy . No. 89-2481, slip op. at 2-3 
(D.D.C. Dec. 22, 1989). 

175 Ith at 8-15. 

175 See also FOIA Update . Spring/Summer 1990, at 2; FOIA Update . Fall 
1983, at 10-11. 

177 See Environmental Technology. Inc, v. EPA . 822 F. Supp. at 1229 (unit 
price information); McDonnell Douglas Corp. v. Rice , transcript at 35 (exer- 
cised option price); Cohen. Dunn & Sinclair. P.C. v, GSA . No. 92-0057-A, 
transcript at 28 (E.D. Va. Sept. 10, 1992) (bench order) (unit price informa- 
tion). 

178 Sge FOIA Update . Spring 1993, at 3-5 ("OIP Guidance: The Critical 
Mass Distinction Under Exemption 4"); ii. at 6-7 ("Exemption 4 Under Critical 
Mass : Step-By-Step Decisionmaking"). 


- 122 - 



EXEMPTION 4 


from the bench— went on to alternatively afford protection under the competitive 
harm prong. 179 


Third Prone of National Parks 

In addition to the impairment prong and the competitive harm prong of 
the test for confidentiality established in National Parks & Conservation Ass’n 
v. Morton , the decision specifically left open the possibility of a third prong 
that would protect other governmental interests, such as compliance and pro- 
gram effectiveness. 180 Several subsequent decisions reaffirmed this possibility 
in dicta, 181 and with its en banc decision in Critical Mass , the Court of 
Appeals for the District of Columbia Circuit conclusively recognized the 
existence of a "third prong" under National Parks . 182 

The third prong received its first thorough appellate court analysis and 
acceptance by the Court of Appeals for the First Circuit. 183 That court ex- 
pressly admonished against using the two primary prongs of National Parks as 
"the exclusive criteria for determining confidentiality" and held that the perti- 
nent inquiry is whether public disclosure of the information will harm an "iden- 
tifiable private or governmental interest which the Congress sought to protect 
by enacting Exemption 4 of the FOIA." 184 


179 McDonnell Douglas Corp. v. Rice , transcript at 34, 36 (accepting sub- 
mitter’s assertion that disclosure of exercised option price would reveal pricing 
strategy and permit future bids to be predicted and undercut); Cohen. Dunn & 
Sinclair. P.C. v. GSA . transcript at 29; Findings of Fact at 7-8 (accepting same 
argument based on disclosure of detailed unit price information). 

180 498 F.2d 765, 770 n.17 (D,C. Cir. 1974). 

181 See Washington Post Co. v. HHS . 690 F.2d 252, 268 n.51 (D.C. Cir. 
1982); National Parks & Conservation Ass’n v. Kleppe . 547 F.2d 673, 678 
n.16 (D.C. Cir. 1976); Public Citizen Health Research Group v. FDA . 539 F. 
Supp. 1320, 1326 (D.D.C. 1982), rev’d & remanded on other grounds . 704 
F.2d 1280 (D.C. Cir. 1983). 

182 975 F.2d 871, 879 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 
(1993); see also FOIA Update . Spring 1993, at 7 ("Exemption 4 Under Critical 
Mass ; Step-By-Step Decisionmaking"). 

183 See 9 to 5 Qrg. for Women Office Workers v. Board of Governors of 
the Fed. Reserve Svs. . 721 F.2d 1 (1st Cir. 1983); accord Africa Fund v. 
Mosbacher . No. 92-289, slip op. at 16 (S.D.N.Y. May 26, 1993) (finding third 
prong satisfied when agency "submitted extensive declarations that explain why 
disclosure of documents . . . would interfere with the export control system" 
(citing Durnan v. United States Dep’t of Commerce . 777 F. Supp. 965, 967 
(D.D.C. 1991))). 

184 9 to 5 . 721 F.2d at 10; see, e g. . Allnet Communication Servs.. Inc, v. 
FCC . 800 F, Supp. 984, 990 (D.D.C. 1992) (computer models protected under 
third prong because disclosure would make providers of proprietary input data 

(continued...) 
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Thereafter, the Department of Justice issued policy guidance regarding 
Exemption 4 protection for "intrinsically valuable" records-records that are 
significant not for their content, but as valuable commodities which can be sold 
in the marketplace. 185 Because protection for such documents is well rooted 
in the legislative history of Exemption 4, the third prong of the National Parks 
test should permit the owners of such records to retain their full proprietary 
interest in them when release through the FOIA would result in a substantial 
loss of their market value. 186 Of course, this protection would be available 
only if there were sufficient evidence to demonstrate factually that potential cus- 
tomers would actually utilize the FOIA as a substitute for directly purchasing 
the records from the submitter. 187 


184 (... continued) 

reluctant to supply such data to submitter, and without that data computer 
models would become ineffective, which, in turn, would reduce effectiveness of 
agency’s program) (appeal pending); Clarke v. United States Dep’t of the 
Treasury . No. 84-1873, slip op. at 4-6 (E.D. Pa. Jan. 24, 1986) (identities of 
Flower Bond owners protected under third prong because government had 
legitimate interest in fulfilling "pre-FOIA contractual commitments of con- 
fidentiality” given to investors in order to ensure that pool of future investors 
willing to purchase government securities was not reduced; if that occurred, the 
pool of money from which government borrows would correspondingly be re- 
duced, thereby harming national interest); Comstock Int’h Inc, v. Export- 
Import Bank . 464 F. Supp. 804, 808 (D.D.C. 1979) (loan applicant information 
withheld under third prong on showing that disclosure would impair Bank’s 
ability to promote U.S. exports); see also FOIA Update . Fall 1983, at 15; cf. 
M/A-COM Info, Svs. v. HHS . 656 F. Supp. 691, 692 (D.D.C. 1986) (settle- 
ment negotiation documents protected upon finding that "it is in the public 
interest to encourage settlement negotiations in matters of this kind and it would 
impair the ability of HHS to carry out its governmental duties if disclosure . . . 
were required"). But see News Group Boston. Inc, v. National R.R. Passenger 
Corp. . 799 F. Supp. 1264, 1269 (D. Mass. 1992) (recognizing existence of 
third prong, but declining to apply it based on lack of specific showing that 
agency effectiveness would be impaired), appeal dismissed . No. 92-2250 (1st 
Cir. Dec. 4, 1992). 

185 See FOIA Update . Winter 1985, at 3-4 ("OIP Guidance: Protecting 
Intrinsic Commercial Value"). 

186 See kb; see also FOIA Update . Fall 1983, at 3-5 (setting forth similar 
basis for protecting copyrighted materials against substantial adverse market 
effect caused by FOIA disclosure). 

187 See Brittany Dyeing & Printing Corp. v. EPA . No. 91-2711, slip op. at 
10-12 (D.D.C. Mar. 12, 1993) (rejecting argument that FOIA disclosure of 
Dun & Bradstreet report would cause "loss of potential customers" because no 
evidence was presented to support contention that potential customers would use 
FOIA in such a manner, particularly in light of time involved in receiving 
information through FOIA process; nor was it shown how many such reports 
would be available through FOIA and court would not assume that majority, or 

(continued...) 
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The third prong was at issue in a case decided several years ago that 
concerned an agency that had the authority-but had not yet had the time and 
resources-to promulgate a regulation that would require submission of certain 
data. 188 During this interim period the agency was relying on companies to 
voluntarily submit the desired information. 189 The court rejected the agency’s 
argument that under these circumstances disclosure would impair its efficiency 
and effectiveness, holding instead that because Congress had "announced a 
preference for mandatory over voluntary submissions," the agency was "hard- 
pressed to support its claim that voluntary submissions are somehow more effi- 
cient." 190 


Thirteen years after the National Parks decision first raised the possibility 
that Exemption 4 could protect interests other than those reflected in the impair- 
ment and competitive harm prongs, a panel of the Court of Appeals for the 
District of Columbia Circuit embraced the third prong in the first appellate 
decision in Critical Mass . 191 There, the panel adopted what it termed the "per- 
suasive" reasoning of the First Circuit and expressly held that an agency may 
invoke Exemption 4 on the basis of interests other than the two principally 
identified in National Parks . 192 

Upon remand from the D.C. Circuit, the district court in Critical Mass 
found the requested information to be properly withheld pursuant to the third 
prong. 193 The court reached this decision based on the fact that if the re- 
quested information were disclosed, future submissions would not be provided 
until they were demanded under some form of compulsion-which would then 
have to be enforced, precipitating "acrimony and some form of litigation with 


187 (... continued) 

even substantial number, could be so obtained); Kev Bank of Me.. Inc, v. SBA . 
No. 91-362-P, slip op. at 7 (D. Me. Dec. 31, 1992) (denying protection for 
Dun & Bradstreet reports because "the notion that those who are in need of 
credit information will use the government as a source in order to save costs 
belies common sense"). 

188 See Teich v. FDA . 751 F. Supp. 243, 251 (D.D.C. 1990), a ppeal vol- 
untarily dismissed . No, 91-5023 (D.C. Cir. July 2, 1992). 

189 751 F. Supp. at 251. 

190 Id, at 252-53. 

191 830 F.2d 278, 282, 286 (D.C. Cir. 1987), vacated en banc . 975 F.2d 
871 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 (1993). 

191 830 F.2d at 286. 

193 731 F. Supp. 554, 557 (D.D.C. 1990), rev’d in part & remanded . 931 
F.2d 939 (D.C. Cir.), vacated & reh’g en banc granted . 942 F.2d 799 (D.C. 
Cir. 1991), grant of summary judgment to agency aff d en banc . 975 F.2d 871 
(D.C, Cir. 1992), cert, denied . 113 S. Ct. 1579 (1993). 
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attendant expense and delay." 194 On appeal for the second time, a panel of 
the D.C. Circuit reversed the lower court on this point, but that decision was 
itself vacated when the D.C. Circuit decided to hear the case en banc. 195 

In its en banc decision in Critical Mass , the D.C. Circuit conducted an 
extensive review of the interests sought to be protected by Exemption 4 and 
expressly held that "[i]t should be evident from this review that the two inter- 
ests identified in the National Parks test are not exclusive." 196 In addition, 
the court went on to state that although it was overruling the first panel decision 
in Critical Mass , it "note[dj" that that panel had adopted the First Circuit’s 
conclusion that Exemption 4 protects a "governmental interest in administrative 
efficiency and effectiveness." 197 Moreover, the D.C. Circuit specifically rec- 
ognized yet another Exemption 4 interest-namely, "a private interest in pre- 
serving the confidentiality of information that is provided the Government on a 
voluntary basis.” 198 It declined to offer an opinion as to whether any other 
governmental or private interests might also fall within Exemption 4’s protec- 
tion. 199 


Privileged Information 

The term "privileged" in Exemption 4 has been utilized by some courts as 
an alternative for protecting nonconfidential commercial or financial informa- 
tion. Indeed, the Court of Appeals for the District of Columbia Circuit has 
indicated that this term should not be treated as being merely synonymous with 
"confidential,” particularly in light of the legislative history’s explicit reference 
to certain privileges, e.g., the attorney-client and doctor-patient privileges. 200 
Nevertheless, during the FOIA’s first two decades, only two district court de- 
cisions had discussed "privilege" in the Exemption 4 context. In one case, a 
court upheld the Department of the Interior’s withholding of detailed statements 
by law firms of work that they had done for the Hopi Indians on the ground 
that they were "privileged" because of their work-product nature within the 
meaning of Exemption 4: "The vouchers reveal strategies developed by Hopi 
counsel in anticipation of preventing or preparing for legal action to safeguard 


194 731 F. Supp. at 557. 

195 931 F.2d 939, 944-45 (D.C. Cir.), vacated & reh’g en banc granted , 

942 F.2d 799 (D.C. Cir. 1991), grant of summary judgment to agency aff d en 
banc . 975 F.2d 871 (D.C. Cir. 1992), cert, denied . 113 S. Ct. 1579 (1993). 

196 975 F.2d at 879. 

197 Id,; see also Allnet Communication Servs.. Inc, v. FCC . 800 F. Supp. 
at 990 (recognizing, after Critical Mass , third prong protection to prevent agen- 
cy effectiveness from being impaired). 

198 975 F.2d at 879. 

199 Id, 

200 See Washington Post Co. v. HHS . 690 F.2d 252, 267 n.50 (D.C. Cir. 
1982). 
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tribal interests. Such communications are entitled to protection as attorney 
work product." 201 In the second case, a legal memorandum prepared for a 
utility company by its attorney qualified as legal advice protectible under Ex- 
emption 4 as subject to the attorney-client privilege. 202 In both of these cases 
the information was also withheld as "confidential." 

Eight years ago, for the first time, a court protected material relying 
solely on the "privilege" portion of Exemption 4, recognizing protection for 
documents subject to the "confidential report" privilege. 203 In a brief opinion, 
one court recognized Exemption 4 protection for settlement negotiation docu- 
ments, but did not expressly characterize them as "privileged,” 204 Another 
court subsequently recognized Exemption 4 protection for documents subject to 
the critical self-evaluative privilege. 205 

On the other hand, the Court of Appeals for the Tenth Circuit has re- 
cently held that documents subject to a state protective order entered pursuant to 
the State of Utah’s equivalent of Rule 26(c)(7) of the Federal Rules of Civil 
Procedure— which permits courts to issue orders denying or otherwise limiting 
the manner in which discovery is conducted so that a trade secret or other 
confidential commercial information is not disclosed or is only disclosed in a 
certain way-were not "privileged" for purposes of Exemption 4. 206 While 
observing that discovery privileges "may constitute an additional ground for 
nondisclosure” under Exemption 4, the Tenth Circuit noted that those other 
privileges were for information "not otherwise specifically embodied in the 
language of Exemption 4.” 207 By contrast, it concluded, recognition of a priv- 


201 Indian Law Resource Ctr. v. Department of the Interior , 477 F. Supp. 
144, 148 (D.D.C. 1979). 

202 See Miller. Anderson. Nash. Yerke & Wiener v. United States Dep’t of 
Energy . 499 F. Supp. 767, 771 (D. Or. 1980). 

203 Washington Post Co. v. HH S. 603 F. Supp. 235, 237-39 (D.D.C. 

1985) , rev’d on procedural grounds & remanded . 795 F.2d 205 (D.C. Cir. 

1986) . 

204 See M/A-CQM Info. Svs. v. HHS . 656 F. Supp. 691, 692 (D.D.C. 
1986); see also FOIA Update . Fall 1985, at 3-4 ("OIP Guidance: Protecting 
Settlement Negotiations"). 

205 Washington Post Co. v. United States Dep’t of Justice . No. 84-3581, 
slip op. at 21 (D.D.C. Sept. 25, 1987) (magistrate’s recommendation), adopted 
(D.D.C. Dec. 15, 1987), rev’d in part on other grounds & remanded . 863 F.2d 
96, 99 (D.C. Cir. 1988). But cf. Kansas Gas & F.lec. Co. v. NRC . No. 87- 
2748, slip op, at 4 (D.D.C. July 2, 1993) (because self-critical analysis priv- 
ilege previously rejected in state court proceeding brought to suppress dis- 
closure of documents, "doctrine of collateral estoppel" prevented "relitigation" 
of that claim in federal court) (reverse FOIA suit). 

205 Anderson v. HHS . 907 F.2d 936, 945 (10th Cir. 1990). 

207 Id. 


- 127 - 



EXEMPTION 4 


ilege for materials protected by a protective order under Rule 26(c)(7) "would 
be redundant and would substantially duplicate Exemption 4’s explicit coverage 
of ‘trade secrets and commercial or financial information.’" 208 Similarly, the 
Court of Appeals for the Fifth Circuit has H decline[d] to hold that the [FOIA] 
creates a lender-borrower privilege," despite the express reference to such a 
privilege in Exemption 4’s legislative history. 209 

Interrelation with Trade Secrets Act 

Finally, it should be noted that the Trade Secrets Act 210 --an extraordi- 
narily broadly worded criminal statute-prohibits the disclosure of much more 
than simply "trade secret" information and instead prohibits the unauthorized 
disclosure of all data protected by Exemption 4. (See discussion of this statute 
in connection with Exemption 3, above.) Indeed, virtually every court that has 
considered the issue has found the Trade Secrets Act and Exemption 4 to be 
"coextensive." 211 In 1987, the Court of Appeals for the District of Columbia 
Circuit issued a long-awaited decision which contains an extensive analysis of 
the argument advanced by several commentators that the scope of the Trade 
Secrets Act is narrow, extending no more broadly than the scope of its three 
predecessor statutes. 212 The D.C. Circuit rejected that argument and held that 
the scope of the Trade Secrets Act is "at least co-extensive with that of Exemp- 
tion 4,” 213 Thus, the court held that if information falls within the scope of 
Exemption 4, it also falls within the scope of the Trade Secrets Act. 214 The 
court concluded that it need not "attempt to define the outer limits" of the Trade 
Secrets Act, i.e., whether information falling outside the scope of Exemption 4 
was nonetheless still within the scope of the Trade Secrets Act, because the 
FOIA itself would provide authorization for release of any information falling 
outside the scope of an exemption. 2 ’ 5 


208 M, 

209 Sharvland Water Supply Corp. v. Block . 755 F.2d 397, 400 (5th Cir.), 
cert, denied . 471 U.S. 1137 (1985). 

210 18 U.S.C. § 1905 (1988). 

211 See, e.g. . General Elec. Co. v. NRC . 750 F,2d 1394, 1402 (7th Cir. 
1984). 

212 See CNA Fin. Corp. v. Donovan . 830 F.2d 1132, 1144-52 (D.C. Cir. 

1987), cert, denied . 485 U.S. 977 (1988). 

2,3 830 F.2d at 1151. 

214 Id, at 1 151-52; see also id. at 1 140 (noting that Trade Secrets Act "ap- 
pears to cover practically any commercial or financial data collected by any 
federal employee from any source" and that "comprehensive catalogue of 
items" listed in Act "accomplishes essentially the same thing as if it had simply 
referred to ‘all officially collected commercial information’ or ‘all business and 
financial data received’"). 

215 Id, at 1152 n.139. 
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The practical effect of the Trade Secrets Act is to limit an agency’s abil- 
ity to make a discretionary release of otherwise-exempt material, because to do 
so in violation of the Trade Secrets Act would not only be a criminal offense, it 
would also constitute "a serious abuse of agency discretion" redressable through 
a "reverse" FOIA suit. 216 Thus, in the absence of a statute or properly pro- 
mulgated regulation authorizing release-which would remove the disclosure pro- 
hibition of the Trade Secrets Act-a determination by an agency that material 
falls within Exemption 4 is "tantamount" to a decision that it cannot be re- 
leased. 217 


EXEMPTION 5 

Exemption 5 of the FOIA protects "inter-agency or intra-agency memo- 
randums or letters which would not be available by law to a party ... in 
litigation with the agency." 1 As such, it has been construed to "exempt those 
documents, and only those documents, normally privileged in the civil dis- 
covery context." 2 

Although originally it was "not clear that Exemption 5 was intended to 
incorporate every privilege known to civil discovery," 3 the Supreme Court has 
now made it clear that the coverage of Exemption 5 is quite broad, encompass- 
ing both statutory privileges and those commonly recognized by case law, and 
that it is not limited to those privileges explicitly mentioned in its legislative 
history. 4 Accordingly, the Court of Appeals for the District of Columbia Cir- 
cuit has stated that the statutory language "unequivocally" incorporates "all civil 
discovery rules into FOIA [Exemption 5]." 5 However, this incorporation of 
discovery privileges requires that a privilege be applied in the FOIA context as 


216 National Ore, for Women v. Social Sec, Admin. . 736 F.2d 727, 743 
(D.C. Cir. 1984) (Robinson, J., concurring); accord Pacific Architects & 

Ene’rs v. United States Dep’t of State . 906 F.2d 1345, 1347 (9th Cir. 1990) 
(reverse FOIA suit); Charles River Park "A." Inc, v, HUD . 519 F.2d 935, 942 
(D.C. Cir. 1975); see also FOIA Update . Summer 1985, at 3 ("OIP Guidance: 
Discretionary Disclosure and Exemption 4"). 

111 CNA Fin. Coro, v. Donovan . 830 F.2d at 1144. 

1 5 U.S.C. § 552(b)(5) (1988). 

2 NLRB v. Sears. Roebuck & Co. . 421 U.S. 132, 149 (1975); see also 
FTC v. Grolier Inc. . 462 U.S. 19, 26 (1983); Martin v. Office of Special 
Counsel . 819 F.2d 1181, 1184 (D.C. Cir. 1987). 

3 Federal Open Mkt. Comm, v. Merrill . 443 U.S. 340, 354 (1979). 

4 See United States v. Weber Aircraft Corp. . 465 U.S. 792, 800 (1984); 
see also FOIA Update . Fall 1984, at 6. 

5 Martin v. Office of Special Counsel . 819 F.2d at 1 185; see also Badhwar 
v. United States Dep’t of the Air Force . 829 F.2d 182, 184 (D.C. Cir. 1987) 
("Exemption 5 requires the application of existing rules regarding discovery."). 
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it exists in the discovery context. 6 Thus, the precise contours of a privilege, 
with regard to applicable parties or types of information which are protectible, 
are also incorporated into the FOIA, 1 

The three primary, most frequently invoked privileges that have been 
held to be incorporated into Exemption 5 are the deliberative process privilege 
(referred to by some courts as "executive privilege"), the attorney work-product 
privilege and the attorney-client privilege. 8 

Initial . Considerations 

The threshold issue under Exemption 5 is whether a record is of the sort 
intended to be covered by the phrase "inter-agency or intra-agency memoran- 
dums," a phrase which would seem to contemplate only those documents gener- 
ated by an agency and not circulated beyond the executive branch. In fact, 
however, in recognition of the necessities and practicalities of agency opera- 
tions, the courts have construed the scope of Exemption 5 far more expansively 
and have included documents generated outside of an agency. This pragmatic 
approach has been characterized as the "functional test” for assessing the appli- 
cability of Exemption 5 protection. 9 However, some documents generated 
within an agency, but transmitted outside of the executive branch, have been 
found to fail this threshold test and thus not qualify for Exemption 5 protec- 
tion. 10 

Regarding documents generated outside of an agency but created pursuant 
to agency initiative, whether purchased or provided voluntarily without compen- 
sation, it has been held that "Congress apparently did not intend ‘inter-agency 
and intra-agency’ to be rigidly exclusive terms, but rather to include any agency 


6 See United States Dep’t of Justice v. Julian . 486 U.S. 1, 13 (1988) (pre- 
sentence report privilege, designed to protect report subjects, cannot be invoked 
against them as first-party requesters). 

7 I<L 

8 See NLRB v. Sears. Roebuck & Co. . 421 U.S. at 149. 

9 See Durns v. Bureau of Prisons . 804 F.2d 701, 704 n.5 (D.C. Cir.) (em- 
ploying "a functional rather than a literal test in assessing whether memoranda 
are ‘inter-agency or intra-agency”'), cert, granted, judgment vacated on other 
grounds & remanded . 486 U.S. 1029 (1988); see also United States Dep’t of 
Justice v, Julian . 486 U.S. 1, 11 n.9 (1988) (Scalia, J., dissenting) (issue not 
reached by majority). 

10 See, e.g. , Dow Jones & Co. v. Department of Justice . 917 F.2d 571, 

575 (D.C. Cir. 1990) (agency records transmitted to Congress for purposes of 
congressional inquiry held not "inter-agency” records under Exemption 5 on 
basis that Congress is not an "agency" under FOIA); see also Paisley v. CIA . 
712 F.2d 686, 699 n.54 (D.C. Cir. 1983) (presaging Dow Jones by suggesting 
that agency responses to congressional requests for information may not con- 
stitute protectible "inter-agency” communications). 
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document that is part of the deliberative process.'" 1 Thus, recommendations 
from Congress may be protected, 12 as well as advice from a state agency. 13 
Similarly, the Court of Appeals for the District of Columbia Circuit has held 
that Exemption 5 likewise applies to documents originating with a court. 14 
Under this ''functional’' approach, documents generated by consultants outside 
of an agency are typically found to qualify for Exemption 5 protection because 
agencies, in the exercise of their functions, commonly have "a special need for 
the opinions and recommendations of temporary consultants.'" 5 Indeed, such 
advice can "play[] an integral function in the government’s decision- 
[making]." 16 

Several years ago, the D.C. Circuit made broad use of the "functional" 
test, holding that Exemption 5’s "inter-agency or intra-agency” threshold re- 
quirement was satisfied even where no "formal relationship" existed between 
HHS and an outside scientific journal reviewing an article submitted by an HHS 


11 Ryan v. Department of Justice . 617 F.2d 781, 790 (D.C. Cir. 1980); see 
also Hooper v. Bowen . No. 88-1030, slip op. at 18 (C.D. Cal. May 24, 1989) 
("courts have regularly construed this threshold test expansively rather than 
hypertechnically"); FOIA Update . June 1982, at 10 ("FOIA Counselor: Pro- 
tecting ‘Outside’ Advice"). 

12 Rvan v. Department of Justice . 617 F.2d at 790 (protecting judicial rec- 
ommendations from senators to Attorney General). 

13 Mobil Oil Corp, v. FTC . 406 F. Supp. 305, 315 (S.D.N.Y. 1976) ("the 
rationale applies with equal force to advice from state as well as federal agen- 
cies"). 

14 Durns v. Bureau of Prisons . 804 F.2d at 704 & n.5 (presentence report 
prepared by probation officer for sentencing judge, with copies provided to 
Parole Commission and Bureau of Prisons); cf Badhwar v. United States Dep’t 
of the Air Force . 829 F.2d 182, 184-85 (D.C. Cir, 1987) (upholding appli- 
cation of Exemption 5--without discussing "inter-agency and intra-agency" 
threshold--to material supplied by outside contractors). 

15 Soucie V. David . 448 F.2d 1067, 1078 n.44 (D.C. Cir. 1971); c T CNA 
Fin. Corp. v. Donovan . 830 F.2d 1132, 1161 (D.C. Cir. 1987) (recognizing 
importance of outside consultants in deliberative process privilege context), 

cert, denied . 485 U.S. 977 (1988). 

16 Hoover v. United States Dep’t of the Interior . 611 F.2d 1132, 1138 (5th 
Cir. 1980); see also, e.g. . Lead Indus. Ass’n v. OSHA . 610 F.2d 70, 83 (2d 
Cir. 1979); Wu v. National Endowment for Humanities . 460 F.2d 1030, 1032 
(5th Cir. 1972) (recommendations of volunteer consultants protected), cert- 
denied . 410 U.S. 926 (1973); Hooper v. Bowen , slip op. at 17-19 (records 
originating with private insurance companies which acted as "fiscal intermediar- 
ies" for Health Care Financing Administration protected); Beltone Elec. Corp. 
v, FTC . No. 81-1360, slip op. at 9-10 (D.D.C. Dec. 6, 1983) (documents 
prepared by paid outside consultants protected); American Soc’v of Pension 
Actuaries v. Pension Benefit Guar, Corn. . 3 Gov’t Disclosure Serv. (P-H) 

1 83,182, at 83,846 (D.D.C. June 14, 1983) (same). 
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scientist for possible publication. 17 The D.C. Circuit held that the deciding 
factor is the "role" the evaluative comments from the journal’s reviewers play 
in the process of agency deliberations-that is, they are regularly relied upon by 
agency authors and supervisors in making the agency’s decisions. 18 While 
courts ordinarily require that there be some formal or informal relationship be- 
tween the "consultant" and the agency, some courts have accorded Exemption 5 
protection even absent such a relationship. 19 

However, a minority of courts, particularly in the context of witness 
statements taken in NLRB investigations, have not embraced the "functional 
test" and have rigidly applied the "inter-agency or intra-agency" language of 
Exemption 5’s threshold to find that documents submitted by nonagency person- 
nel are not protectible under the exemption. 20 

In 1990, the D.C. Circuit held in Dow Jones & Co. v. Department of 
Justice . 21 that documents transmitted to Congress do not qualify for Exemption 
5 protection, based upon the simple fact that Congress is not an "agency” under 


17 Formaldehyde Inst, v. HHS . 889 F.2d 1118, 1123-24 (D.C. Cir. 1989). 

18 IdL at 1123-24 (citing CNA Fin. Corp. v. Donovan . 830 F.2d at 1161). 
But cf. Texas v. ICC . 889 F.2d 59, 62 (5th Cir. 1989) (embracing "functional 
test" but finding it not satisfied for documents submitted by private party not 
standing in any consultative or advisorial role with agency). 

19 See Destileria Serralles. Inc, v. Department of the Treasury . No. 85-837, 
slip op. at 10 (D.P.R. Sept. 22, 1988) (protecting confidential business infor- 
mation furnished to agency by business competitor); Information Acquisition 
Corp. v. Department of Justice . No. 77-839, slip op. at 4 (D.D.C. May 23, 
1979) (protecting unsolicited comments from members of public on presidential 
nomination); see also FOIA Update . Summer 1987, at 4-5 ("OIP Guidance: 
Broad Protection for Witness Statements"); FOIA Update . June 1982, at 10. 

20 See Thurner Heat Treating Corp. v, NLRB . 839 F.2d 1256, 1259-60 (7th 
Cir. 1988) (witness statements taken from nonagency employees in contempla- 
tion of litigation held not intra-agency); Van Bourg. Allen. Weinberg & Roger 
v. NLRB . 751 F.2d 982, 985 (9th Cir. 1985) (Exemption 5 narrowly construed 
to apply "only to internal agency documents or documents prepared by out- 
siders who have a formal relationship with the agency”); Poss v. NLRB . 654 

F.2d 659, 659 (10th Cir. 1977) (same); Kilrov v. NLRB . 633 F. Supp. 136, 

140 (S.D. Ohio 1985) (witness statements taken from nonagency employees not 

intra-agency), affd . 823 F,2d 553 (6th Cir. 1987) (table cite); see also Southam 

News v. INS . No. 85-2721, slip op. at 17 (D.D.C. May 18, 1989). (letters to 
and from private parties held not to meet threshold); Knight v. POD . No. 87- 
480, slip op. at 2-3 (D.D.C. Dec. 7, 1987) (correspondence to contractors not 
intra-agency); American Soc’v of Pension Actuaries v. Pension Benefit Guar. 
Corp. . No. 82-2806, slip op. at 3 (D.D.C. July 22, 1983) (advice of profes- 
sional advisory committees does not merit protection as disclosure would not 
chill outsiders’ candor). 

21 917 F.2d 571 (D.C. Cir. 1990). 
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the terms of the statute 22 --even though prior to Dow Jones , several district 
court decisions had accorded such documents protection under Exemption 5. 23 
Nevertheless, the D.C. Circuit stated that agencies may "protect communica- 
tions outside the agency so long as those communications are part and parcel of 
the agency's deliberative process.” 24 

The issue remains unsettled as to documents generated in the course of 
settlement negotiations. Communications reflecting settlement negotiations 
between the government and an adverse party, which are of necessity ex- 
changed between the parties, have been held not to constitute "intra-agency" 
memoranda under Exemption 5. 25 However, certain of those courts recog- 
nized the great difficulties inherent in such a harsh Exemption 5 construction, 
especially in light of the "logic and force of [the] policy plea” that the govern- 
ment’s indispensable settlement mechanism can be impeded by such a result. 26 

Accordingly, one court has held that notes of an agency employee which 
reflected positions taken and issues raised in treaty negotiations were properly 
withheld pursuant to Exemption 5 because their release would harm the agency 
deliberative process. 27 Other courts have found the attorney work-product and 
deliberative process privileges to be properly invoked for documents prepared 
by agency personnel which reflected the substance of meetings between adverse 


22 Id, at 574 (citing 5 U.S.C. § 551(1)). 

23 See, e.g. . Demetracopoulos v. CIA . 3 Gov’t Disclosure Serv. (P-H) 

^ 82,508, at 83,283 (D.D.C. Nov. 9, 1982) (documents transmitted to Con- 
gress); Letelier v. United States Dep’t of Justice . 3 Gov’t Disclosure Serv. 

(P-H) 1 82,257, at 82,714 (D.D.C. May 11, 1982) (same); see also FOIA 
Update . Spring 1983, at 5 (superseded in part by Dow Jones ). 

24 917 F.2d at 575. 

25 See County of Madison v. United States Dep’t of Justice . 641 F.2d 1036, 
1042 (1st Cir. 1981); M/A-COM Info. Svs. v. HHS . 656 F. Supp. 691, 692 
(D.D.C. 1986) (privilege allowed under Exemption 4 but not under Exemption 
5); NAACP Legal Defense & Educ. Fund. Inc, v. United States Dep’t of 
Justice . 612 F. Supp. 1 143* 1145-46 (D.D.C. 1985); Norwood v. FAA . 580 F. 
Supp. 994, 1002-03 (W.D. Tenn. 1984) (on motion for clarification and recon- 
sideration); Center for Auto Safety v. Department of Justice . 576 F. Supp. 739, 
74749 (D.D.C. 1983). 

26 County of Madison v. United States Dep’t of Justice . 641 F.2d at 1040; 
Center for Auto Safety v. Department of Justice . 576 F. Supp. at 746 n.18 
(quoting Countv of Madison v. United States Dep’t of Justice . 641 F.2d at 
1040); see also Murphv v. TVA . 571 F. Supp. 502, 506 (D.D.C. 1983) (public 
policy favoring compromise over confrontation would be "seriously under- 
mined" if internal documents reflecting employees’ thoughts during course of 
negotiations were released). 

27 Fulbright & Jaworski v. Department of the Treasury . 545 F. Supp. 615, 
620 (D.D.C. 1982). 
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parties and agency personnel in preparation for eventual settlement of a case. 28 
Furthermore, Justice Brennan, noting the need for protecting attorney work- 
product information, has specifically cited as a particular disclosure danger the 
ability of adverse parties to "gain insight into the agency’s general strategic and 
tactical approach to deciding when suits are brought , . . and on what terms 
they may be settled ." 29 

Thus, the law with respect to settlement documents stands in a state of 
flux, with repeated judicial suggestions underscoring the dangers of their disclo- 
sure, but with substantial case precedents standing as obstacles to Exemption 5 
protection for those documents that have been shared with opposing parties. 

All of the adverse decisions in this area, though, have failed to take cognizance 
of the relatively recent development of a distinct "settlement negotiation" privi- 
lege. 30 In addition, settlement information may qualify for protection under 
Exemption 4 where the information meets the "commercial or financial" thresh- 
old, 31 or under the more traditional Exemption 5 privileges. Accordingly, 
while such information should be withheld by agencies at the administrative 
level pursuant to Exemption 5, particularly where strong policy interests militat- 
ing against disclosure are present, special care should be taken to maximize the 
prospects of favorable case law development on this delicate issue. 

Additionally, it is not the "hypothetical litigation" between particular par- 


28 See Coastal States Gas Corp. v. Department of Energy . 617 F.2d 854, 

866 (D.C. Cir. 1980) (deliberative process privilege); Wilson v. Department of 
Justice . No. 87-2415, slip op. at 8-11 (D.D.C. June 14, 1992) (attorney work- 
product privilege); Oxv USA Inc, v. United States Dep't of Energy . No. 88-C- 
541-B (N.D. Okla. July 13, 1989) (deliberative process and attorney work- 
product privileges); Cities Serv. Co. v. FTC . 627 F. Supp. 827, 832 (D.D.C. 
1984) (attorney work-product privilege), aff d . 778 F.2d 889 (D.C. Cir. 1985) 
(table cite); Burke Energy Corp. v. Department of Energy . 583 F. Supp. 507, 
513 (D. Kan. 1984) (deliberative process privilege); Fulbright & Jaworski v. 
Department of the Treasury . 545 F. Supp. at 620 (deliberative process privi- 
lege); see also FOIA Update . June 1982, at 10; cf United States v. Metropoli- 
tan St. Louis Sewer Dist. . 952 F,2d 1040, 1045 (8th Cir. 1992) (draft consent 
decrees covered by both deliberative process and attorney work-product privi- 
leges; remanded for determination of whether privileges waived). But see 
Mead Data Cent.. Inc, v. United States Dep’t of the~Air Force . 566 F.2d 242, 
257-58 (D.C. Cir. 1977) (certain documents prepared by agency concerning 
negotiations failed to reveal any inter-agency deliberations and therefore were 
not withholdable). 

29 FTC v. Grolier Inc. . 462 U.S. 19, 31 (1983) (Brennan, J., concurring) 
(emphasis added). 

30 See, e.g. . Olin Corp, v. Insurance Co. of N. America . 603 F. Supp. 

445, 449-50 (S.D.N.Y. 1985); Bottaro v. Hatton Assocs. . 96 F.R.D. 158, 159- 
60 (E.D.N.Y. 1982); see also FOIA Update . Fall 1985, at 3-4 ("OIP Guidance: 
Protecting Settlement Negotiations"). 

31 See M/A-COM Info. Svs. v. HHS . 656 F. Supp. at 692. 
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ties (in which relevance or need are appropriate factors) which governs the 
Exemption 5 inquiry; 32 rather, it is the circumstances in private litigation in 
which memoranda would "routinely be disclosed." 32 Therefore, whether the 
privilege invoked is absolute or qualified is of no significance. 34 Accordingly, 
no requester is entitled to greater rights of access under Exemption 5 by virtue 
of whatever special interests might influence the outcome of actual civil discov- 
ery to which he is a party. 35 Indeed, such an approach, combined with a prag- 
matic application of Exemption 5’s threshold language, is the only means by 
which the Supreme Court’s firm admonition against use of the FOIA to circum- 
vent discovery privileges can be given full effect. 36 Nevertheless, the mere 
fact that information may not generally be discoverable does not necessarily 
mean that it is not discoverable by a specific class of parties in civil litigation. 
Just as the FOIA’s privacy exemptions are not used against a first-party request- 
er, 37 a privilege that is designed to protect a certain class of persons cannot be 
invoked against those persons as FOIA requesters. 38 

Deliberative Process Privilege 

The most commonly invoked privilege incorporated within Exemption 5 
is the deliberative process privilege, the general purpose of which is to "prevent 
injury to the quality of agency decisions. 1 ' 39 Specifically, three policy purpos- 


32 NLRB v. Sears. Roebuck & Co. . 421 U.S. 132, 149 n.16 (1975). 

33 H.R. Rep. No. 1497, 89th Cong., 2d Sess. 10 (1966). 

34 See FTC v. Grolier Inc. . 462 U.S. at 27; see also FOIA Update . Fall 
1984, at 6. 

35 See FTC v. Grolier Inc. . 462 U.S. at 28; NLRB v. Sears. Roebuck & 
Co. . 421 U.S. at 149; see also, e.g. . Martin v. Office of Special Counsel . 819 
F.2d 1181, 1184 (D.C. Cir. 1987) ("the needs of a particular plaintiff are not 
relevant to the exemption’s applicability"); Swisher v. Department of the Air 
Force . 660 F.2d 369, 371 (8th Cir. 1981) (fact that privilege may be overcome 
by showing of "need" in civil discovery context in no way diminishes Exemp- 
tion 5 applicability). 

36 See United States v. Weber Aircraft Corp. . 465 U.S. 792, 801-02 (1984) 
("We do not think that Congress could have intended that the weighty policies 
underlying discovery privileges could be so easily circumvented."); see also 
Martin v. Office of Special Counsel . 819 F.2d at 1186 (Where a requester is 
"unable to obtain those documents using ordinary civil discovery methods, . . . 
FOIA should not be read to alter that result."). 

37 See H.R. Rep. No. 1380, 93d Cong., 2d Sess. 13 (1974); see also FOIA 
Update . Spring 1989, at 4. 

38 See United States Dep’t of Justice v. Julian . 486 U.S. at 13 (presentence 
report privilege, designed to protect reports’ subjects, cannot be invoked against 
them as first-party requesters). 

39 NLRB v. Sears. Roebuck & Co. . 421 U.S. 132, 151 (1975). 
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es consistently have been held to constitute the bases for this privilege: (1) to 
encourage open, frank discussions on matters of policy between subordinates 
and superiors; (2) to protect against premature disclosure of proposed policies 
before they are finally adopted; and (3) to protect against public confusion that 
might result from disclosure of reasons and rationales that were not in fact ulti- 
mately the grounds for an agency’s action. 40 

Logically flowing from the foregoing policy considerations is the privi- 
lege’s protection of the "decision making processes of government agencies." 41 
In concept, the privilege protects not merely documents, but also the integrity 
of the deliberative process itself where the exposure of that process would result 
in harm. 42 

Indeed, in a major en banc decision, the Court of Appeals for the District 
of Columbia Circuit emphasized that even the mere status of an agency decision 
within an agency decisionmaking process may be protectible if the release of 
that information would have the effect of prematurely disclosing "the recom- 
mended outcome of the consultative process ... as well as the source of any 
decision." 43 This is particularly important to agencies involved in a regulatory 
process that specifically mandates public involvement in the decision process 


40 See, e.g. . Russell v. Department of the Air Force . 682 F.2d 1045, 1048 
(D.C. Cir. 1982); Coastal States Gas Corp. v. Department of Energy . 617 F.2d 
854, 866 (D.C. Cir. 1980); Jordan v. United States Dep’t of Justice . 591 F.2d 
753, 772-73 (D.C. Cir. 1978) (en banc); Citizens Comm’n on Human Rights v. 
FDA . No. 92-5313, slip op. at 23 (C.D. Cal. May 10, 1993) (release of prede- 
cisional documents may confuse public about agency policy and procedure). 

But see also ITT World Communications. Inc, v. FCC . 699 F.2d 1219, 1237- 
38 (D.C. Cir. 1983) (suggesting that otherwise exempt predecisional material 
"may" be ordered released so as to explain actual agency positions) (dictum), 
rev’d on other grounds . 466 U.S. 463 (1984). 

41 NLRB v. Sears. Roebuck & Co. . 421 U.S. at 150. 

42 See, e.g. . National Wildlife Fed’n v. United States Forest Serv. . 861 
F.2d 1114, 1119 (9th Cir. 1988) ("[T]he ultimate objective of exemption 5 is to 
safeguard the deliberative process of agencies, not the paperwork generated in 
the course of that process."); Schell v. HHS . 843 F.2d 933, 940 (6th Cir. 

1988) ("Because Exemption 5 is concerned with protecting the deliberative 
process itself, courts now focus less on the material sought and more on the 
effect of the material’s release."); Dudman Communications Corp. v. Depart- 
ment of the Air Force . 815 F.2d 1565, 1568 (D.C. Cir. 1987) ("Congress 
enacted Exemption 5 to protect the executive’s deliberative processes— not to 
protect specific materials."); Chemical Mfrs. Ass’n v. Consumer Prod. Safety 
Comm’n . 600 F. Supp. 114, 117 (D.D.C. 1984) (ongoing regulatory process 
would be subject to "delay and disruption]” if preliminary analyses were pre- 
maturely disclosed). 

43 Wolfe v. HHS . 839 F.2d 768, 775 (D.C. Cir. 1988) (en banc). 
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once the agency’s deliberations are complete. 44 Moreover, the predecisional 
character of a document is not altered by the fact that an agency has subse- 
quently made a final decision, 45 nor by the passage of time in general. 46 

Traditionally, the courts have established two fundamental requirements, 
both of which must be met, for the deliberative process privilege to be in- 
voked, 47 First, the communication must be predecisional, i.e., "antecedent to 
the adoption of an agency policy. 1 ' 48 Second, the communication must be 
deliberative, i.e., "a direct part of the deliberative process in that it makes 
recommendations or expresses opinions on legal or policy matters.” 49 The 
burden is upon the agency to show that the information in question satisfies 
both requirements. 50 

In determining whether a document is predecisional, an agency does not 
necessarily have to point specifically to an agency final decision, but merely 
establish "what deliberative process is involved, and the role played by the 
documents in issue in the course of that process." 51 On this point, the Su- 
preme Court has been very clear: 


44 See kb at 776; see also National Wildlife Fed’n v. United States Forest 
Serv. . 861 F.2d at 1120-21 (draft forest plans and preliminary draft environ- 
mental impact statements protected); Chemical Mfrs. Ass’n v. Consumer Prod,, 
Safety Comm’n . 600 F. Supp. at 118 (preliminary scientific data generated in 
connection with study of chemical protected). 

45 See, e.g. . Mav v. Department of the Air Force . 777 F.2d 1012, 1014-15 
(5th Cir. 1985); Cuccaro v. Secretary of Labor . 770 F.2d 355, 357 (3d Cir. 
1985). 

46 See, e.g. . Founding Church of Scientology v. Levi . 1 Gov’t Disclosure 
Serv. (P-H) 1 80,155, at 80,374 (D.D.C. Aug. 12, 1980). 

47 See Mapother v. Department of Justice . No. 92-5261, slip op. at 7 (D.C. 
Cir. Sept. 17, 1993) ("The deliberative process privilege protects materials that 
are both predecisional and deliberative." (citing Petroleum Info. Corp. v. 

United States Dep’t of the Interior . 976 F.2d 1429, 1434 (D.C. Cir. 1992))) (to 
be published). 

48 Jordan v. United States Dep’t of Justice . 591 F.2d at 774^ 

49 Vaughn v. Rosen . 523 F.2d 1136, 1143-44 (D.C. Cir. 1975). 

50 See Southam News v. INS . No. 85-2721, slip op. at 16-17 (D.D.C. May 
18, 1989). 

51 Coastal States Gas Corp. v. Department of Energy . 617 F.2d at 868; see 
also Providence Journal Co. v. United States Dep’t of the Army . 981 F.2d 552, 
559 (1st Cir. 1992); Formaldehyde Inst, v. HHS . 889 F.2d 1118, 1123 (D.C. 
Cir. 1989); Knowles v. Thornburgh . No. 90-1294, slip op. at 5-6 (D.D.C. 

Mar. 11, 1992) (information generated during process preceding President’s 
ultimate decision on application for clemency held predecisional). 
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Our emphasis on the need to protect pre- decisional documents 
does not mean that the existence of the privilege turns on the ability 
of an agency to identify a specific decision in connection with 
which a memorandum is prepared. Agencies are, and properly 
should be, engaged in a continuing process of examining their poli- 
cies; this process will generate memoranda containing recommen- 
dations which do not ripen into agency decisions; and the lower 
courts should be wary of interfering with this process. 52 

Thus, so long as a document is generated as part of such a continuing 
process of agency decisionmaking, Exemption 5 can be applicable. 53 In a par- 
ticularly instructive decision, Access Reports v. Department of Justice . 54 the 
D.C. Circuit emphasized the importance of identifying the larger process to 
which a document sometimes contributes. Further, "predecisional' 1 documents 


52 NLRB v. Sears. Roebuck & Co. . 421 U.S. at 151 n. 1 8; see also Schell 
v. HHS . 843 F.2d at 941 (“When specific advice is provided, ... it is no less 
predecisional because it is accepted or rejected in silence, or perhaps simply 
incorporated into the thinking of superiors for future use.”); Chemical Mfrs. 
Ass’n v. Consumer Prod. Safety Comm’n . 600 F. Supp. at 118 (”(t]here should 
be considerable deference to the [agency’s] judgment as to what constitutes . . . 
‘part of the agency give-and-take-of the deliberative process-by which the 
decision itself is made’"); Pfeiffer v. CIA . 721 F. Supp, 337, 340 (D.D.C. 

1989) (court "must give considerable deference to the agency’s explanation of 
its decisional process, due to agency’s expertise"). 

53 See, e.g. . Maryland Coalition for Integrated Educ. v. United States Dep’t 
of Educ. . No. 89-2851, slip op. at 6 (D.D.C. July 20, 1992) (material prepared 
during compliance review that goes beyond critique of reviewed program to dis- 
cuss broader agency policy held part of deliberative process) (appeal pending); 
Washington Post Co. v. POD . No. 84-2949, slip op. at 21 (D.D.C. Feb. 25, 
1987) (document generated in continuing process of examining agency policy 
falls within deliberative process); Ashley v. United States Dep’t of Labor . 589 
F. Supp. 901, 908-09 (D.D.C. 1983) (documents containing agency self-evalua- 
tions need not be shown to be part of clear process leading up to "assured" 
final decision so long as agency can demonstrate that documents were part of 
some deliberative process). But see also Senate of P.R. v. United States Dep’t 
of Justice . 823 F.2d 574, 585 (D.C. Cir. 1987) (suggesting agency must speci- 
fy final "decisions to which the advice or recommendations . . . contributed"); 
Cook v. Watt . 597 F. Supp. 545, 550-52 (D. Alaska 1983) (confusingly refus- 
ing to extend privilege to documents originating in deliberative process merely 
because process held in abeyance and no decision reached). Compare Parke. 
Davis & Co. v. Califano . 623 F.2d 1, 6 (6th Cir. 1980) (holding document 
must be "essential element" of deliberative process) with Schell v. HHS . 843 
F.2d at 939-41 (appearing to reject, at least implicitly, "essential element" test). 

54 926 F.2d 1 192, 1 196 (D.C. Cir. 1991); see also Tavlor v. United States 
Dep’t of the Treasury . No. C90-1928, slip op. at 3-4 (N.D. Cal, Jan. 20, 1991) 
(deliberative process privilege protects "communications leading to the actual 
enactment of a law, not merely communications preceding a decision to com- 
mence the process of amending a law"). 
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are not only those circulated within the agency, but can also be those from an 
agency lacking decisional authority which advises another agency possessing 
such authority. 55 

In contrast, however, are postdecisional documents. They generally em- 
body statements of policy and final opinions that have the force of law, 56 that 
implement an established policy of an agency, 57 or that explain actions that an 
agency has already taken. 5 * Exemption 5 does not apply to postdecisional 
documents, as "the public is vitally concerned with the reasons which did sup- 
ply the basis for an agency policy actually adopted." 59 

Indeed, many courts have questioned whether certain documents at issue 
were tantamount to agency "secret law," i.e., "orders and interpretations which 
[the agency] actually applies to cases before it,” 60 and which are "routinely 
used by agency staff as guidance." 61 Such documents should be disclosed be- 
cause they are not in fact predecisional, but rather ’’discuss established policies 
and decisions." 62 Only those portions of a postdecisional document that dis- 
cuss predecisional recommendations not expressly adopted can be protected. 63 


55 See Renegotiation Bd. v. Grumman Aircraft Eng’g Corp. . 421 U.S. 168, 
188 (1975); Bureau of Nat‘l Affairs. Inc, v. United States Dep't of Justice . 742 
F.2d 1484, 1497 (D.C. Cir. 1984). 

56 See, e.g. . Taxation With Representation Fund v, IRS . 646 F.2d 666, 677 
(D.C. Cir. 1981). 

57 See, e.g. . Brinton v. Department of State . 636 F.2d 600, 605 (D.C. Cir. 
1980), cert, denied . 452 U.S. 905 (1981). 

58 See, e.g. . NLRB v. Sears. Roebuck & Co. . 421 U.S. at 153-54. But cf. 
Murphv v. TVA . 571 F. Supp. 502, 505 (D.D.C. 1983) (protection afforded to 
"interim" decisions which agency retains option of changing). 

59 NLRB v. Sears. Roebuck & Co. . 421 U.S. at 152. 

60 Sterling Drug. Inc, v. FTC . 450 F.2d 698, 708 (D.C. Cir. 1971). 

61 Coastal States Gas Corp, v. Department of Energy . 617 F.2d at 869; see 
also Schlefer v. United States . 702 F.2d 233, 243-44 (D.C. Cir. 1983). 

62 Coastal States Gas Corp. v. Department of Energy . 617 F.2d at 868; 
Hansen v. United States Dep’t of the Air Force . 817 F. Supp. at 124-25 (draft 
document' used by agency as final product ordered disclosed). 

. 63 See NLRB v. Sears. Roebuck & Co. . 421 U.S. at 151 (holding post- 
decisional documents subject to deliberative process privilege "as long as prior 
communications and the ingredients of the decisionmaking process are not 
disclosed”); see also Mead Data Central. Inc, v. United States Dep’t of the Air 
Force . 566 F.2d 242, 257 (D.C. Cir. 1977) ("It would exalt form over sub- 
stance to exempt documents in which staff recommend certain action or offer 
their opinions on given issues but require disclosure of documents which only 
‘report’ what those recommendations and opinions are."). 
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Several criteria have been fashioned to clarify the "often blurred" distinc- 
tion between predecisional and postdecisional documents. 54 First, an agency 
should determine whether the document is a "final opinion" within the meaning 
of one of the automatic disclosure provisions of the FOIA, subsection 
(a)(2)(A). 63 In an extensive consideration of this point, the Court of Appeals 
for the Fifth Circuit held that, as section (a)(2)(A) specifies "the adjudication of 
[a] case[]," Congress intended "final opinions" to be only those decisions result- 
ing from proceedings (such as that in Sears) in which a party invoked (and 
obtained a decision concerning) a specific statutory right of "general and uni- 
form" applicability. 65 

Second, the nature of the decisionmaking authority vested in the office or 
person issuing the document must be considered. 67 If the author lacks "legal 
decision authority," the document is far more likely to be predecisional. 68 A 
crucial caveat in this regard, however, is that courts often look "beneath formal 
lines of authority to the reality of the decisionmaking process." 69 Hence, even 
an assertion by the agency that an official lacks ultimate decisionmaking author- 
ity might be "superficial" and unavailing if agency "practices” commonly ac- 
cord decisionmaking authority to that official. 70 Conversely, an agency offi- 


64 Schlefer v. United States . 702 F.2d at 237; see generally ITT World 
Communications. Inc, v. FCC . 699 F.2d at 1235; Arthur Andersen & Co. v. 

IRS . 679 F.2d at 258-59. 

65 5 U.S.C. § 552(a)(2)(A) H9881: see Federal Open Mkt. Comm, v. Mer- 
riU, 443 U.S. 340, 360-61 n.23 (1979). 

66 Skelton v. United States Postal Serv. . 678 F.2d 35, 41 (5th Cir. 1982). 

But see also Afshar v. Department of State . 702 F.2d 1125, 114243 (D.C. Cir. 
1983) (even single recommendation of no precedential value or applicability to 
rights of individual members of public loses protection if specifically adopted as 
basis for final decision). 

67 See Pfeiffer v. CIA . 721 F. Supp. at 340 ("What matters is that the 
person who issues the document has authority to speak finally and officially for 
the agency."). 

68 Renegotiation Bd. v. Grumman Aircraft Eng’s Corp. . 421 U.S. at 184- 
85; see also Badhwar v. United States Dep’t of the Air Force . 615 F. Supp. 

698, 702-03 (D.D.C. 1985) (Air Force safety board does not make decisions, 
only recommendations), aff d in part & remanded in part on other grounds . 829 
F.2d 182 (D.C. Cir. 1987); American Postal Workers Union v. Office of Spe- 
cial Counsel . No. 85-3691, slip op. at 6 (D.D.C. June 24, 1986) (prosecutorial 
recommendations to special counsel which were not binding or dispositive con- 
sidered predecisional). 

69 Schlefer v. United States . 702 F.2d at 238; see also National Wildlife 
Fed’n v. United States Forest Serv. . 861 F.2d at 1123. 

70 Schlefer v. United States . 702 F.2d at 238, 241; see, e.g. , Badran v. 
United States Dep’t of Justice . 652 F. Supp. 1437, 1439 (N.D. 111. 1987) (INS 

(continued...) 
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cial who appears to have final authority may in fact not have such authority or 
may not be wielding that authority in a particular situation, 71 

Careful analysis of the decisionmaking process is sometimes required to 
determine whether the records reflect an earlier preliminary decision or recom- 
mendations concerning follow-up issues, 72 or whether the document sought 
reflects a final decision or merely advice to a higher authority. 73 Thus, agen- 
cy recommendations to OMB concerning the development of proposed legis- 
lation to be submitted to Congress are predecisional, 74 but descriptions of 
"agency efforts to ensure enactment of policies already established" are post- 
decisional , 75 

Third, it is useful to examine the direction in which the document flows 


70 (... continued) 

decision on plaintiffs bond was final, even though it was reviewable by immi- 
gration judge, because "immigration judges are independent from the INS, and 
no review of plaintiffs bond occurred within the INS"). 

71 See, e.g. . National Wildlife Fed’n v. United States Forest Serv. . 861 
F.2d at 1122-23 (headquarters’ comments on regional plans held to be opinions 
and recommendations); Jowett. Inc, v. Department of the Navy , 729 F. Supp. 
at 874 (audit reports prepared by entity lacking final decisionmaking authority 
held protective). 

72 See, e.g. . City of Va. Beach v. United States Dep’t of Commerce . 995 
F.2d at 1254 (protecting documents discussing past decision as it impacts on 
future decision); Access Reports v. Department of Justice . 926 F.2d at 1196 
(staff attorney memo on how proposed FOIA amendments would affect future 
cases not postdecisional working law but opinion on how to handle pending 
legislative process); Hamrick v. Department of the Navv . No. 90-283, slip op. 
at 4 (D.D.C. Aug. 28, 1992) ("[DJocuments prepared after [agency’s] decision 
to dual source the F404 engines are not ‘formal agency policy,’ but, recommen- 
dations for future decisions relating to F404 procurement based upon lessons 
learned from the dual sourcing decisionmaking process."); Coyote Valley Band 
of Porno Indians v. United States . No. 87-2786, slip op. at 4 (N.D. Cal. Nov. 
6, 1987); Dow. Lohnes & Albertson v. Presidential Comm’n on Broadcasting 
to Cuba . 624 F. Supp. 572, 574-75 (D.D.C. 1984). 

73 See, e.g. . Bureau of Nat’l Affairs. Inc, v. United States Dep’t of Justice , 
742 F.2d at 1497; American Fed’n of Gov’t Employees v. United States Dep’t 
of Commerce . 632 F. Supp, 1272, 1276 (D.D.C. 1986), remanded on other 
grounds . No. 86-5390 (D.C. Cir. Dec. 9, 1987). 

74 See Bureau of Nat’l Affairs. Inc, v. United States Dep’t of Justice . 742 
F.2d at 1497. 

75 Dow. Lohnes & Albertson v. USIA . No. 82-2569, slip op, at 15-16 
(D.D.C. June 5, 1984), vacated in part . No. 84-5852 (D.C. Cir. Apr. 17, 
1985); see also Badhwar v. United States Dep’t of Justice , 622 F. Supp. 1364, 
1372 (D.D.C. 1985) ("There is nothing predecisional about a recitation of 
corrective action already taken."). 
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along the decisionmaking chain. Naturally, a document "from a subordinate to 
a superior official is more likely to be predecisional," 76 than is the contrary 
case: "[Fjinal opinions . . . typically flow from a superior with policymaking 
authority to a subordinate who carries out the policy." 77 However, under cer- 
tain circumstances, recommendations can flow from the superior to the subor- 
dinate. 78 Perhaps most important of all is to consider the "‘ role , if any, that 
the document plays in the process of agency deliberations.’" 79 

Finally, even if a document is dearly protected from disclosure by the 
deliberative process privilege, it may lose this protection if a final decision- 
maker "chooses expressly to adopt or incorporate [it] by reference." 80 At least 
one court, though, has suggested a less stringent standard of "formal or in- 
formal adoption." 81 Also, although mere "approval" of a predecisional docu- 
ment does not necessarily constitute adoption of it, 82 an inference of incorpora- 
tion or adoption has twice been found to exist where a decisionmaker accepted 


76 Coastal States Gas Corp. v. Department of Energy . 617 F.2d at 868; see 
also Nadler v. United States Dep’t of Justice . 955 F.2d 1479, 1491 (11th Cir. 
1992) ("recommendation to a supervisor on how to proceed is predecisonal by 
nature"); MCI Telecommunications Corp. v. GSA . No. 89-746, slip op. at 9-10 
(D.D.C. Mar. 25, 1992) (guidelines developed by panel members making 
recommendations, not final decisionmaker, held predecisional); Government 
Accountability Project v. Office of Special Counsel . No. 87-235, slip op. at 5-6 
(D.D.C. Feb. 22, 1988) (protected documents "plainly contain advisory po- 
sitions adopted by officials subordinate in rank to the final decisionmakers"). 

77 Brinton v. Department of State . 636 F.2d at 605; see also American 
Fed’n of Gov’t Employees v. United States Dep’t of Commerce . 632 F. Supp. 
at 1276; Ashley v. United States Dep’t of Labor . 589 F. Supp. at 908. 

78 See National Wildlife Fed’n v. United States Forest Serv. . 861 F.2d at 

1 123 (comments from headquarters to regional office found, under circumstanc- 
es presented, to be advisory rather than directory). 

79 Formaldehyde Inst, v. HHS . 889 F.2d at 1122 (quoting CNA Fin. Corp. 
v. Donovan . 830 F.2d 1132, 1161 (D.C. Cir. 1987), cert, denied . 485 U.S. 

977 (1988)) (emphasis added). 

80 NLRB v. Sears. Roebuck & Co. . 421 U.S. at 161; see also Atkin v. 
EEOC . No. 91-2508, slip op. at 23-24 (D.N.J. July 14, 1993) (recommenda- 
tion to close file not protectible where contained in agency’s actual decision to 
close file); Afshar v. Department of State . 702 F.2d at 1140. 

81 Coastal States Gas Corp, v. Department of Energy . 617 F.2d at 866; see 
also American Soc’v of Pension Actuaries v. IRS . 746 F. Supp. 188, 192 
(D.D.C. 1990) (ordering disclosure after finding that IRS’s budget assumptions 
and calculations underlying final estimate for President’s budget were "implicit- 
ly adopted" by government); Skelton v. United States Postal Serv. . 678 F.2d at 
39 n.5 (dictum). 

82 See, e.g. . American Fed’n of Gov’t Employees v. Department of the 
Army . 441 F. Supp. 1308, 1311 (D.D.C. 1977). 
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a staff recommendation without giving a statement of reasons. 83 Where it is 
unclear whether a recommendation provided the basis for a final decision, the 
recommendation should be protectibie. 84 

A second primary limitation on the scope of the deliberative process priv- 
ilege is that of course it applies only to "deliberative" documents and it ordi- 
narily is inapplicable to purely factual matters, or to factual portions of oth- 
erwise deliberative memoranda. 85 Not only would factual material "generally 
be available for discovery," 86 but its release usually will not threaten consult- 
ative agency functions. 81 This seemingly straightforward distinction between 
deliberative and factual materials can blur, however, where the facts themselves 
reflect the agency’s deliberative process 88 ~which has prompted the D.C. Cir- 
cuit to observe that "the use of the factual matter/deliberative matter distinction 
produced incorrect outcomes in a small number of cases." 89 In fact, the full 
D.C. Circuit has firmly declared that factual information should be examined 
"in light of the policies and goals that underlie" the privilege and "the context 
in which the materials are used." 90 

Recognizing the shortcomings of a rigid factual/deliberative distinction, 
courts generally allow agencies to withhold factual material in an otherwise 


83 American Soc’v of Pension Actuaries v. IRS . 746 F. Supp. at 191; 
Martin v. MSPB . 3 Gov’t Disclosure Serv. (P-H) 1 82,416, at 83,044 (D.D.C. 
Sept. 14, 1982). But see American Postal Workers Union v. Office of Special 
Counsel . slip op. at 7-9 (incorporation not inferred). 

84 See Renegotiation Bd. v, Grumman Aircraft Eng’g Corp. . 421 U.S. at 
184-85; Afshar v. Department of State . 702 F.2d at 1143 n.22; see also Africa 
Fund v, Mosbacher . No. 92-289, slip op. at 19 (S.D.N.Y. May 26, 1993) (rec- 
ord did not suggest either "adoption" or "final opinion" of agency); Wilev. Rein 
& Fielding v. United States Dep’t of Commerce . No. 90-1754, slip op. at 6 
(D.D.C. Nov. 27, 1990) ("Denying protection to a document simply because 
the document expresses the same conclusion reached by the ultimate agency 
decision-maker would eviscerate Exemption 5."); Ahearn v. United States 
Army Materials & Mechanics Research Ctr. . 580 F. Supp. 1405, 1407 (D. 
Mass. 1984). 

85 See, e g. . Coastal States Gas Corp. v. Department of Energy . 617 F.2d 

at 867. 

86 EPA v. Mink . 410 U.S. 73, 87-88 (1973). 

87 See Montrose Chem. Corp. v. Train . 491 F.2d 63, 66 (D.C. Cir. 1974). 

88 See, e.g. Skelton v. United States Postal Serv. . 678 F.2d at 38-39. 

89 Dudman v. Department of Air Force . 815 F.2d at 1568. 

90 Wolfe v. HHS . 839 F.2d at 774; see also National Wildlife Fed’n v. 
United States Forest Serv. . 861 F.2d at 1119 ("ultimate objective" of Exemp- 
tion 5 is to safeguard agency’s deliberative process). 
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"deliberative" document under two general types of circumstances. 91 The first 
circumstance occurs where the author of a document selects specific facts out of 
a larger group of facts and this very act is deliberative in nature. In Montrose 
Chemical Corp. v. Train , for example, the summary of a large volume of pub- 
lic testimony compiled to facilitate the EPA Administrator’s decision on a parti- 
cular matter was held to be part of the agency’s internal deliberative process. 92 
The very act of distilling the testimony, of separating the significant facts from 
the insignificant facts, constituted an exercise of judgment by agency person- 
nel. 93 Such "selective" facts are therefore entitled to the same protection as 
that afforded to purely deliberative materials, as their release would "permit 
indirect inquiry into the mental processes," 94 and so "expose" predecisional 
agency deliberations. 95 Thus, to protect the factual materials, an agency must 
identify a process which "could reasonably be construed as predecisional and 
deliberative." 96 

A recent D.C. Circuit opinion concerning a report consisting of factual 


91 See FOIA Update . Summer 1986, at 6. 

92 See 491 F.2d at 71. 

93 See icL at 68; see, e.g. . Atkin v. EEOC , slip op. at 21 (staff selection of 
certain factual documents to be used for report preparation held deliberative); 
Bentson Contracting Co. v. NLRB . No. 90-451, slip op. at 3 (D. Ariz. Dec. 

28, 1990) (document characterizing issues most important to parties and how 
factual framework is utilized to determine precedent used in rendering decision 
held deliberative). 

94 Williams v. United States Dep’t of Justice . 556 F. Supp. at 65. 

95 Mead Data Cent.. Inc, v. United States Dep’t of the Air Force . 566 F.2d 
at 256; see also Providence Journal Co. v. United States Dep’t of the Army . 

981 F.2d at 562 (revealing IG’s factual findings would divulge substance of 
related recommendations); Lead Indus. Ass’n v. OSHA . 610 F.2d at 85 (dis- 
closing factual segments of summaries would reveal deliberative process by 
"demonstrating which facts in the massive rule-making record were considered 
significant to the decisionmaker"); Farmworkers Legal Servs. v. United States 
Dep’t of Labor . 639 F. Supp. 1368, 1373 (E.D.N.C. 1986) (list of farmworker 
camps was "selective fact" and thus protected); Sorensen v. United States Dep’t 
of Agric. . No. 83-4143, slip op. at 7 (D. Idaho Mar. 11, 1985) (document 
comprising agency’s "attempt to organize, evaluate and prioritize the facts of 
importance" held exempt). 

96 City of Va, Beach v. United States Dep’t of Commerce . 995 F.2d at 
1255; see also ITT World Communications. Inc, v. FCC . 699 F.2d 1219, 1239 
(D.C. Cir. 1983) (notes must be more than "straightforwarad factual narrations” 
to be protected); Playboy Enters, v. Department of Justice . 677 F.2d 931, 936 
(D.C. Cir. 1982) (factual materials must be generated in course of agency’s 
decisionmaking process); Lacy v. United States Dep’t of the Navy . 593 F. 

Supp. 71, 78 (D. Md. 1984) (photographs attached to deliberative report "do 
not become part of the deliberative process merely because some photographs 
were selected and others were not"). 
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materials prepared for a decision by the Attorney General as to whether to al- 
low former U.N. Secretary General Kurt Waldheim to enter the United States 
provides an illustration of the factual/deliberative distinction. 97 The D.C. 

Circuit found that "the majority of the Waldheim Report’s factual material was 
assembled through an exercise of judgment in extracting pertinent material from 
a vast number of documents for the benefit of an official called upon to take 
discretionary action,' 1 and that it therefore fell within the deliberative process 
privilege. 98 By contrast, it also held that a chronology of Waldheim’s military 
career was not deliberative, as it was "neither more nor less than a compre- 
hensive collection of the essential facts" and " reflectfed] no point of view." 99 

The second such circumstance is where the information is so inextricably 
connected to the deliberative material that its disclosure will expose or cause 
harm to the agency’s deliberations. If revealing factual information is tanta- 
mount to revealing the agency’s deliberations, then the facts may be with- 
held. 100 In a recent example, the D.C. Circuit held that the deliberative proc- 
ess privilege protects construction cost estimates, which the court characterized 
as "elastic facts," finding that their disclosure would reveal the agency’s delib- 
erations. 101 

Similarly, where factual or statistical information is actually an expression 
of deliberative communications it may be withheld on the basis that to reveal 


91 Mapother v. Department of Justice , slip op. at 9-12. 

98 RL at II (distinguishing and confining Playboy as a report designed only 
to inform Attorney General of facts he would make available to Member of Con- 
gress, rather than one involving any decision he would have to make); see also 
City of Va. Beach v, United States Dep’t of Commerce . 995 F.2d at 1255 (simi- 
larly observing that in Plavbov "[the] agency identified no decision in relation 

to the withheld investigative report"). 

99 Mapother . slip op. at 12. 

100 See, e.g. . Wolfe v. HHS . 839 F.2d at 774-76 ("fact" of status of pro- 
posal in deliberative process protected); Brownstein Zeidman & Schomer v. 
Department of the Air Force . 781 F. Supp. 31, 36 (D.D.C. 1991) (release of 
summaries of negotiations would inhibit free flow of information as "summaries 

are not simply the facts themselves"); Jowett. Inc, v. Department of the Navv . 
729 F. Supp. at 877 (manner of selecting and presenting even most factual seg- 
ments of audit reports would reveal process by which agency’s final decision is 
made); Washington Post Co. v. POD . No. 84-2403, slip op. at 5 (D.D.C. Apr. 
15, 1988) (factual assertions in briefing documents found "thoroughly inter- 
twined” with opinions and impressions); Washington Post Co. v. POD . No. 
84-2949, slip op. at 23 (summaries and lists of materials relied upon in drafting 
report found "inextricably intertwined with the policymaking process"). 

101 Quarles v. Department of the Navy . 893 F.2d 390, 392-93 (D.C. Cir. 
1990). 
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that information would reveal the agency’s deliberations. 102 Exemption 5 thus 
protects scientific reports that constitute the interpretation of technical data, 
insofar as "the opinion of an expert reflects the deliberative process of decision 
or policy making." 103 The government interest in withholding technical data 
is heightened if such material is requested at a time when disclosure of a scien- 
tist’s "nascent thoughts . . . would discourage the intellectual risktaking so 
essential to technical progress." 104 Moreover, it is noteworthy that the D.C. 
Circuit has stated that the "results of . . . factual investigations" may be within 
the protective scope of Exemption 5. 105 However, the D.C. Circuit also has 
emphasized that agencies bear the burden of demonstrating that disclosure of 
such information "would actually inhibit candor in the decision-making proc- 


Documents that are commonly encompassed by the deliberative process 
privilege include "advisory opinions, recommendations, and deliberations com- 
prising part of a process by which governmental decisions and policies are 
formulated,'” 07 the release of which would be likely to "stifle honest and 


102 See, e.g. . SMS Data Prods. Group. Inc, v. United States Dep’t of the 
Air Force . No. 88-481, slip op. at 3 (D.D.C. Mar. 31, 1989) (technical scores 
and technical rankings of competing contract bidders held predecisional and 
deliberative); National Wildlife Fed’n v. United States Forest Serv. . No. 86- 
1255, slip op. at 9 (D.D.C. Sept. 26, 1987) (variables reflected in computer 
program’s mathematical equation held protectible); American Whitewater Affil- 
iation v. Federal Energy Regulatory Comm'n . No. 86-1917, slip op. at 7 
(D.D.C. Dec. 2, 1986) ("the cost and energy comparisons involved in this case 
are deliberative”); Brinderson Constructors. Inc, v. United States Army Corps 
of Eng’rs . No. 85-905, slip op. at 11 (D.D.C. June 11, 1986) ("computations 
are certainly part of the deliberative process"); Professional Review Org.. Inc, 
v. HHS . 607 F. Supp. 423, 427 (D.D.C. 1985) (scores used to rate procure- 
ment proposals may be "numerical expressions of opinion rather than ‘facts’"). 

103 Parke. Davis & Co. v. Califano . 623 F.2d at 6; see also Quarles v. 
Department of the Navy . 893 F.2d at 392-93 (cost estimates held protectible as 
"elastic facts 1 '); National Wildlife Fed’n v. United States Forest Serv. . 861 F.2d 
at 1120 ("opinions on facts and their [sic] consequences of those facts form the 
grist for. the policymaker’s mill"). But see Ethvl Corp. v. EPA . 478 F.2d 47, 

50 (4th Cir. 1973) (characterizing such material as "technological data of a 
purely factual nature"). 

104 Chemical Mfrs. Ass’n v. Consumer Prod. Safety Comm’n . 600 F. Supp. 
at 118. 

105 Paisley v. CIA . 712 F.2d 686, 698 n.53 (D.C. Cir. 1983) (dictum). 

106 Army Times Publishing Co. v. Department of the Air Force . 998 F.2d 
1067, 1070 (D.C. Cir. 1993) (agencies must show how process would be 
harmed where some factual material was released and similar factual material 
was withheld). 

107 NLRB v. Sears. Roebuck & Co. . 421 U.S. at 150; see also National 

(continued...) 
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frank communication within the agency.'" 08 Accordingly, though the case 
law is not yet entirely settled on the point, "briefing materials "-such as reports 
or other documents which summarize issues and advise superiors-shouid be pro- 
tective under the deliberative process privilege. 109 

A particular category of documents likely to be found exempt under the 
deliberative process privilege is "drafts," 110 although it has been observed that 
such a designation "does not end the inquiry." 111 It should be remembered. 


107 (... continued) 

Wildlife Fed'n v. United States Forest Serv. . 861 F.2d at 1121 ("Recommenda- 
tions on how to best deal with a particular issue are themselves the essence of 
the deliberative process."); Four Corners Action Coalition v. United States 
Dep’t of the Interior . No. 92-Z-2106, transcript at 4-5 (D. Colo. Dec. 9, 1992) 
(bench order) (marginal notes and editorial comments reflect deliberative 
process); Fine v. United States Dep’t of Energy . No. 88-1033, slip op. at 9 
(D.N.M. June 22, 1991) (notes written in margins of documents constitute 
deliberations of documents’ recipient); Jowett. Inc, v. Department of the Navy , 
729 F. Supp. 871, 875 (D.D.C. 1989) (documents that are "part of the give- 
and-take between government entities"); Strang v. Collver . 710 F. Supp. 9, 12 
(D.D.C. 1989) (meeting notes that reflect the exchange of opinions or give-and- 
take between agency personnel or divisions of agency), affd sub nom. Strang 
v. Desio . 899 F.2d 1268 (D.C. Cir. 1990) (table cite). 

108 Coastal States Gas Corp. v. Department of Energy . 617 F.2d at 866; see 
also Schell v. HHS . 843 F.2d at 942 ("It is the free flow of advice, rather than 
the value of any particular piece of information, that Exemption 5 seeks to pro- 
tect."). 

109 See Access Reports v. Department of Justice . 926 F.2d at 1 196-97 (dic- 
tum); Washington Post Co. v. POD , slip op. at 23 (summaries and lists of 
material compiled for general’s report preparation held protectible); Williams v. 
United States Dep’t of Justice . 556 F. Supp. 63, 65 (D.D.C. 1982) ("briefing 
papers prepared for the Attorney General prior to an appearance before a con- 
gressional committee" held protectible); see also FOIA Update . Fall 1988, at 5. 
Contra National Sec. Archive v. FBI . No. 88-1507, slip op. at 3-5 (D.D.C. . 
Apr. 15, 1993) (briefing papers found not protectible) (appeal pending). 

110 See, e.g. . City of Va. Beach v. United States Dep’t of Commerce . 995 
F.2d at 1253; Town of Norfolk v. United States Corps of Eng’rs . 968 F.2d 
1438, 1458 (1st Cir. 1992); Dudman Communications Corp. v. Department of 
the Air Force . 815 F.2d at 1569; Russell v. Department of the Air Force . 682 
F.2d at 1048; Arthur Andersen & Co. v. IRS . 679 F.2d 254, 259 (D.C. Cir. 
1982); Lead Indus. Ass’n v. OSHA . 610 F.2d 70, 85-86 (2d Cir. 1979); Lyons 
v. OSHA . No. 88-1562, slip op. at 4 (D. Mass. Dec. 2, 1991); Exxon Corp. v. 
Department of Energy . 585 F. Supp. at 698. 

111 Arthur Andersen & Co. v. IRS . 679 F.2d at 257 (citing Coastal States 
Gas Corp. v. Department of Energy . 617 F.2d at 866); see Petroleum Info. 
Corp, v. United States Dep’t of the Interior . 976 F.2d at 1436 n.8 (suggesting 
new harm standard for "mundane," nonpolicy-oriented documents, which can 

(continued...) 
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though, that the very process by which a "draft" evolves into a "final" docu- 
ment can itself constitute a deliberative process warranting protection. 112 As 
a result, Exemption 5 protection can be available to a draft document regardless 
of whether it differs from its final version. 113 

Two years ago, the factual/deliberative distinction led to sharply contrast- 
ing decisions by two circuit courts of appeal, where the issue was the Com- 
merce Department’s withholding of numeric material. 114 Both the Assembly 
of the State of California and the Florida House of Representatives sought 
"adjusted" census figures for their respective states that were developed in the 
event that the Secretary of Commerce decided to adjust the 1990 census, an 
event that did not occur. 115 The Court of Appeals for the Eleventh Circuit 
applied a rigid "fact or opinion 1 '- test in determining whether such numerical 


"'(...continued) 

include drafts); see also Hansen v. United States Dep’t of the Air Force . 817 F. 
Supp. 123, 124-25 (D.D.C. 1992) (unpublished internal document lost draft 
status when consistently treated by agency as finished product over many 
years). 

112 See, e.g. . National Wildlife Fed’n v. United States Forest Serv. . 861 
F.2d at 1122 ("To the extent that [the requester] seeks through its FOIA request 
to uncover any discrepancies between the findings, projections, and recommen- 
dations between the draftjs] prepared by lower-level [agency] personnel and 
those actually adopted . . . , it is attempting to probe the editorial and policy 
judgments of the decisionmakers.”); Dudman Communications Corp. v. Depart- 
ment of the Air Force . 815 F.2d at 1568-69; Russell v. Department of the Air 
Force . 682 F.2d at 1048-50; Pies v. IRS . 668 F.2d 1350, 1353-54 (D.C. Cir. 
1981); Rothschild v. CIA . No. 91-1314, slip op. at 6-7 (D.D.C. Mar. 25, 

1992) (extending protection to "marginalia consisting of comments, opinions, 
further relevant information and associated notes" on drafts); Oxv USA Inc, v. 
United States Dep’t of Energy . No. 88-C-541-B, slip op. at 5 (N.D. Okla. July 
13, 1989) (agency need not show extent to which draft differs from final docu- 
ment, because to do so would itself expose what occurred in deliberative proc- 
ess); Strang v. Collver . 710 F. Supp. at 12; Exxon Corp. v. Department of 
Energy . 585 F. Supp. at 698; se e also FOIA Update . Spring 1986, at 2; FOIA 
Update . Jan. 1983, at 6. 

113 See Mobil Oil Corn, v. F.PA . 879 F.2d 698, 703 (9th Cir. 1989) (dicta); 
Lead Indus. Ass’n v. OSHA . 610 F.2d at 86; see also Exxon Corp. v. Depart- 
ment of Energy . 585 F. Supp, at 698; City of W. Chicago v, NRC . 547 F. 
Supp. 740, 751 (N.D. 111. 1982); FOIA Update . Spring 1986, at 2. But see 
Texaco. Inc, v. United States Dep’t of Energy . 2 Gov’t Disclosure Serv, (P-H) 

1[ 81,296, at 81,833 (D.D.C. Oct. 13, 1981) (aberrational ruling, without analy- 
sis, to the contrary). 

114 Assembly of Cal, v. United States Dep’t of Commerce . 968 F.2d 916 
(9th Cir. 1992); Florida House of Representatives v. United States Dep’t of 
Commerce . 961 F.2d 941 (11th Cir. 1992). 

115 Assembly of Cal. . 968 F.2d at 917-18; Florida House of Representa- 
tives . 961 F.2d at 943-44. 
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data are protectibie. 116 It viewed the census data as "opinion" that was ulti- 
mately rejected by the decisionmaker and therefore held them to be withhold- 
able pursuant to the deliberative process privilege. 117 The Court of Appeals 
for the Ninth Circuit, on the other hand, applied a "functional" test under which 
it found that the data, on "the continuum of deliberation and fact .... fell 
closer to fact." 118 The Ninth Circuit ordered the California data released on 
the basis that disclosure would not reveal any of the Department of Commerce’s 
deliberative processes. 119 Since neither case went to the Supreme Court, this 
narrow conflict remains. 

This past year, in a case involving purely factual data found not to fall 
within the deliberative process privilege, Petroleum Information Corp. v. 

United States Department of the Interior , the D.C. Circuit strongly indicated 
that such information should be shielded by the privilege or not according to 
whether it involves "some policy matter.” 120 It focused on "whether the agen- 
cy has plausibly demonstrated the involvement of a policy judgment in the de- 
cisional process relevant to the requested documents," 121 while at the same 
time suggesting that more "mundane" documents should be protected where 
"disclosure genuinely could be thought likely to diminish the candor of agency 
deliberations in the future.” 122 While it remains to be seen exactly how this 
emerging "policy” focus will be applied by the courts in future cases, 123 at a 
minimum it provides a focal point for the exercise of sound administrative dis- 


116 Florida House of Representatives . 961 F.2d at 950. 

117 Id. 

118 Assembly of Cal. . 968 F.2d at 921-22. 

119 Id. at 923. 

120 Petroleum Info. Corn, v. United States Dep’t of the Interior . 976 F,2d at 
1435. 

121 Id. at 1436. 

122 Id. at 1436 n.8; accord Army Times Publishing Co. v. Department of 
the Air Force . 998 F.2d at 1071, 1072 (concluding that "potentially harmful" 
factual information could be withheld if it were determined that it "would ac- 
tually inhibit candor in the decision-making process if made available to the 

public"). 

123 See Maryland Coalition for Integrated Educ. v. United States Dep’t of 
Educ. . No. 89-2851, slip op. at 5-6 (D.D.C. July 20, 1992) (agency’s "routine 
review" of state compliance and "assess[ment of] how well existing policies are 
being implemented by the state" held not protectibie because they "do not 
suggest or recommend future agency policy") (appeal pending); accord Mary- 
land Coalition for Integrated Educ, v. United States Dep’t of Educ. . slip op. at 
2 (same); see also Mapother v. Department of Justice , slip op. at 8-10 (dis- 
cussing and harmonizing existing D.C. Circuit case law); Army Times Publish- 
ing Co, v. Department of the Air Force . 998 F.2d at 1070 (pointing to "process 
by which decisions and policies" are formulated). 
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cretion in the application of the deliberative process privilege on a case-by-case 
basis. (See Discretionary Disclosure and Waiver, below, for a discussion of 
discretionary disclosure in connection with Exemption 5.) 

Lastly, the protection of the very integrity of the deliberative process can, 
in some contexts, be the basis for protecting factual information. 124 It also 
should be noted that under some circumstances disclosure of even the identity 
of the author of a deliberative document could chill the deliberative process, 
thus warranting protection of that identity under Exemption 5. 125 One court 
has noted that the danger of revealing the agency’s deliberations by disclosing 
facts is particularly acute where the document withheld is "short." 126 Factual 
information within a deliberative document may be withheld also where it is 
impossible to reasonably segregate meaningful portions of that factual infor- 
mation from the deliberative information. 127 

Attorney Work-Product Privilege 

The second traditional privilege incorporated into Exemption 5 is the 
attorney work-product privilege, which protects documents and other memoran- 
da prepared by an attorney in contemplation of litigation. 128 As its purpose is 
to protect the adversarial trial process by insulating the attorney’s preparation 


124 See, e.g. . Wolfe v. HHS . 839 F.2d at 776 (revealing status of proposal 
in deliberative process "could chili discussions at a time when agency opinions 
are fluid and tentative"); Dudman Communications Corp. v. Department of the 
Air Force . 815 F.2d at 1568 (revealing editorial judgments would stifle creative 
thinking). 

125 See, e.g. . Brinton v. Department of State . 636 F.2d 600, 604 (D.C. Cir. 
1980), cert, denied . 452 U.S. 905 (1981); Miscavige v. IRS . No. 91-1638, slip 
op. at 8 (N.D. Ga. June 15, 1992); see also FOIA Update . Spring 1985, at 6; 
cf. Wolfe v. HHS . 839 F.2d at 775-76 (discussing how particularized disclosure 
can chill agency discussions). 

126 Nadler v. United States Dep’t of Justice . 955 F.2d at 1491 (dicta) (con- 
sidering document "one and one-half pages in length"). 

127 See Local 3. Int’l Bhd. of Elec. Workers v. NLRB . 845 F.2d 1 177, 

1180 (2d Cir. 1988) (short document would be rendered "nonsensical" by seg- 
regation); see also Lead Indus. Ass’n v. OSHA . 610 F.2d at 86 ("Instead of 
merely combing the documents for ‘purely factual’ tidbits, the court should 
have considered the segments in the context of the whole document and that 
document’s relation to the administrative process.”); Badhwar v. United States 
Dep’t of the Air Force . 622 F. Supp. at 1375 (impossible to "reasonably" segre 
gate nondeliberative material from autopsy report); Morton-Norwich Prods.. 

Inc, v. Mathews . 415 F. Supp. 78, 82 (D.D.C. 1976). But see also Army 
Times Publishing Co. v. Department of the Air Force . 998 F.2d at 1070 (em- 
phasizing agency obligation to specifically address possible segregability and 
disclosure of factual information). 

128 See Hickman v. Tavlor . 329 U.S. 495, 509-10 (1947); Fed. R. Civ. P. 
26(b)(3). 
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from scrutiny, 129 the work-product privilege ordinarily does not attach until at 
least "some articulable claim, likely to lead to litigation," has arisen. 130 The 
privilege is not limited to civil proceedings, but rather extends to administrative 
proceedings, 131 and to criminal matters as well. 132 Similarly, the privilege 
has also been held applicable to documents generated in preparation of an ami- 
cus brief. 133 

The privilege sweeps broadly in several respects. 134 First, litigation 
need never have actually commenced, so long as specific claims have been 
identified which make litigation probable. 135 Significantly, the Court of Ap- 
peals for the District of Columbia Circuit has ruled that the privilege "extends 
to documents prepared in anticipation of foreseeable litigation, even if no spe- 
cific claim is contemplated." 136 The privilege also has been held to attach to 
law enforcement investigations, where the investigation is "based upon a spe- 
cific wrongdoing and represents) an attempt to garner evidence and build a 
case against the suspected wrongdoer.” 137 


’ 29 See Jordan v. United States Dep’t of Justice . 591 F.2d 753, 775 (D.C. 
Cir. 1978) (en banc). 

130 Coastal States Gas Corp, v. Department of Energy . 617 F.2d 854, 865 
(D.C. Cir. 1980). 

131 See, e.g. . Exxon Corp. v. Department of Energy . 585 F. Supp. 690, 

700 (D.D.C. 1983); see also Martin v. Office of Special Counsel . 819 F.2d 
1181, 1187 (D.C. Cir. 1987) (same result under Exemption (d)(5) of Privacy 
Act). 

132 See, e.g. . Antonelli v. Sullivan . 732 F.2d 560, 561 (7th Cir. 1983); see 
also FOIA Update . Spring 1984, at 7. But cf. Powell v. Department of Justice . 
584 F. Supp. 1508, 1520 (N.D. Cai. 1984) (suggesting, but not deciding, that 
attorney work-product materials generated in criminal case should be subject to 
disclosure under criminal discovery provisions). 

133 See Strang v. Collver . 710 F. Supp. 9, 12-13 (D.D.C. 1989), aff d sub 
nom. Strang v, Desio . 899 F.2d 1268 (D.C. Cir. 1990) (table cite). 

134 See generally FOIA Update . Summer 1983,. at 6. 

135 See Kent Corp. v. NLRB . 530 F.2d 612, 623 (5th Cir.), cert, denied . 
429 U.S. 920 (1976); see, e.g. . Chemcentral/Grand Rapids Corfr. v. EPA . No. 
91-C-4380, slip op. at 10-11 (N.D. 111. Oct. 6, 1992) (privilege applies to legal 
advice given for specific agency clean-up sites); Savada v. POD . 755 F. Supp, 
6, 7 (D.D.C. 1991) (threat of litigation by counsel for adverse party held 
sufficient), 

136 Schiller v, NLRB . 964 E.2d 1205, 1208 (D.C. Cir. 1992); see also 
Delaney, Miedail & Young. Chartered v. IRS . 826 F.2d 124, 127 (D.C. Cir. 
1987) (privilege extends to documents prepared when identity of prospective 
litigation opponent unknown). 

137 SafeCard Servs.. Inc, v. SEC . 926 F.2d 1197, 1202 (D.C. Cir. 1991). 
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However, the mere fact that it is conceivable that litigation may occur at 
some unspecified time in the future will not necessarily be sufficient to protect 
attorney-generated documents; "the policies of the FOIA would be largely de- 
feated" if agencies were to withhold any documents created by attorneys "sim- 
ply because litigation might someday occur." 138 But where litigation is inevi- 
table, a specific claim need not yet have arisen. 139 

Further, it has been held that a document prepared for two disparate 
purposes was compiled in anticipation of litigation if "litigation was a major 
factor" in the decision to create it. 140 However, documents prepared in an 
agency’s ordinary course of business, not sufficiently related to litigation, may 
not be accorded protection. 141 

The attorney work -product privilege also has been held to cover docu- 
ments "relat[ing] to possible settlements" of litigation. 142 Logically, it can 


138 Senate of P.R. v. United States Dep’t of Justice . 823 F.2d 574, 587 
(D.C. Cir. 1987) (citing Coastal States Gas Corp. v. Department of Energy . 

617 F.2d at 865). 

139 See Schiller v. NLRB . 964 F.2d at 1208 (documents that provide tips 
and instructions for handling future litigation held protectible); Delaney, 

Migdail & Young. Chartered v. IRS . 826 F.2d at 127 (memoranda that "advise 
the agency of the types of legal challenges likely to be mounted against a pro- 
posed program, potential defenses available to the agency and the likely out- 
come" held protectible); Lacefield v. United States . No. 92-N-1680, slip op. at 
14 (D. Colo. Mar. 10, 1993) (knowledge that adversary plans to challenge 
agency position constitutes articulable claim); Silber v. United States Dep’t of 
Justice . No. 91-876, transcript at 23-24 (D.D.C. Aug. 13, 1992) (bench order) 
(privilege covers monograph written to assist attorneys in prosecuting cases); 
Anderson v. United States Parole Comm’n . 3 Gov’t Disclosure Serv. (P-H) 

<1 83,055, at 83,557 (D.D.C. Jan. 6, 1983) (privilege covers case digest of 
legal theories and defenses frequently used in litigation); Automobile Importers 
of America. Inc, v. FTC . 3 Gov’t Disclosure Serv. (P-H) 1 82,488, at 83,226 
(D.D.C. Sept. 28, 1982) (privilege protects set of agency options and consid- 
erations used in auto-safety enforcement proceedings). 

140 Wilson v. Department of Energy . No. 84-3163, slip op. at 7 n.l 
(D.D.C. Jan. 28, 1985). But see also United States v. Gulf Oil Corp. . 760 
F.2d 292, 296-97 (Temp. Emer. Ct. App. 1985) (holding that anticipation of 
litigation must be "the primary motivating purpose behind the creation of the 
document") (non-FOIA case). 

141 See Hill Tower. Inc, v. Department of the Navy . 718 F. Supp. 562, 567 
(N.D. Tex. 1988) (aircraft accident investigation information in JAG Manual 
report not created in anticipation of litigation). 

142 See, e.g. . United States v. Metropolitan St. Louis Sewer Dist. . 952 F,2d 
1040, 1045 (8th Cir. 1992) (remanded to determine if privilege was waived); 
Cities Serv. Co. v. FTC . 627 F. Supp. 827, 832 (D.D.C. 1984), affd, 778 
F.2d 889 (D.C. Cir. 1985) (table cite); Church of Scientology v. IRS , No. 90- 

(continued...) 
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also protect the recommendation to close litigation,' 43 and even the final agen- 
cy decision to terminate litigation.’ 44 But documents prepared subsequent to 
the closing of a case are presumed, absent some specific basis for concluding 
otherwise, not to have been prepared in anticipation of litigation. 145 More- 
over, one court has even held that documents not originally prepared in antici- 
pation of litigation cannot assume the protection derived from the work-product 
privilege merely by their later placement in a litigation-related document, 146 

Second, Rule 26(b)(3) of the Federal Rules of Civil Procedure allows the 
privilege to be used to protect documents prepared "by or for another party or 
by or for that other party’s representative." Not only do documents prepared 
by agency attorneys who are responsible for the litigation of a case which is be- 
ing defended or prosecuted by the Department of Justice qualify for the privi- 
lege, 147 but also documents prepared by an attorney ’’not employed as a litiga- 
tor." 148 Courts have looked at the plain meaning of the rule and have ex- 
tended work-product protection to materials prepared by nonattorneys who are 
supervised by attorneys. 149 The unstated assumption in such cases is that 


141 (...continued) 

11069, slip op. at 20 (D. Mass. Apr. 22, 1992) (magistrate’s recommendation) 
(fact that parties were contemplating settlement does not foreclose application of 
attorney work-product privilege); cf Carev-Canada, Inc, v. Aetna Casualty & 
Sur. Co. . 118 F.R.D. 250, 251-52 (D.D.C. 1987) (civil discovery context). 

143 See A. Michael’s Piano. Inc, v. FTC . No. 2:92 CV 00603, slip op. at 1 
(D. Conn. Jan. 29, 1993) (even if staff attorney is considering or recom- 
mending dosing an investigation, exemption still applies) (appeal pending). 

144 See FQIA Update . Summer 1985, at 5. 

145 See Senate of P.R. v. United States Dep’t of Justice . 823 F.2d at 586; 
see also, e.g. . Senate of P.R. v. United States Dep't of Justice . No. 84-1829, 
slip op. at 20 (D.D.C. May 13, 1992) (finding reasonable anticipation of litiga- 
tion where case was closed but where agency was carefully reevaluating it in 
light of new evidence). 

146 Dow Jones & Co. v. Department of Justice . 724 F. Supp. 985, 989 
(D.D.C. 1989), affd on other grounds . 917 F.2d 571 (D.C. Cir. 1990). 

147 See, e.g. . Cook v. Watt . 597 F. Supp. 545, 548 (D. Alaska 1983). 

148 Illinois State Bd. of Educ. v. Bell . No. 84-337, slip op. at 9-10 (D.D.C. 
May 31, 1985). 

149 See, e.g. . Durham v. United States Dep’t of Justice . No. 91-2636, slip 
op. at 6-7 (D.D.C. Aug. 17, 1993) (material prepared by government personnel 
under prosecuting attorney’s direction) (to be published); Tavlor v. Office of 
Special Counsel . No. 91-N-734, slip op. at 17 (D. Colo. Mar. 22, 1993) (tele- 
phone interview conducted by examiner at request of attorney); Joint Bd. of 
Control v. Bureau of Indian Affairs . No. 87-217, slip op. at 9-10 (D. Mont. 
Sept. 9, 1988) (water studies produced by contract companies); Nishnic v. 

(continued...) 
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work-product protection is appropriate where the nonattorney acts as the agent 
of the attorney; where that is not the case, the work-product privilege as incor- 
porated by the FOIA has not been extended to protect the material prepared by 
the nonattorney. 150 

Third, the work-product privilege has been held to remain applicable 
where the information has been shared with a party holding a common interest 
with the agency. 151 The privilege remains applicable even where the docu- 
ment has become the basis for a final agency decision. 15 ’ 


U9 (... continued) 

United States Dep’t of Justice . 671 F. Supp. 771, 772-73 (D.D.C. 1987) (his- 
torian’s research and interviews); Wilson v. Department of Energy , slip op. at 
8 (consultant’s report); Exxon Corn, v, FTC . 466 F. Supp. 1088, 1099 
(D.D.C. 1978) (economist’s report), affd, 663 F.2d 120 (D.C. Cir. 1980). 

But cf. Brittany Dyeing & Printing Corp. v. EPA . No. 91-2711, slip op. at 7-8 
(D.D.C. Mar. 12, 1993) (confusing attorney-work product privilege and delib- 
erative process privilege to hold that witness statements taken by investigator at 
behest of counsel cannot be protected because they would "not expose agency 
decision making process"), 

150 See Hall v. Department of Justice . No. 87-474, slip op. at 17-19 
(D.D.C. Mar. 8, 1989) (magistrate’s recommendation) (agency’s affidavit failed 
to show that prosecutorial report of investigation was prepared by Marshals 
Service personnel under direction of attorney), adopted (D.D.C. July 31, 1989); 
Nishnic v. United States Dep’t of Justice . 671 F. Supp. at 810-11 (summaries 
of witness statements taken by USSR officials for United States Department of 
Justice held not protective), 

151 See United States v. Gulf Oil Corp. . 760 F.2d at 295-96 (documents 
shared between two companies contemplating merger); Chilivis v. SEC . 673 
F.2d 1205, 1211-12 (11th Cir. 1982); Nishnic v. United States Dep’t of Justice . 
No. 86-2802, slip op. at 10 (D.D.C. May 15, 1987) (documents shared with 
foreign nation). But see also Texas v. ICC . 889 F.2d 59, 62 (5th Cir. 1989) 
(communications between agency and interested nonagency held not protectible 
because nonagency "did not stand in any consultative or aavisorial role” to 
agency). 

152 See Uribe v. Executive Office for United States Attorneys . No. 87-1836, 
slip op. at 5-6 (D.D.C. May 23, 1989) (criminal "prosecution declination mem- 
orandum" protected) (citing FTC v. Grolier Inc. . 462 U.S. 19 (1983)); Iglesias 
v. CIA . 525 F. Supp. 547, 549 (D.D.C. 1981); FOIA Update . Summer 1985, 
at 5; see also Federal Open Mkt. Comm, v. Merrill . 434 U.S. 340, 360 n.23 
(1979) (protecting final determination under commercial privilege); cf NLRB 
v. Sears. Roebuck & Co. . 421 U.S. 132, 160 (1975) (holding that memoranda 
reflecting agency decision to prosecute party do not constitute "final disposi- 
tion" of "case" within the meaning of subsection (a)(2) of FOIA). But see FTC 
v. Grolier Inc, . 462 U.S. at 32 n.4 (Brennan, J., concurring) (" [IJt is difficult 
to imagine how a final decision could be ‘prepared in anticipation of litigation 
or for trial.”'). 
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In NLRB v. Sears. Roebuck & Co. . 153 the Supreme Court allowed the 
withholding of a final agency decision on the basis that it was shielded by the 
work-product privilege, 154 but it also stated that Exemption 5 can never apply 
to final decisions and it expressed reluctance to "construe Exemption 5 to apply 
to documents described in 5 U.S.C. § 552(a)(2),"' 55 the "reading room" pro- 
vision of the FOIA. 156 This result led to considerable confusion,' 57 which 
was cleared up by the Supreme Court in Federal Open Market Committee v. 
Merrill . 158 In Merrill , the Court explained its statements in Sears . 159 and 
plainly stated that even if a document is a final opinion, and therefore falls 
within subsection (a)(2)’s mandatory disclosure requirements, it may still be 
withheld if it falls within the work -product privilege.' 60 

Fourth, the Supreme Court’s decisions in United States v. Weber Aircraft 
Corp, 161 and FTC v. Grolier Inc, . 162 viewed in light of the traditional con- 
tours of the attorney work-product doctrine, afford sweeping attorney work- 
product protection to factual materials. Because factual work-product enjoys 
qualified immunity from civil discovery, such materials are discoverable "only 
upon a showing that the party seeking discovery has substantial need" of mate- 
rials which cannot be obtained elsewhere without "undue hardship. " I63 In 
Grolier . the Supreme Court held that the "test under Exemption 5 is whether 
the documents would be ‘routinely’ or ‘normally’ disclosed upon a showing of 


155 421 U.S. 132 (1975). 

154 JcL at 160. 

155 IcL at 153-54. 

156 See FOIA Update . Summer 1992, at 3-4 ("OIP Guidance: The ‘Auto- 
matic’ Disclosure Provisions of FOIA: Subsections (a)(1) & (a)(2)”). 

157 See, e.g. . Bristol-Mevers Co. v. FTC . 598 F.2d 18, 24 n.ll, 29 (D.C. 
Cir. 1978). 

158 443 U.S. 340 (1979). 

159 at 360 n.23 (clarifying that Sears observations were made in relation 
to privilege for predecisional communications only). 

160 Id. ("It should be obvious that the kind of mutually exclusive relationship 
between final opinions and statements of policy, on one hand, and predecisional 
communications, on the other, does not necessarily exist between final state- 
ments of policy and other Exemption 5 privileges."). But see also SafeCard 
Servs.. Inc, v, SEC . 926 F.2d at 1203-05, 1206 (mistakenly applying Bristol- 
Mevers . a pre- Merrill decision, in requiring release of work-product that me- 
morializes final decision). 

161 465 U.S. 792 (1984). 

162 462 U.S. 19 (1983). 

163 Fed. R. Civ. P. 26(b)(3). 
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relevance." 164 Because the rules of civil discovery require a showing of "sub- 
stantial need" and "undue hardship" in order for a party to obtain any factual 
work-product, 165 such material is not "routinely" or "normally" discoverable. 
This "routinely or normally discoverable” test was unanimously reaffirmed by 
the Supreme Court in Weber Aircraft . 166 

Although several pre- Weber Aircraft circuit court decisions mistakenly 
limited attorney work-product protection to "deliberative" material, 167 no dis- 
tinction between factual and deliberative work-product should be applied. This 
broad view of the privilege has been expressed by several courts, including the 
D.C. Circuit, to clarify once and for all that factual information is fully entitled 
to work-product protection. 168 

A collateral issue is the applicability of the attorney work-product priv- 
ilege to witness statements. Within the civil discovery context, the Supreme 


164 462 U.S. at 26. See also NLRB v. Sears. Roebuck & Co. . 421 U.S. at 
149 & n.16. 

165 Fed. R. Civ. P. 26(b)(3). 

166 465 U.S. at 799. 

167 See Robbins Tire & Rubber Co. v. NLRB . 563 F.2d 724, 735 (5th Cir. 
1977), rev’d on other grounds . 437 U.S. 214 (1978); Peering Milliken Inc, v. 
Irving , 548 F.2d 1131, 1138 (4th Cir. 1977); Title Guar, Co. v. NLRB . 534 
F.2d 484, 492-93 n.15 (2d Cir.), cert, denied . 429 U.S. 834 (1976). 

168 Martin v. Office of Special Counsel . 819 F.2d at 1187 ("The work- 
product privilege simply does not distinguish between factual and deliberative 
material."); see also Norwood v. FA A . 993 F.2d 570, 576 (6th Cir. 1993) 
(work-product privilege protects documents regardless of status as factual or 
deliberative); Nadler v. United States Dep’t of Justice . 955 F.2d 1479, 1492 
(11th Cir. 1992) ("[U]nlike the deliberative process privilege, the work-product 
privilege encompasses factual materials."); Manchester v. PEA . 823 F. Supp. 
1259, 1269 (E.P. Pa. 1993) (segregation not required where "factual infor- 
mation is incidental to, and bound with, privileged" information); Manna v. 
United States Pep’t of Justice . 815 F. Supp. 798, 814 (P.N.J. 1993) (following 
Martin) ; Spannaus v. United States Pep’t of Justice . No. 85-1015, slip op. at 
21-22 (D. Mass. Nov. 12, 1992) (documents need not show litigative strategy 
to be withheld in full); Wilson v, Pepartment of Justice . No. 87-2415, slip op. 

at 5-6 (D.D.C. June 17, 1991) (work-product privilege covers entire docu- 
ment); Jochen v. Office of Special Counsel . No. 86-4765, slip op. at 4 (C.D. 
Cal. Feb. 4, 1987); Pennsylvania Pep’t of Pub. Welfare v. HHS . 623 F. Supp. 
301, 307 (M.P. Pa. 1985); United Technologies Corp. v. NLRB . 632 F. Supp. 
776, 781 (P. Conn. 1985) ("if a document is attorney work product the entire 
document is privileged"), affd on other grounds . 777 F.2d 90 (2d Cir. 1985); 
Christmann & Weborn v, Pepartment of Energy . 589 F. Supp. 584, 586 (N.P. 
Tex, 1984) (citing Weber Aircraft) , affd . 76 8 F.2d 1348 (5th Cir. 1985) (table 
cite); accord FOIA Update . Fall 1984, at 6. Contra Fine v. United States 
Pep’t of Energy . No. 88-1033, slip op. at 8-12 (D.N.M. Aug. 27, 1993) 
(refusing to follow Martin) . 
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Court has recognized at least a qualified privilege from civil discovery for such 
documents, i.e., such materia] was held discoverable only upon a showing of 
necessity and justification. 169 Applying the "routinely and normally discover- 
able" test of Grolier and Weber Aircraft , the D.C. Circuit has firmly held that 
witness statements are protectible under Exemption 5. 170 Despite the weight 
of law that supports the proposition that the contours of Exemption 5 are coex- 
tensive with the protections of the work-product privilege, though, some courts 
have held that witness statements are not protectible, either on the theory that 
they fail to meet Exemption 5’s threshold requirement, 171 or that the witness 
statements are merely unprivileged factual information which must be segre- 
gated for disclosure. 172 

Any such differences over the traditional protection accorded witness 
statements do not in any event affect the viability of protecting aircraft accident 
witness statements. Such statements are protected under a distinct common law 
privilege first enunciated in Machjn v. Zuckert 173 and applied under the FOIA 
in Weber Aircraft . 174 (See discussion of Other Privileges, below.) 

As a final point, it should be noted that the Supreme Court’s decision in 
Grolier resolved a split in the circuits by ruling that the termination of litigation 
does not vitiate the protection for material otherwise properly categorized as 


169 See Hickman v. Tavlor . 329 U.S. at 511. 

170 See Martin v. Office of Special Counsel . 819 F.2d at 1187. 


171 See Thurner Heat Treating Corp, v. NLRB . 839 F.2d 1256, 1259-60 
(7th Cir. 1988) (witness statements taken from nonagency employees held not 
"intra-agency"); Van Boure. Allen. Weinberg & Roger v. NLRB . 751 F.2d 
982, 985 (9th Cir. 1985) (Exemption 5 narrowly construed so as to apply only 
to "internal agency documents or documents prepared by outsiders who have a 
formal relationship with the agency"); Poss v. NLRB . 565 F.2d 654, 659 (10th 
Cir. 1977) (same); Kilrov v. NLP>.B . 633 F. Supp. 136, 142 (S.D. Ohio 1985) 
(rejecting application of Weber Aircraft to witness statements), aff d . 823 F.2d 
553 (6th Cir. 1987) (table cite). 


172 


See, e.g. . Uribe v. Executive Office for United States Attorneys , slip 
at 6 (statements made by plaintiff during interrogation did not "represent 


op. 

the attorney’s conclusions, recommendations and opinions"); W a viand v. 
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shown to be other than objective reporting of facts and "thus do not reflect the 
attorney’s theory of the case and his litigation strategy"). But see FOIA Up- 
date . Summer 1987, at 4-5 (”OIP Guidance; Broad Protection for Witness 
Statements"). 


173 316 F.2d 336 (D.C. Cir.), cert, denied . 375 U.S. 896 (1963). 

174 See 465 U.S. at 799; see also Badhwar v. United States Dep’t of the Air 
Force . 829 F.2d 182, 185 (D.C. Cir. 1987) ("[T]he disclosure of ‘factual’ 
information that may have been volunteered would defeat the policy on which 
the Machin privilege is based."). 
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attorney work-product. 175 Thus, there exists no temporal limitation on work- 
product protection under the FOIA, as a matter of law. 176 Consequently, this 
is an area of exemption applicability in which there exists much opportunity for 
the exercise of sound administrative discretion on a case-by-case basis to dis- 
close technically exempt information. 177 (See discussion of such discretionary 
disclosure in Discretionary Disclosure and Waiver, below.) 

Attorney-Client Privilege 

The third traditional privilege incorporated into Exemption 5 concerns 
"confidential communications between an attorney and his client relating to a 
legal matter for which the client has sought professional advice." 178 Unlike 
with the attorney work-product, privilege, the availability of the attorney -client 
privilege is not limited to the context of litigation. Moreover, although it ordi- 
narily applies to facts divulged by a client to his attorney, this privilege also 
encompasses any opinions given by an attorney to his client based upon those 
facts, 179 as well as communications between attorneys which reflect client- 
supplied information. 180 

The Supreme Court, in the civil discovery context, has emphasized the 
policy underlying the attorney-client priv ilege— " that sound legal advice or 
advocacy serves public ends and that such advice or advocacy depends upon the 
lawyer’s being fully informed by the client." 181 As is set out in greater detail 
in the attorney work-product discussion above, the Supreme Court held in 
United States v. Weber Aircraft Corp, 182 and in FTC v. Grolier Inc. 183 that 


175 See 462 U.S. at 28; cf Clark-Cowlitz Joint Operating Agency v. Feder- 
al Energy Regulatory Comm’n . 798 F.2d 499, 502-03 (D.C. Cir. 1986) (en 
banc) (same result under Government in the Sunshine Act). 

176 See FOIA Update . Summer 1983, at 1-2. 

177 See, e.g. . FOIA Update . Summer 1985, at 5 (suggesting consideration 
be given to discretionary disclosure of work-product information). 

178 Mead Data Cent.. Inc, v. United States Dep’t of the Air Force . 566 
F.2d 242, 252 (D.C. Cir. 1977). 

179 See, e.g. . Schlefer v. United States . 702 F.2d 233, 245 (D.C. Cir. 
1983); Brinton v. Department of State . 636 F.2d 600, 605 (D.C. Cir. 1980), 
cert, denied . 452 U.S. 905 (1981); NBC v. SBA . No. 92-6483, slip op. at 7 

(S.D.N.Y. Jan. 28, 1993) (privilege protects "professional advice given by 

attorney that discloses" information given by client). 

180 See, e.g. . Green v. IRS . 556 F. Supp. 79, 85 (N.D. Ind. 1982), affd, 
734 F.2d 18 (7th Cir. 1984) (table cite). 

181 Upjohn Co. v. United States . 449 U.S. 383, 389 (1981); see FOIA 
Update . Spring 1985, at 3-4. 

182 465 U.S. 792, 799-800 (1984). 

183 462 U.S. 19, 26-28 (1983). 
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the scopes of the various privileges are coextensive in the FOIA and civil dis- 
covery contexts. Thus, those decisions that expand or contract the privilege’s 
contours according to whether it is presented in a civil discovery or a FOIA 
context" 14 do not accurately reflect the law. 186 

The parallelism of a civil discovery privilege and Exemption 5 protection 
is particularly significant with respect to the concept of a "confidential commu- 
nication" within the attorney-client relationship. To this end, one court has 
held that confidentiality may be inferred when the communications suggest that 
"‘the government is dealing with its attorneys as would any private party seek- 
ing advice to protect personal interests.”' 186 In Upjohn Co. v. United States , 
the Supreme Court held that the privilege protects attorney-client communica- 
tions where the specifics of the communication are confidential, even though 
the underlying subject matter is known to third parties, 187 Accordingly, the 
line of FOIA decisions that squarely conflicts with the Upjohn analysis 188 
should not be followed. 189 

Finally, the Supreme Court in Upjohn concluded that the privilege en- 
compasses confidential communications made to the attorney not only by deci- 
sionmaking "control group" personnel, but also by lower-echelon employees as 
well. 190 This broad construction of the attorney-client privilege acknowledges 
the reality that such lower-echelon personnel often possess information relevant 
to an attorney’s advice-rendering function. 191 


184 See, e.g, . Mead Data Cent.. Inc, v. United States Dep’t of the Air 
Force . 566 F.2d at 255 & n.28. 

185 See FOIA Update . Spring 1985, at 3-4, 

186 Alamo Aircraft Supply, Inc, v. Weinberger . No. 85-1291, slip op. at 4 
(D.D.C. Feb. 21, 1986) (quoting Coastal States Gas Corp. v. Department of 
Energy . 617 F.2d 854, 863 (D.C, Cir. 1980)). But see Dow. Lohnes & Al- 
bertson v. Presidential Comm'n on Broadcasting to Cuba . 624 F. Supp. 572, 

578 (D.D.C. 1984) (confidentiality must be shown in order to invoke Exemp- 
tion 5). 

187 See 449 U.S. at 395-96; see also United States v. Cunningham . 672 
F.2d 1064, 1073 n.8 (2d Cir. 1982), cert, denied . 466 U.S. 951 (1984); In re 
Ampicillin Antitrust Litig. . 81 F.R.D. 377, 388-90 (D.D.C. 1978). 

188 See, e.g. . Schlefer v. United States . 702 F.2d at 245; Bi inton v. De- 
partment of State . 636 F.2d at 604; Mead Data Cent.. Inc, v. United States 
Dep’t of the Air Force . 566 F.2d at 255. 

189 See FOIA Update . Spring 1985, at 4. 

190 See 449 U.S. at 392-97. 

191 See 14.; see also Murphv v. TVA . 571 F. Supp. 502, 506 (D.D.C. 

1983) (circulation within agency to employees involved in matter for which 
advice sought does not breach confidentiality); LSB Indus, v. Commissioner . 

(continued...) 
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Other Privileges 

The FOIA neither expands nor contracts existing privileges, nor does it 
create any new privileges. 192 However, the Supreme Court has indicated that 
Exemption 5 may incorporate virtually all civil discovery privileges; if a docu- 
ment is immune from civil discovery, it is similarly protected from mandatory 
disclosure under the FOIA. 193 Because Rule 501 of the Federal Rules of Evi- 
dence provides for courts to create privileges as necessary, 19,1 there exists the 
strong potential for "new" privileges to be applied under Exemption 5. How- 
ever, one caveat should be noted in the application of discovery privileges 
under the FOIA: A privilege should not be used against a requester who would 
routinely receive such information in civil discovery. 195 

The Supreme Court in Federal Open Market Committee v. Merrill 196 
found an additional privilege incorporated within Exemption 5 based upon 
Federal Rule of Civil Procedure 26(c)(7), which provides that "for good cause 
shown ... a trade secret or other confidential research, development or com- 
mercial information" is protected from discovery. This qualified privilege is 
available "at least to the extent that this information is generated by the Gov- 
ernment itself in the process leading up to the awarding of a contract" and 
expires upon the awarding of the contract or upon the withdrawal of the of- 
fer. 197 The theory underlying the privilege is that early release of such infor- 
mation would likely put the government at a competitive disadvantage by en- 


191 (.. .continued) 

556 F. Supp. 40, 43 (W.D. Okla. 1982) (agency investigators reporting infor- 
mation used by agency attorneys). 

192 See Association for Women in Science v. Califano . 566 F.2d 339, 342 
(D.C. Cir. 1977); see also Badhwar v. United States Dep’t of the Air Force . 
829 F.2d 182, 184 (D.C. Cir. 1987) ("To decide [whether a recognized privi- 
lege should be abandoned] in a FOIA case would be inappropriate, as Exemp- 
tion 5 requires the application of existing rules regarding discovery, not their 
reformulation.”). 

193 See United States v. Weber Aircraft Corp. . 465 U.S. 792, 799-800 
(1984); FTC v, Grolier Inc. . 462 U.S. 19, 26-27 (1983). But see Powell v. 
United States Dep’t of Justice . 584 F. Supp. 1508, 1519 (N.D. Cal. 1984) 
(suggesting that greater access under criminal discovery could affect whether 
disclosure required under FOIA), 

194 See Trammel v. United States . 445 U.S. 40, 47 (1980). 

195 See, e.g, . United States Dep't of Justice v. Julian . 486 U.S. 1, 9 (1988) 
(presentence report privilege, designed to protect report’s subject, cannot be 
invoked against him as first-party requester); cf Badhwar v. United States 
Dep’t of the Air Force . 829 F.2d at 184 ("Exemption 5 requires application of 
existing rules regarding discovery, not their reformulation."). 

196 443 U.S. 340 (1979). 

197 Id at 360. 
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dangering consummation of a contract; consequently, "the sensitivity of the 
commercial secrets involved, and the harm that would be inflicted upon the 
Government by premature disclosure should . . . serve as relevant criteria." 198 
Indeed, this harm rationale has led one court to hold that the commercial privi- 
lege may be invoked when a contractor who has submitted proposed changes to 
the contract requests sensitive cost estimates.' 99 Based upon this underlying 
theory, there is nothing to prevent Merrill from being read more expansively to 
protect the government from competitive disadvantage outside of the contract 
setting; indeed, the issue in Merrill was not presented strictly within such a 
setting. 200 

While the breadth of this privilege is not yet fully established, a realty 
appraisal generated by the government in the course of soliciting buyers for its 
property has been held to fall squarely within it, 201 as have an agency’s back- 
ground documents which it used to calculate its bid in a "contracting out” pro- 
cedure, 202 as well as portions of inter-agency cost estimates prepared by the 
government for use in the evaluation of construction proposals submitted by 
private contractors. 203 Quite clearly, however, purely legal memoranda draft- 
ed to assist contract award deliberations are not encompassed by this privi- 
lege. 204 


198 kb at 363. 

199 Tavlor Woodrow Int’l. Ltd, v. United States . No. 88-429, slip op. at 5-7 
(W.D. Wash. Apr. 6, 1989) (concluding that disclosure would permit requester 
to take "unfair commercial advantage" of agency). 

200 See 443 U.S. at 360. 

201 See Government Land Bank v, GSA . 671 F.2d 663, 665-66 (1st Cir. 
1982) ("FOIA should not be used to allow the government’s customers to pick 
the taxpayers’ pockets."). 

202 See Morrison-Knudsen Co. v. Department of the Army of the United 
States . 595 F. Supp. 352, 354-56 (D.D.C. 1984), affd, 762 F.2d 138 (D.C. 

Cir. 1985) (table cite). 

203 See Hack v. Department of Energy . 538 F. Supp. 1098, 1100 (D.D.C. 
1982); see generally Feldman, The Government’s Commercial Data Privilege 
Under Exemption Five of the Freedom of Information Act . 105 Mil. L. Rev. 

125 (1984); Belazis, The Government’s Commercial Information Privilege: 
Technical Information and the FOIA’s Exemption 5 . 33 Admin. L. Rev. 415 
(1981); see also FOIA Update . Fall 1983, at 14-15. But see also American 
Soc’v of Pension Actuaries v. Pension Benefit Guar, Corp. . No. 82-2806, slip 
op. at 3-4 (D.D.C. July 22, 1983) (distinguishing Merrill’) . 

204 See Shermco Indus, v. Secretary of the Air Force . 613 F.2d 1314, 1319- 
20 n.l 1 (5th Cir. 1980); see also News Group Boston. Inc, v. National R.R. 
Passengers Corp. . 799 F. Supp. 1264, 1270 (D. Mass. 1992) (affidavits in- 
sufficient to show why Amtrack payroll information covered by privilege), 
ap peal dismissed . No. 92-2250 (1st Cir. Dec. 4, 1992). 
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More recently, the Supreme Court, in United States v. Weber Aircraft 
Corp. , 205 held that Exemption 5 incorporates the special privilege protecting 
witness statements generated during Air Force aircraft accident investigations. 
Broadening the holding of Merrill that a privilege "mentioned in the legislative 
history of Exemption 5 is incorporated by the exemption," 206 the Court ruled 
in Weber Aircraft that this long-recognized civil discovery privilege, even 
though not specifically mentioned there, nevertheless falls within Exemption 
5. 207 The "plain statutory language" 205 and the clear congressional intent to 
sustain claims of privilege when confidentiality is necessary to ensure efficient 
governmental operations 209 support this result. 210 This privilege has been 
applied also to protect statements made in Inspector General investigations. 211 

Similarly, in Hoover v. Department of the Interior , the Court of Appeals 
for the Fifth Circuit recognized an Exemption 5 privilege based on Federal Rule 
of Civil Procedure 26(b)(4), which limits the discovery of reports prepared by 
expert witnesses. 212 The document at issue in Hoover was an appraiser’s re- 
port prepared in the course of condemnation proceedings. 213 In support of its 
conclusions, the Fifth Circuit stressed that such a report would not have been 
routinely discoverable and that premature release would jeopardize the bargain- 
ing position of the government. 214 

Because Exemption 5 incorporates virtually all civil discovery privileges, 
courts are increasingly recognizing the applicability of other privileges, whether 


205 4 65 U.S. at 799. 

206 Id. at 800. 

207 See also FOIA Update . Spring 1984, at 12-13. 

208 465 U.S. at 802. 

209 Id. 

210 See also Badhwar v. United States Dep’t of the Air Force . 829 F.2d at 
185 (privilege applied to contractor report). 

211 See Ahearn v. United States Army Materials & Mechanics Research 
Ctr. . 583 F. Supp. 1123, 1124 (D. Mass. 1984); see also Walsh v. Department 
of the Navy . No. 91-C-7410, slip op. at 10-11 (N.D. 111. Mar. 23, 1992); 
American Fed’n of Gov’t Employees v. Department of the Army . 441 F. Supp. 
1308, 1313 (D.D.C. 1977). But see also Washington Post Co. v. United States 
Dep’t of the Air Force . 617 F. Supp. 602, 606-07 (D.D.C. 1985) (finding 
privilege inapplicable where report format provided anonymity to witnesses). 

212 See 611 F.2d 1132, 1141 (5th Cir. 1980). 

213 See jd. at 1 135. 

214 See id. at 1142; cf Chemical Mfrs. Ass’n v. Consumer Prod. Safety 
Comm'n . 600 F. Supp. 114, 118-19 (D.D.C. 1984) (Rule 26(b)(4) provides 
parallel protection in civil discovery for opinions of expert witnesses who will 
not testify at trial). 
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traditional or new, in the FOIA context. Among those other privileges now 
recognized for purposes of the FOIA are the confidential report privilege, 2 ' 5 
the presentence report privilege, 216 the critical self-evaluative privilege, 217 
and the settlement negotiations privilege, 2111 (For a detailed discussion of the 
settlement negotiations privilege, see Initial Considerations, above.) 

Lastly, while it is evident that courts will continue to apply such civil 
discovery privileges under Exemption 5 of the FOIA, the mere fact that a par- 
ticular privilege has been recognized by state law will not necessarily mean that 
it will be recognized by a federal court. 219 


EXEMPTION 6 

Personal privacy interests are protected by two provisions of the FOIA, 
Exemptions 6 and 7(C). While the application of Exemption 7(C), discussed 
below, is limited to information compiled for law enforcement purposes, Ex- 
emption 6 permits the government to withhold all information about individuals 
in "personnel and medical files and similar files" where the disclosure of such 
information "would constitute a clearly unwarranted invasion of personal priva- 
cy." 1 Of course, these exemptions cannot be invoked to withhold from a re- 
quester information pertaining only to himself. 2 

Initial Considerations 

To warrant protection under Exemption 6, information must first meet its 
threshold requirement; in other words, it must fall within the category of "per- 


215 CC Washington Post Co. v. HHS . 603 F. Supp. 235, 238-39 (D.D.C. 

1985) ("confidential report" privilege applied under Exemption 4), rev’d on 

other grounds . 795 F.2d 205 (D.C. Cir. 1986). 

216 See United States Dep’t of Justice v. Julian . 486 U.S. at 9 (recognizing 
privilege, but finding it applicable to third-party requesters only). 

217 CL Washington Post Co. v. United States Dep’t of Justice . No. 84- 
3581, slip op. at 18-21 (D.D.C. Sept. 25, 1987) (magistrate’s recommenda- 
tion), adopted (D.D.C. Dec. 15, 1987) (privilege applied under Exemption 4), 
rev’d & remanded on other grounds . 863 F.2d 96 (D.C. Cir. 1988). 

218 CL M/A-COM Info. Svs. v. HHS . 656 F. Supp. 691, 692 (D.D.C. 

1986) (privilege applied under Exemption 4 but not under Exemption 5). 

219 See, e.g. . Sneirson v. Chemical Bank . 108 F.R.D. 159, 162 (D. Del. 
1985) (non-FOIA case); Cincotta v. City of N.Y. . No. 83-7506, slip op. at 3-4 
(S.D.N.Y. Nov. 14, 1984) (non-FOIA case). 

1 5 U.S.C. § 552(b)(6) (.1988). 

2 See H.R. Rep. No. 1380, 93d Cong., 2d Sess. 13 (1974); see also FOIA 
Update , Spring 1989, at 5. 
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sonnel and medical files and similar files." 3 Personnel and medical files are 
easily identified. However, there has not always been complete agreement 
about the meaning of the term "similar files." Prior to 1982, judicial interpre- 
tations of that phrase varied considerably and included a troublesome line of 
cases in the Court of Appeals for the District of Columbia Circuit, commencing 
with Board of Trade v. Commodity Futures Trading Commission . 4 which nar- 
rowly construed the term to encompass only "intimate" personal details. 

In 1982, the Supreme Court acted decisively to resolve this controversy. 
In United States Department of State v. Washington Post Co. . 5 it firmly held, 
based upon a review of the legislative history of the FOIA, that Congress in- 
tended the term to be interpreted broadly, rather than narrowly. 6 The Court 
stated that the protection of an individual’s privacy "surely was not intended to 
turn upon the label of the file which contains the damaging information.” 7 
Rather, the Court made clear that all information which "applies to a particular 
individual" meets the threshold requirement for Exemption 6 protection. 8 

The D.C. Circuit, sitting en banc, subsequently reinforced the Supreme 
Court’s broad interpretation of this term by holding that a tape recording of the 
last words of the space shuttle Challenger crew, which " reveal [ed] the sound 
and inflection of the crew’s voices during the last seconds of their lives . . . 
contains personal information the release of which is subject to the balancing of 
the public gain against the private harm at which it is purchased." 9 Not only 
did the D.C. Circuit determine that "lexical” and "non-lexical” information are 


3 5 U.S.C. § 552(b)(6). 

4 627 F.2d 392, 400 (D.C. Cir. 1980). 

5 456 U.S. 595 (1982). 

6 See icL at 599-603 (citing H.R. Rep. No. 1497, 89th Cong., 2d Sess. 11 
(1966); S. Rep. No. 813, 89th Cong., 1st Sess. 9 (1965); S. Rep. No. 1219, 
88th Cong., 2d Sess. 14 (1964)). 

7 456 U.S. at 601 (citing H.R. Rep. No. 1497, 89th Cong., 2d Sess. 11 
(1966)). 

8 456 U.S. at 602. But see Providence Journal Co. v. United States Deo’t 
of the Army . 781 F. Supp. 878, 883 (D.R.I. 1991) (investigative report of 
criminal charges not "similar file" because "created in response to specific 
criminal allegations" rather than "regularly compiled administrative record"), 
rev’d in part on other grounds . 981 F.2d 552 (1st Cir. 1992). 

9 New York Times Co. v. NASA . 920 F.2d 1002, 1005 (D.C. Cir. 1990) 
(en banc). But see also Greenpeace USA. Inc, v. EPA . 735 F. Supp. 13, 14 
(D.D.C. 1990) (information pertaining to employee’s compliance with agency 
regulations regarding his appearance at public meeting at which he was identi- 
fied as agency employee "does not go to personal information . . . [ejven in 
view of the broad interpretation [of Exemption 6] enunciated by the Supreme 
Court"). 
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subject to identical treatment under the FOIA, 10 it also concluded that Exemp- 
tion 6 is equally applicable to the "author" and the "subject" of a file. 1 ' 

It is also important to note that, in order to qualify for protection under 
Exemption 6, information must be identifiable to a specific individual. Infor- 
mation pertaining to a large group of individuals is not identifiable to any spe- 
cific individual, unless that bit of information is attributable to members of the 
group as a whole. 12 Likewise, information pertaining to a single individual 
whose identity cannot be determined after deletion of his name from the records 
does not qualify for Exemption 6 protection. 13 

Once it has been established that information meets the threshold require- 
ment of Exemption 6, the focus of the inquiry turns to whether disclosure of the 
records at issue "would constitute a clearly unwarranted invasion of personal 
privacy." This requires a balancing of the public’s right to disclosure against 
the individual’s right to privacy. 14 First, it must be ascertained whether a pro- 
tectible privacy interest exists which would be threatened by disclosure. If no 
privacy interest is found, further analysis is unnecessary, and the information at 
issue must be disclosed. 15 


10 920 F.2d at 1005. 

11 EL at 1007-08. 

12 See, e.g. . Arieff v. United States Dep’t of the Navy . 712 F.2d 1462, 
1467-68 (D.C. Cir. 1983) (list of drugs ordered for use by some members of 
group of over 600 individuals), 

13 Citizens for Envtl. Quality v. United States Dep’t of Agric. . 602 F. 

Supp. 534, 538-39 (D.D.C. 1984) (health test results ordered disclosed because 
identity of only agency employee tested could not, after deletion of his name, 
be ascertained from information known outside agency) (citing Department of 
the Air Force v. Rose . 425 U.S. 352, 380 n.19 (1976) (dicta)); see also Senate 
of P.R. v. United States Dep’t of Justice . No. 84-1829, slip op. at 23 (D.D.C. 
Aug. 24, 1993) (information about inmate’s cooperation ordered released after 
redacting name and identifying details); Frets v. Department of Transp. . No. 
88-404-W-9, slip op. at 9 (W.D. Mo. Dec. 14, 1989) (urinalysis reports of air 
traffic controllers ordered disclosed with names and dates redacted to conceal 
identities); cfi United States Dep’t of State v. Ray . 112 S. Ct. 541, 548 (1991) 
("Although disclosure of [highly] personal information constitutes only a de 
minimis invasion of privacy when the identities of the interviewees are un- 
known, the invasion of privacy becomes significant when personal information 
is linked to particular interviewees."). 

14 Rose . 425 U.S. at 372; Fund for Constitutional Gov’t v. National Ar- 
chives & Records Serv. . 656 F.2d 856, 862 (D.C. Cir. 1981). 

15 Ripskis v. HUD . 746 F.2d 1, 3 (D.C. Cir. 1984); Holland v. CIA . No. 
91-1233, slip op. at 32 (D.D.C. Aug. 31, 1992) (information must be disclosed 
when there is no significant privacy interest, even if public interest is also de 
minimis). 
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On the other hand, if a privacy interest is found to exist, the public inter- 
est in disclosure, if any, must be weighed against the privacy interest in nondis- 
closure. 16 If no public interest exists, the information should be protected; as 
the D.C. Circuit has observed, "something, even a modest privacy interest, 
outweighs nothing every time." 17 Similarly, if the privacy interest outweighs 
the public interest, the information should be withheld; if the opposite is found 
to be the case, the information should be released. 18 

The Reporters Committee Decision 

In 1989, the Supreme Court issued a landmark FOIA decision in United 
States Department of Justice v, Reporters Committee for Freedom of the 
Press . 19 which greatly affects all privacy-protection decisionmaking under the 
Act. The Reporters Committee case involved FOIA requests from members of 
the news media for access to any criminal history records— known as "rap 
sheets "-maintained by the FBI regarding certain persons alleged to have been 
involved in organized crime and improper dealings with a corrupt Congress- 
man. 20 In holding "rap sheets" entitled to protection under Exemption (7)(C), 
the Supreme Court set forth five guiding principles that now govern the process 
by which determinations are made under both Exemptions 6 and 7(C) alike: 

First, the Supreme Court made clear in Reporters Committee that sub- 
stantial privacy interests can exist in personal information even though the 
information has been made available to the general public at some place and 
point in time. Establishing a "practical obscurity" standard, 21 the Court ob- 
served that if such items of information actually "were ‘freely available,’ there 
would be no reason to invoke the FOIA to obtain access to" them. 22 

Second, the Court articulated the rule that the identity of a FOIA request- 
er cannot be taken into consideration in determining what should be released 
under the Act. With the single exception that of course an agency will not in- 
voke an exemption where the particular interest to be protected is the request- 


16 Ripskis . 746 F.2d at 3. 

17 National Ass’n of Retired Fed. Employees v. Horner . 879 F.2d 873, 879 
(D.C. Cir. 1989), cert, denied . 494 U.S. 1078 (1990); see also International 
Bhd. of Elec. Workers Local No. 5 v. HUD . 852 F.2d 87, 89 (3d Cir. 1988) 
(no public interest in disclosure of employees’ social security numbers). 

18 See FOIA Update . Spring 1989, at 7 (outlining mechanics of balancing 
process). 

19 489 U.S. 749 (1989); see also FOIA Update . Spring 1989, at 3-6 ("OIP 
Guidance: Privacy Protection Under the Supreme Court’s Reporters Committee 
Decision"). 

20 489 U.S. at 757. 

21 Id, at 762, 780. 

22 Id, at 764. 
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er’s own interest, the Court declared, "the identity of the requesting party has 
no bearing on the merits of his or her FOIA request."-’ 3 

Third, the Court declared that in determining whether any public interest 
would be served by a requested disclosure, one should no longer consider "the 
purposes for which the request for information is made." 24 Rather than turn 
on a requester’s "particular purpose," circumstances, or proposed use, the 
Court ruled, such determinations "must turn on the nature of the requested 
document and its relationship to" the public interest generally. 25 

Fourth, the Court sharply narrowed the scope of the public interest to be 
considered under the Act’s privacy exemptions, declaring for the first time that 
it is limited to "the kind of public interest for which Congress enacted the 
FOIA." 26 This "core purpose of the FOIA," as the Court termed it, 27 is to 
"shed[] light on an agency’s performance of its statutory duties. " 2a 

Fifth, the Court established the proposition, under Exemption 7(C), that 
agencies may engage in "categorical balancing' 1 in favor of nondisclosure. 29 
Under this approach, which builds upon the above principles, it may be deter- 
mined, "as a categorical matter," that a certain type of information always is 
protectible under an exemption, "without regard to individual circum- 
stances." 30 


Privacy Considerations 

The first step in the Exemption 6 balancing process requires an assess- 
ment of the privacy interests at issue. 31 The relevant inquiry is whether public 
access to the information at issue would violate a viable privacy interest of the 


23 Id, at 771. 

24 Id, 

25 Id, at 772. 

26 Id, at 774. 

27 Id, at 775. 

28 Id, at 773. 

29 Id, at 776-80 & n.22. 

30 Id, at 780; see, e.g. . Reed v. NLRB . 927 F.2d 1249, 1252 (D.C. Cir. 
1991) ("Exemption 6 protects ‘Excelsior’ lists [names and addresses of employ- 
ees eligible to vote in union representation elections] as a category"), cert, de- 
nied . 112 S. Ct. 912 (1992); Grove v. Department of Justice . 802 F. Supp. 

506, 511 (D.D.C. 1992) (Categorical balancing is appropriate for "information 
concerning criminal investigations of private citizens.") (Exemption 7(C)). 

31 See FOIA Update . Spring 1989, at 7. 
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subject of such information. 32 In its Reporters Committee decision, the Su- 
preme Court stressed that "both the common law and the literal understandings 
of privacy encompass the individual’s control of information concerning his or 
her person." 33 Thus, in Reporters Committee , the Court found a "strong pri- 
vacy interest" in the nondisclosure of records of a private citizen’s criminal 
history, "even where the information may have been at one time public." 34 Of 
course, information need not be intimate or embarrassing to qualify for Exemp- 
tion 6 protection. 35 

As a general rule, the threat to privacy must be real rather than specula- 
tive. 36 In some cases, this principle formerly was interpreted to mean that the 
privacy interest must be threatened by the very disclosure of information and 
not by any possible "secondary effects" of such release. 37 The material itself 
had to contain information which itself would cause an invasion of an individu- 
al’s privacy, because, it was said, "Exemption 6 does not take into account 
unsubstantiated speculation about possible secondary side effects that may fol- 
low release." 38 One such "secondary effect" previously held not to be cogni- 
zable under Exemption 6 was the "receipt of unsolicited commercial mailings” 
upon disclosure of names and office addresses of stateside military person- 
nel. 39 


The Court of Appeals for the District of Columbia Circuit, however, has 
pointedly clarified its holding in Arieff v. United States Department of the 
Navy , 40 which had been read as stating that "secondary effects" were not cog- 
nizable under Exemption 6. In National Association of Retired Federal Em- 
ployees v. Horner [hereinafter NARFE }. the D.C. Circuit has explained that the 


32 See Schell v. HHS . 843 F.2d 933, 938 (6th Cir. 1988); Ripskis v. HUD . 
746 F.2d 1, 3 (D.C. Cir. 1984). 

33 489 U.S. 749, 763 (1989). 

34 Icb at 767; see also FOIA Update . Spring 1989, at 4. 

35 United States Dep’t of State v. Washington Post Co. . 456 U.S. 595, 600 
(1982); National Ass’n of Retired Fed. Employees v. Horner . 879 F.2d 873, 
875 (D.C. Cir. 1989), cert, denied . 494 U.S. 1078 (1990). 

36 Department of the Air Force v. Rose . 425 U.S. 352, 380 n.19 (1976); 
Carter v. United States Dep’t of Commerce . 830 F.2d 388, 391 (D.C. Cir. 
1987); Arieff v. United States Dep’t of the Navv . 712 F.2d 1462, 1467-68 
(D.C. Cir. 1983). 

37 See, e g. . Southern Utah Wilderness Alliance. Inc, v. Hodel . 680 F. 
Supp. 37, 39 (D.D.C. 1988), vacated as moot . No. 88-5142 (D.C. Cir. 

Nov. 15, 1988). 

38 kb at 39. 

39 Hopkins v. Department of the Navv . No. 84-1868, slip op. at 5 (D.D.C. 
Feb. 5, 1985). 

40 712 F.2d at 1468. 
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point in Arieff was that Exemption 6 was inapplicable because there was only 
"mere speculation" of a privacy invasion, i.e., only a slight possibility that the 
information, if disclosed, would be linked to a specific individual. 41 On the 
other hand, it has now explicitly been recognized that ”[w]here there is a sub- 
stantia! probability that disclosure will cause an interference with personal 
privacy, it matters not that there may be two or three links in the causal 
chain." 42 Even prior to that clarification, one court pragmatically observed 
that to distinguish between the initial disclosure and unwanted intrusions as a 
result of that disclosure would be "to honor form over substance." 43 Now, 
with the D.C. Circuit’s clarification in NARFE of this troubling point, there 
should no longer be any such concern over "secondary effects" under Exemp- 
tion 6. 


In some instances, the disclosure of information may involve little or no 
invasion of privacy because no expectation of privacy exists. For example, if 
the information at issue is particularly well known or is widely available within 
the public domain, there generally is no such expectation of privacy. 44 At the 
same time, if the information in question was at some time or place available to 
the public, but is now "hard-to-obtain information," the individual to whom it 
pertains may have a privacy interest in maintaining its "practical obscurity." 45 

As another example, FOIA requesters, except when they are making first- 
party requests, do not ordinarily expect that their names will be kept private; 
therefore, release of their names would not cause even the minimal invasion of 
privacy necessary to trigger the balancing test. 46 Personal information about 


41 879 F.2d at 878. 

42 IdL ; see, e.g. . Hougan & Denton v. United States Dep’t of Justice . No. 
90-1312, slip op. at 3 (D.D.C. July 3, 1991) (solicitation by employers would 
invade privacy of participants in local union’s training program). But see also 
United States Dep’t of State v. Rav . 112 S. Ct. 541, 550-51 (1991) (Scalia, J., 
concurring in part). 

43 Hudson v. Department of the Army . No. 86-1114, slip op. at 6 (D.D.C. 
Jan. 29, 1987) (protecting personal information on basis that disclosure could 
ultimately lead to physical harm), affd . 926 F.2d 1215 (D.C. Cir. 1991) (table 
cite); see also, e.g. . Hemenwav v. Hughes . 601 F. Supp. 1002, 1006-07 
(D.D.C. 1985) (same). 

44 See, e.g. . National W. Life Ins. Co. v. United States . 512 F. Supp. 454, 
461 (N.D. Tex. 1980) (names and duty stations of Postal Service employees); 
see also Core v. United States Postal Serv. . 730 F.2d 946, 948 (4th Cir. 1984) 
(no substantial invasion of privacy found in information identifying successful 
federal job applicants). 

45 Reporters Committee . 489 U.S. at 780; accord United States Dep’t of 
State v. Washington Post Co. . 456 U.S. at 603 n.5. 

46 See FOIA Update . Winter 1985, at 6; see also Holland v. CIA . No. 91- 
1233, slip op. at 30-32 (D.D.C, Aug. 31, 1992) (researcher who requested 

(continued...) 
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requesters, however, such as home addresses and phone numbers, should not be 
disclosed. 47 In addition, the identities of first-party requesters under the Pri- 
vacy Act of 1974 48 should be protected because, unlike under the FOIA, an 
expectation of privacy can fairly be inferred from the personal nature of the 
records involved in those requests. 49 Moreover, individuals who write to the 
government expressing personal opinions generally do so with some expectation 
of confidentiality; their identities, but not necessarily the substance of their 
letters, should be withheld accordingly. 50 

Additionally, neither corporations nor business associations possess pro- 
tectibie privacy interests. 51 The closely held corporation or similar business 
entity, however, is an exception to this principle: "While corporations have no 
privacy, personal financial information is protected, including information about 
small businesses when the individual and corporation are identical." 52 

The right to privacy of deceased persons is not entirely settled, but the 


45 (. ..continued) 

assistance of presidential advisor in obtaining CIA files he had requested held 
comparable to FOIA requester whose identity is not protected by Exemption 6); 
Martinez v. FBI . No. 82-1547, slip op. at 7 (D.D.C. Dec. 19, 1985) (identities 
of news reporters seeking information concerning criminal investigation not 
protected) (Exemption 7(C))- 

47 See FOIA Update . Winter 1985, at 6. 

48 5 U.S.C. § 552a (1988 & Supp. IV 1992). 

49 See FOIA Update . Winter 1985, at 6. 

50 See Wilson v. Department of Justice . No. 87-2415, slip op. at 13 
(D.D.C. June 14, 1991); see also Holy Spirit Ass’n v. FBI . 683 F.2d 562, 564 
(D.C. Cir. 1982) (Mackinnon, J., concurring). But see also Powell v. United 
States Dep’t of Justice . No. C-82-326, slip op. at 5 (N.D. Cal. Mar. 27, 1985) 
(ordering disclosure of names of private citizens who wrote to Members of 
Congress and to Attorney General expressing views on McCarthy-era prose- 
cution). 

51 See, e.g. , Sims v. CIA . 642 F.2d 562, 572 n.47 (D.C. Cir. 1980); Na- 
tional Parks & Conservation Ass’n v. Kleppe . 547 F.2d 673, 685 n.44 (D.C. 
Cir. 1976); Ivanhoe Citrus Ass’n v. Handiev . 612 F. Supp. 1560, 1567 
(D.D.C. 1985). 

52 Providence Journal Co. v. FBI . 460 F. Supp. 778, 785 (D.R.I. 1978), 
rev’d on other grounds . 602 F,2d 1010 (1st Cir. 1979), cert, denied . 444 U.S. 
1071 (1980); see also National Parks & Conservation Ass’n v. Kleppe . 547 
F.2d at 685-86; FOIA Update . Sept. 1982, at 5. But see Ackerson & Bishop 
Chartered v. United States Deph of Aerie. . No. 92-1068, slip op. at 1 (D.D.C. 
July 15, 1992) (commercial mushroom growers operating under personal names 
have no expectation of privacy). 
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majority rule is that death extinguishes their privacy rights. 53 The Department 
of Justice follows this rule as a matter of policy, 54 However, particularly sen- 
sitive, often graphic, personal details about the circumstances surrounding an 
individual’s death may be withheld where necessary to protect the privacy 
interests of surviving family members. 55 Even information that is not particu- 
larly sensitive in itself may be withheld to protect the privacy of surviving 
family members if release of the information would cause "a disruption of their 


53 See, e.s. . Tigar & Buffone v. United States Dep’t of Justice . No. 80- 
2382, slip op. at 9-10 (D.D.C. Sept. 30, 1983) (Exemption 7(C)); Diamond v. 
FBI . 532 F. Supp. 216, 227 (S.D.N.Y. 1981), affd on other grounds . 707 
F.2d 75 (2d Cir. 1983 ), cert, denied . 465 U.S. 1004 ( 1984 ); Rabbitt v. Depart- 
ment of the Air Force . 383 F. Supp. 1065, 1070 (S.D.N.Y. 1974), on motion 
for reconsideration . 401 F. Supp. 1206, 1210 (S.D.N.Y. 1975); cf. United 
States v. Schlette . 842 F.2d 1574, 1581 (9th Cir.) (disclosure of presentence re- 
port of deceased person pursuant to Rule 32(c) of Federal Rules of Criminal 
Procedure), amended . 854 F.2d 359 (9th Cir. 1988 ). But see Kiralv v. FBI . 
728 F.2d 273, 277-78 (6th Cir. 1984) (Exemption 7(C)). 

54 See FOIA Update . Sept. 1982, at 5. 

55 See Hale v. United States Dep’t of Justice . 973 F.2d 894, 902 (10th Cir. 
1992) ("no public interest in photographs of the deceased victim, let alone one 
that would outweigh the personal privacy interests of the victim’s family”) 
(Exemption 7(C)), cert, granted, vacated & remanded on other grounds . 113 S. 
Ct. 3029 (1993); Bowen v. FDA . 925 F.2d 1225, 1228 (9th Cir. 1991) 
(affirming nondisclosure of autopsy reports of individuals killed by cyanide- 
contaminated products); Badhwar v. United States Dep’t of the Air Force . 829 
F.2d 182, 186 (D.C. Cir. 1987) (autopsy reports might "shock the sensibilities 
of surviving kin"); Marzen v, HHS . 825 F.2d 1148, 1154 (7th Cir. 1987) (de- 
ceased infant’s medical records exempt because their release "would almost 
certainly cause . . . parents more anguish"); KTVY-TV v. United States . No. 
87-1432-T, slip op. at 9 (W.D. Okla. May 4, 1989) ("The privacy rights as- 
serted-those of the survivors and family of the victims in not having photo- 
graphs of the bodies of the victims and clinical descriptions of their wounds 
being divulged— are patent and compelling and within the protections of the 
Act.”) (Exemption 7(C)), affd per curiam . 919 F.2d 1465 (10th Cir. 1990); 
Crooker v. Federal Bureau of Prisons . No. 86-510, slip op. at 5 (D.D.C. Feb. 
27, 1987) (release of "painful and graphic details" of murder of corrections 
officer "would cause great pain to the deceased’s surviving family"); Price v. 
United States Dep't of Justice . No. 84-330A, slip op. at 5-8 (M.D. La. June 
24, 1985) (protecting highly detailed medical and psychiatric data concerning 
inmate who died in federal facility). But see Outlaw v, United States Dep’t of 
the Army . 815 F. Supp. 505, 506 (D.D.C. 1993) (ordering disclosure in ab- 
sence of evidence of existence of survivors who would be offended by release 
of murder-scene photographs of man murdered 25 years earlier ); Journal- 
Gazette Co. v. United States Dep’t of the Army . No. F89-147, slip op. at 8-9 
(N.D. Ind. Jan. 8, 1990) (because autopsy report of Air National Guard pilot 
killed in training exercise contained "concise medical descriptions of the cause 
of death," not "graphic, morbid descriptions," survivors’ minimal privacy in- 
terest outweighed by public interest). 
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peace of minds." 56 

Public figures do not surrender all rights to privacy by placing themselves 
in the public eye, though their expectations of privacy certainly may be dimin- 
ished. In some instances, "[t]he degree of intrusion is indeed potentially aug- 
mented by the fact that the individual is a well known figure." 57 It has been 
held that disclosure of sensitive personal information contained in investigative 
records about a public figure is appropriate "only where exceptional interests 
militate in favor of disclosure." 58 Thus, although one’s status as a public fig- 
ure might in some circumstances tip the balance in favor of disclosure, a public 
figure does not, by virtue of his status, forfeit all rights of privacy. 59 It also 
should be noted that, unlike under the Privacy Act, foreign nationals are enti- 
tled to the same privacy rights. under the FOIA as are U.S. citizens. 60 

In addition, individuals who testify at criminal trials do not forfeit their 
rights to privacy except on those very matters that become part of the public 
record. 61 Similarly, individuals who provide law enforcement agencies with 
reports of illegal conduct have well-recognized privacy interests, particularly 


56 New York Times Co. v. NASA . 782 F. Supp. 628, 631-32 (D.D.C. 

1991) (withholding audiotape of voices of Challenger astronauts recorded imme- 
diately before their deaths, to protect family members from pain of hearing 
final words of loved ones); see also FOIA Update . Sept. 1982, at 5. 

37 Fund for Constitutional Gov’t v. National Archives & Records Serv. . 656 
F.2d 856, 865 (D.C. Cir. 1981) (Exemption 7(C)). 

58 IcL at 866; see also Wilson v. Department of Justice . No. 87-2415, slip 
op. at 13 (D.D.C. June 14, 1991) (even Richard Secord would have privacy 
■interest in fact that he was investigated; such investigation would reveal "little 
about ‘what government is up to’"). But see also Wilson v. Department of 
Justice . 87-2415, slip op. at 8 (D.D.C. June 17, 1991) (ordering further decla- 
rations to determine whether any of the individuals investigated "are ‘public 
figures’ like the plaintiff whose involvement in Government operations would 
be of interest to the public”). 

59 Fund for Constitutional Gov’t v. National Archives & Records Serv. . 656 
F.2d at 865; see also FOIA Update . Sept. 1982, at 5; cfi Strassman v. United 
States Dep’t of Justice . 792 F.2d 1267, 1268 (4th Cir. 1986) (Exemption 7(C)). 

60 Shaw v. United States Dep’t of State . 559 F. Supp. 1053, 1067 (D.D.C. 
1983); see, e.g. . United States Dep’t of State v. Rav . 112 S. Ct. 541 (1991) 
(applying traditional analysis of privacy interests under FOIA to Haitian nation- 
als); see also FOIA Update . Summer 1985, at 5. 

61 See Kiralv v, FBI . 728 F.2d at 279; Brown v. FBI . 658 F.2d 71, 75 (2d 
Cir. 1981); cfi Irons v, FBI . 880 F.2d 1446, 1454 (1st Cir. 1989) (en banc) 
(holding that disclosure of any source information beyond that actually testified 
to by confidential source is not required) (Exemption 7(D)). 


- 172 - 



EXEMPTION 6 


when such persons reasonably fear reprisals for their assistance. 62 (For a 
more detailed discussion of the privacy protection accorded such law enforce- 
ment sources, see discussion of Exemption 7(C), below.) Even absent any 
evidence of fear of reprisals, however, witnesses who provide information to 
investigative bodies-administrative and civil, as well as criminal-are generally 
accorded privacy protection. 63 

An agency generally is not required to conduct research to determine 
whether an individual has died or whether his activities have sufficiently be- 
come the subject of public knowledge so as to bar the application of Exemption 
6. w This is further strengthened by the Supreme Court’s observations in Re- 
porters Committee that "without regard to individual circumstances" certain 
categories of records will always warrant privacy protection and that "the stand- 
ard virtues of bright-line rules are thus present, and the difficulties attendant to 


62 See Holy Spirit Ass'n v. FBI . 683 F.2d at 564-65 (concurring opinion) 
(Exemptions 6 and 7(C)); Manna v. United States Dep’t of Justice , 815 F. 

Supp. 798, 809 (D.N.J. 1993) (Because the La Cosa Nostra "is so violent and 
retaliatory, the names of interviewees, informants, witnesses, victims and law 
enforcement personnel must be safeguarded.") (Exemption 7(C)). 

63 See, e.g. . Walsh v. Department of the Navy . No. 91-C-7410, slip op. at 
11 (N.D. 111. Mar. 23, 1992); Fine v. United States Dep’t of Energy . No. 88- 
1033, slip op. at 7-8 (D.N.M. June 23, 1991). But of. Fine v. United States 
Dep't of Energy . 823 F. Supp. 888, 896 (D.N.M. 1993) (ordering disclosure 
based, in part, upon fact that plaintiff no longer employed by agency and "not 
in a position on-the-job to harass or intimidate employees of DOE/OIG and/or 
its contractors"). 

64 See FOIA Update . Winter 1984, at 5; see also, e.g. . Williams v. United 
States Dep’t of Justice . 556 F. Supp. 63, 66 (D.D.C. 1982) (agency good-faith 
processing, rather than extensive research for public disclosures, sufficient in 
lengthy, multi-faceted judicial proceedings); cf McGehee v. Casey . 718 F.2d 
1137, 1141 n.9 (D.C. Cir. 1983) (CIA cannot reasonably bear burden of con- 
ducting exhaustive search to prove that particular items of classified information 
have never been published) (non-FOIA case). But see also Diamond v. FBI . 
707 F.2d at 77 (requiring agency to review 200,000 pages outside scope of re- 
quest to search for evidence as to whether subjects’ privacy had been waived 
through death or prior public disclosure) (Exemption 7(C)); Outlaw v. United 
States Dep’ t of Justice . 815 F. Supp. at 506 (photographs of victim murdered 
25 years ago not withholdable to protect privacy of relatives where "[defend- 
ant's concern for the privacy of the decedent’s surviving relatives has not ex- 
tended to an effort to locate them . . . [and] there is no showing by defendant 
that, as of now, there are any surviving relatives of the deceased, or if there 
are, that they would be offended by the disclosure"); Wilkinson v. FBI . No. 
80-1048, slip op. at 12-13 (C.D. Cal. June 17, 1987) (holding Exemption 7(C) 
inapplicable to documents more than 30 years old because government relied on 
presumption that "all persons the subject of FOIA requests are . . . living’’); 
Powell v . United States Dep’t of Justice , slip op. at 12-13 (requiring agency to 
determine present "specific life situations" of individuals who were referenced 
in 30-year-old treason/sedition investigation) (Exemption 7(C)). 
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ad hoc adjudication may be avoided." 65 

Likewise, it has been held that the FOIA does not require an agency "to 
track down an individual about whom another has requested information merely 
to obtain the former’s permission to comply with the request.” 66 However, 
several pre- Reporters Committee cases held that the fact that a requester has not 
submitted authorizations from third parties may not in and of itself justify the 
automatic withholding of ah information regarding those third parties on priva- 
cy grounds. 67 


Factoring in the Public Interest 

Once it has been determined that a personal privacy interest is threatened 
by a requested disclosure, the second step in the balancing process comes into 
play; this stage of the analysis requires an assessment of the public interest in 
disclosure, 68 The burden of establishing that disclosure would serve the public 
interest is on the requester. 69 In its Reporters Committee decision, the Su- 
preme Court has limited the concept of public interest under the FOIA to the 
"core purpose" for which Congress enacted it: To ”shed[] light on an agency’s 
performance of its statutory duties." 70 Information that does not directly re- 
veal the operations or activities of the federal government, 71 the Supreme 


65 489 U.S. at 780; accord Halloran v. VA . 874 F.2d 315, 322 (5th Cir. 
1989); see also FOIA Update . Spring 1989, at 4. 

66 Blakev v. Department of Justice . 549 F. Supp. 362, 365 (D.D.C. 1982) 
(Exemption 7(C)), aff d in part, vacated in part . 720 F.2d 215 (D.C. Cir. 

1983). But cf. War Babes v. Wilson . 770 F. Supp. 1, 4-5 (D.D.C. 1990) 
(allowing agency 60 days to meet burden of establishing privacy interest by ob- 
taining affidavits from World War II servicemen who object to release of their 
addresses to British citizens seeking to locate their natural fathers). 

67 See Ray v. United States Dep’t of Justice . No. 86-5972, slip op. at 1 (6th 
Cir. June 22, 1987) (Exemption 7(C) "is not absolute simply because the person 
implicated in the sought-after documents refuses to consent to their disclo- 
sure."); McTigue v. United States Dep’t of Justice . No. 84-3583, slip op. at 15 
(D.D.C. Dec. 3, 1985) (failure of plaintiff to submit authorization does not 
alone justify withholding; burden is on government to establish information is 
within Exemption 7(C)). 

68 See FOIA Update . Spring 1989, at 7. 

69 See Carter v. United States Dep’t of Commerce . 830 F.2d 388, 391 nn.8 
& 13 (D.C. Cir. 1987). 

70 489 U.S. 749, 773 (1989). 

71 See Landano v. United States Dep’t of Justice . 956 F.2d 422, 430 (3d 
Cir.) (There is "no FOIA-recognized public interest in discovering wrongdoing 
by a state agency.") (Exemption 7(C)), cert, denied . 113 S. Ct. 197 (1992); see 
also FOIA Update . Spring 1991, at 6 (advising that "government” should mean 
federal government). 
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Court has stressed, "falls outside the ambit of the public interest that the FOIA 
was enacted to serve." 72 If an asserted public interest is found to qualify un- 
der this narrowed standard, it then must be accorded some measure of value so 
that it can be weighed against the threat io privacy. 7:1 

Even prior to Reporters Committee the law was dear that disclosure must 
benefit the public overall and not just the requester himself. For example, a 
number of courts determined that a request made for purely commercial pur- 
poses does not further a public interest. 74 Likewise, a request made in order 
to obtain or supplement discovery in a private lawsuit does not thereby further a 
public interest. 75 In fact, one court has observed that if the requester truly had 
a great need for the records for purposes of litigation, he or she should seek 


72 489 U.S. at 775; see, e.g. . Gallant v. NLRB . No. 92-873, slip op. at 8- 
10 (D.D.C. Nov. 6, 1992) (disclosure of names of individuals to whom NLRB 
member sent letters in attempt to secure reappointment would not add to under- 
standing of NLRB’s performance of its duties; (appeal pending); Andrews v. 
United States Dep't of Justice . 769 F. Supp. 314, 316-17 (E.D. Mo. 1991) 
(although release of individual’s address, telephone number and place of em- 
ployment might serve general public interest in satisfaction of monetary judg- 
ments, "the nature of the public interest inquiry under the FOIA . . . turns on 
the relationship of the information to the basic purpose of the FOIA, which is 
’to open agency action to the light of public scrutiny'" (quoting Reporters 
Committee , 489 U.S. at 772, quoting, in turn, Department of the Air Force v. 
Rose . 425 U.S. 352, 372 (1976))); see also FOIA Update . Spring 1989, at 4, 

6 . 


73 See, e.g. . Rose . 425 U.S. at 372; Ripskis v. HUD . 746 F.2d 1, 3 (D.C. 
Cir. 1981); Fund for Constitutional Gov’t v. National Archives & Records 
Serv. . 656 F.2d 856, 862 (D.C. Cir. 1981). 

74 See, e.g. . Multnomah Countv Medical Soc'v v. Scott . 825 F.2d 1410, 
1413 (9th Cir. 1987) (commercial solicitation of Medicare recipients); Minnis 
v. United States Dep’t of Agrjc. , 737 F.2d 784, 786-87 (9th Cir. 1984) (appli- 
cants for rafting permits requested by commercial establishment located on 
river), cert, denied . 471 U.S. 1053 (1985); Wine Hobbv USA. Inc, v. IRS . 502 
F.2d 133, 137 (3d Cir. 1974) (individuals licensed to produce wine at home re- 
quested by distributor of amateur wine-making equipment); see also Aronson v. 
HUD . 822 F.2d 182, 185-86 (1st Cir. 1987) (Plaintiff’s "commercial motiva- 
tions are irrelevant for determining the public interest served by 'disclosure; they 
do, however, suggest one of the w'ays in which private interests couid be 
harmed by disclosure and a reason why individuals would wish to keep the 
information confidential,”) 

75 See FOIA Update . Sept. 1982, at 6 (citing, e.g., Lloyd & Henniger v. 
Marshall . 526 F. Supp. 485, 487 (M.D. Fla. 1981)); see also Brown v. FBI . 
658 F.2d 71, 75 (2d Cir. 198!) (private litigation); Harrv v. Department of the 
Army . No. 92-1654, slip op. at 7-8 (D.D.C. Sept. 10, 1993) (to appeal nega- 
tive officer efficiency report); National Tr easury Employees Linion v. United 
States Dep’t of the Treasury . 3 Gov’t Disclosure Serv. (P-H) ^ 83,224, at 
83,948 (D.D.C. June 17, 1983) (grievance proceeding). 
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them in that forum, where it would be possible to provide them under an appro- 
priate protective order. 76 The Court of Appeals for the Ninth Circuit alone 
had adopted a position which specifically factored into the balancing process the 
requester’s personal interest in disclosure. 77 

In Reporters Committee , the Supreme Court clearly approved the majori- 
ty view that the requester’s personal interest is irrelevant. First, as the Court 
emphasized, the requester’s identity can have "no bearing on the merits of his 
or her FOIA request." 78 In so declaring, the Court ruled unequivocally that 
agencies should treat all requesters alike in making FOIA disclosure decisions; 
the only exception to this, the Court specifically noted, is that of course an 
agency should not withhold from a requester any information that implicates 
only that requester’s own interest. 79 Furthermore, the "public interest" balanc- 
ing required under the privacy exemptions should not include consideration of 
the requester’s "particular purpose" in making the request. 80 Instead, the 
Court has instructed, the proper approach to the balancing process is to focus 
on "the nature of the requested document" and to consider "its relationship to" 
the public interest generally. 81 This approach thus does not permit attention to 
the special circumstances of any particular FOIA requester. 82 Rather, it neces- 
sarily involves a more genera! "public interest" assessment based upon the 
contents and context of the records sought and their connection to any "public 
interest" that would be served by disclosure. In making such assessments, 
agencies should look to the possible effects of disclosure to the public in gener- 
al. 


One purpose that the FOIA was designed for is to "check against corrup- 


76 Gilbev v. Department of the Interior . No. 89-801, slip op. at 4-5 
(D.D.C. Oct. 22, 1990). 

77 See, e.g. . Multnomah County Medical Soc’v v. Scott . 825 F.2d at 1413; 
Minnis v. United States Dep’t of Aerie. . 737 F.2d at 786; Van Bourg. Alier . 
Weinberg & Roger v. NLRB . 728 F.2d 1270, 1273 (9th Cir. 1984), vacated . 
756 F.2d 692 (9th Cir.), reinstated . 762 F.2d 831 (9th Cir. 1985); Churc h of 
Scientology v. United States Dep’t of the Army . 611 F.2d 738, 747 (9th C; r . 
1979). 

78 489 U.S. at 771; see also FOIA Update . Spring 1989, at 5-6. 

79 See 489 U.S. at 771; FOIA Update . Spring 1989, at 5; see als o, e .g.. 
Frets v. Department of Transp. . No. 88-404-W-9, slip op. at 9-10 (W.D. Mo. 
Dec. 14, 1989) (withholding names of third parties mentioned in plaintiffs’ own 
statements). 

80 489 U.S. at 772. 

81 IcF 

82 See idL at 771-72 & n.20. 
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tion and to hold the governors accountable to the governed." 83 Indeed, infor- 
mation which would inform the public of violations of the public trust has a 
strong public interest and is accorded great weight in the balancing process. As 
a genera! rule, proven wrongdoing of a serious and intentional nature by a high- 
level government official is of sufficient public interest to outweigh the privacy 
interest of the official. 84 By contrast, less serious misconduct by low-level 
agency employees generally is not considered of sufficient public interest to 
outweigh the privacy interest of the employee. 85 Nor is there likely to be 


83 Multnomah County Medical Soc'v v. Scott . 825 F.2d at 1415 (quoting 
NLRB v, Robbins Tire & Rubber Co. . 437 U.S. 214, 242 (1978)); see also 
Washington Post Co. v. HHS . 690 F.2d 252, 264 (D.C. Cir. 1982); Arieff v. 
United States Dep't of the Navy . 712 F.2d 1462, 1468 (D.C. Cir. 1983); Na- 
tional Ass’n of Atomic Veterans. Inc, v. Director. Defense Nuclear Agency . 

583 F. Supp. 1483, 1487 (D.D.C. 1984). 

84 See, e.g, . Cochran v. United States . 770 F.2d 949, 956-57 (11th Cir. 

1985) (nonjudicial punishment findings and discipline imposed on Army major 
general for misuse of government funds and facilities) (Privacy Act "wrongful 
disclosure” suit); Stern v. FBI . 737 F.2d 84, 93-94 (D.C. Cir. 1984) (name of 
high-level FBI official censured for deliberate and knowing misrepresentation) 
(Exemption 7(C)); Columbia Packing Co. v. United States Dep’t of Agric. . 563 
F.2d 495, 499 (1st Cir. 1977) (federal employees found guilty of accepting 
bribes); Sullivan v. VA . 617 F. Supp. 258, 260-61 (D.D.C. 1985) (reprimand 
of senior official for misuse of government vehicle and failure to report acci- 
dent) (Privacy Act "wrongful disclosure" suit/Exemption 7(C)); Congressional 
News Syndicate v. United States Dep’t of Justice . 438 F. Supp. 538, 544 
(D.D.C. 1977) (misconduct by White House staffers); c£. Castaneda v. United 
States . 757 F.2d 1010, 1012 (9th Cir.) (identity of USDA investigator ordered 
disclosed where court found his reports "were inconsistent and may have been 
unreliable" and his motives and truthfulness were "in doubt") (Exemption 
7(C)), amended upon denial of panel reh’g . 773 F.2d 251, 251 (9th Cir. 1985); 
Ferri v. Bell . 645 F.2d 1213, 1218 (3d Cir. 1981) (attempt to expose alleged 
deal between prosecutor and witness found to be in public interest) (Exemption 
7(C)), vacated & reinstated in part on reh’g . 671 F.2d 769 (3d Cir. 1982); 

Stern v. SBA . 516 F. Supp. 145, 149 (D.D.C. 1980) (names of agency per- 
sonnel charged with discriminatory violations). 

85 See, e.g. . Department of the Air Force v. Rose . 425 U.S. at 381 (names 
of cadets found to have violated Academy honor code protected); Beck v. De- 
partment of Justice . 997 F.2d 1489, 1493 (D.C. Cir. 1993) ("The identity of 
one or two individual relatively low-level government wrongdoers, released in 
isolation, does not provide information about the agency’s own conduct."); 

Stern v. FBI . 737 F.2d at 94 (protecting names of mid-level employees 
censured for negligence); Chamberlain v. Kurtz . 589 F.2d 827, 842 (5th Cir.) 
(names of disciplined IRS agents protected), cert, denied . 444 U.S. 842 (1979); 
Cotton v. Adams . 798 F. Supp. 22, 26-27 (D.D.C. 1992) (release of Inspector 
General reports on conduct of low-level Smithsonian Institution employees 
would not allow public to evaluate Institution’s discharge of duties); Heller v. 
United States Marshals Serv. . 655 F. Supp, 1088, 1091 (D.D.C. 1987) (pro- 

(continued...) 
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strong public interest in the names of censured employees when the case has not 
“occurred against the backdrop of a well-publicized scandal" which has resulted 
in "widespread knowledge" that certain employees were disciplined. 84 And any 
general public interest in mere allegations of wrongdoing does not outweigh an 
individual’s privacy interest in unwarranted association with such allegations. 87 

Prior to Reporters Committee , some courts held that the public interest in 
disclosure may be embodied in other federal statutes. 88 In light of Reporters 
Committee and National Association of Retired Federal Employees v. Horner 
{hereinafter NARFE 1. 89 the D.C., First, Second, Sixth, Seventh, Tenth and 
Eleventh Circuit Courts of Appeals have flatly rejected this approach, refusing 
to order disclosure of the home addresses of government employees on the ex- 
plicit basis that the public interest in disclosure evidenced in the Federal Service 
Labor-Management Relations Act cannot be factored into the balance under the 


85 (... continued) 

tecting names of agency personnel found to have committed "only minor, if 
any, wrongdoing") (Exemption 7(C)). 

86 Beck v. Department of Justice . 997 F.2d at 1493-94. 

87 See, e.g. . Hunt v. FBI . 972 F.2d 286, 288-90 (9th Cir. 1992) (Exemp- 
tion 7(C)); Dunkelberger v. Department of Justice . 906 F.2d 779, 781-82 (D.C. 
Cir. 1990) (Exemption 7(C)); Carter v. United States Dep’t of Commerce . 830 
F.2d at 391 (protecting identities of attorneys subject to disciplinary proceed- 
ings that were later dismissed); Varelli v. FBI . No. 88-1865, slip op. at 10-13 
(D.D.C. Oct. 4, 1991). But see Providence Journal Co. v. United States Dep’t 
of the Army . 981 F.2d 552, 569 (1st Cir. 1992) (ordering disclosure of identi- 
ties of high-ranking officers of Rhode Island National Guard accused of crim- 
inal wrongdoing even though allegations were mostly "unsubstantiated"); Mc- 
Cutchen v. HHS . No. 91-142, slip op. at 7-12 (D.D.C. Aug. 24, 1992) (refus- 
ing to protect identities of scientists found not to have engaged in alleged 
scientific misconduct) (Exemptions 6 and 7(C)) (appeal pending); Dobronski v. 
FCC . No. 91-1295, slip op. at 3-4 (D. Ariz. June 16, 1992) (ordering release 
of employee’s leave slips for period during which there were allegations of 
abuse of leave time) (appeal pending). 

88 See, e.g. . International Bhd. of Elec, Workers Local No, 5 v. HUD . 852 
F.2d 87, 90 (3d Cir. 1988) (wage rates payable by federal contractors regulated 
by Davis-Bacon Act); United States Dep’t of Aerie, v. FLRA . 836 F.2d 1139, 
1143 (8th Cir.) (names and addresses of federal employees under federal labor 
relations statute), cert, granted & remanded . 488 U.S. 1025 (1988), vacated . 

876 F.2d 50 (8th Cir. 1989); Common Cause v. National Archives & Records 
Serv. . 628 F.2d 179, 183-85 (D.C. Cir. 1980) (political campaign activities 
under Federal Corrupt Practices Act) (Exemption 7(C)); Washington Post Co. 
v. HHS . 690 F.2d at 265 (public disclosure of financial statements required by 
Ethics in Government Act); see also Marzen v. HHS . 825 F.2d 1148, 1154 (7th 
Cir. 1987) (finding nondisclosure proper upon consideration of state statute 
mandating same). 

89 879 F.2d 873 (D.C. Cir. 1989), cert, denied . 494 U.S. 1078 (1990). 
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FOIA. g ° On the other hand, the Third, Fifth and Ninth Circuit Courts of Ap- 
peals have reached the opposite conclusion and have ordered disclosure of the 
home addresses of bargaining unit employees to unions that requested them 
under the FSLMRA. 91 These circuit courts said the Supreme Court had not 
considered specifically whether the public policy favoring collective bargaining 
embodied in the FSLMRA could be considered in balancing under the FOIA; 
consequently, none of these courts found an inconsistency between its holding 
and the teaching of Re porters Committee . 93 Because of this split in the cir- 
cuits, the Supreme Court has granted certiorari in the Fifth Circuit case 93 and 
should finally resolve this issue during the coming year. 

On a related issue, two district courts have departed from the direction 
taken by Reporters Committee with regard to another federal statute, the Davis- 


90 D.C. Circuit: FLRA v. United States Dep’t of the Treasury . 884 F.2d 
1446, 1453 (D.C. Cir. 1989) (court not "entitled to engage in the sort of imag- 
inative reconstruction that would be necessary to introduce collective bargaining 
values into the balancing process"), cert, denied . 493 U.S. 1056 (1990); First 
Circuit: FLRA v. United States Dep’t of the Navy . 941 F.2d 49, 56-57 (1st 
Cir. 1991) (in balancing privacy and public interests under FOIA, court must 
disregard "public interest in labor organization and collective bargaining"); 
Second Circuit: FLRA v. VA . 958 F.2d 503, 511-12 (2d Cir. 1992) ("The 
public interest in fostering effective collective bargaining falls outside this cen- 
tral purpose of the FOIA."); Sixth Circuit: FLRA v. Department of the Navv . 
963 F.2d 124, 125 (6th Cir. 1992) (adopting reasoning of First, Second and 
D.C. Circuits); Seventh Circuit: FLRA v. United States Dep’t of the Navv . 

975 F.2d 348, 354-55 (7th Cir. 1992) ("Neither [Privacy Act], nor FOIA, 
makes a further exception for information requests that originate under some 
other federal statute."); Tenth Circuit: FLRA v. POD . 984 F.2d 370, 375 
(10th Cir. 1993) ("disclosure of federal employees’ home addresses has nothing 
to do with public scrutiny of government activities"); Eleventh Circuit: FLRA 
v. POD . 977 F.2d 545, 548 (11th Cir. 1992) (finding "no authority for allow- 
ing Labor Statute principles to override FOIA principles"). See also Reed v. 
NLRB . 927 F.2d 1249, 1251 (D.C. Cir. 1991) (disclosure of "Excelsior" list 
[names and addresses of employees eligible to vote in union representation 
elections] would not reveal anything about NLRB’s operations), cert, denied . 

112 S. Ct. 912 (1992). 

91 Third Circuit: FLRA v. United States Dep’t of the Navv . 966 F.2d 747, 
758-59 (3d Cir. 1992) (en banc) (alternative holding); Fifth Circuit: FLRA v. 
POD . 975 F.2d 1106, 1113-15 (5th Cir.), cert, granted . 113 S. Ct. 1642 
(1993); Ninth Circuit: FLRA v. United States Dep’t of the Navv . 958 F.2d 
1490, 1497 (9th Cir. 1992) (petition for rehearing en banc pending); see also 
FLRA v. Department of Commerce . 954 F.2d 994, 997 (4th Cir. 1992), va- 
cated & petition for reh’g en banc granted . No. 90-1852 (4th Cir. Apr. 22, 
1992). 

92 FLRA v. United States Den’t of the Navv . 966 F.2d at 757-59; FLRA v. 
United States Dep’t of the Navv . 958 F.2d at 1496-97. 

93 113 S. Ct. 1642 (1993). 
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Bacon Act, 94 which requires that contractors on federal projects pay to their 
laborers no less than the wages prevailing for comparable work in the geo- 
graphical area. Three years ago, the District Court in Hawaii decided that the 
analyses comparing the public interest expressed in other federal statutes to that 
underlying the FOIA survive Reporters Committee and held that the public 
interest in monitoring compliance with the Davis-Bacon Act is cognizable under 
FOIA. 95 Subsequently, the District Court for the Western District of Wash- 
ington agreed . 96 However, while both of these cases remain on appeal, the 
D.C. and Second Circuits, the first post- Reporters Committee courts of appeals 
to confront this issue, have firmly held that although there may be a minimal 
public interest in facilitating the monitoring of compliance with federal labor 
statutes, disclosure of personal information that reveals nothing " directly about 
the character of a government agency or official" bears only an "attenuated . . . 
relationship to governmental activity.” 97 Accordingly, it has been held that 
such an "attenuated public interest in disclosure does not outweigh the construc- 
tion workers’ significant privacy interest in [their names and addresses]." 98 

Even though public oversight of government operations is the essence of 
public interest under the FOIA, one who claims such a purpose must support 
his claim by more than mere allegation. He must show that the information in 
question is "of sufficient importance to warrant such" oversight," and he must 
show how the public interest would be served by disclosure in the particular 
case. 100 Assertions of "public interest" should be scrutinized carefully to en- 
sure that they legitimately warrant the overriding of privacy interests. As stated 
by the Second Circuit in Hopkins v. HUD . "[t]he simple invocation of a legiti- 
mate public interest . . . cannot itself justify the release of personal informa- 
tion. Rather, a court must first ascertain whether that interest would be served 


94 40 U.S.C. § 276a (1988). 

95 Painting Indus, of Hawaii Mkt. Recovery Fund v. United States Dep’t of 
the Air Force . 751 F. Supp. 1410, 1417 (D. Haw. 1990), reconsideration de- 
nied . 756 F. Supp. 452 (D. Haw. 1990) (appeal pending). 

96 Seattle Bldg. & Constr. Trades Council. AFL-CIO v. HUD . No. C89- 
1346C, slip op. at 10-11 (W.D. Wash. Oct. 30, 1990) (appeal pending). 

97 Hopkins v. HUD . 929 F.2d 81, 88 (2d Cir. 1991); see Painting & Dry- 
wall Work Preservation Fund. Inc, v. HUD . 936 F.2d 1300, 1303 (D.C. Cir. 
1991 ). 

98 Painting & Drvwall Work Preservation Fund. Inc, v. HUD . 936 F.2d at 
1303; see Hopkins v. HUD . 929 F.2d at 88. 

99 Miller v. Bell . 661 F.2d 623, 630 (7th Cir. 1981), cert, denied . 456 U.S 
960 (1982); see also Allard v. HHS . No. 4:90-CV-156, slip op. at 10-11 (W.D 
Mich. Feb. 14, 1992) ("conclusory allegations" of plaintiff— a prisoner with 
violent tendencies-concerning ex-wife’s misuse of children’s Social Security 
benefits do not establish public interest), affd . 972 F.2d 346 (6th Cir. 1992) 
(table cite). 

100 See Halloran v. VA . 874 F.2d 315, 323 (5th Cir. 1989). 
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by disclosure." 101 The Second Circuit in Hopkins acknowledged a legitimate 
public interest in monitoring HUD’s enforcement of prevailing wage laws but 
found that disclosure of the names and addresses of workers employed on 
HUD-assisted public housing projects would shed no light on the agency’s 
performance of that duty . 102 Thus, in Minnis v. United States Department of 
Agriculture , while the Ninth Circuit recognized a valid public interest in ques- 
tioning the fairness of an agency lottery system which awarded permits to raft 
down the Rogue River, it found, upon careful analysis, that the release of the 
names and addresses of the applicants would in no way further that interest. 103 
Similarly, in Hei ghts Community Congress v, VA . 104 the Sixth Circuit found 
that the release of names and home addresses would result only in the "involun- 
tary personal involvement" of innocent purchasers rather than appreciably fur- 
thering a concededly valid public interest in determining whether anyone had 
engaged in "racial steering. " 

Such holdings are entirely consistent with the Supreme Court’s determina- 
tion in Reporters Committee that the "rap sheet" of a defense contractor, if such 
existed, would reveal nothing directly about the behavior of the Congressman 
with whom the contractor allegedly had an improper relationship, nor would it 
reveal anything about the conduct of the DOD. 10S The information must 


101 929 F.2d at 88 (citing Halloran v. VA . 874 F.2d at 323). 

102 KL; see also Gannett Satellite Info. Network. Inc, v. United States Dep't 
of Educ. . No. 90-1392, slip op. at 13-14 (D.D.C. Dec. 21, 1990) ("If in fact a 
student has defaulted, [his] name, address and social security number would 
reveal nothing about the Department’s attempts to collect on those defaulted 
loans. Nor would [they] reveal anything about the potential misuse of public 
funds. "). 

103 737 F.2d at 787; see Hunt v, FBI . 972 F.2d at 289 (disclosure of single 
internal investigation file "will not shed any light on whether all such FBI 
investigations are comprehensive or whether sexual misconduct by agents is 
common"); New York Times Co. v, NASA . 782 F. Supp. 628, 632-33 
(D.D.C. 1991) (release of audiotape of Challenger astronauts’ voices just prior 
to explosion would not serve "undeniable interest in learning about NASA’s 
conduct before, during and after the Challenger disaster"). 

104 732 F.2d 526, 530 (6th Cir.), cert, denied . 469 U.S. 1034 (1984). 

105 See 489 U.S. at 774; see also NARFE . 879 F.2d at 879 /names and 
home addresses of federal annuitants reveal nothing directly about workings of 
government); Halloran v. VA . 874 F.2d at 323 ("[Mjerely stating that the 
interest exists in the abstract is not enough; rather, the court should have 
analyzed how that interest would be served by compelling disclosure.”); Kim- 
berlin v. Department of the Treasury . 774 F.2d 204, 208 (7th Cir. 1985) ("The 
record fails to reflect any benefit which would accrue to the public from disclo- 
sure and [the requester’s] self-serving assertions of government wrongdoing and 
coverup do not rise to the level of justifying disclosure. ") (Exemption 7(C)); 
Johnson v. United States Dep’t of Justice . 739 F.2d 1514, 1519 (10th Cir. 

1984) (finding that because allegations of improper use of law enforcement 

(continued,..) 
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clearly reveal official government activities; it is not enough that the informa- 
tion would permit speculative inferences about the conduct of an agency or a 
government official. 106 Nor is it enough that the information would allow a 
union to question private-sector employees and thus determine whether the 
agency is adequately monitoring compliance with prevailing wage laws, 107 or 
that the information might aid the requester in lobbying efforts that would result 
in passage of laws and thus benefit the public in that respect. 108 

The most significant recent development concerning this issue occurred in 
United States Department of State v. Rav . 109 when the Supreme Court recog- 
nized a legitimate public interest in whether the State Department was adequate- 
ly monitoring Haiti’s promise not to prosecute Haitians who were returned to 
their country after failed attempts to enter the United States, but it determined 
that this public interest had been "adequately served" by release of redacted 
summaries of the agency’s interviews with the returnees and that "[t]he addition 
of the redacted identifying information would not shed any additional light on 


'“(...continued) 

authority were not at all supported in requested records, disclosure of FBI 
special agent names would not serve public interest) (Exemption 7(C)); Stern v. 
FBI . 737 F.2d at 92 (finding that certain specified public interests "would not 
be satiated in any way" by disclosure) (Exemption 7(C)); Miller v. Bell . 661 
F.2d at 630 (noting that plaintiffs broad assertions of government cover-up 
were unfounded as investigation was of consequence to plaintiff only and there- 
fore did not "warrant probe of FBI efficiency”) (Exemption 7(C)); KTVY-TV 
v. United States . No. 87-1432-T, slip op. at 9-10 (W.D. Okla. May 4, 1989) 
("The plaintiff has failed to establish any nexus between the information re- 
quested and the asserted public interest of determining whether the defendant 
has made an effort to prevent like occurrences.") (Exemption 7(C)), affd per 
curiam . 919 F.2d 1465 (10th Cir. 1990). 

106 See Reporters Committee . 489 U.S. at 774, 766 n.18; see also Gannett 
Satellite Info. Network. Inc, v. United States Dep’t of Educ. . slip op. at 12 
(names, addresses and social security numbers of student loan defaulters would 
reveal nothing directly about Department of Education’s administration of stu- 
dent loan program). But see International Diatomite Producers Ass’n v. United 
States Social Sec. Admin. . No. C-92-1634, slip op. at 12-13 (N.D. Cal. Apr. 
28, 1993) (release of vital status information concerning diatomite industry 
workers serves "public interest in evaluating whether public agencies (OSHA, 
MSHA, and EPA) carry out their statutory duties to protect the public from the 
potential health hazards from crystalline silica exposure") (appeal pending). 

107 Hookins v. HUD . 929 F.2d at 88. 

108 NAREE . 879 F.2d at 875; see also FOIA Update . Spring 1989, at 6. 

But cf. Aronson v. HUD . No. 88-1524, slip op. at 1 (1st Cir. Apr. 6, 1989) 
(affirming award of attorney fees on basis that disclosure of names and addres- 
ses of mortgagors to whom HUD owes money sheds light on HUD’s perform- 
ance of statutory reimbursement duty). 


109 112 S. Ct. 541 (1991). 
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the Government’s conduct of its obligation."" 0 Although the plaintiff claimed 
that disclosure of the identities of the unsuccessful emigrants would allow him 
to reinterview them and elicit further information concerning their treatment, 
the Court found "nothing in the record to suggest that a second set of inter- 
views with the already-interviewed returnees would produce any relevant infor- 
mation .... Mere speculation about hypothetical public benefits cannot out- 
weigh a demonstrably significant invasion of privacy." 111 

Finally, if alternative, less intrusive means are available to obtain infor- 
mation that would serve the public interest, there is less need to require disclo- 
sure of information that would cause a substantial invasion of an individual’s 
privacy. Accordingly, "[w]hile [this is] certainly not a per se defense to a 
FOIA request," it is entirely appropriate, when assessing the public interest side 
of the balancing equation, to consider "the extent to which there are alternative 
sources of information available that could serve the public interest in disclo- 
sure.” 112 If there are alternative sources, the D.C. Circuit has firmly ruled, 
the public interest in disclosure should be "discounted" accordingly. 113 

The Balancing Process 

Once both the privacy interest at stake and the public interest in disclo- 
sure have been ascertained, the two competing interests must be weighed 


110 IcL at 549; see also Public Citizen. Inc, v. Resolution Trust Corp. . No. 
92-0010, slip op. at 8-9 (D.D.C. Mar. 19, 1993) (public interest in agency’s 
compliance with Affordable Housing Disposition Program served by release of 
information with identities of bidders and purchasers redacted). 

111 112 S. Ct. at 549. 

112 POD v. FLRA . 964 F.2d 26, 29-30 (D.C. Cir. 1992); see FLRA v. 
United States Dep't of Commerce . 962 F.2d 1055, 1060 n.2 (D.C. Cir. 1992) 
(union may "distribute questionnaires or conduct confidential face-to-face inter- 
views" to obtain rating information about employees); Painting & Drvwall 
Work Preservation Fund. Inc, v. HUD . 936 F.2d at 1303 (contact at workplace 
is alternative to disclosing home addresses of employees); Multnomah County 
Medical Soc’v v. Scott . 825 F,2d at 1416 (Medical Society can have members 
send literature to their patients as alternative to disclosure of identities of all 
Medicare beneficiaries); Hemenway v. Hughes . 601 F. Supp. 1002, 1007 
(D.D.C. 1985) (persona! contact with individuals whose names and work ad- 
dresses were released to plaintiff is alternative to agency releasing personal 
information he seeks); cf Cotton v. Adams . 798 F, Supp. at 27 n.9 (suggesting 
that request for ah Inspector General reports, from which identifying informa- 
tion could be redacted, would better serve public interest in overseeing dis- 
charge of Inspector General duties than does request for only two specific in- 
vestigative reports involving known individuals). 

113 POD v. FLRA . 964 F.2d at 29-30. But cf. FLRA v. United States 
Dep’t of the Navy . 958 F,2d at 1497 (union’s ability to approach employees at 
work place is not adequate alternative to disclosing home addresses). 
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against one another. 114 In other words, it must be determined which is the 
greater result of disclosure: the harm to personal privacy or the benefit to the 
public. 115 In balancing these interests, "the ‘clearly unwarranted’ language of 
Exemption 6 weights the scales in favor of disclosure.'" 16 If the public bene- 
fit is weaker than the threat to privacy, the latter will prevail, and the informa- 
tion should be withheld. 117 The threat to privacy need not be obvious; it need 
only outweigh the public interest, 118 

Although "the presumption in favor of disclosure is as strong [under Ex- 
emption 6] as can be found anywhere in the Act," 119 the courts have vigor- 
ously protected the personal, intimate details of an individual’s life, the release 
of which is likely to cause distress or embarrassment. Courts regularly uphold 
the nondisclosure of information concerning marital status, legitimacy of chil- 
dren, welfare payments, family fights and reputation, 120 medical details and 
conditions, 121 date of birth, 122 religious affiliation, 123 citizenship, 124 so- 
cial security account numbers, 125 criminal history records (most commonly 


114 Department of the Air Force v. Rose . 425 U.S. 352, 372 (1976). 

115 Ripskis v. HUD . 746 F.2d 1, 3 (D.C. Cir. 1984); see FOIA Update . 
Spring 1989, at 7. 

116 Ripskis . 746 F.2d at 3. 

117 See FOIA Update . Spring 1989, at 6 (emphasizing possible applicability 
of Privacy Act disclosure prohibitions, particularly in light of Reporters Com- 
mittee! . 

118 See Public Citizen Health Research Group v. United States Dep’t of 
Labor . 591 F.2d 808, 809 (D.C. Cir. 1978). 

119 Washington Post Co. v. HHS . 690 F.2d 252, 261 (D.C. Cir. 1982). 

120 See, e.g. . Rural Hous. Alliance v. United States Dep’t of Agric. . 498 
F.2d 73, 77 (D.C. Cir. 1974). 

121 See, e.g. . icf; Citizens Comm’n on Human Rights v. FDA . No. 92- 
5313, slip op. at 23-24 (C.D. Cal. May 10, 1993). 

122 See, e.g. . Centracchio v. FBI . No. 92-357, slip op. at 15 (D.D.C. Mar. 
16, 1993). 

123 See, e.g. . Church of Scientology v. United States Dep’t of the Army . 
611 F.2d 738, 747 (9th Cir. 1979). 

124 See, e.g. . Hemenwav v. Hughes . 601 F. Supp. 1002, 1006 (D.D.C. 
1985) ("Nationals from some countries face persistent discrimination . . . [and] 
are potential targets for terrorist attacks.”). 

125 See, e.g. . Rice v. Department of Transp. . No. 91-3306, slip op. at 1 
(D.D.C. Nov. 17, 1992); Fidelity Nat’l Title Ins. Co. v. HHS . No. 91-5484, 
slip op. at 6-7 (C.D. Cal. Feb. 13, 1992). 
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referred to as "rap sheets)," 126 incarceration of United States citizens in for- 
eign prisons, 127 sexual inclinations or associations, 128 and financial sta- 
tus. 129 Even "favorable information," such as the details of an employee’s 
outstanding performance evaluation, can be protected on the basis that it "may 
well embarrass an individual or incite jealousy" among co-workers, 130 More- 
over, release of such information "reveals by omission the identities of em- 
ployees who did not receive high ratings, creating an invasion of their pri- 
vacy." 131 


A subject which has generated extensive litigation and which warrants 
special discussion is requests for compilations of names and home addresses of 
individuals. Traditionally, prior to the Reporters Committee decision, the 
courts’ analyses in "mailing list" cases turned on the requester’s purpose, or the 
"use" to which the requested information was intended to be put. As noted 
before, many courts have held that requests made for the sole purpose of ob- 
taining mailing lists for solicitation are purely commercial and consequently 
involve no public interest. 132 In those cases where "mailing list" requests 
were made for noncommercial purposes, however, the courts prior to Reporters 
Committee recognized a variety' of public interest factors entitled to heavy and 


126 See, e.g. . United States Dep’t of Justice v. Reporters Comm, for Free- 
dom of the Press . 489 U-S. 749, 780 (1989). 

127 See Harbolt v. Department of State . 616 F.2d 772, 774 (5th Cir.), cert. 
denied . 449 U.S. 856 (1980). 

128 See, e.g. . Siminoski v. FBI . No. 83-6499, slip op. at 28 (C.D. Cal. Jan. 
16, 1990). 

129 See, e.g. . Public Citizen. Inc, v, Resolution Trust Corp. . No. 92-0010, 
slip op. at 6-10 (D.D.C. Mar. 19, 1993); Oklahoma Publishing Co. v. HUP . 
No. 87-1935, slip op. at 4 (W.D. Okla. June 17, 1988). But see Buffalo Eve- 
ning News. Inc- v. SBA . 666 F. Supp. 467, 472 (W.D.N.Y. 1987) (ordering 
disclosure of information concerning recipients of disaster loans, including 
payment and default status). 

130 Ripskis v. HUD . 746 F.2d at 3; seg HHS v. FLRA . No. 92-1012, slip 
op. at 2 (D.C. Cir. Dec. 10, 1992); FLRA v. United States Dep’t of Com- 
merce . 962 F.2d 1055, 1059-61 (D.C. Cir. 1992). 

131 FLRA v. United States Dep’t of Commerce . 962 F.2d at 1059. 

132 See, e.g. . Multnomah County Medical Soc’v v. Scott . 825 F.2d 1410, 
1411 (9th Cir. 1987) (names and addresses of Medicare beneficiaries not dis- 
closed to physicians’ professional organization); Minnis v. United States Dep’t 
of Aerie. . 737 F.2d 784, 788 (9th Cir. 1984), cert, denied . 471 U.S. 1053 
(1985) (names and addresses of applicants for rafting permits not released to 
commercial establishment located on river); Wine Hobbv USA. Inc, v. IRS . 

502 F.2d 133, 137 (3d Cir. 1974) (names and addresses of individuals licensed 
to produce wine at home for their own consumption not released to distributor 
of amateur wine making equipment). 
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often dispositive weight. 133 

The Supreme Court in Reporters Committee , however, firmly repudiated 
any analysis based on either the identity, circumstances or intended purpose of 
the particular FOIA requester at hand. 134 Rather, it said, the analysis must 
turn on the nature of the document and its relationship to the basic purpose of 
the FOIA. 135 Following Reporters Committee , the Court of Appeals for the 
District of Columbia Circuit found that those cases relying on the stated "bene- 
ficial" purpose of the requester were grounded on the now-disapproved proposi- 
tion that "Exemption 6 carries with it an implicit limitation that the information, 
once disclosed, [may] be used only by the requesting party and for the public 
interest purpose upon which the balancing was based." 136 


133 See, e.g. . Aronson v. HUD . 822 F.2d 182, 185-87 (1st Cir. 1987) 
(public interest in "the disbursement of funds the government owes its citizens" 
outweighs the privacy interest of such citizens to be free from others’ attempts 
"to secure a share of that sum" when the government’s efforts at disbursal are 
inadequate); Van Bourg. Allen. Weinberg & Roger v. NLRB . 728 F.2d 1270, 
1273 (9th Cir. 1984) (strong public interest in determining whether election 
fairly conducted), vacated . 756 F.2d 692 (9th Cir.), reinstated . 762 F.2d 831 
(9th Cir. 1985); Getman v. NLRB . 450 F.2d, 670, 675-76 (D.C. Cir. 1971) 
(public interest need for study of union elections held sufficient to warrant 
release to professor); Florida Rural Legal Servs.. Inc, v. United States Dep’t of 
Justice . No. 87-1264, slip op. at 6 (S.D. Fla. Feb. 10, 1988) (names and ad- 
dresses of illegal aliens ordered disclosed so legal services group can inform 
them of citizenship registration requirement where INS not informing of such); 
National Ass’n of Atomic Veterans. Inc, v. Director. Defense Nuclear Agency . 
583 F. Supp. 1483, 1487-88 (D.D.C. 1984) (names and addresses of veterans 
involved in atomic testing ordered disclosed because of public interest in in- 
creasing their knowledge of benefits and possible future health testing); Dis- 
abled Officer’s Ass’n v. Rumsfeld . 428 F. Supp. 454, 458 (D.D.C. 1977) 
(nonprofit organization serving needs of retired military officers held entitled to 
names and addresses of such personnel), affd, 574 F.2d 636 (D.C. Cir. 1979) 
(table cite). 

134 See 489 U.S. at 771-72. 

135 IcL at 772; see also FOIA Update . Spring 1989, at 5-6 (old "use" test 
has been overruled and should no longer be followed). 

136 National Ass’n of Retired Fed. Employees v. Horner . 879 F,2d 873, 

875 (D.C. Cir. 1989), cert, denied . 494 U.S. 1078 (1990) [hereinafter 
NARFE]; see also Pennies From Heaven. Inc, v. Department of the Treasury . 
No. 88-1808, slip op. at 7-9 (D.D.C. Aug. 14, 1992) (withholding names and 
addresses of individuals who own United States treasury securities that are 
matured but unredeemed or on which interest is owed); Gannett Satellite Info. 
Network. Inc, v. United States Dep’t of Educ. . No. 90-1392, slip op. at 15 
(D.D.C. Dec. 21, 1990) (denying access to names, social security numbers and 
addresses of individuals who have defaulted on government-backed student 
loans); Schoettle v. Kemp . 733 F. Supp. 1395, 1397-98 (D. Haw. 1990) (rely- 

(continued...) 
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Because agencies may neither distinguish between requesters nor limit the 
use to which disclosed information is put, an analysis of the consequences of 
disclosure of a mailing list cannot turn on the identity or purpose of the request- 
er. 137 Thus, it was found to be irrelevant in NARFE that the requester’s pur- 
pose was to use the list of federal retirees to aid in its lobbying efforts on be- 
half of those retirees. 138 Although stopping short of creating a nondisclosure 
category encompassing all mailing lists, the D.C. Circuit in NARFE did hold 
that mailing lists consisting of names and home addresses of federal annuitants 
are categorically withholdable under Exemption 6. 139 Thus, though the issue 
is not yet finally settled, all mailing lists involving home addresses would ap- 
pear to be well suited for "categorical " protection. (See discussion of home 
addresses of bargaining unit employees requested by unions under the Federal 
Service Labor-Management Relations Act, above.) 

Another area which merits particular discussion is the applicability of Ex- 
emption 6 to requests for information about civilian and military federal em- 
ployees. Generally, civilian employees’ names, present and past position titles, 
grades, salaries and duty stations are releasable as no viable privacy interest 
exists in such data. 140 In addition, the Justice Department recommends the 
release of additional items, particularly those relating to professional qualifica- 


136 (. . .continued) 

ing upon both Reporters Committee ’s observation that "public interest" is not 
equivalent to "interesting or socially beneficial in some broad sense" and 
HUD’s improved methods of tracing people to withhold identities of mortgagors 
eligible for distributions of money). But see Aronson v. HUD . No. 88-1524, 
slip op. at 1 (1st Cir. Apr. 6, 1989) (affirming award of attorney fees to plain- 
tiff on basis that disclosure of list of mortgagors to whom HUD owes money 
sheds light on agency’s performance of its duty to reimburse those mortgagors); 
Aronson v. IRS . 767 F. Supp. 378, 391-92 (D. Mass. 1991) (public interest in 
information concerning individuals who are owed tax refunds is related to basic 
purpose of FOIA, in this case "evaluating the efforts of the IRS to locate those 
owed refunds"), affd in part & rev’d in part on other grounds . 973 F.2d 962 
(1st Cir. 1992). 

137 NARFE . 879 F.2d at 875. 

138 Id. ; Center for Auto Safety v. National Highway Traffic Safety Admin. . 
809 F, Supp. 148, 150 (D.D.C. 1993) (requester’s function as "significant 
consumer rights advocate" does not imply right to "take over thk. functions of 
NHTSA") (appeal pending). 

139 NARFE . 879 F.2d at 879; see also Retired Officers Ass'n v. Depart- 
ment of the Navv . No. 88-2054, slip op. at 3-4 (D.D.C. May 14, 1990) (upon 
reconsideration) (names and home addresses of retired military officers 
exempt); cL Reed v. NLRB . 927 F.2d 1249, 1251-52 (D.C. Cir. 1991) 
(categorically protecting "Excelsior" list [names and addresses of employees 
eligible to vote in union representation elections]), cert, denied . 112 S. Ct. 912 
(1992). 

140 See 5 C.F.R. § 293.311 (1993); see also FOIA Update . Summer 1986, 

at 3. 
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tions for federal employment. 141 

Certain military personnel, though, are properly afforded greater privacy 
protection than other servicemen and nonmilitary employees. Courts have 
found that because of the threat of terrorism, servicemen stationed outside the 
United States have a greater expectation of privacy. 142 Courts have, however, 
ordered the release of names of military personnel stationed in the United 
States. 143 In addition, certain other federal employees such as law enforce- 
ment personnel possess, by virtue of the nature of their work, protectible priva- 
cy interests in their identities and work addresses. 144 (See also discussions of 
Exemption 2, above, and Exemption 7(C), below.) 

Purely personal details pertaining to government employees are protect- 
ible under Exemption 6. 145 Indeed, courts generally have recognized the sen- 


141 See FOIA Update . Sept. 1982, at 3; see also Core v. United States 
Postal Serv. . 730 F.2d 946, 948 (4th Cir. 1984) (qualifications of successful 
federal applicants); Associated Gen. Contractors. Inc, v. United States . 488 F. 
Supp. 861, 863 (D. Nev. 1980) (education, former employment, academic 
achievements and employee qualifications). 

142 See Hudson v. Department of the Army . No. 86-1114, slip op. at 8-9 
(D.D.C. Jan. 29, 1987) (finding threat of terrorism creates privacy interest in 
names, ranks and addresses of Army personnel stationed in Europe, Middle 
East and Africa), affd . 926 F.2d 1215 (D.C. Cir. 1991) (table cite); Falzone_v i 
Department of the Navv . No. 85-3862, slip op. at 2-3 (D.D.C. Nov. 21, 1986) 
(finding same with respect to names and addresses of naval officers serving 
overseas or in classified, sensitive or readily deployable positions). 

143 See Ho pkins v. Department of the Navv . No. 84-1868, slip op. at 4 
(D.D.C. Feb. 5, 1985) (ordering disclosure of "names, ranks and official duty 
stations of servicemen stationed at Quantico" to life insurance salesman); Jjifari 
v. Department of the Navv . 3 Gov’t Disclosure Serv. (P-H) 1 83,250, at 
84,014 (E.D. Va. May 11, 1983) (finding no privacy interest in "duty status" 
or attendance records of reserve military personnel) (Privacy Act "wrongful dis- 
closure" suit), affd on other grounds . 728 F.2d 247 (4th Cir. 1984). 

144 See New England Apple Council v. Donovan . 725 F.2d 139, 142-44 (1st 
Cir. 1984) (Exemption 7(C)); Lesar v. United States Dep’t of Justice , 636 F,2d 
472, 487-88 (D.C. Cir. 1980) (same); see also FOIA Update . Summer 1986, at 
3-4. 

145 See, e.g. . American Fed’n of Gov’t Employees v. United States . 712 
F.2d 931, 932-33 (4th Cir. 1983) (employees’ home addresses); Plain Dealer 
Publishing Co. v. United States Dep’t of Labor . 471 F. Supp. 1023, 1028-30 
(D.D.C. 1979) (medical, personnel and related documents of employees filing 
claims under Federal Employees Compensation Act); Information Acquisition 
Corp. v. Department of Justice . 444 F. Supp. 458, 463-64 (D.D.C. 1978) 
("core" personal information, such as marital status or college grades). But see 
Washington Post Co. v. HHS . 690 F.2d at 258-65 (personal financial informa- 
tion required for appointment as HHS scientific consultant not exempt when 

(continued. . .) 
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sitivity of information contained in personnel-related files and have accorded 
protection to the personal details of a federal employee’s service. 146 In addi- 
tion, the identities of persons who apply but are not selected for federal govern- 
ment employment may be protected. 147 

Similarly, the courts customarily have extended protection to the identi- 
ties of mid- and low-level federal employees accused of misconduct, as well as 
to the details and results of any internal investigations into such allegations of 


H5 (. . .continued) 

balanced against need for oversight of awarding of government grants); Husek 
v. IRS . No. 90-CV-923, slip op. at 1 (N.D.N.Y. Aug. 16, 1991) (citizenship, 
date of birth, educational background and veteran’s preference of federal em- 
ployees not exempt), afFd . 956 F.2d 1161 (2d Cir. 1992) (table cite). 

146 See, e.g.. Ripskis v. HUD . 746 F.2d at 3-4 (names and identifying data 
contained on evaluation forms of HUD employees who received outstanding 
performance ratings); Gilbev v. Department of the Interior . No. 89-801, slip 
op. at 3-4 (D.D.C. Oct. 22, 1990) (United States Park Police officer’s job per- 
formance evaluations); Tannehill v. Department of the Air Force . No. 87-1335, 
slip op. at 4-5 (D.D.C. Feb. 4, 1988) (identities of, and reasons why. Air 
Force officers not eligible for reassignment); Ferri v. United States Dep’t of 
Justice . 573 F. Supp. 852, 862-63 (W.D. Pa. 1983) (FBI background investi- 
gation of Assistant U.S. Attorney); Rosenfeld v. HHS . 3 Gov’t Disclosure 

I Serv. (P-H) j 83,082, at 83,617 (D.D.C. Jan. 31, 1983) (names of those on 

proposed reduction-in-force list), aff d on other grounds . No. 83-1341 (D.C. 
Cir. Nov. 11, 1983); Dubin v. Department of the Treasury . 555 F. Supp. 408, 
412 (N.D. Ga. 1981) (studies of supervisors’ performance and recommenda- 
tions for performance awards), afFd . 697 F.2d 1093 (11th Cir. 1983) (table 
cite); Ferris v. IRS . 2 Gov’t Disclosure Serv. (P-H) t 82,084, at 82,362-63 
(D.D.C. Dec. 23, 1981) (forms reflecting supervisors’ performance objectives 
and expectations); Information Acquisition Corp. v. United States Dep’t of 
Justice . 3 Gov’t Disclosure Serv. (P-H) 1 83,149, at 83,782-83 (D.D.C. Dec. 
14, 1981) (FBI background investigation concerning federal judicial appoint- 
ment); Metropolitan Life Ins. Co. v. Userv . 426 F. Supp. 150, 167-69 (D.D.C. 
1976) (job performance evaluations, reasons for termination and affirmative 
action program reports), affd on other grounds sub tiom. National Ore, for 
Women v. Social Sec. Admin. . 736 F.2d 727 (D.C. Cir. 1984); cfi Profession- 
al Review Org.. Inc, v. HHS . 607 F. Supp. 423, 427 (D.D.C. 1985) (resume 
data of proposed staff of government contract bidder). 

147 Core v. United States Postal Serv, . 730 F.2d at 948-49 (protecting iden- 
tities and qualifications of unsuccessful applicants for federal employment); 
Holland v. CIA . No. 91-1233, slip op. at 26-29 (D.D.C. Aug. 31, 1992) (pro- 
tecting identity of person not selected as CIA General Counsel); Commodity 
News Serv.. Inc, v. Farm Credit Admin. . No. 88-3146, slip op. at 6-8 (D.D.C. 
July 31, 1989) (protecting identity of person not selected as receiver of failed 
bank). 
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impropriety. 148 The D.C. Circuit has reaffirmed this position in Dunkelberg- 
er v. Department of Justice . 149 It made very clear in Dunkelberger that, even 
post -Reporters Committee , the D.C. Circuit’s decision in Stern v. FBI remains 
solid guidance for the balancing of the privacy interests of federal employees 
accused of wrongdoing against the public interest in shedding light on agency 
activities. 150 

In the early 1980’s, a peculiar line of cases began to develop within the 
D.C. Circuit regarding the professional or business conduct of an individual. 
Specifically, the courts began to require the disclosure of information concern- 
ing an individual’s business dealings with the federal government; indeed, even 
embarrassing information, if related to an individual’s professional life, was 


148 See, e.g. . Stern v. FBI . 737 F.2d 84, 94 (D.C. Cir. 1984) (protecting 
identities of mid-level employees censured for negligence, but requiring disclo- 
sure of identity of high-level employee found guilty of serious, intentional 
misconduct) (Exemption 7(C)); Chamberlain v. Kurtz . 589 F.2d 827, 84142 
(5th Cir.) (names of disciplined IRS agents), cert, denied . 444 U.S. 842 (1979); 
Atkin v, EEOC . No. 91-2508, slip op. at 30-36 (D.N.J. July 14, 1993) (In- 
spector General’s investigation of low-level employees of EEOC) (Exemption 
7(C)); Cotton v. Adams . 798 F. Supp. 22, 25-28 (D.D.C. 1992) (report of In- 
spector General’s investigation of low-level employees of Smithsonian Institu- 
tion Museum Shops); Schonberger v. National Transp. Safety Bd. . 508 F. 

Supp. 941, 94445 (D.D.C. 1981) (results of complaint by employee against 
supervisor), affd . 672 F.2d 896 (D.C. Cir. 1981) (table cite); I glesias v. CIA . 
525 F. Supp. 547, 561 (D.D.C. 1981) (agency attorney’s response to Office of 
Professional Responsibility misconduct allegations); cf Heller v. United States 
Marshals Serv. . 655 F. Supp. 1088, 1091 (D.D.C. 1987) ("extremely strong in- 
terest" in protecting privacy of individual who cooperated with internal inves- 
tigation of possible criminal activity by fellow employees). But see McCutchen 
v. HHS . No. 91-142, slip op. at 7-12 (D.D.C. Aug. 24, 1992) (ordering dis- 
closure of identities of both federally and privately employed scientists in- 
vestigated for possible scientific misconduct) (Exemptions 6 and 7(C)) (appeal 
pending); Gannett River States Publishing Corp. v. Bureau of the Nat’l Guard , 
No. J91455, slip op. at 12-14 (S.D. Miss. Mar. 2, 1992) (given previous dis- 
closure of investigative report of helocasting accident, disclosure of actual 
discipline received would result in "insignificant burden" on soldiers’ privacy 
interests). 

149 906 F.2d 779, 782 (D.C, Cir. 1990) (upholding FBI’s refusal to confirm 
or deny existence of letters of reprimand or suspension for alleged misconduct 
by undercover agent) (Exemption 7(C)). 

150 See id, at 781; see also Beck v. Department of Justice . 997 F.2d 1489, 
1494 (D.C. Cir. 1993) (upholding agency’s refusal to either confirm or deny 
existence of records concerning alleged wrongdoing of named DEA agents); 
Hunt v. FBI . 972 F.2d 286, 288-90 (9th Cir. 1992) (protecting contents of in- 
vestigative file of nonsupervisory FBI agent accused of unsubstantiated 
misconduct) . 
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subject to disclosure. 131 Similarly, the Court of Appeals for the Sixth Circuit 
has suggested that the disclosure of a document prepared by a government em- 
ployee during the course of his employment "will not constitute a clearly un- 
warranted invasion of personal privacy simply because it would invite a nega- 
tive reaction or cause embarrassment in the sense that a position is thought by 
others to be wrong or inadequate." 152 

It is quite significant, however, that in five later cases- Beck v. Depart- 
ment of Justice . Dunkelberger v. Department of Justice . Carter v. United States 
Department of Commerce . Stern v. FBI and Ripskis v. HUD — the D.C. Circuit, 
in reaching firm nondisclosure decisions, paid no heed to this consideration at 
all. 153 Moreover, under Reporters Committee , an individual doing business 


151 See, e.g. . Sims v. CIA . 642 F.2d 562, 574 (D.C. Cir. 1980) (names of 
persons who conducted scientific and behavioral research under contracts with 
or funded by CIA); Board of Trade v. Commodity Futures Trading Comm’n . 
627 F.2d 392, 399-400 (D.C. Cir, 1980) (identities of trade sources who sup- 
plied information to CFTC); Cohen v. EPA . 575 F. Supp. 425, 430 (D.D.C. 
1983) (names of suspected EPA "Superfund” violators) (Exemption 7(C)); Stern 
v. SB A . 516 F. Supp. 145, 149 (D.D.C. 1980) (names of agency personnel 
accused of discriminatory practices). 

152 Schell y. HHS . 843 F.2d 933, 939 (6th Cir. 1988); see also Kurzon v. 
HHS . 649 F.2d 65, 69 (1st Cir. 1981) (names and addresses of unsuccessful 
grant applicants to National Cancer Institute); Lawyers Comm, for Human 
Rights v. INS . 721 F. Supp. 552, 569 (S.D.N.Y. 1989) ("disclosure [of names 

1 of State Department’s officers and staff members involved in highly publicized 

case] merely establishes State employees’ professional relationships or associ- 
ates these employees with agency business"). 

153 Beck v. Department of Justice . 997 F.2d at 1492 (where no evidence of 
wrongdoing exists, there is "no public interest to be balanced against the two 
[DEA] agents’ obvious interest in the continued confidentiality of their person- 
nel records"); Dunkelberger v. Department of Justice . 906 F.2d at 781-82 
(recognizing that FBI agent has privacy interest in protecting his employment 
records against public disclosure); Carter v. United States Dep’t of Commerce . 
830 F.2d at 391-92 (withholding identities of private-sector attorneys subject to 
Patent and Trademark Office disciplinary investigations); Stern v. FBI . 737 
F.2d at 91 (federal employees have privacy interest in information about their 
employment); Ripskis v. HUD . 746 F.2d at 34 ("substantial privacy interests" 
in performance appraisals of federal employees); see also Professional Review 
Ore.. Inc, v. HHS . 607 F. Supp. at 427 (finding protectible privacy interests in 
resumes of professional staff of successful government contract applicant sought 
by unsuccessful bidder); Hemenwav v. Hughes . 601 F. Supp. at 1006 (citizen- 
ship information on journalists accredited to attend press briefings held protect- 
ible). But see Washington Post Co, v. United States Dep’t of Justi ce. 863 F.2d 
96, 100-01 (D.C. Cir. 1988) (information relating to business judgments and 
decisions made during development of pharmaceutical not protectible under Ex- 
emption 7(C)); McCutchen v. HHS . slip op. at 7-12 (finding diminished pri- 
vacy interest in professional activities in connection with allegations of scientific 
misconduct). 
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with the federal government certainly may have some protectible privacy inter- 
est, and such dealings with the government do not alone necessarily implicate a 
public interest that furthers the purpose of the FOIA. 154 

In applying Exemption 6, it must be remembered that all reasonably 
segregable, nonexempt portions of requested records must be released. 155 For 
example, in Department of the Air Force v. Rose , the Supreme Court ordered 
the release of case summaries of disciplinary proceedings, provided that person- 
al identifying information was deleted. 156 Likewise, circuit courts of appeals 
have upheld the nondisclosure of the names and identifying information of 
employee-witnesses where disclosure would link each witness to a particular 
previously disclosed statement , 157 have ordered the disclosure of computerized 
lists of numbers and types of drugs routinely ordered by the congressional 
pharmacy after deletion of any item identifiable to a specific individual, 158 and 
have ordered the disclosure of documents concerning disciplined IRS employ- 


154 See 489 U.S. at 774 (information concerning a defense contractor, if 
such exists, would reveal nothing directly about the behavior of the Congress- 
man with whom he allegedly dealt or about the conduct of the Department of 
Defense in awarding contracts to his company); accord Halloran v. VA . 874 
F.2d 315, 324 (5th Cir. 1989) (public interest in learning about VA’s relation- 
ship with its contractor is served by release of documents with redactions of 
identities of company employees suspected of fraud). But cf. Commodity News 
Serv., Inc, v. Farm Credit Admin. . No. 88-3146, slip op. at 4-5 (D.D.C. July 
31, 1989) (personal resume of appointed receiver of failed bank not protect- 
ible). 

155 See 5 U.S.C. § 552(b) (1988) (final sentence); see also Krikorian v. 
Department of State . 984 F.2d 461, 466-67 (D.C. Cir. 1993) ("‘The "segre- 
gability " requirement applies to all documents and all exemptions in the 
FOIA.’" (quoting Center for Auto Safety v. EPA . 731 F.2d 16, 21 (D.C. Cir. 
1984))) (Exemptions I, 3 and 5). 

156 425 U.S. at 380-81; see also FOIA Update . Winter 1986, at 6; cf. 
Ripskis v. HUD . 746 F.2d at 4 (agency voluntarily released outstanding 
performance rating forms with identifying information deleted); Church of 
Scientology v. IRS . 816 F. Supp. 1138, 1160 (W.D. Tex. 1993) (agency or- 
dered to protect employees’ privacy in handwriting by typing records at re- 
quester’s expense) (appeal pending). 

157 L&C Marine Transp.. Ltd, v. United States . 740 F.2d 919, 923 (11th 
Cir. 1984) (Exemption 7(C)); cf United States Dep’t of State v. Ray , 112 S. 
Ct. 541, 548 (1991) (de minimis privacy invasion from release of personal 
information about unidentified person becomes significant when information is 
linked to particular individual). 

158 Arieff v. United States Dep’t of the Navy . 712 F.2d 1462, 1468-69 
(D.C. Cir. 1983); cf Frets v. Department of Transp. . No. 88-404-W-9, slip 
op. at 9 (W.D. Mo. Dec. 14, 1989) (urinalysis reports of air traffic controllers 
ordered disclosed with identities deleted). 
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ees, provided that all names and other identifying information were deleted. 159 

Nevertheless, in some situations the deletion of personal identifying infor- 
mation may not be adequate to provide privacy protection. It is significant in 
this regard that in Department of the Air Force v. Rose , the Supreme Court 
specifically admonished that if it were determined on remand that the deletions 
of personal references were not sufficient to safeguard privacy, the summaries 
of disciplinary hearings should not be released. 160 

Despite the admonition of the Supreme Court in Rose , though, two courts 
recently have permitted redaction only of information that directly identifies the 
individuals to whom it pertains. In ordering the disclosure of information per- 
taining to air traffic controllers who were reinstated in their jobs shortly after 
the 1982 strike, the Sixth Circuit held that only items that "by themselves" 
would identify the individual-names, present and pre-removal locations, and 
social security numbers-could be withheld. 161 It later modified its opinion to 
state that, although there might be instances in which an agency could justify 
the withholding of "information other than ‘those items which "by themselves" 
would identify the individuals,’" the FAA in this case had 'made no such par- 
ticularized effort, relying generally on the claim that ‘fragments of information’ 
might be able to be pieced together into an identifiable set of circumstanc- 
es." 162 Similarly, the District Court for the Northern District of California 
ordered the disclosure of application packages for candidates for an Air Force 
graduate degree program with the redaction of only the applicants’ names, ad- 
dresses and social security numbers. 165 Although the packets regularly con- 
tained detailed descriptions of the applicants’ education, careers, projects and 
achievements, the court concluded that it could not "discern how there is any- 
thing more than a ‘mere possibility’ that [plaintiff] or others will be able to dis- 
cern to which particular applicant each redacted application corresponds." 164 

The majority of courts, however, take a broader view of the redaction 
process. For example, to protect those persons who were the subjects of disci- 
plinary actions which were later dismissed, the D.C. Circuit has upheld the 
nondisclosure of public information contained in such disciplinary files where 


159 Chamberlain v. Kurtz . 589 F.2d at 841-42; cf Senate of P.R. v. De- 
partment of Justice . No. 84-1829, slip op. at 23 (D.D.C. Aug. 24, 1993) (in- 
formation concerning cooperating inmate released after redaction of identifying 
details). 

160 425 U.S. at 381. 

161 Norwood v. FAA . 993 F.2d 570, 575 (6th Cir.), modified . No. 92-5820 
(6th Cir. July 9, 1993), reh’g denied (6th Cir. Aug. 12, 1993). 

162 Norwood v. FAA . No. 92-5820, slip op. at 1 (6th Cir. July 9, 1993). 

163 Manos v. United States Dep’t of the Air Force . No. C-92-3986, slip op. 
at 2-5 (N.D. Cal. Mar. 24, 1993), reconsideration denied (N.D. Cal. Apr. 9, 
1993), stay of disclosure order denied . No. 93-15672 (9th Cir. Apr. 28, 1993). 

164 14. at 3. 
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the redaction of personal information would not be adequate to protect the pri- 
vacy of the subjects because the requester could easily obtain and compare 
unredacted copies of the documents from public sources. 165 Likewise, when a 
FOIA request is by its very terms limited to privacy-sensitive information per- 
taining to an identified or identifiable individual, segregation is not possi- 
ble. 166 


When a request is focused on records concerning an identifiable individu- 
al and the records are of a particularly sensitive nature, it may be necessary to 
go a step further than withholding in full without segregation: It may be neces- 
sary to follow special "Glomarization" procedures to protect the "targeted" indi- 
vidual’s privacy. If a request is formulated in such a way that even acknowl- 
edgment of the existence of responsive records would cause harm, then the 
subject’s privacy can be protected only by refusing to confirm or deny that re- 
sponsive records exist. This special procedure is a widely accepted method of 
protecting, for example, even the mere mention of a person in law enforcement 
records. 167 (For a more detailed explanation of such privacy "Glomariza- 
tion," see the discussion of Exemption 7(C), below.) 

This procedure is equally applicable to protect an individual’s privacy 


165 Carter v. United States Pep’t of Commerce . 830 F.2d at 391; see also, 
e.g. . Marzen v. HHS . 825 F.2d 1148, 1152 (7th Cir. 1987) (redaction of 
"identifying characteristics" would not protect privacy of deceased infant’s 
family because others could ascertain identity and "would learn the intimate 
details connected with the family’s ordeal"); Alirez v. NLRB . 676 F.2d 423, 
428 (10th Cir. 1982) (mere deletion of names and other identifying data con- 
cerning small group of co-workers determined to be inadequate to protect them 
from embarrassment or reprisals because requester could still possibly identify 
individuals) (Exemption 7(C)); Harrv v. Department of the Army . No. 92- 
1654, slip op. at 9 (D.D.C. Sept. 13, 1993) (redaction of ROTC personnel 
records impossible because "intimate character" of ROTC corps at requester’s 
university would make records recognizable to him); Frets v. Department of 
Transp. . slip op. at 7 (disclosure of handwritten statements would identify those 
who came forward with information concerning drug use by air traffic control- 
lers even if names were redacted); Singer v. Rourke . No. 87-1213, slip op. at 
11 (D. Kan. Dec. 30, 1988) (given the particularity of the information and the 
parties’ familiarity with each other, redaction would be impracticable and would 
not sufficiently protect identities). 

166 See, e.g. . Hunt v. FBI . 972 F.2d at 288 ("public availability" of accused 
FBI agent’s name does not defeat privacy protection and "would make redac- 
tions of [the agent’s name in] the file a pointless exercise"); Cotton v. Adams . 
798 F. Supp. at 27 (releasing any portion of documents would "abrogate the 
privacy interests" when request is for documents pertaining to two named indi- 
viduals); Schonberger v. National Transp. Safety Bd. . 508 F. Supp. at 945 (no 
segregation possible where request was for one employee’s file). 

167 See, e.g. . Dunkelberger v. Department of Justice . 906 F.2d at 782; An- 
tonelii v. FBI . 721 F.2d 615, 617-19 (7th Cir. 1983), cert, denied . 467 U.S. 
1210 (1984); see also FOIA Update . Winter 1986, at 3. 
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interest in sensitive non-law enforcement records. 168 For example, many age- 
ncies maintain an Employee Assistance Program for their employees, operating 
it on a confidential basis in which privacy is assured. An agency would release 
neither a list of the employees who participate in such a program nor any other 
information concerning the program without redacting the names of partici- 
pants. Logically, then, in responding to a request for any employee assistance 
counseling records pertaining to a named employee, the agency could protect 
the privacy of that individual only by refusing to confirm or deny the existence 
of responsive records. 

Similarly, the "Glomarization" approach would be appropriate in respond- 
ing to a request targeting such matters as a particular citizen’s welfare records 
or the disciplinary records of an employee accused of relatively minor miscon- 
duct. 169 Generally, this approach is proper whenever mere acknowledgment of 
the existence of records would be tantamount to disclosing an actual record the 
disclosure of which "would constitute a clearly unwarranted invasion of person- 
al privacy." 170 It must be remembered, however, that this response is 
effective only so long as it is given consistently for a distinct category of re- 
quests. 171 If it were to become known that an agency gave a "Glomarization" 
response only when records do exist and a "no records" response otherwise, the 
purpose of this special approach would be defeated. 172 


EXEMPTION 7 

Exemption 7 of the FOIA, as amended, protects from disclosure "records 
or information compiled for law enforcement purposes, but only to the extent 
that the production of such law enforcement records or information (A) could 
reasonably be expected to interfere with enforcement proceedings, (B) would 
deprive a person of a right to a fair trial or an impartial adjudication, (C) could 


168 See FOIA Update . Spring 1986, at 2. 

169 See Beck v. Department of Justice . 997 F.2d at 1493 (refusing to con- 
firm or deny existence of disciplinary records pertaining to named DEA agents) 
(Exemptions 6 and 7(C)); Dunkelbereer v. Department of Justice . 906 F.2d at 
782 (refusal to confirm or deny existence of letter of reprimand or suspension 
of FBI agent) (Exemption 7(C)); Cotton v. Adams . 798 F. Supp. at 26 n.8 
(suggesting that "the better course would have been for the Government to 
refuse to confirm or deny the existence of responsive materials"); Ray v. 

United States Dep’t of Justice . 778 F. Supp. 1212, 1213-15 (S.D. Fla. 1991) 
(upholding INS’s refusal to confirm or deny existence of investigative records 
concerning INS officer) (Exemptions 6 and 7(C)). 

170 Seg FOIA Update . Spring 1986, at 2; see also Rav v. United States 
De p’t of Justice . 558 F. Supp. 226, 228 (D.D.C. 1982) (dicta) (upholding 
agency’s refusal to confirm or deny existence of records pertaining to plaintiff’s 
former attorney), aff’d . 720 F.2d 216 (D.C. Cir. 1983) (table cite). 

171 See FOIA Update . Winter 1986, at 3. 

172 See id. 
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reasonably be expected to constitute an unwarranted invasion of personal priva- 
cy, (D) could reasonably be expected to disclose the identity of a confidential 
source, including a State, local, or foreign agency or authority or any private in- 
stitution which furnished information on a confidential basis, and, in the case of 
a record or information compiled by a criminal law enforcement authority in the 
course of a criminal investigation, or by an agency conducting a lawful national 
security intelligence investigation, information furnished by a confidential 
source, (E) would disclose techniques and procedures for law enforcement in- 
vestigations or prosecutions, or would disclose guidelines for law enforcement 
investigations or prosecutions if such disclosure could reasonably be expected to 
risk circumvention of the law, or (F) could reasonably be expected to endanger 
the life or physical safety of any individual." 1 

As originally enacted, this exemption permitted the withholding of "inves- 
tigatory files compiled for law enforcement purposes except to the extent avail- 
able by law to a party other than an agency." 2 As such, it was consistently 
construed to exempt all material contained in an investigatory file, regardless of 
the status of the underlying investigation or the nature of the documents re- 
quested. 3 In 1974, Congress rejected the application of a "blanket" exemption 
for investigatory files and narrowed the scope of Exemption 7 by requiring that 
withholding be justified by one of six specified types of harm. Under this re- 
vised Exemption 7 structure, an analysis of whether a record was protected by 
this exemption involved two steps. First, the record had to qualify as an "in- 
vestigatory record compiled for law enforcement purposes." Second, its disclo- 
sure had to be found to threaten one of the enumerated harms of Exemption 7’s 
six subparts. 4 

In 1986, after many years of administrative and legislative consideration 
of the need for FOLA reform legislation, Congress amended Exemption 7 once 
again, retaining its basic structure as established by the 1974 FOLA amend- 
ments, but significantly broadening the protection given to law enforcement rec- 
ords virtually throughout the exemption and its subparts. 5 The Freedom of In- 


1 5 U.S.C. § 552(b)(7) (1988). 

2 5 U.S.C. § 552(b)(7) (1970) (amended 1974 and 1986). 

3 See, e.g. . Weisberg v. United States Dep’t of Justice . 489 F.2d 1195, 
1198-1202 (D.C. Cir. 1973), cert, denied . 416 U.S. 993 (1974). 

4 See FBI v. Abramson . 456 U.S. 615, 622 (1982). 

5 United States Dep’t of Justice v. Reporters Comm, for Freedom of the 
Press . 489 U.S. 749, 756 n.9 (1989) (shift from "would constitute” standard to 
"could reasonably be expected to constitute" standard "represents a congression- 
al effort to ease considerably a Federal law enforcement agency’s burden in in- 
voking [Exemption 7]"); Hopkinson v. Shillinger . 866 F.2d 1185, 1222 n.27 
(10th Cir. 1989) ("The 1986 amendment broadened the scope of exemption 7’s 
threshold requirement . . . ."), cert, denied . 497 U.S. 1010 (1990); Washington 
Post Co. v. United States Dep’t of Justice . No. 84-3581, slip op. at 22 (D.D.C. 
Sept. 25, 1987) (magistrate’s recommendation) (holding that record created by 

(continued...) 
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formation Reform Act of 1986 modified the existing threshold requirement of 
Exemption 7 in several distinct respects. It deleted the word "investigatory" 
and added the words "or information," such that Exemption 7 protections are 
now potentially available to all "records or information compiled for law en- 
forcement purposes." 6 And, except for Exemption 7(B) and part of Exemption 
7(E), it altered the requirement that an agency demonstrate that disclosure 
"would" cause the harm each subsection seeks to prevent, to the lesser standard 
that disclosure "could reasonably be expected to" cause the specified harm. 7 


The most technical of these language modifications is the expansion of 
the exemption to cover "information" compiled for law enforcement purposes. 
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pilations of information as they are preserved in particular records requested, 
but also to any information within the record itself, so long as that information 
was compiled for law enforcement purposes. 8 It plainly was designed "to en- 
sure that sensitive law enforcement information is protected under Exemption 7 
regardless of the particular format or record in which [it] is maintained." 9 It 
was intended to avoid use of any mechanical process for determining the pur- 
pose for which a physical record was created and to instead establish a focus on 
the purpose for which information contained in a record has been generated. 10 
In making their determinations of threshold Exemption 7 applicability, agencies 
should now focus on the content and compilation purpose of each item of infor- 
mation involved, regardless of the overall character of the record in which it 
happens to be maintained. 11 


The amendment altering the unit of focus under Exemption 7 from a 
"record" to an item of "information" builds upon the approach to Exemption 7's 
threshold that was employed by the Supreme Court in FBI v. Abramson . 12 in 
which the Court pragmatically focused on the "kind of information" contained 


5 (... continued) 

nongovernmental entity independent of Department’s investigation but later com- 
piled for that investigation satisfied threshold of Exemption 7 as "broadened" by 
1986 amendments and noting that an "[a]gency’s burden of proof in this thresh- 
old test has been lightened considerably"), adopted (D.D.C. Dec. 15, 1987), 
rev’d in part on other grounds & remanded . 863 F.2d 96 (D.C. Cir. 1988). 

6 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 320748. 

7 Mj see Attorney General’s Memorandum on the 1986 Amendments to the 
Freedom of Information Act 9-13 (Dec. 1987) [hereinafter Attorney General’s 
Memorandum! . 

8 Attorney General’s Memorandum at 5. 

9 S. Rep. No. 221, 98th Cong., 1st Sess. 23 (1983). 

10 See jdL 

11 hL 

12 456 U.S. at 626. 


- 197 - 



EXEMPTION 7 


in the law enforcement records before it. The amendment essentially codifies 
prior judicial determinations that an item of information originally compiled by 
an agency for a law enforcement purpose does not lose Exemption 7 protection 
merely because it is maintained in or recompiled into a non-law enforcement 
record, 13 This properly places "emphasis on the contents, and not the physical 
format of documents." 14 

A particularly difficult "compilation" issue has finally been put to rest by 
the Supreme Court. In resolving whether information which the government 
did not initially obtain or generate for law enforcement purposes that subse- 
quently was compiled for a valid law enforcement purpose qualifies for Ex- 
emption 7 protection, an issue in which lower court decisions were in con- 
flict, 15 the Supreme Court decisively held that the "compilation for law en- 
forcement purposes" need not occur at the time the information was created, 
but merely must occur prior to "when the Government invokes the Exemp- 
tion." 16 In rejecting the distinction between documents originally compiled or 
obtained for law enforcement purposes and those later assembled for such pur- 
poses, the Court held that the term "compiled" must be accorded its ordinary 
meaning--which includes "materials collected and assembled from various 


13 See, e.g. . Lesar v. United States Dep’t of Justice . 636 F.2d 472, 487 
(D.C. Cir. 1980). 

14 Center for Nat’l Sec. Studies v. CIA . 577 F. Supp. 584, 590 (D.D.C. . 
1983) (applying Abramson to hold duplicate copy of congressional record main- 
tained in agency files is not an "agency record”); see also, e.g. . ISC Group v. 
POD . No. 88-631, slip op. at 13 (D.D.C. May 22, 1989) (failure to protect 
investigatory report prepared by private company expressly for agency criminal 
investigation pursuant to Exemption 7 "would elevate form over substance and 
frustrate the purpose of the exemption"); cf In re Sealed Case . 856 F,2d 268, 
271 (D.C. Cir. 1988) (law enforcement privilege protects testimony about con- 
tents of files which would themselves be protected, because public interest in 
safeguarding ongoing investigations is identical in both situations). 

15 Compare Crowell & Moring v. POD . 703 F. Supp. 1004, 1009-10 
(D.D.C. 1989) (solicitation and contract bids protected) and Gould Inc, v. 

GSA . 688 F. Supp. 688, 691 (D.D.C. 1988) (routine audit reports protected) 
with John Doe Corp. v. John Doe Agency . 850 F.2d 105, 109 (2d Cir. 1988) 
(routine audit reports not protected), rev’d & remanded . 493 U.S. 146 (1989), 
reh’g denied . 493 U.S. 1064 (1990) and Hatcher v. United States Postal £?rv. . 
556 F. Supp. 331, 335 (D.D.C. 1982) (routine contract negotiation and over- 
sight material not protected). 

16 John Doe Agency v. John Doe Corp. . 493 U.S. 146, 153 (1989), reh’g 
denied . 493 U.S. 1064 (1990); see also KTVY-TV v. United States . 9 19 F.2d 
1465, 1469 (10th Cir. 1990) (per curiam) (applying John Doe Agency to hold 
that information regarding personnel interview conducted before investigation 
commenced and later recompiled for law enforcement purposes satisfied Ex- 
emption 7 threshold); Africa Fund v. Mosbacher . No. 92-289, slip op. at 9 
(S.D.N.Y. May 26, 1993) (applying John Doe Agency to hold "original pur- 
pose for which the documents were collected is irrelevant to Exemption 7(A)"). 
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sources or other documents"— and it found that the plain meaning of the statute 
contains "no requirement that the compilation be effected at a specific time." 17 

A considerably greater expansion of Exemption 7’s scope results from the 
FOIA Reform Act’s removal of the requirement that records or information be 
"investigatory" in character in order to qualify for Exemption 7 protection. 18 
Under the former formulations, agencies and courts considering Exemption 7 
issues often found themselves struggling with the "investigatory" requirement, 
which held the potential of disqualifying sensitive law enforcement information 
from Exemption 7 protection. Courts construing this statutory term generally 
interpreted it as requiring that the records in question result from specifically 
focused law enforcement inquiries as opposed to more routine monitoring or 
oversight of government programs. 19 

The distinction between "investigatory" and "noninvestigatory" law en- 
forcement records, however, was not always so clear, 20 Moreover, the "in- 
vestigatory" requirement per se was frequently blurred together with the "law 
enforcement purposes" aspect of the exemption, so that it sometimes became 
difficult to distinguish between the two. 21 Law enforcement manuals contain- 
ing sensitive information about specific procedures and guidelines followed by 
an agency were held not to qualify as "investigatory records" because they had 
not originated in connection with any specific investigation, even though they 
clearly had been compiled for law enforcement purposes. 22 

By eliminating the "investigatory" requirement under Exemption 7, the 
FOIA Reform Act should put an end to such troublesome distinctions and 


17 John Doe Agency v. John Doe Corp. . 493 U.S. at 153. 

18 Attorney General’s Memorandum at 6. 

19 Compare, e.g. . Sears. Roebuck & Co. v. GSA . 509 F.2d 527, 529-30 
(D.C. Cir. 1974) (records submitted for mere monitoring of employment dis- 
crimination found not "investigatory") with Center for Nat’I Policy Review on 
Race & Urban Issues v. Weinberge r. 502 F.2d 370, 373 (D.C. Cir. 1974) 
(records of agency review of public schools suspected of discriminatory prac- 
tices found "investigatory"). 

20 Compare, e.g. . Gregory v. FDIC . 470 F. Supp. 1329, 1334 (D.D.C. 
1979) (bank examination report "typifies routine oversight" andfaius is not 
"investigatory"), rev’d on other grounds . 631 F.2d 896 (D.C. Cir. 1980) with 
Copus v. Rougeau . 504 F. Supp. 534, 538 (D.D.C. 1980) (compliance review 
forecast report "clearly" an investigative record). 

21 See, e.g. . Rural Hous. Alliance v. United States Dep’t of Aerie. . 498 
F.2d 73, 81 & n.47 (D.C. Cir. 1974). 

22 See Sladek v. Bensinger . 605 F.2d 89 9, 903 (5th Cir. 1979) (holding 
Exemption 7 inapplicable to DEA manual that "was not compiled in the course 
of a specific investigation"); Cox v. United States Dep’t of Justice . 576 F.2d 
1302, 1310 (8th Cir. 1978) (same). 
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broaden the potential sweep of the exemption’s coverage/' The protections of 
Exemption 7's six subparts are now available to tU records or information that 
have been compiled for "law enforcement purposes." 1 ' Even records generat- 
ed pursuant to routine agency activities that could never he regarded as "investi- 
gatory" now qualify for Exemption 7 protection where those activities involve a 
law enforcement purpose. This includes records generated for general law en- 
forcement purposes that do not necessarily relate to specific investigations. 
Records such as law enforcement manuals, for example, which previously were 
found unqualified for Exemption 7 protection only because they were not "in- 
vestigatory" in character, 25 now should readily satisfy the exemption’s revised 
threshold requirement. 26 The sole issue thus remaining is the application of 
the phrase "law enforcement purposes" in the context of the amended Exemp- 
tion 7. 


Although there is still relatively little case law under the 1986 FOIA 
amendments addressing the parameters of this new, less demanding threshold 
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tical "law enforcement purposes" language under the prior version of this ex- 
emption, as all law enforcement records found qualified for exemption protec- 
tion under the pre-1986 language of Exemption 7 undoubtedly remain so/ 7 
The "law" to be enforced within the meaning of "law enforcement purposes" 


22 Attorney General’s Memorandum at 7. 

24 IsL 

23 See, e.g, . Sladek v. Bensing er. 605 F.2d at 903; Cox v. United States 
Dep’t of Justice . 576 F. 2d at 1310. 

26 Attorney General’s Memorandum at 7; see also, e.g .. Center for Nat’l 
Sec. Studies v. INS . No. 87-2068, slip op. at 14-15 (D.D.C. Dec. 19, 1990) 
(documents which relate to INS’s law enforcement procedures meet threshold 
requirement as "purpose in preparing these documents relat(esj to legitimate 
concerns that federal immigration laws have been or may be violated"). But 
see Cowsen-El v. United States Dep’t of Justice . 826 F. Supp. 532, 533 
(D.D.C. 1992) (threshold not met by Bureau of Prisons’ guidelines covering 
how prison officials should count and inspect prisoners). 

27 See Rural Hous. Alliance v, United States Dep’t _of Ag ric.. 498 F.2d at 
80-82 (threshold of Exemption 7 met if investigation focuses directly on specific 
illegal acts which could result in civil or criminal penalties); Southam News v. 
INS . 674 F. Supp. 881, 887 (D.D.C. 1987) (based upon pre-1986 language. 
Service Lookout Book used to assist in exclusion of inadmissible aliens found to 
satisfy threshold requirement); U.S. News & World Report v. Department of 
the Treasury . No. 84-2303, slip op. at 4 (D.D.C. Mar. 26, 1986) (records per- 
taining to acquisition of two armored limousines for President meet threshold 
test; activities involved investigation of how best to safeguard President); Nader 
v. ICC . No. 82-1037, slip op. at 10-11 (D.D.C. Nov. 23, 1983) (disbarment 
proceeding meets Exemption 7 threshold because it is “quasi-criminal" in na- 
ture). 
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includes both civil and criminal statutes, 28 as well as those statutes authorizing 
administrative (i.e., regulatory) proceedings. 29 In addition to federal law en- 
forcement, Exemption 7 applies to records compiled to enforce state law, 30 as 


28 See, e.g. . McDonnell v. United States . No. 91-5916, slip op. at 61 (3d 
Cir. Sept. 21, 1993) (threshold satisfied where FBI investigated allegations of 
crimes involved in Morro Castle incident); Rural Hous. Alliance v. United 
States Dep’t of Aerie. . 498 F.2d at 81 & n.46; Williams v. IRS . 479 F.2d 317, 
318 (3d Cir.), cert, denied . 414 U.S. 1024 (1973); Durham v. United States 
Dep’t of Justice . No. 91-2636, slip op. at 8 (D.D.C. Aug. 17, 1993) (threshold 
met by investigation of murder of Postal Service employee); Assassination 
Archives & Research Ctr. v. United States Dep’t of Justice . No. 92-2193, slip 
op. at 6-7 (D.D.C. Apr. 29, 1993) (threshold met where file compiled in 
course of FBI investigatory activities to determine possible violations of federal 
statutes); Stone v. Defense Investigative S&rv. . 816 F. Supp. 782, 787 (D.D.C. 
1993) (threshold met in foreign counterintelligence investigation and by in- 
vestigation into possible violation of Interstate Transportation of Stolen Property 
Act) (appeal pending); Abdullah v. FBI . No. 92-356, slip op. at 4 (D.D.C. 

Aug. 10, 1992) (threshold met by records compiled in course of FBI investi- 
gation of drug trafficking) (appeal pending); Buffalo Evening News. Inc, v. 
United States Border Patrol . 791 F. Supp. 386, 394 (W.D.N.Y. 1992) (USBP 
form meets threshold because it is generated in investigations of violations of 
federal immigration law); Mav v. IRS . No. 90-1 123-W-2, slip op.' at 6 (W.D. 
Mo. Dec. 9, 1991) (threshold satisfied by documents compiled as part of crimi- 
nal and civil investigations involving tax liability); Rodrequez v. United States 
Postal Serv. . No. 90-1886, slip op. at 12 (D.D.C. Oct. 2, 1991) (threshold met 
where Postal Service information came from documents recording law enforce- 
ment agencies’ criminal investigations). 

29 See, e.g. . Center for Nat’ 1 Policy Review on Race & Urban Issues v. 
Weinberger . 502 F.2d at 373 (administrative determination has "salient charac- 
teristics of ‘law enforcement’ contemplated" by Exemption 7 threshold require- 
ment); Johnson v. Federal Bureau of Prisons . No. 90-H-645-E, slip op, at 5-6 
(N.D. Ala. Nov. 1, 1990) (documents pertaining to. investigation of assault in 
federal correctional institution, of which plaintiff was found guilty by adminis- 
trative hearing, meet threshold of Exemption 7); Ehringhaus v. FTC . 525 F. 
Supp. 21, 22-23 (D.D.C. 1980) (documents prepared as part of FTC investiga- 
tion into advertising practices of cigarette manufacturers satisfy ^Exemption 7 
threshold). 

30 See Hopkinson v. Shillinger . 866 F.2d at 1222 n.27; Woitczak v. United 
States Dep’t of Justice . 548 F. Supp. 143, 146-48 (E.D. Pa. 1982); see also 
Shaw v, FBI . 749 F.2d 58, 64 (D.C. Cir. 1984) (authorized federal investiga- 
tion into the commission of state crime constitutes valid criminal law enforce- 
ment investigation, which qualifies confidential source-provided information for 
protection under the second half of Exemption 7(D)); Roiem v. United States 
Dep’t of Justice . 775 F. Supp. 6, 10 (D.D.C. 1991) (material provided to FBI 
by state law enforcement agency for assistance in that state agency’s criminal 
investigation is "compiled for law enforcement purposes"). 
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well as foreign law. 31 However, if the agency lacks the authority to pursue a 
particular law enforcement matter, Exemption 7 protection may not be afford- 
ed. 32 


Additionally, " [background security investigations by governmental units 
which have authority to conduct such functions" have been held by most courts 
to meet the threshold tests under the former formulations of Exemption 7. 33 


31 See, e.g. , Bevis v. Department of State . 801 F.2d 1386, 1388 (D.C. Cir. 
1986); see also FOIA Update . Spring 1984, at 6-7. 

32 See, e.g, . Weissman v. CIA . 565 F.2d 692, 696 (D.C. Cir. 1977) (CIA’s 
"full background check within the United States of a citizen who never had any 
relationship with the CIA is not authorized and the law enforcement exemption 
is accordingly unavailable."); Kuzma v. IRS . 775 F.2d 66, 69 (2d Cir. 1985) 

(" [unauthorized or illegal investigative tactics may not be shielded from public 
by use of FOIA exemptions"); Miscavige v. IRS . No. 91-3721, slip op. at 2, 5 
(C.D. Cal. Dec. 9, 1992) (no law enforcement purpose for post-1986 docu- 
ments because IRS investigation concluded in 1985) (appeal pending). But see 
Pratt v. Webster . 673 F.2d 408, 423 (D.C. Cir, 1982) ("Exemption 7 refers to 
purposes rather than methods"; questionable methods do not defeat exemption’s 
coverage where law enforcement is primary purpose); Iglesias v. FBI . No. 
G79-350, slip op. at 15 (W.D. Mich. July 3, 1985) (provided a rational nexus 
can be found between investigation and agency’s law enforcement duties, courts 
will not inquire into legality of agency’s methods), subsequent opinion (W.D. 
Mich. Nov. 18, 1985); Hrones v. CIA . 685 F.2d 13, 19 (1st Cir. 1982) (legali- 
ty of agency’s actions in national security investigation falls outside scope of 
judicial review in FOIA action); Edwards v. CIA . 512 F. Supp. 689, 694 
(D.D.C. 1981) (dictum) (disclosure of sources, methods and identities of those 
involved in actions outside agency charter not necessarily required because of 
risks attendant upon public scrutiny). 

33 S. Conf. Rep. 1200, 93d Cong., 2d Sess. 12 (1974), reprinted in 1974 
U.S.C.C.A.N, 6267, 6291; see, e.g. . Doe v. United States Dep’t of Justice . 

790 F. Supp. 17, 20-21 (D.D.C. 1992) (threshold met by background investiga- 
tion of individual conditionally offered employment as attorney); Miller v. 
United States . 630 F. Supp. 347. 349 (E.D.N.Y. 1986) (USIA background 
security investigation of federal job applicant meets Exemption 7 threshold); 
Block v. FBI . No. 83-813, slip op. at 14-15 (D.D.C. Nov. 19, 1984) (FBI 
background investigation of applicant for federal employment protectible under 
Exemption 7); Meeropol v. Smith . No. 85-1121, slip op. at 78 (D.D.C. Feb. 

29, 1984) (CIA background investigation falls within threshold of Exemption 
7), affd in part sub nom. Meeropol v. Meese . 790 F.2d 942 (D.C. Cir. 1986); 
Information Acquisition Corp. v. United States Dep’t of Justice . No. 77-839, 
slip op. at 4-5 (D.D.C. May 23, 1979) (citizen complaint in pre-appointment 
background investigation of Supreme Court Justice Rehnquist protected pursuant 
to Exemption 7); DeFina v. FAA . No. 75-1526, slip op. at 16 (S.D.N.Y. Feb. 
26, 1976) (FBI background investigation protectible pursuant to Exemption 7); 
Koch v. Department of Justice . 376 F. Supp. 313, 315 (D.D.C. 1974) (back- 
ground investigations fell within Exemption 7 because they involved determina- 

(continued...) 


- 202 - 




EXEMPTION 7 

Personnel investigations of government employees also are protected if they 
focus on "specific and potentially unlawful activity by particular employees” of 
a civil or criminal nature. 34 By contrast, "an agency’s general monitoring of 
its own employees to ensure compliance with the agency’s statutory mandate 
and regulations" does not satisfy Exemption 7’s threshold requirement.' 35 


33 (. , .continued) 

tions as to whether applicants had engaged in criminal conduct which would 
disqualify them for federal employment); see also FQIA Update . Fall 1985, at 
6. But see Benson v. United States . No. 80-15-MC, slip op. at 3 (D. Mass. 
June 12, 1980) (court "not satisfied" that background investigations conducted 
by the Civil Service Commission are "investigatory records compiled for law 
enforcement purposes"); Information Acquisition Corp. v. United States Deo’t 
of Justice . No. 77-840, slip op. at 3 (D.D.C. Apr. 7, 1978) (court "not per- 
suaded" that records of pre-appointment background investigation of former 
Chief Justice Burger qualify for protection under Exemption 7). 

34 Stern v. FBI . 737 F.2d 84, 89 (D.C. Cir. 1984); see also Strang v. Arms 
Control & Disarmament Agency . 864 F.2d 859, 862 (D.C. Cir. 1989) (agency 
investigation into employee violation of national security laws); Jackson v. 
Federal Bureau of Prisons . No. 87-5186, slip op. at 4 (D.C. Cir. Jan. 5, 1988) 
(prison investigation into allegation that prison official improperly disclosed in- 
mate’s personal file does not satisfy threshold without showing that investiga- 
tion focused on law violation rather than internal personnel matters); Atkin v. 
EEOC , No. 91-2508, slip op. at 28-29 (D.N.J. June 24, 1993) (threshold met 
by documents compiled in investigation of agency employees conducted in 
response to allegations which, if proven, could result in disciplinary proceed- 
ings, as well as criminal sanctions); Tavior v. Office of Special Counsel . No. 
91-N-734, slip op. at 6-8 (D. Colo. Mar. 22, 1993) (investigation meets thresh- 
old where it pertains to violation of particular federal personnel law); Houslev 
v. United States Dep’t of the Treasury . 697 F. Supp. 3, 5 (D.D.C. 1988) (in- 
vestigation concerning misconduct by special agent, which if proved could have 
resulted in federal civil or criminal sanctions, satisfies Exemption 7 threshold); 
Snider v. Mossinehoff . No. 82-2903, slip op. at 2 (D.D.C. Sept. 14, 1983) (in- 
vestigation concerning attorney’s professional conduct meets Exemption 7 
threshold); Schwartz v. Department of Justice . No. 76-2039, slip op. at 1-2 
(D.D.C. Feb. 9, 1978) (investigation concerning alleged improprieties by As- 
sistant United States Attorney in prosecution of criminal case satisfies Exemp- 
tion 7 threshold); cf In re Dep’t of Investigation of City of New York . 856 
F.2d 481, 485 (2d Cir. 1988) (law enforcement privilege found /applicable in 
discovery context where investigation served "dual purposes of evaluating con- 
duct in office and enforcing the criminal law"). 

33 Stern v. FBI . 737 F.2d at 89 (dictum); see also Rural Hous. Alliance v. 
United States Dep’t of Agric. . 498 F.2d at 81 (distinguishing between oversight 
of performance of employees and investigations focusing on specific illegal acts 
of employees); Fine v. United States Dep’t of Energy . 823 F. Supp. 888, 907- 
OS (D.N.M. 1993) (threshold met by agency with both administrative and law 
enforcement functions where documents compiled during investigation of specif- 
ic allegations and not as part of routine oversight); Maryland Coalition for In- 
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In determining whether a document was "compiled for law enforcement 
purposes" under Exemption 7, the courts have in the past generally distin- 
guished between agencies with both law enforcement and administrative func- 
tions and those whose principal function is criminal law enforcement. 36 An 
agency whose functions are "mixed” usually had to show that the records at 
issue involved the enforcement of a statute or regulation within its authority. 37 
Courts have additionally required that the records be compiled for "adjudicative 


35 (... continued) 

tggrated Educ., Inc, v. United States Deo’t of Educ. . No. 89-2851, slip op. at 
9-10 (D.D.C. July 20, 1992) (mixed-function agency’s documents, compiled as 
result of its "routine oversight responsibilities," do not meet threshold) (appeal 
pending); Cotton v, Adams . 798 F. Supp. 22, 25 (D.D.C. 1992) (citing Stern 
and Rural Hous . Alliance . holding agency’s internal investigation of its own 
employees satisfies threshold only if it focuses directly on illegal acts which 
could result in criminal or civil sanctions); Greenpeace USA. Inc, v. EPA . 735 
F. Supp. 13, 15 (D.D.C. 1990) (threshold not met for internal investigation into 
whether employee complied with agency conflict-of-interest regulations); Frets 
v. Department of Transp. . No. 88-404-CV-W-9, slip op. at 4-5 (W.D. Mo. 

Dec. 14, 1989) (records compiled for FAA investigation into possible drug use 
by air traffic controller, which could result in dismissal, held not compiled for 
law enforcement purposes); Phoenix Newspapers. Inc, v. FBI . No. 86-1199, 
slip op. at 15 (D. Ariz. July 9, 1987) (internal investigation of shooting death 
of FBI Special Agent does not meet Exemption 7 threshold). But cf. Nagel v. 
HEW . 725 F.2d 1438, 1441 (D.C. Cir. 1984) (An "employer’s determination 
whether a federal employee is performing his job adequately constitutes an 
authorized law enforcement activity" within the meaning of subsection (e)(7) of 
the Privacy Act of 1974.). 

36 Attorney General’s Memorandum at 7. 

37 See Lewis v. IRS . 823 F.2d 375, 379 (9th Cir. 1987) (threshold met 
where IRS "had a purpose falling within its sphere of enforcement authority in 
compiling particular documents"); Birch v. United States Postal Serv.. 803 F.2d 
1206, 1210-11 (D.C. Cir, 1986) (threshold met because enforcement of laws 
regarding use of mails falls within statutory authority of Postal Service); Church 
of Scientology v. United States Dep’t of the Army . 61 1 F.2d 738, 748 (9th Cir. 
1979) (remanded for Naval Investigative Service to show investigation involved 
enforcement of statute or regulation within its authority); Irons v. Bell . 596 
F.2d 468, 473 (1st Cir. 1979) (mixed-function agency must demonstrate pur- 
pose falling within its sphere of enforcement authority); McCutchen v. HHS . 
No. 91-142, slip op. at 7 (D.D.C. Aug. 24, 1992) (law enforcement purpose 
satisfied because records involve enforcement of statute and regulation within 
agency’s authority to investigate scientific fraud) (appeal pending on other 
grounds); Author Servs., Inc, v. IRS . No. 90-2187, slip op. at 2 n.l (C.D. 

Cal. July 30, 1992) (law enforcement purpose not satisfied where documents 
compiled after termination of IRS investigation); cL Church of Scientology Int’l 
v. IRS . 995 F,2d 916, 919 (9th Cir, 1993) ("This court has clearly held that the 
IRS has the ‘requisite law enforcement mandate”' through its enforcement pro- 
visions of the federal tax code.). 
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or enforcement purposes." 38 

In the case of criminal law enforcement agencies, the courts have accord- 
ed the government varying degrees of special deference when considering 
whether their records meet the threshold requirement of Exemption 7. 39 In- 
deed, the First, Second, and Eighth Circuit Courts of Appeals have adopted a 
per se rule that qualifies all "investigative" records of criminal law enforcement 
agencies for protection under Exemption 7. 40 Other courts, while still accord- 


38 Rural Hous. Alliance v. United States Dep’t of Apric. . 498 F.2d at 81. 
See Church of Scientology Int’l v. IRS . 995 F.2d at 919 (IRS Exempt Organi- 
zations Division "performs law enforcement function by enforcing provisions of 
the federal tax code"); see also Church of Scientology v. IRS . No. 90-11069, 
slip op. at 25 (D. Mass. Apr. 22, 1992) (magistrate’s recommendation) (records 
compiled for law enforcement purpose in connection with IRS inquiry into tax 
exempt status); Becker v. IRS . No. 91-C-1203, slip op. at 12-13 (N.D. 111. 

Mar. 27, 1992) (documents compiled for law enforcement purposes where IRS 
authorized to investigate illegal tax protesters’ strategies and activities); Church 
of Scientology Int’l v. United States Nat’l Cent. Bureau-Interpol . No. 89-707, 
slip op. at 6-7 (C.D. Cal. Sept. 10. 1991) (law enforcement purpose met where 
documents compiled for crimes within scope of enforcement authority); May v. 
IRS , slip op. at 6-7 (documents compiled for law enforcement purposes as part 
of criminal and civil investigation); see, e.g. . Reed v. NL,RB . 927 F.2d 1249, 
1252 (D.C. Cir. 1991) (dictum) (court gratuitously noted its "skepticism" of 
government’s alternative argument regarding application of Exemption 7(C)’s 
threshold to lists of names and addresses of eligible voters in union represent- 
ative election compiled for NLRB compliance purposes), cert, denied . 112 S. 

Ct. 912 (1992); Author Servs.. Inc, v. IRS , slip op. at 6 (IRS has not met 
burden of identifying alleged illegal act with sufficient specificity for court to 
determine whether mixed-function agency acting within its law enforcement 
mandate). 

39 Compare, e.g. . Pratt v. Webster . 673 F.2d at 416-18 with Kuehnert v. 
FBI . 620 F.2d 662, 666-67 (8th Cir. 1980). 

40 First Circuit: Curran v. Department of Justice . 813 F.2d 473, 475 (1st 
Cir. 1987) (investigatory records of law enforcement agencies are "inherently" 
compiled for law enforcement purposes); Irons v. Bell . 596 F.2d at 474-76 
("investigatory records of law enforcement agencies are inherently records 
compiled for ‘law enforcement purposes’ within the meaning of /Exemption 7”); 
Second Circuit: Ferguson v. FBI . 957 F.2d 1059, 1070 (2d Cir. 1992) ("no 
room for [a] district court’s inquiry into whether the FBI’s asserted law en- 
forcement purpose was legitimate"); Williams v. FBI . 730 F.2d 882, 884-85 
(2d Cir. 1984) (records of a law enforcement agency given "absolute protec- 
tion" even if "records were compiled in the course of an unwise, meritless or 
even illegal investigation"); Eighth Circuit: Kuehnert v. FBI . 620 F.2d at 666 
(FBI need not show law enforcement purpose of particular investigation as 
precondition to invoking Exemption 7). See also Arenberg v. PEA . 849 F.2d 
579, 581 (Uth Cir. 1988) (applicable standard not articulated, but suggesting 
courts should be "hesitant” to reexamine law enforcement agency’s decision to 
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ing significant deference to criminal law enforcement agencies, have held that 
an agency must demonstrate some specific nexus between the records and a 
proper law enforcement purpose. 41 

The existing standard for review of criminal records in the Court of Ap- 
peals for the District of Columbia Circuit is somewhat more stringent than the 
per se rule discussed above. The D.C. Circuit held in Pratt v, Webster that 
records generated as part of a counterintelligence program of questionable 
legality which was part of an otherwise clearly authorized law enforcement in- 
vestigation met the threshold requirement for Exemption 7 and rejected the per 


40 (... continued) 

investigate if there is plausible basis for agency’s decision); Binion v. United 
States Den’t of Justice . 695 F.2d 1189, 1193-94 (9th Cir. 1983) ("a fortiori" 
approach appropriate where FB! pardon investigation was "c-Iear! v legitimate"'*; 
StJmth v. FBI, 673 F. Supp. 949, 961 (E.D, Wis. 1987) (interpreting Stein v. 
Department of Justice . 662 F.2d 1245, 1260-61 (7th Cir. 1981), as following 
per se approach); Black v. FBI . No. 82-370, slip op. at 3 (N.D. Ohio May 30, 
1986) ("court will conclusively presume that the investigation which generated 
the document was undertaken for a law enforcement purpose"). 

41 See, e.g. . Jones v. FBI . No. C77-1001, slip op. at 10-11 (N.D. Ohio 
Aug. 12, 1992) (holding that even under rational nexus test, FBI documents 
involving alleged abduction and shooting plainly were complied for proper law 
enforcement purpose because "even if the investigation was part of COINTEL- 
PRO, COINTELPRO investigations were not per se illegitimate") (appeal pend- 
ing); Rosenfeld v. United States Dep’t of Justice . 761 F. Supp. 1440, 1445-48 
(N.D. Cal. 1991) (FBI investigation of Free Speech Movement "was begun in 
good faith and with a plausible basis," but ceased to have "colorable claim [of 
rationality] as the evidence accumulated" and became "a case of routine moni- 
toring ... for intelligence purposes"; date at which FBI’s initial law enforce- 
ment-related suspicions were "demonstrably unfounded" was "cut-off point for 
the scope of a law enforcement purpose" under Exemption 7) (appeal pending); 
Siminoski v. FBI . No, 83-6499, slip op. at 25 (C.D. Cal. Jan. 16, 1990) (ques- 
tion is not whether investigations were "upstanding” or "appealing," but wheth- 
er agency was authorized to undertake investigations of such nature); Friedman 
v. FBI , 605 F. Supp, 306, 321 (N.D. Ga. 1984) (review of records showed that 
FBI was "‘gathering information with the good faith belief that the subject may 
violate or has violated federal law’ rather than ‘merely monitoring the subject 
for purposes unrelated to enforcement of federal law’ " (quoting Lamontv. De- 
partment of Justice . 475 F. Supp. 761, 770 (S.D.N.Y. 1979))); Malizia v. 
United States Dep’t of Justice . 519 F. Supp. 338, 347 (S.D.N.Y. 1981) (in 
order to qualify for Exemption 7 protection, "agency must demonstrate at least 
a ‘colorable claim of a rational nexus’ between activities being investigated and 
violations of federal laws"); see also Powell v. United States . 584 F. Supp. 
1508, 1522 (N.D. Cal. 1984) (in camera inspection required to determine 
whether FBI investigation of legal defense committees was "realistically based 
on a legitimate concern" that the committees’ actions threatened the national 
security), summary judgment granted in pertinent part . No. C-82-326 (N.D. 

Cal. Mar. 27, 1985). 
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se approach. 41 Instead, it adopted a two-part test for determining whether the 
threshold for Exemption 7 has been met: (1) whether the agency’s investigato- 
ry activities that give rise to the documents sought are related to the enforce- 
ment of federal laws or to the maintenance of national security; and (2) whether 
the nexus between the investigation and one of the agency’s law enforcement 
duties is based on information sufficient to support at least a colorable claim of 
rationality. 43 

Since the removal of the word "investigatory" from the threshold require- 
ment of Exemption 7, the D.C. Circuit has had few opportunities to reconsider 
the Pratt test, a portion of which expressly requires a nexus between requested 
records and an investigation . 44 In Kevs v. United States Department of Jus- 
tice, however, the D.C. Circuit modified the language of the Pratt test to reflect 
those amendments and to require that an agency demonstrate the existence of a 
nexus "between [its] activity" (rather than its investigation) "and its law en- 
forcement duties." 45 Although not specifically relying on the amended test, 
the D.C. Circuit in Keys held that records compiled solely because the subject 
had a known affiliation with organizations that were strongly suspected of har- 
boring Communists met the Exemption 7 threshold. 46 Nevertheless, as no 


42 See 673 F,2d at 416 n.17. 

43 Id^ at 420-21; see also, e.g. . Kevs v. United States Dep’t of Justice . 830 
F.2d 337, 340 (D.C. Cir. 1987); King v. United States Dep’t of Justice . 830 
F.2d 210, 229 (D.C. Cir. 1987); Laborers' Int’l Union v. United States Dep’t 
of Justice . 772 F.2d 919, 921 (D.C. Cir. 1984) (Pratt is "governing legal stand- 
ard"); Founding Church of Scientology v. Smith . 721 F.2d 828, 829 n.l (D.C. 
Cir. 1983); cfi Shaw v. FBI . 749 F.2d at 63 (Pratt standard applies as well to 
second half of Exemption 7(D)). 

44 See, e.g. . King v. United States Dep’t of Justice . 830 F.2d at 229 n.141 
(dictum) (1986 FOIA amendments did not "qualif[y] the authority of Pratt " 
test). 

45 830 F.2d at 340; see also Rochon v. Department of Justice . No. 88-5075, 
slip op, at 3 (D.C. Cir. Sept. 14, 1988) (agency must demonstrate nexus be- 
tween its compilation of records and its law enforcement duties); Abdullah v. 
FBI , slip op. at 3 ("[L]aw enforcement agencies such as the FBI must show that 
the records at issue are related to the enforcement of federal laws and that the 
law enforcement activity was within the law enforcement duty of, that agen- 
cy.’’); Beck v. United States Dep’t of Justice . No. 87-3356, slip/ op. at 26-27 
(D.D.C. Nov. 7, 1989) ("[Defendants must merely establish that the nexus 
between the agency’s activity and its law enforcement duty" is based on a "col- 
orable claim of rationality."). But see Simon v. Department of Justice . 980 
F.2d 782, 783 (D.C. Cir. 1992) (agency must demonstrate nexus between in- 
vestigation and one of its law enforcement duties (citing Pratt v. Webster . 673 
F,2d at 420-21); Assassination Archives & Research Ctr. v. United States Dep’t 
of Justice , slip op. at 6 (government must establish that investigation related to 
enforcement of federal law and raise colorable claim investigation rationally 
related to one or more of agency’s law enforcement duties). 

46 830 F.2d at 341-42. 
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appellate decision has yet employed the modified Pratt test adopted by Keys , 
the impact of this change in the threshold is still not entirely clear. 

Even under the test enunciated in Pratt , significant deference has been 
accorded criminal law enforcement agencies. 47 Nevertheless, the D.C. Circuit 
has indicated in Pratt and elsewhere that if an investigation is shown to have 
been in fact conducted for an improper purpose. Exemption 7 may not be appli- 
cable to the records of that investigation. 48 


The full effects of the 1986 FOIA amendments on the parameters of Ex- 
emption 7’s threshold still remain to be seen. As courts now apply the plain 
meaning of its language in the absence of any "investigatory" requirement, it 
will command the careful attention of all federal agencies who wish to consider 
the extent to which, if at all, any of their records may now qualify for possible 
Exemption 7 protection. For the principal federal law enforcement agencies, 
this means that any record previously not considered covered by Exemption 7 


47 See 673 F.2d at 421 ("a court should be hesitant to second-guess a law 
enforcement agency’s decision to investigate if there is a plausible basis for its 
decision"); see also, e.g. . Keys v. United States Den’t of Justice . 830 F.2d at 
344 (court generally "understood" former requirement that records be "inves- 
tigatory" "to impose little substantive limitation on the exemption independent 
of the finding of a qualifying purpose"); King v. United States Dep’t of Justice . 
830 F.2d at 230-32 (subject’s close association with "individuals and organiza- 
tions ... of investigative interest to the FBI" and consequent investigation of 
subject during the McCarthy era for possible violation of national security laws 
meets threshold in the absence of evidence supporting the existence of an im- 
proper purpose); Simon v, United States Dep’t of Justice . 752 F. Supp. 14, 18 
(D.D.C. 1990) (Given the subject’s prior passivist activities, it was not "ir- 
rational or implausible for [FBI] --operating in the climate existing during the 
early 1950’s— [to conduct] what appears to have been a brief criminal investi- 
gation into the possibility that the plaintiff harbored Communist affiliations."), 
aff d on other grounds . 980 F.2d 782 (D.C. Cir. 1992); Doe v. United States 
De alt of Justice . No. 86-1050, slip op. at 2-4 (D.D.C. Sept. 4, 1987) (citing 
pre-amendment language of Exemption 7, court noted that expense and other 
administrative records concerning FBI informant met lesser burden imposed on 
law enforcement agencies to show records are compiled for law enforcement 
purposes); Abramson v, FBI . 566 F. Supp. 1371, 1375 (D.D.C. 1983) (dictum) 
(plausible though unlikely explanation of law enforcement purpose is "color- 
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48 See Pratt v, Webster . 673 F.2d at 420-21 (Exemption 7 not intended to 
"include investigatory activities wholly unrelated to law enforcement agencies’ 
legislated functions of preventing risks to the national security and violations of 
the criminal laws and of apprehending those who do violate die laws"); Shaw v. 
FBI , 749 F.2d at 63 ("mere existence of a plausible criminal investigatory rea- 
son to investigate would not protect the files of an inquiry explicitly conducted 
... for purposes of harassment"); Lesar v. United States Dep’t of Justice . 636 
F,2d at 487 (questioning whether records that were generated after investigation 
"wrongly strayed beyond its original law enforcement scope" would meet 
threshold test for Exemption 7). 
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due solely to its noninvestigatory character likety is sufficiently related to the 
agency’s general law enforcement mission that it can be considered for Exemp- 
tion 7 protection. 

Because of the significance of this change in the coverage of Exemption 
7, it is important that other agencies be alert to and carefully consider the extent 
to which any of their records, albeit noninvestigatory, are so directly related to 
a specific law enforcement activity that they might reasonably qualify for any 
necessary protection under one of Exemption 7’s subparts; such records as law 
enforcement manuals, background investigation documents, and program over- 
sight reports can be prime candidates for such consideration. 49 The full effects 
of these amendments, however, will be realized only upon the case-by-case 
identification of particular items of noninvestigatory law enforcement informa- 
tion, the continued disclosure of which could cause one of the harms specified 
in Exemption 7’s six subparts, 


EXEMPTION 7(A) 

The first subpart of Exemption 7, Exemption 7(A), authorizes the with- 
holding of "records or information compiled for law enforcement purposes, but 
only to the extent that production of such law enforcement records or informa- 
tion . . . could reasonably be expected to interfere with enforcement proceed- 
ings." 1 The Freedom of Information Reform Act of 1986 lessened the showing 
of harm required from a demonstration that release "would interfere with" to 
"could reasonably be expected to interfere with" enforcement proceedings. 2 

Determining the applicability of this Exemption 7 subsection thus requires 
a two-step analysis focusing on: (!) whether a law enforcement proceeding is 
pending or prospective; and (2) whether release pf information about it could 
reasonably be expected to cause some articulable harm. The courts have held 
that the mere pendency of enforcement proceedings is an inadequate basis for 
the invocation of Exemption 7(A); the government must also establish that some 
distinct harm is likely to result if the record or information requested is dis- 
closed. 3 The Court of Appeals for the District of Columbia Circuit has gone 


49 Attorney General’s Memorandum at 8-9. 

1 5 U.S.C. § 552(b)(7)(A) (1988). 

2 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48; see Attorney Gen- 
eral’s Memorandum on the 1986 Amendments to the Freedom of Information 
Act 10 (Dec. 1987) [hereinafter Attorney General’s Memorandum! . 

3 See, e.g. . Crooker v. Bureau of Alcohol. Tobacco & Firearms . 789 F.2d 
64, 65-67 (D.C. Cir. 1986); Abdullah v. FBI . No. 92-356, slip op. at 4-5 
(D.D.C. Aug. 10, 1992) (simple fact that information related to pending or 
prospective law enforcement proceeding does not, in and of itself, justify 
"wholesale" withholding; agency “must show that disclosure- could reasonably 
be expected perceptibly to interfere with an enforcement proceeding") (appeal 

(continued.,.) 
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so far as to hold that the fact that a judge in a criminal trial specifically delayed 
disclosure of certain documents until the end of the trial is alone insufficient to 
establish interference with that ongoing proceeding. 4 

Although it still remains for further development of case law under the 
1986 FOIA amendments to determine the precise applicability of Exemption 
7(A) in its amended form, it is instructive to look at pre-amendment cases. 

With regard to the first step of the Exemption 7(A) analysis, the legislative his- 
tory as well as judicial interpretations of congressional intent of this subsection 
as it was originally enacted make clear that Exemption 7(A) was not intended to 
"endlessly protect material simply because it [is] in an investigatory file." 5 
Rather, Exemption 7(A) is temporal in nature and, as a general rule, may be 
invoked as long as the proceeding remains pending, 6 or so long as the proceed- 
ing is fairly regarded as prospective 7 or as preventative. 8 


3 (. . .continued) 

pending); LcMaine v. IRS . No. 89-2914, slip op. at 13 (D. Mass. Dec. 10, 
1991) (no showing that release would result in any specific harm). 

4 North v. Walsh . 881 F.2d 1088, 1100 (D.C. Cir. 1989) (standard is 
"whether disclosure can reasonably be expected to interfere in a palpable, par- 
ticular way" with enforcement proceedings). 

5 NLRB v. Robbins Tire & Rubber Co. . 437 U.S. 214, 232 (1978). 

6 See, e.g.. Se_ egull Mfg. Co. v. NLRB . 741 F.2d 882, 886-87 (6th Cir. 

1984) (NLRB administrative practice of continuing to assert Exemption 7(A) for 
six-month "buffer period" after termination of proceedings found to be "arbi- 
trary and capricious"); Barney v. IRS . 618 F.2d 1268, 1273-74 (8th Cir. 1980) 
(once enforcement proceedings are "either concluded or abandoned, exemption 
7(A) will no longer apply"); Kilrov v. NLRB . 633 F. Supp. 136, 142, 143 
(S.D. Ohio 1985) (Exemption 7(A) "applies only when a law enforcement 
proceeding is pending."), affd . 823 F.2d 553 (6th Cir. 1987) (table cite); 
Antonsen v. United States Dep’t of Justice . No. K-82-008, slip op. at 9-10 (D. 
Alaska Mar. 20, 1984) ("It is difficult to conceive how the disclosure of these 
materials could have interfered with any enforcement proceedings" after a 
criminal defendant had been tried and convicted.). 

7 See, e.g .. Southam News v. INS , 674 F. Supp. 881, 887 (D.D.C. 1987) 
(Service Lookout Book, containing "names of violators, alleged violators and 
suspected violators," is protected as proceedings clearly are at least prospective 
against each violator.); Marzenv. HHS . 632 F. Supp. 785, 805 (N.D. 111. 

1985) (Exemption 7(A) prohibits disclosure of law enforcement records where 
release "would interfere with enforcement proceedings, pending, contemplated, 
or in the future,”), affd . 825 F.2d 1148 (7th Cir. 1987); Ehrinehaus v. FTC . 
525 F. Supp. 21, 22-23 (D.D.C. 1980) (Exemption 7(A) applicable where 
enforcement proceeding "in prospect"). 

8 See, e.g. . Moorefield v. United States Secret Serv. . 611 F.2d 1021, 1026 
(5th Cir. 1980) (material pertaining to "Secret Service investigations carried out 
pursuant to the Service’s protective function," i.e., to prevent harm to protec- 
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Exemption 7(A) remains viable throughout the duration of long-term 
investigations. 9 For example, it has been held applicable to the FBI’s 16-year 
investigation into the disappearance of Jimmy Hoffa. 10 Even where an investi- 
gation is dormant. Exemption 7(A) has been held to be applicable because of 
the possibility that the investigation could lead to a "prospective law enforce- 
ment proceeding." 11 The "prospective" proceeding, however, must be a con- 
crete possibility, rather than a mere hypothetical one. 12 

Further, even after an investigation is closed the exemption may be appli- 
cable if disclosure could be expected to interfere with a related, pending en- 
forcement proceeding. 13 Indeed, in one of the first district court cases to ap- 


8 (... continued) 

tees, held eligible for Exemption 7(A) protection), cert, denied . 449 U.S. 909 
(1980); see also Brinkerhoff v. Montova . 3 Gov’t Disclosure Serv. (P-H) 

1 82,421, at 83,055 (N.D. Tex. July 1, 1981) (fact that judicial adjudication is 
not "imminent" held not dispositive of applicability of Exemption 7(A)). 

9 See Africa Fund v. Mosbacher . No. 92-289, slip op. at 10 (S.D.N.Y. 

May 26, 1993) (documents that would interfere with lengthy or delayed investi- 
gation fall within protective ambit of Exemption 7(A)). 

10 Dickerson v. Department of Justice . 992 F.2d 1426, 1432 (6th Cir. 1993) 
(affirming district court’s conclusion that FBI’s investigation into 1975 disap- 
pearance of Jimmy Hoffa remains ongoing and therefore is still a "prospective" 
law enforcement proceeding). 

11 See, e.g. . National Pub. Radio v. Bell . 431 F. Supp. 509, 514-15 
(D.D.C, 1977); see also FOIA Update . Spring 1984, at 6. 

12 See Badran v. United States Dep’t of Justice . 652 F. Supp. 1437, 1440 
(N.D. 111. 1987) (relying on pre-amendment language, court held that mere 
possibility that person mentioned in file might some day violate law was insuf- 
ficient to invoke Exemption 7(A)); National Pub. Radio v. Bell . 431 F. Supp. 
at 514 (Exemption 7(A) applicable where investigation, though in dormant 
stage, "is nonetheless an ‘active’ one which will hopefully lead to a ‘ prospective 
law enforcement proceeding’"); see also 120 Cong. Rec. S9329 (daily ed. 

May 30, 1974) (statement of Sen. Hart). 

13 See, e.g, . New England Medical Ctr. Hosp. v, NLRB . 548 F.2d 377, 

386 (1st Cir. 1976) (Exemption 7(A) applicable "where subject matter of closed 
file complaint is contemporaneous and so intimately connected with that of the 
pending enforcement proceeding"); Engelking v, PEA . No. 91-165, slip op. at 
6 (D.D.C. Nov. 30, 1992) (fugitive discussed in requester’s file was still at 
large and release of information could jeopardize current investigation) (appeal 
pending); Warmack v. Huff . No. 88-H-1191-E, slip op. at 22-23 (N.D. Ala. 
May 16, 1990) (Exemption 7(A) applicable to documents in multidefendant case 
involving four untried fugitives), affd . 949 F.2d 1162 (11th Cir. 1991) (table 
cite); Freedberg v. Department of the Navv . 581 F. Supp. 3, 4 (D.D.C. 1982) 
(Exemption 7(A) applicable where two murderers convicted, but two others re- 
mained at large); Automobile Importers of Am,. Inc, v. FTC . 3 Gov’t Dis- 
continued...) 
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ply Exemption 7(A)’s amended language, it was held that records concerning 
proceedings now closed that were still a part of a related case in which an in- 
dictment had been issued remained protected under the exemption. 14 Exemp- 
tion 7(A) protection also applies to concluded proceedings that are subject to 
pending motions for new trials. 13 

Similarly, Exemption 7(A) also may be invoked where an investigation 
has been terminated but an agency retains oversight or some other continuing 
enforcement-related responsibility. 16 In a case decided under Exemption 7(A) 
as amended, it was held that although the unfair labor practice proceeding in- 
volved had been closed, the exemption still protected impounded ballots because, 
their disclosure could interfere with the NLRB’s responsibility to conduct and 


13 (... continued) 

closure Serv. (P-H) 1 82,488, at 83,227 (D.D.C. Sept. 28, 1982) (FTC memo- 
randa discussing general remedies found properly withheld pursuant to Exemp- 
tion 7(A) because some proceedings still pending); see also FOIA Update . 
Spring 1984, at 6; eL Senate of P.R, v. United States Dep’t of Justice . 823 
F.2d 574, 578 (D,C. Cir. 1987) (relying on language of statute prior to 1986 
amendments, case remanded for additional explanation of why no segregable 
portions of documents could be released without interference to related proceed- 
ings). 

14 Dickie v. Department of the Treasury . No. 86-649, slip op. at 8 (D.D.C. 
Mar. 31, 1987) (release of documents from closed federal prosecution could 
jeopardize pending state criminal proceedings). 

15 Neill v. United States Dep’t of Justice . No. 91-3319, slip op. at 5 
(D.D.C. July 20, 1993) (requester granted new trial; release of records "could 
reasonably be expected to harm the pending proceeding"); Helmslev v. United 
States Dep’t of Justice . No. 90-2413, slip op. at 10 (D.D.C. Sept. 24, 1992) 
(Exemntion 7(A) orotection for information where "only pending criminal oro- 

' * ' ' * * JT w «- 

ceeding" is appeal of denial of new trial motion; "disclosures reasonably could 
be expected to genuinely harm" government’s case). 

16 See, e.g. . Alaska Pulp Corp. v. NLRB . No. 90-1510D, slip op. at 2 
(W.D. Wash. Nov. 4, 1991) (Exemption 7(A) remains applicable where corpo- 
ration found liable for unfair labor practices, but parties remain embroiled in 
controversy as to compliance); Crooker v, Bureau of Alcohol, Tobacco & Fire- 
arms . No. 83-1646, slip op. at 1-2 (D.D.C. Apr, 30, 1984) (Exemption 7(A) 
remains applicable while motion to withdraw guilty plea still pending); Erb v. 
United States Dep’t of Justice . 572 F. Supp. 954, 956 (W.D. Mich. 1983) (in- 
vestigation "concluded ‘for the time being’" subsequently reopened); ABC 
Home Health Servs.. Inc, v. HHS . 548 F. Supp. 555, 556, 559 (N.D. Ga. 
lyoz) ( imai seiueinem suoject iu reevaiuauun lur ai icasi mree years); a im- 
ken Co. v. United States Customs Serv. . 531 F. Supp. 194, 199-200 (D.D.C. 
1981) (final determination could be challenged or appealed); Zeller v. United 
States . 467 F. Supp. 487, 501 (S.D.N.Y. 1979) (records compiled to determine 
whether party is complying with consent decree). But see Center for Auto 
Safety v. Department of Justice . 576 F. Supp. 739, 751-55 (D.D.C. 1983) 
(records concerning modification of consent decree held not exempt). 
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process future collective bargaining representation elections. 17 

The "law enforcement proceedings" to which Exemption 7(A) may be 
applicable have been interpreted broadly. Such proceedings have been held to 
include not only criminal actions, 18 but civil actions 19 and regulatory proceed- 
ings 20 as well. They include "cases in which the agency has the initiative in 
bringing an enforcement action and those ... in which it must be prepared to 
respond to a third party’s challenge." 21 Enforcement proceedings in state 
courts 22 and foreign courts 23 also qualify for Exemption 7(A) protection. 
However, in order to satisfy the "law enforcement proceedings" requirement of 
Exemption 7(A), an agency must be able to point to a specific pending or 
contemplated law enforcement proceeding which could be harmed by disclo- 
sure. 24 


17 Iniex Indus, v. NLRB . 699 F. Supp. 1417, 1420 (N.D. Cal. 1986). 

18 Ssfo-s.s,, 688 F. Supp. 689, 701 (D.D.C. 1988); 

National Pub. Radio v. Beil . 431 F. Supp. at 510. 

19 See, e.g. . Bender v. Inspector Gen. NASA , No. 90-2059, slip op. at 1-2, 
8 (N.D. Ohio May 24, 1990) (information relating to "official reprimand" rea- 
sonably expected to interfere with government’s proceeding to recover damages 
"currently pending" before same court). 

20 See, e.g. . Farm Fresh. Inc, v. NLRB . No. 91 -603 -N, slip qp. at 1, 7-9 
(E.D. Va. Nov. 15, 1991) (NLRB’s unfair labor practice action constitutes law 
enforcement proceedings; disclosure of audiotape of meeting between employ- 
ees and managers likely to interfere with NLRB’s ongoing enforcement pro- 
ceeding); Alaska Pulp Corp. v. NLRB , slip op. at 2, 5 (after finding of unfair 
labor practice, compliance investigation to determine back pay awards consti- 
tutes enforcement proceedings); Concrete Constr. Co. v. United States Dep’t of 
Labor . No. C2-89-649, slip op. at 2-6 (S.D. Ohio Oct, 26, 1990) (Department 
of Labor’s regulation and inspection of construction sites constitute enforcement 
proceedings); Iniex Indus, v. NLRB . 699 F. Supp. at 1420 (NLRB’s respon- 
sibility to process collective bargaining representation elections constitutes law 
enforcement proceedings); Fedders Corp. v. FTC . 494 F. Supp. 325, 327-28 
(S.D.N.Y.), affid, 646 F.2d 560 (2d Cir. 1980) (table cite). 

21 Mapother v. Department of Justice . No. 92-5261, slip op. at 13 (D.C. 
Cir. Sept, 17, 1993) (to be published). 

22 See, e.g. . Dickie v. Department of the Treasury , slip op. at 8 (release 
could jeopardize pending state criminal proceedings). 

23 See, e.g. . Bevis v. Department of State . 801 F.2d 1386, 1388 (D.C. Cir. 
1986). 

24 See Mapother v. Department of Justice , slip op. at 16-17 ("We believe 
that a categorical approach is appropriate in determining the likelihood of en- 
forcement proceedings in cases where an alien is excluded from entry into the 
United States because of his alleged participation in Nazi persecutions on 

(continued...) 
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With respect to the showing of harm to law enforcement proceedings 
required to invoke Exemption 7(A), the Supreme Court has rejected the position 
that "interference'' must always be established on a document-by-document 
basis, and it has held that a determination of the exemption’s applicability may 
be made "generically," based on the categorical types of records involved. 25 
Indeed, the Supreme Court in United States Department of Justice v. Reporters 
Committee for Freedom of the Press emphatically affirmed the vitality of its 
Robbins Tire approach and further extended it to include situations arising un- 
der other FOIA exemptions in which records can be entitled to protection on a 
"categorical" basis. 26 Thus, almost all courts have accepted affidavits in Ex- 
emption 7(A) cases that specify the distinct, generic categories of documents at 
issue and the harm that would result from their release, rather than requiring 
extensive detailed itemizations of each document. 27 


24 (... continued) 

genocide. Otherwise, we must exercise our faculties as mind-readers."); Na- 
tional Sec. Archive v. FBI . 759 F. Supp. 872, 883 (D.D.C. 1991) (FBI’s justi- 
fication that disclosure would interfere with its overall counterintelligence 
program "must be rejected" as too general to be type of proceeding cognizable 
under Exemption 7(A); FBI permitted to demonstrate whether there existed any 
specific pending or contemplated law enforcement proceedings). 

25 NLRB v. Robbins Tire & Rubber Co. . 437 U.S. at 236. 

26 489 U.S. 749, 776-80 (1989) (Exemption 7(C)). 

27 Dickerson v. Department of Justice . 992 F.2d at 1431 ("often feasible for 
courts to make ‘generic determinations’ about interference"); accord In re Dep’t 
of Justice . 999 F.2d 1302, 1308 (8th Cir. 1993) (en banc) ("Supreme Court has 
consistently interpreted Exemption 7 of the FOIA (specifically so far subsec- 
tions 7(A), 7(C), and 7(D))" to permit government to proceed on "categorical 
basis" to justify nondisclosure; government not required to produce document- 
by-document Vaughn Index); see, e.g, . Wright v. OSHA . 822 F.2d 642, 646 
(7th Cir. 1987); Spannaus v. United States Dep’t of Justice . 813 F.2d 1285, 
1288-89 (4th Cir. 1987); Curran v. Department of Justice . 813 F.2d 473, 475 
(1st Cir. 1987); Be vis v. Department of State . 801 F.2d at 1389 (agency may 
take "generic approach, grouping documents into relevant categories"); Camp- 
bell v. HHS . 682 F.2d 256, 265 (D.C. Cir. 1982) ("The government may focus 
upon categories of records . . . under Exemption 7(A)."); Barney v. IRS . 618 
F.2d at 1271 n.5; Moorefield v. United States Secret Serv. . 611 F,2d at 1022; 
Abdullah v. FBI , slip op. at 5 (agency’s categorical affidavit demonstrates 
disclosure could reasonably be expected to interfere with ongoing drug traffick- 
ing investigation); Manna v. United States Dep’t of Justice . 815 F. Supp. 798, 
806 (D.N.J. 1993) (agency’s generic affidavit demonstrates disclosure would 
interfere with ongoing criminal investigation); Spannaus v. United States Dep’t 
of Justice . No. 85-1015-K, slip op. at 3 (D. Mass. Jan. 6 , 1992) (government 
may take generic approach and group documents by categories); Kacilauskas v. 
Department of Justice . 565 F. Supp. 546, 548-49 (N.D. 111. 1983) (noting that 
with exception of one case, "all post -Robbins district and appellate court deci- 
sions have heeded the Supreme Court’s teachings" and "have focused on the 

(continued. . .) 
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Specific guidance has been provided by the Courts of Appeals for the 
First, Fourth and D.C. Circuits as to what constitutes an adequate "generic 
category" in an Exemption 7(A) affidavit. 28 The general principle uniting 
these cases is that affidavits must provide at least a general, ’'functional" de- 
scription of the types of documents at issue sufficient to indicate the type of 
interference threatening the law enforcement proceeding. 29 It should be noted, 
however, that both the First and the Fourth Circuits have approved a "miscella- 
neous" category of "other sundry items of information." 30 The D.C. Circuit 
has not yet specifically addressed an affidavit with such a category. 

The functional test set forth by the D.C. Circuit does not require a de- 
tailed showing that release of the records is likely to interfere with the law 
enforcement proceedings; it is sufficient for the agency to make a generalized 
showing that release of these particular kinds of documents would generally 


27 (... continued) 

type of records involved rather than their individual content"); see also FOIA 
Update , Spring 1984, at 3-4 ("FOIA Counselor: The ‘Generic’ Aspect of 
Exemption 7(A)"); cf Lewis v. IRS . 823 F.2d 375, 378-79 (9th Cir. 1987) 
(records described in opinion only as containing information relating to pending 
criminal investigation found sufficient). 

18 See Spannaus v. United States Dep’t of Justice . 813 F.2d at 1287, 1289 
("details regarding initial allegations giving rise to this investigation; notifica- 
tion of [FBI Headquarters] of the allegations and ensuing investigation; inter- 
views with witnesses and subjects; investigative reports furnished to the prose- 
cuting attorneys," and similar categories all sufficient); Curran v. Department 
of Justice , 813 F.2d at 476 (same); Bevis v. Department of State . 801 F.2d at 
1390 ("identities of possible witnesses and informants, reports on the location 
and viability of potential evidence, and polygraph reports" sufficient; categories 
"identified only as ‘teletypes,’ ‘airtels,’ or Tetters’" insufficient). 

29 See, e.g. . Curran v. Department of Justice . 813 F.2d at 475 ("Withal, a 
tightrope must be walked: categories must be distinct enough to allow mean- 
ingful judicial review, yet not so distinct as prematurely to let the cat out of the 
investigative bag."); Crooker v. Bureau of Alcohol, Tobacco & Firearms . 789 
F.2d at 67 ("The hallmark of an acceptable Robbins category is thus that it is 
functional ; it allows the court to trace a rational link between the, nature of the 
document and the alleged likely interference,"); £j\ SafeCard Servs.. Inc, v. 
SEC , No. 84-3073, slip op, at 6 n.3 (D.D.C. May 19, 1988) (agency "file" is 
not sufficient generic category to justify withholding pursuant to Exemption 
7(A)), aff’d in part, rev'd in part on other grounds & remanded . 926 F.2d 1197 
(D.C. Cir. 1991); Pruitt Elec, Co. v. United States Dep’t of Labor . 587 F. 
Supp. 893, 895-96 (N.D. Tex. 1984) (disclosure of reference material consulted 
by investigator that might aid an unspecified target in unspecified manner found 
not to cause interference). 

30 Spannaus v. United States Dep’t of Justice . 813 F.2d at 1287, 1289; 
Curran v. Department of Justice . 813 F.2d at 476 (wide range of records made 
some generality "understandable-and probably essential"). 
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interfere with enforcement proceedings. 31 Making this showing should be eas- 
ier under the amended language of the statute. 32 

On a related procedural issue, the D.C. Circuit in Bevis v. Department of 
State , held that even though an agency "need not justify its withholding on a 
document-by-document basis in court, [it] must itself review each document to 
determine the category in which it properly belongs." 13 (See discussion of 
" Vaughn Index" under Litigation Considerations, below.) 

It has generally been recognized that once Exemption 7(A) applicability 
ceases with changed circumstances, an agency then may invoke other applicable 
exemptions. As a result, when entire documents are determined to be protec- 
tible under Exemption 7(A), agencies generally need not consider what other 
exemptions are appropriate until the underlying investigation reaches a point at 
which the documents no longer merit Exemption 7(A) protection. 34 (See 
Waiver of Exemptions subsection under Litigation Considerations, below.) It 
also has been held that an agency is not expected to monitor the investigation 
after completion of the FOIA administrative process and to process the docu- 
ments once the investigation is closed, 35 


31 See Gould Inc, v. GSA . 688 F. Supp. at 703-04 n.34; Alveska Pipeline 
Serv. Co. v. EPA . No. 86-2176, slip op. at 6-7 (D.D.C. Sept. 9, 1987) (gov- 
ernment need not "show that intimidation will certainly result," but it must 
"show that the possibility of witness intimidation exists"), affa . 856 F.2d 309 
(D.C. Cir. 1988). 

32 See Gould Inc, v. GSA . 688 F. Supp. at 703 n.33 (1986 FOIA amend- 
ments "relaxed the standard of demonstrating interference with enforcement 
proceedings"). 

33 801 F.2d at 1389; accord In re Dep’t of Justice . 999 F.2d at 1309 (The 
"government may meet its burden by . . . conducting a document-by-document 
review to assign documents to proper categories."); Hillcrest Equities. Inc, v. 
United States Dep’t of Justice . No. CA3-85-2351-R, slip op. at 7 (N.D. Tex. 
Jan. 26, 1987) (government must review each document to determine category 
in which it belongs). 


34 See Senate of P.R. v. United States Dep’t of Justice . 823 F.2d at 589 
("district court did not abuse its discretion in permitting the DOJ to press addi- 
tional FOIA exemptions after its original, all-encompassing (7)(A) exemption 
claim became moot”); Chilivis v, SEC . 673 F.2d 1205, 1208 (11th Cir. 1982) 
(government not barred from invoking other exemptions after reliance on Ex- 
emption 7(A) rendered untenable by conclusion of underlying law enforcement 
proceeding). But see Curcio v. FBI . No. 89-941, slip op. at 11-12 (D.D.C. 
Nov. 2, 1990) (where Exemption 7(A) no longer applicable, agency may not 
raise additional exemption claims at later stage of district court litigation) (mo- 
tion for reconsideration pending), 


35 Church of Scientology v. IRS . 816 F. Supp. 1138, 1157 (W.D. Tex. 
1993) (An "agency is not required to monitor the investigation and release the 
documents once the investigation is closed and there is no reasonable possibility 
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The courts have long accepted that Congress intended that Exemption 
7(A) apply "whenever the government’s case in court would be harmed by the 
premature release of evidence or information," 36 or where disclosure would 
impede any necessary investigation prior to the enforcement proceeding. 37 In 


3J (... continued) 

of future proceedings.") (appeal pending); see also Bonner v. United States 
Dep’t of State . 928 F.2d 1148, 1152 (D.C. Cir. 1991) ("To require an agency 
to adjust or modify its FOIA responses based on post-response occurrences 
could create an endless cycle of judicially mandated reprocessing."); si. Lesar 
v. United States Dep’t of Justice . 636 F.2d 472, 480 (D.C. Cir. 1980) (remand- 
ing FOIA cases whenever new classification schemes are established would 
delay FOIA processing). 

36 NLRB v. Robbins Tire & Rubber Co. . 437 U.S. at 232; Mapother v. 
Department of Justice , slip op. at 18 (release of prosecutor’s index of all doc- 
uments he deems relevant would provide "critical insightss into [government’s] 
legal thinking and strategy"); Durham v. United States Postal Serv. . No. 91- 
2234, slip op. at 3 (D.D.C. Nov. 25, 1992) (release of investigative memoran- 
da, witness files and electronic surveillance material would substantially inter- 
fere with pending homicide investigation by impeding government’s ability to 
prosecute its strongest case); Starkev v. IRS . No. C9 1-20040, slip op. at 6-7 
(C.D. Cal. Dec. 6, 1991) (release would reveal evidence and impair govern- 
ment’s ability to present its best case). But see LeMaine v, IRS , slip op. at 1 1 
(agency failed to demonstrate that release would " seriously impair ( any ongoing 
effort to collect taxes or penalties ... or to pursue criminal charges”). 

37 Diekersonjy . Department of Justice . 992 F.2d at 1.429 (public 
disclosure of information in Hoffa kidnapping file could reasonably be expected 
to interfere with enforcement proceedings); Church of Scientology lnt’1 v. IRS . 
No. 91-1025, slip op. at 10 (C.D. Cal. Aug, 26, 1993) (release of documents 
likely to interfere with IRS’s ability to investigate requester pursuant to Church 
Audit Procedures Act); Atkin v. EEOC . No. 91-2508, slip op. at 37 (D.N.J. 
June 24, 1993) (disclosure of information provided by EEOC to FBI would in- 
terfere with investigation); Church of Scientology v. IRS . 816 F. Supp. at 1157 
(disclosure could reasonably be expected to interfere with enforcement pro- 
ceedings, subject IRS employees to harassment or reprisal and reveal direction 
and scope of IRS investigation); Dusenberrv v. FBI . No. 91-0665, slip op. at 4 
(D.D.C. May 5, 1992) (disclosure would compromise ongoing law enforcement 
investigations); Computer Professionals for Social Responsibility, v. United 
States Secret Serv. . No. 91-248, transcript at 8 (D.D.C. Mar.- 12, 1992) (bench 
order) (disclosure would interfere with enforcement proceedings by revealing 
"total package of the government’s approach" in ongoing investigation) (appeal 
pending); May_v. JRS . No. 90-1123-W-2, slip op. at 7 (W.D. Mo. Dec. 9, 
1991) (release of third-party correspondence, witness statements, worksheets, 
and travel vouchers would interfere with pending law enforcement actions); 
Church of. S_cje.ntQlogy Int’l v. United States Nat’l Cent. Bureau-lnterpol . No. 
89-707, slip op. at 9 (C.D. Cal. Sept. 10, 1991) (disclosure would impede on- 
going investigation); National Pub. Radio v. Bell . 431 F. Supp. at 514-15 
(disclosure would impair continued, long-term investigation into suspicious 
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R obbins Tire , the Supreme Court found that the NLRB had established interfer- 
ence with its unfair labor practice enforcement proceeding by showing that re- 
lease of its witness statements would create a great potential for witness in- 
timidation and could deter their cooperation. 38 Other courts have ruled that 
interference has been established where, for example, the disclosure of informa- 
tion could prevent the government from obtaining data in the future. 39 Indeed, 
the D.C. Circuit in Alveska Pipeline Service Co. v. EPA ruled that disclosure 
of documents that might identify which of the requester’s employees had pro- 
vided those documents to a private party (who in turn had provided them to 
EPA) would "thereby subject them to potential reprisals and deter them from 
providing further information to [the] EPA. 1,40 

The exemption has been held to be properly invoked when release would 
hinder an agency’s ability to control or shape investigations, 41 would enable 
targets of investigations to elude detection 42 or suppress or fabricate evi- 


37 (... continued) 

death of nuclear-safety whistleblower). But see also Wrenn v. Kemp . No. 91- 
5383, slip op. at 1-2 (D.C. Cir. Dec. 2, 1992) (agency failed to explain its 
reasons for withholding and failed to demonstrate how disclosure could rea- 
sonably be expected to interfere with enforcement investigation). 

38 437 U/S. at 239. 

39 See, e.g. . Manna v. United States Dep’t of Justice . 815 F. Supp. at 808 
(disclosure of FBI reports could result in chilling effect on potential witnesses); 
Crowell & Morinp v. POD . 703 F. Supp. 1004, 1011 (D.D.C. 1989) (disclo- 
sure of identities of witnesses would impair grand jury’s ability to obtain coop- 
eration and would impede government’s preparation of its case); Gould Inc, v. 
GSA, 688 F, Supp. at 703 (disclosure of information would have chilling effect 
on sources who are employees of requester); Nishnic v. United States Dep’t of 
Justice . 671 F. Supp. 776, 794 (D.D.C. 1987) (disclosure of identity of foreign 
source would end its ability to provide information in unrelated ongoing law 
enforcement activities); Timken Co. v. United States Customs Serv. . 531 F. 
Supp. at 199-200 (Disclosure of investigation records would cause interference 
with agency’s ability "in the future to obtain this kind of information.”). 

40 856 F.2d at 311. But cf. Clyde v. United States Dep’t of Labor . No. 85- 
139, slip op. at 6 (D. Ariz. July 3, 1986) (possible reluctance of contractors to 
enter into voluntary conciliations with government if substance of negotiations 
released does not constitute open law enforcement proceeding when specific 
conciliation process has ended); Cohen v. EPA . 575 F. Supp. 425, 428-29 
(D.D.C. 1983) (Exemption 7(A) held inapplicable to protect letters sent to en- 
tities suspected of unlawfully releasing hazardous substances; disclosure not 
shown to deter parties from cooperating with voluntary cleanup programs). 

41 See, e.g, . J.P. Stevens & Co. v. jjerry , 710 F.2d 136, 143 (4th Cir. 
1983). 

42 See, e.g. . Moorefieid v. United States Secret Serv. . 611 F.2d at 1026. 
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dence,” or would prematurely reveal evidence or strategy in the government’s 
case/ 4 Exemption 7(A) protection also has been extended to circumstances 
involving prospective new trials where "[kjnowledge of potential witnesses and 
documentary evidence that were not used during the first trial would allow the 
plaintiff to inhibit further investigation, destroy undiscovered evidence, intimi- 
date witnesses, and fabricate evidence." 45 Additionally, information that 
would reveal investigative trends, emphasis, and targeting schemes has been 
determined to be eligible for protection under Exemption 7(A) where disclosure 
would provide targets with the ability to perform a ''cost / benefit analysis" of 
compliance with agency regulations. 46 

Still other courts have indicated that any premature disclosure, by and of 
itself, can constitute interference with an enforcement proceeding. 47 In con- 
trast, the D.C. Circuit has held that the mere fact that defendants in related 
ongoing criminal proceedings might obtain documents through the FOIA that 


43 See, e.g. . Mapother v, Department of Justice , slip op. at 18 (release of 
prosecutor’s index of all documents he deems relevant would afford a "virtual 
roadmap through the [government’s] evidence . . . which would provide critical 
insights into its legal thinking and strategy"); Alveska Pipeline Serv, Co. v. 
EPA , 856 F.2d at 312; Nishnic v. United States Dep’t of Justice . 671 F. Supp. 
at 794; Vosburgh v. IRS . No. 87-1179, slip op. at 5 (D. Kan. Nov. 24, 1987). 

44 See, e.g. . Africa Fund v. Mosbacher . slip op. at 11 (disclosure "risks 
alerting targets to the existence and nature" of investigation); Manna v. United 
States Dep’t of Justice . 815 F. Supp. at 808 (disclosure would obstruct justice 
by revealing agency’s strategy and extent of its knowledge); Starkey v. IRS , 
slip op. at 6-7 (release of internal memoranda "would reveal evidence and 
impair [government’s] ability to present its best case"); Lyons v. OSHA . No. 
88-1562-T, slip op. at 3 (D. Mass. Dec. 2, 1991) (release would interfere with 
law enforcement proceedings); Raytheon Co. v. Department of the Navy . 731 
F. Supp. 1097, 1101 (D.D.C. 1989) (information "could be particularly valu- 
able to [target] in the event of settlement negotiations"); Ehrinehaus v. FTC . 

525 F. Supp. at 22-23. 

45 Helmsley v. United States Dep’t of Justice , slip op. at 10; see also Neill 
v. United States Dep’t of Justice , slip op. at 5 (where requester was granted 
new trial, release of information "could reasonably be expected to harm the 
pending proceeding through the circumvention of investigative leads, destruc- 
tion of evidence, or intimidation of witnesses"). 

46 Concrete Constr. Co. v. United States Dep’t of Labor , slip op. at 3-5 
(disclosure of past fiscal year’s Field Operation Program Plans, containing 
projections for inspections and areas of concentration, would be "obviously a 
detriment to the enforcement objectives of the Department of Labor"); see also 
Farmworkers Legal Servs. v. United States Dep’t of Labor . 639 F. Supp. 1368, 
1374 (E.D.N.C. 1986) (Exemption 7(A) applicable to information pertaining to 
agency’s "targeting scheme," disclosure of which "would ‘reveal the amount of 
investigative resources targeted and allocated’" for inspections). 

47 See Lewis v, IRS . 823 F.2d at 378-79, 380; Barney v. IRS . 618 F.2d at 
1273; S teinberg v. IRS . 463 F. Supp. 1272, 1273 (S.D. Fla. 1979). 
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were ruled unavailable "through discovery, or at least before [they] could obtain 
them through discovery," is insufficient alone to "constitute interference with a 
law enforcement proceeding." 48 

Exemption 7(A) ordinarily will not afford protection where the target of 
the investigation has possession of or submitted the information in question. 49 
Nevertheless, it is now increasingly clear that courts will protect such material 
if an agency can demonstrate that its "selectivity of recording" information 
provided by the target would suggest the nature and scope of the investiga- 
tion, 50 or if it can articulate with specificity how each category of documents, 
if disclosed, would cause interference. 51 

Thus far, only relatively few cases have been decided addressing the stat- 
utory changes in the language of Exemption 7(A) since the enactment of the 
FOIA Reform Act. No Exemption 7(A) decision to date has dispositively based 
its holding on the new language, but several decisions recognize that the change 
in the language of this exemption effectively broadens its protection. 52 


48 North Vr Wal sh , 881 F.2d at 1097; cL Senate of P.R. v. United States 
Dep_’t of Justice . 823 F.2d at 579, 589 (trial court’s failure to describe harm 
from release of undescribed documents developed for closed law enforcement 
investigation but allegedly relevant to open criminal law enforcement proceed- 
ing did not permit upholding Exemption 7(A) applicability). 

49 See, e.g.. Wright v. QSHA . 822 F.2d at 646; Grasso v. IRS . 785 F.2d 
70, 77 (3d Cir. 1986); Campbell v. HHS . 682 F.2d at 262. 

50 Willard v. IRS . 776 F.2d 100, 103 (4th Cir. 1985); Gould Inc, v. GSA . 
688 F. Supp. at 704 n.37; Brinkerhoff v. Montova . 3 Gov’t Disclosure Serv. 
(P-H) at 83,055. 

51 S££ Campbell v. HHS . 682 F.2d at 265; Linsteadt v. IRS . 729 F.2d 998, 
1004-05 (5th Cir. 1984); Doe v. United States Dep’t of Justice . No. 86-1050, 
slip op. at 5-6 (D.D.C. Sept. 4, 1987) ("defendant must recite with particularity 
how revelation of the requested information will interfere with enforcement 
proceedings"); cf. Alveska Pipeline Serv. Co. v. EPA . 856 F.2d at 314 (mere 
assertions that requester knows scope of investigation not sufficient to present 
genuine issue of material fact that would preclude summary judgment). 

52 Sgg Alveska Pipeline Serv, Co. v. EPA . 856 F.2d at 311 n.18 (improper 
reliance of lower court on pre-amendment version of Exemption 7(A) irrelevant 
as it simply "required EPA to meet a higher standard than FOIA now de- 
mands"); Curran v. Department of Justice . 813 F.2d at 474 n.l ("the drift of 
the changes is to ease-rather than to increase-the government’s burden in re- 
spect to Exemption 7(A)"); Gould Inc, v. GSA . 688 F, Supp. at 703 n.33 (The 
" 1986 amendments relaxed the standard of demonstrating interference with en- 
forcement proceedings."); Korkala v. United States Dep’t of Justice . No. 86- 
242, slip op. at 6 n.* (D.D.C. July 31, 1987); see also Wright v. QSHA . 822 
F.2d at 647; Spannaus v. United States Dep’t of Justice . 813 F.2d at 1289; cf. 
John Doe Agency v. John Doe Corp. . 493 U.S. 146, 157 (1989) (Court takes 
"practical approach" when confronted with interpretation of FOIA and applies 

(continued. . .) 
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As a final Exemption 7(A)-related matter, agencies should be aware of 
the ''(c)(1) exclusion," 53 which was enacted by the FOIA Reform Act in 
1986. 54 This special record exclusion applies to situations in which the very 
fact of a criminal investigation’s existence is as yet unknown to the investiga- 
tion’s subject, and disclosure of the existence of the investigation (which would 
be revealed by any acknowledgment of the existence of responsive records) 
could reasonably be expected to interfere with enforcement proceedings. In 
such circumstances, an agency may treat the records as not subject to the re- 
quirements of the FOIA. (See discussion under Exclusions, below.) 


EXEMPTION 7(B) 

Exemption 7(B) of the FOIA, which is aimed at preventing prejudicial 
pretrial publicity that could impair a court proceeding, protects "records or in- 
formation compiled for law enforcement purposes [the disclosure of which] 
would deprive a person of a right to a fair trial or an impartial adjudication." 1 
Despite the possible constitutional significance of its ftmction, in practice this 
exemption is rarely invoked. In the situation in which it would most logically 
be employed— i.e., an ongoing law enforcement proceeding— an agency’s appli- 
cation of Exemption 7(A) to protect its institutional law enforcement interests 
invariably would serve to protect the interests of the defendants to the prosecu- 
tion as well. Even in the non-law enforcement realm, the circumstances which 
call for singular reliance upon Exemption 7(B) occur only rarely. 

Consequently, Exemption 7(B) has been featured prominently in only one 
case to date, Washington Post Co. v. United States Department of Justice . 2 At 
issue there was whether public disclosure of a pharmaceutical company’s inter- 
nal self-evaluative report, submitted to the Justice Department in connection 
with a grand jury investigation, would jeopardize the company’s ability to re- 
ceive a fair and impartial civil adjudication of several personal injury cases 


52 (. . .continued) 

"workable balance" between interests of public in greater access and needs of 
government to protect certain kinds of information); United States Dep’t of 
Justice v. Reporters Comm, for Freedom of the Press . 489 U.S. 749, 777-78 
n.22 (1989) (Congress intended identical modification of language of Exemption 
7(C) to provide greater "flexibility in responding to FOIA requests for law en- 
forcement records" and replaced "a focus on the effect of a particular disclo- 
sure" with a "standard of reasonableness" which supports "categorical" ap- 
proach to documents of similar character); Allen v. POD , 658 F. Supp. 15, 23 
(D.D.C. 1986) (parallel change of language of Exemption 7(C) created "broad- 
er protection" than available under former language). 

53 5 U.S.C. § 552(c)(1) (1988). 

54 Pub. L. No. 99-570, § 1802, 100 Stat. at 3207-49; sge Attorney Gener- 
al’s Memorandum at 18-22. 

1 5 U.S.C. § 552(b)(7)(B) (1988). 

2 863 F.2d 96, 101-02 (D.C. Cir. 1988). 
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pending against it. 3 In remanding the case for further consideration, the Court 
of Appeals for the District of Columbia Circuit articulated a two-part standard 
to be employed in determining Exemption 7(B)’s applicability: "(1) that a trial 
or adjudication is pending or truly imminent; and (2) that it is more probable 
than not that disclosure of the material sought would seriously interfere with the 
fairness of those proceedings." 4 Although the D.C. Circuit in Washington Post 
offered a single example of proper Exemption 7(B) applicability— i.e., where 
"disclosure through FOIA would furnish access to a document not available un- 
der the discovery rules and thus would confer an unfair advantage on one of the 
parties"— it did not limit the scope of the exemption to privileged documents 
only. 5 


EXEMPTION 7(C) 

Exemption 7(C) provides protection for personal information in law 
enforcement records. This exemption is the law enforcement counterpart to 
Exemption 6, providing protection for law enforcement information the disclo- 
sure of which "could reasonably be expected to constitute an unwarranted inva- 
sion of personal privacy.'” Despite their similarities in language, though, the 
sweep of the two exemptions can be significantly different. (See discussion of 
Exemption 6, above.) 

Whereas Exemption 6 routinely requires an identification and balancing 
of the relevant privacy and public interests, Exemption 7(C) can be even more 
"categorized" in its application. Indeed, the Court of Appeals for the District 
of Columbia Circuit recently held in SafeCard Services. Inc, v. SEC 2 that, 
based upon the traditional recognition of the strong privacy interests inherent in 
law enforcement records and the logical ramifications of United States Depart- 
ment of Justice v. Reporters Committee for Freedom of the Press . 3 the "cate- 
gorical withholding" of information that identifies third parties in law enforce- 
ment records will ordinarily be appropriate under Exemption 7(C). 4 (See dis- 
cussion of Reporters Committee under Exemption 6, above.) 


3 Id, at 99. 

4 Id, at 102. 

5 M, 

1 5 U.S.C. § 552(b)(7)(C) (1988). 

2 926 F.2d 1197 (D.C. Cir. 1991). 

3 489 U.S. 749 (1989); see also FOIA Update . Spring 1989, at 3-7 (discus- 
sing mechanics of privacy-protection decisionmaking process employed under 
Exemptions 6 and 7(C) alike). 

4 926 F.2d at 1206; see, e.g. . Grove v. Department of Justice . 802 F. 

Supp. 506, 511 (D.D.C. 1992) (information concerning criminal investigations 
of private citizens held categorically exempt). 


-222 - 


EXEMPTION 7(C) 

At the outset, certain distinctions between Exemption 6 and Exemption 
7(C) are apparent. In contrast with Exemption 6, Exemption 7(C)’s language 
establishes a lesser burden of proof to justify withholding in two distinct re- 
spects. It is well established that the omission of the word "clearly" from the 
language of Exemption 7(C) eases the burden of the agency and stems from the 
recognition that law enforcement records are inherently more invasive of priva- 
cy than "personnel and medical files and similar files." 5 Indeed, the "‘strong 
interest’ of individuals, whether they be suspects, witnesses, or investigators, 

‘in not being associated unwarrantediy with alleged criminal activity’" has been 
repeatedly recognized. 6 

Additionally, the Freedom of Information Reform Act of 1986 has further 
broadened the protection afforded by Exemption 7(C) by lowering the risk-of- 
harm standard from "would" to "could reasonably be expected to." 7 The result 
of this amendment to the Act is an easing of the standard for evaluating a 
threatened privacy invasion through disclosure of law enforcement records. 8 
One court, in interpreting the amended language, has pointedly observed that it 
affords the agency "greater latitude in protecting privacy interests" in the law 
enforcement context. 9 Such information "is now evaluated by the agency un- 
der a more elastic standard; exemption 7(C) is now more comprehensive. 1,10 


5 See Congressional News Syndicate v, United States Dep’t of Justice . 438 
F. Supp. 538, 541 (D.D.C. 1977) ("[A]n individual whose name surfaces in 
connection with an investigation may, without more, become the subject of 
rumor and innuendo."); see also, e.g. . lalesias v. CIA . 525 F. Supp. 547, 562 
(D.D.C. 1981). 


6 Fitzeibbcm v. CIA . 911 F.2d 755 . 767 (D.C. Cir. 1990) (quot ing Stern v, 
FBI . 737 F.2d 84, 91-92 (D.C. Cir. 1984)); see also Hunt v. FBI . 972 F.2d 
286, 288 (9th Cir. 1992) (association of FBI "agent’s name with allegations of 
sexual and professional misconduct could cause the agent great personal and 
professional embarrassment"); Dunkelberger v. Department of Justice . 906 F.2d 
779, 781 (D.C. Cir. 1990) (refusing to confirm or deny existence of letter of 
reprimand or suspension of named FBI agent). 


7 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48; §eg Attorney Gen- 
eral’s Memorandum on the 1986 Amendments to the Freedom of Information 
Act 9-12 (Dec. 1987) [hereinafter Attorney General’s Memorandum! . 

8 Reporters Committee . 489 U.S. at 756 n.9; Stone v. FBI . 727 F. Supp. 
662, 665 (D.D.C. 1990) (1986 FOIA amendments have "eased the burden of an 
agency claiming that exemption"), affd . No. 90-5065 (D.C. Cir. Sept. 14, 
1990); Allen v. POD . 658 F. Supp. 15, 23 (D.D.C. 1986). 


^ \X/Qeh»Tirrfon Pr\et f’/x \r TTnifp»H Qtakpc rvf Tucfi^e* Mzx e»Ur 

op, at 31 (D.D.C. Sept. 25, 1987) (magistrate’s recommendation), adopted 
(D.D.C. Dec. 15, 1987), rev’d on other grounds & remanded . 863 F.2d 96 
(D.C. Cir. 1988). 


10 IsL; see also Keys v. United States Dep’t of Justice . 830 F.2d 337, 346 
(D.C. Cir. 1987) (at least after 1986 FOIA amendments, "government need not 
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Under the balancing test that traditionally has been applied to both Ex- 
emption 6 and Exemption 7(C), the agency must first identify and evaluate the 
privacy interests, if any, implicated in the requested records. 11 But in the case 
of records related to investigations by criminal law enforcement agencies, the 
case law has long recognized, either expressly or implicitly, that "‘the mention 
of an individual’s name in a law enforcement file will engender comment and 
speculation and carries a stigmatizing connotation.’" 12 Thus, Exemption 7(C) 
has been regularly applied to withhold references to persons who were of "in- 
vestigatory interest" to a criminal law enforcement agency; indeed, the Supreme 
Court in Reporters Committee placed strong emphasis on such protection. 13 


I0 (... continued) 

‘prove to a certainty that release will lead to an unwarranted invasion of per- 
sonal privacy’" (quoting Reporters Committee . 816 F.2d 730, 738 (D.C. Cir. 
1987)), rev’d onother grounds . 489 U.S. 749 (1989); Nishnic v. Department of 
Justice, 671 F. Supp. 776, 788 (D.D.C. 1987) (holding phrase "could reason- 
ably be expected to" to be more easily satisfied standard than "likely to materi- 
alize"). 

11 See Albuquerque Publishing Co. v. United States Dep’t of Justice . 726 F. 
Supp. 851, 855 (D.D.C. 1989) ("Our preliminary inquiry is whether a personal 
privacy interest is involved."); FOIA Update . Spring 1989, at 7. 

12 Fitzgibbon v, CIA . 911 F.2d at 767 (quoting Branch v, FBI . 658 F. 

Supp. 204, 209 (D.D.C. 1987)): see also Massev v. FBI . No. 92-6086, slip op. 
5667, 5675 (2d Cir. Aug. 27, 1993) (same) (to be published); Miller v. Bell . 

661 F.2d 623, 631-32 (7th Cir. 1981) ("real potential for harassment"), cert. 
denied , 456 U.S. 960 (1982); Lesar v. United States Dep’t of Justice . 636 F.2d 
472, 488 (D.C. Cir. 1980) ("‘It is difficult if not impossible, to anticipate all 
respects in which disclosure might damage reputation or lead to personal em- 
barrassment or discomfort. ’" (quoting Lesar v. United States Dep’t of Justice . 
455 F. Supp. 921, 925 (D.D.C. 1978))); Maroscia v. Levi . 569 F.2d 1000, 

1002 (7th Cir. 1977) (deletion of references to third parties "to minimize the 
public exposure or possible harassment"); Southam News v. INS . 674 F. Supp. 
881, 887 (D.D.C. 1987) (disclosure of identities of individuals excludable from 
U.S. "would result in derogatory inferences about and possible embarrassment 
to those individuals"); Stauss v. IRS . 516 F. Supp. 1218, 1222 n.7 (D.D.C. 
1981) (disclosure could chill tax protestors’ lawful expression of disagreement 
with tax policies); cf Cervenv v, CIA . 445 F. Supp. 772, 776 (D. Colo. 1978) 
(mere mention of individual’s name as subject of CIA file could be damaging to 
his or her reputation) (Exemption 6). 

13 See 489 U.S. at 779; see also, e.g. . Mavnard v. CIA . 986 F.2d 547, 566 
(1st Cir. 1993) ("potential for harassment, reprisal or embarrassment" if names 
of individuals investigated by FBI disclosed); Davis v. United States Dep’t of 
Justice . 968 F.2d 1276, 1281 (D.C. Cir, 1992) ("embarrassment and reputa- 
tional harm" would result from disclosure of taped conversations of individuals 
with boss of New Orleans organized crime family); Silets v. United States 
Dep’t of Justice . 945 F.2d 227, 230 (7th Cir. 1991) (en banc) (protection of 
associates of Jimmy Hoffa who were subject to electronic surveillance), cert. 

(continued...) 
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Hence, the small minority of older federal district court decisions that failed to 
appreciate the strong privacy interests inherent in the association of an individ- 
ual with a law enforcement investigation should no longer be regarded as au- 
thoritative. 14 

The identities of federal, state and local law enforcement personnel refer- 
enced in investigatory files are also routinely withheld, usually for reasons simi- 
lar to those described quite aptly by the Court of Appeals for the Fourth 
Circuit: 

One who serves his state or nation as a career public servant is not 
thereby stripped of every vestige of personal privacy, even with 
respect to the discharge of his official duties. Public identification 
of any of these individuals could conceivably subject them to har- 
assment and annoyance in the conduct of their official duties and in 
their private lives. 15 


13 (... continued) 

denied . 112 S. Ct. 2991 (1992); Antonelli v. FBI . 721 F.2d 615, 618 (7th Cir. 
1983) ("revealing that a third party has been the subject of FBI investigations is 
likely to constitute an invasion of [personal privacy]"), cert, denied . 467 U.S. 
1210 (1984); Fund for Constitutional Gov’t v. National Archives & Records 
Serv. . 656 F.2d 856, 861-66 (D.C. Cir. 1981) (identities of those investigated 
but not charged must be withheld unless "exceptional interests militate in favor 
of disclosure"); Baez v. United States Dep’t of Justice . 647 F.2d 1328, 1338 
(D.C. Cir. 1980) ("There can be no clearer example of an unwarranted inva- 
sion of privacy than to release to the public that another individual was the sub- 
ject of an FBI investigation."); Maroscia v. Levi . 569 F.2d at 1002; Heller v. 
United States Marshals Serv. . 655 F. Supp. 1088, 1090 (D.D.C. 1987) (federal 
employees "have a strong [privacy] interest in not being associated unwar- 
rantedly with alleged criminal activity"); Rushford v. Civiletti . 485 F. Supp. 
477, 479 (D.D.C. 1980) ("severe adverse impact upon both his personal life 
and his official performance"), affd sub nom. Rushford v. Smith . 656 F.2d 
900 (D.C. Cir. 1981) (table cite). 

14 See Silets v. FBI . 591 F. Supp. 490, 498 (N.D. 111. 1984); Cunningham 
v. FBI . 540 F. Supp. 1, 2 (N.D. Ohio 1981), rev’d & remanded with order to 
vacate . No. 84-3367, slip op, at 3 (6th Cir. May 9, 1985); Lamont v. Depart- 
ment of Justice . 475 F. Supp. 761, 778 (S.D.N.Y. 1979). 

15 Nix v. United States . 572 F.2d 998, 1006 (4th Cir. 1978). gee FOIA 
Update . Spring 1984, at 5; see also Massev v. FBI , slip op. at 5674-75 (dis- 
closure of names of FBI agents and other law enforcement personnel "could 
subject them to embarrassment and harassment”); Church of Scientology Int’l v, 
IRS . 995 F.2d 916, 920-21 (9th Cir. 1993) (privacy interest exists in handwrit- 
ing of IRS agents in official documents); Mavnard v. CIA . 986 F.2d at 566 
(names and initials of low-level FBI agents and support personnel protectible); 
Hale v. United States Dep’t of Justice . 973 F.2d 894, 902 (10th Cir. 1992) 

(FBI employees have substantial privacy interest in concealing their identities), 
cert, granted, vacated & remanded on other grounds . 113 S. Ct. 3029 (1993); 

(continued. . .) 
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It should be noted that prior to the Reporters Committee and SafeCard 
Services decisions, courts ordinarily held that because Exemption 7(C) involves 
a balancing of the private and public interests on a case-by-case basis, there 
existed no blanket exemption for the names of all [law enforcement] personnel 
in all documents." 16 Nonetheless, absent proven, significant misconduct on 
the parts of investigators, the overwhelming majority of courts have held the 
identities of law enforcement personnel exempt pursuant to Exemption 7(C). 17 


15 (... continued) 


In.lg_Wade, 969 F.2d 241, 246 (7th Cir. 1992) (risk of "annoyance and harass- 
ment" of FBI agent); Davis v. United States Dep’t of Justice . 968 F.2d at 1281 
("undercover agents" held to have protectible privacy interests); Johnson v. 
United States Dep’t of Justice . 739 F.2d 1514, 1518-19 (10th Cir. 1984) (quot- 
ing with approval Njx w .United States . 572 F.2d at 1006); New England App le 
Council w Donovan , 725 F.2d 139, 142-44 (1st Cir. 1984) (Inspector General 
investigator has "interest in retaining the capability to perform his tasks effect- 
ively by avoiding untoward annoyance or harassment”); Miller v. Bell . 661 
F,2d at 630 ("It is not necessary that harassment rise to the level of endan- 
gering physical safety before the protections of 7(C) can be invoked."); Lesar 
v. United States De p’t of Justice . 636 F.2d at 487-88 (annoyance or harass- 
ment); Maroscia v. Levi . 569 F.2d at 1002; Church of Scientology v. IRS . 816 
F. Supp. 1138, 1160 (W.D. Tex. 1993) (disclosure of identifying information 
and handwriting could subject IRS employees to "harassment and annoyance") 


(appeal pending); Manna v. United States Dep’t of Justice . 815 F. Supp. 798, 
809 (D.N.J. 1993) (because La Cosa Nostra is so violent and retaliatory, names 
of law enforcement personnel must be safeguarded); Church of Scientology v. 
IRS, No. 90-11069, slip op. at 26-28 (D. Mass. Apr. 22, 1992) (magistrate’s 
recommendation) (because IRS and Scientologists have long history of confron- 
tation, IRS properly withheld identifying information, including handwriting of 
employees); Author Servs., Inc, v, IRS . No. 90-2187, slip op. at 7 (C.D. Cal. 
Nov. 14, 1991) (same); Malizia v. United States Dep’t of Justice . 519 F. Supp, 
338, 348-49 (S.D.N.Y. 1981) (protection against retaliation). 


16 Lesar v. United States Dep’t of Justice . 636 F.2d at 487; see, e.g. . Stern 
Y.-... FBI , 737 F.2d at 94 (name of high-level FBI employee who directly partic- 
ipated in intentional wrongdoing ordered released; names of two mid-level 
employees whose negligence incidentally furthered cover-up held protectible). 

17 See, e.g.. Hale v. United States Dep’t of Justice . 973 F.2d at 901 (un- 
substantiated allegations of government wrongdoing do not justify disclosing 
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F.2d at 1281 ("undercover agents”); In re Wade . 969 F.2d at 246 (FBI agent); 
Patterson v, FBI . 893 F.2d 595, 601 (3d Cir.), cert, denied . 498 U.S. 812 
(1990); Doherty v. United States Dep’t of Justice . 775 F.2d 49, 52 (2d Cir. 
1985) ("Identities of FBI agents, of FBI non-agent personnel [and] of employees 
of the Immigration and Naturalization Service are embraced by exemption 
(b)(7)(C).”); Johnson v. United States Dep’t of Justice . 739 F.2d at 1519 (FBI 
agents’ identities found properly protectible absent evidence in record of impro- 
priety); Manchester v. PEA . 823 F. Supp. 1259, 1271 (E.D. Pa. 1993) 

(agents’ names protected despite plaintiffs sweeping allegations of govern- 
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The few aberrational decisions ordering disclosure of the names of government 
investigators--other than where proven misconduct has been involved-all pre- 
ceded Reporters Committee and contain no persuasive reasoning contrary to the 
overwhelming majority of decisions on this issue. 18 

The history of one case in the District Court for the District of Columbia 
illustrates the impact of the Reporters Committee decision in this area of law. 

In Southam News v. INS . 19 the district court initially held that the identities of 
FBI clerical personnel who performed administrative tasks with respect to re- 
quested records could not be withheld under Exemption 7(C). Even then, this 
position was inconsistent with other, contemporaneous decisions. 20 Following 
the Supreme Court’s decision in Reporters Committee , the government sought 
reconsideration of the Southam News decision. Agreeing that revelation of 
identities and activities of low-level agency personnel ordinarily will shed no 
light on government operations, as required by Reporters Committee , the dis- 
trict court reversed its earlier disclosure order and held the names to be proper- 
ly protected. 21 Significantly, the court also recognized that "the only imagina- 
ble contribution that this information could make would be to enable the public 
to seek out individuals who had- been tangentially involved in investigations and 
to question them for unauthorized access to information as to what the investi- 


17 (... continued) 

mental misconduct); Ray v. United States Dep’t of Justice . 778 F. Supp. 1212, 
1215 (S.D. Fla. 1991) (government may neither confirm nor deny existence of 
records concerning results of INS investigation of alleged misconduct of em- 
ployee); Heller v. United States Marshals Serv. . 655 F. Supp. at 1090-91 
(identities of federal marshals held protectible where there was "virtually no 
wrongdoing" on their parts). 

18 See, e.g. . Castaneda v. United States . 757 F.2d 1010, 1012 (9th Cir.) 
(holding USDA investigator’s privacy interest "not great" and noting that his 
"name would be discoverable in any civil case brought [against the agency]"), 
amended upon denial of panel reh’g . 773 F.2d 251 (9th Cir. 1985); Iglesias v. 
CIA . 525 F. Supp. at 563 (names of government employees involved in con- 
ducting investigation ordered disclosed); Canadian Javelin. Ltd, v. SEC . 501 F. 
Supp. 898, 904 (D.D.C. 1980) (names of SEC investigators ordered disclosed). 

19 674 F. Supp. at 888. 

20 See, e.g. . Doherty v. United States Dep’t of Justice . 775 F.2d at 52 
(identities of FBI agents and FBI nonagent personnel protected); Kirk v. United 
States Dep’t of Justice . 704 F. Supp. 288, 292 (D.D.C. 1989) ("Just like FBI 
agents, administrative and clerical personnel could be subject to harassment, 
questioning, and publicity, and the Court concludes that the FBI did not need to 
separate the groups of employees for purposes of explaining why disclosure of 
their identities was opposed.”). 

21 .Southam News v. INS . No. 85-2721, slip op. at 3 (D.D.C. Aug. 30, 
1989). 
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gation entailed and what other FBI personnel were involved." 22 More recent- 
ly, after undertaking a post- Reporters Committee analysis, the same district 
court strongly reaffirmed that identities of both FBI clerical personnel and low- N | 

level special agents are properly withheld as a routine matter under Exemption 
7(C), even when they take part in a highly publicized investigation. 23 

Traditionally, it has been held that Exemption 7(C) cannot be invoked to 
shield the fact that a third party has been investigated once the agency has 
publicly confirmed the existence of such an investigation, because there is little 
or no privacy interest in such public-record information. 24 However, in Re- 
porters Committee , the Supreme Court found that substantial privacy interests 
can exist in personal information such as is contained in "rap sheets,” even 
though the information has been made available to the general public at some 
place and point in time. Applying a "practical obscurity" standard, 25 the 
Court observed that if such items of information actually "were ‘freely avail- 
able,’ there would be no reason to invoke the FOIA to obtain access to 
[them].” 26 

All courts of appeals to have addressed the issue have found protectible 
privacy interests~in conjunction with or in lieu of protection under Exemption 
7(D)~in the identities of individuals who provide information to law enforce- 


22 Id/, see also Manna v. United States Dep’t of Justice . 815 F. Supp. at < s 

809 (names of law enforcement personnel involved in La Cosa Nostra investi- j 

gation); Sjjrnoqv. United States Dep’t of Justice . 752 F. Supp. 14, 19 (D.D.C. 

1990) (identities of FBI agents and other government personnel involved in 
processing FOIA request), affd . 980 F.2d 782 (D.C. Cir. 1992). 

23 See -Stone v. FBI . 727 F. Supp. at 663 n.l (protecting identities of FBI 
special agents and FBI clerical employees who participated in investigation of 
assassination of Robert F. Kennedy). 

24 See^e.g. . Rizzo v. United States Dep’t of Justice . No. 84-2080, slip op. 
at 5-6 (D.D.C. Feb. 28, 1985) (facts elicited at public trial are matters of pub- 
lic knowledge); Tennessean Newspapers. Inc, v. Levi . 403 F. Supp. 1318, 

1320-21 (M.D. Term. 1975) (identities of individuals recently arrested or indict- 
ed ordered disclosed); see also Akron Standard Div. of Eagle-Picher Indus, v. 

Donovan . 780 F.2d 568, 572 (6th Cir. 1986) (information relating to job per- 
formance that "had been fully explored in public proceedings" not exempt); 

Myers v. United States Dep’t of Justice . No. 85-1746, slip op. at 5 (D.D.C. 

Sept. 22, 1986) (matters discussed in trial testimony of law enforcement offi- 
cials not exempt). (See Exemption 7(D), below, for a discussion of the status 
of open-court testimony under that exemption.) But see Kimberlin v. Depart- 
ment of the Treasury . 774 F.2d 204, 209 (7th Cir, 1985) (Exemption 7(C) held 
applicable to third party's driver’s license and passport "which were introduced 
into evidence" in federal criminal trial). 

25 489 U.S. at 762-63 , 780. ) 

26 Id. at 764. 
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ment agencies. 27 Consequently, the names of witnesses, their home and busi- 
ness addresses, and their telephone numbers have been held properly protectible 
under Exemption 7(C). 28 Additionally, protection has been afforded to the 


27 e.g., Massev v. FBI, slip op. at 5674-75 (disclosure of names of 
cooperating witnesses and third parties, including cooperating law enforcement 
officials, could subject them to "embarrassment and harassment”); KTVY-TV 
.^.United jStat es, 919 F.2d 1465, 1469 (10th Cir, 1990) (per curiam) (withhold- 
ing interviewees’ names as "necessary to avoid harassment and embarrass- 
ment"); Cleary v. FBI . 811 F.2d 421, 424 (8th Cir. 1987) (disclosure would 
subject "sources to unnecessary questioning concerning the investigation [and] 
to subpoenas issued by private litigants in civil suits incidentally related to the 
investigation"); Cuccaro v. Secretary of Labor . 770 F.2d 355, 359 (3d Cir. 

1985) ("privacy interest of . . . witnesses who participated in OSHA’s investi- 
gation outweighs public interest in disclosure"); L&C Marine Transp., Ltd, v. 
jUmted . Sta te s , 740 F.2d 919, 923 (11th Cir. 1984) (disclosure of identities of 
employee-witnesses in OSHA investigation could cause "problems at their jobs 
and with their livelihoods 1 '); New England Apple Council v. Donovan . 725 
F.2d at 144-45 ("Disclosure could have a significant, adverse effect on this in- 
dividual’s private or professional life."); Kiralv v. FBI . 728 F.2d 273, 278-80 
(6th Cir. 1984); Holy Spirit Ass’n v. FBI . 683 F.2d 562, 564-65 (D.C. Cir. 

1982) (concurring opinion) ("risk of harassment" and fear of reprisals); Alirez 
vJSLEfi, 676 F.2d 423, 427 (10th Cir. 1982) (disclosure would result in 
"embarrassment or reprisals"); Lesar v. United States Dep’t of Justice . 636 
F.2d at 488 ("‘Those cooperating with law enforcement should nqt now pay the 
price of full disclosure of personal details.’") (quoting Lesar v. United States 
aepHof Ju stic e, 455 F. Supp. at 925); Scherer v. Kellev . 584 F.2d 170, 176 
(7th Cir. 1978), cert, denied . 440 U.S. 964 (1979); Maroscia v. Levi , 569 F.2d 
at 1002. 

28 See L&C Marine Transp.. Ltd, v. United States . 740 F.2d at 922 ("em- 
ployee-witnesses . . . have a substantial privacy interest”); Antonelli v. Sul- 
liyaji, 732 F,2d 560, 562 (7th Cir. 1984) ("[The requester] has mentioned no 
legitimate need for the witnesses’ phone numbers and we can well imagine the 
invasions of privacy that would result should he obtain them. "); Tavlor v. 

Office of Special Counsel . No. 91-N-734, slip op. at 10 (D. Colo. Mar. 22/ 
1993) (release of documents would subject witnesses to a reasonable likelihood 
of harassment and embarrassment); Brittany Dveing & Printing Corp. v. EPA . 
No. 91-2711, slip op. at 3-4 (D.D.C, Mar. 12, 1993) (identities of witnesses 
who assisted in preparation of environmental report protectible); Manna v 
United St ates Dep’t__of Justice . 815 F, Supp. at 809 (names of witnesses in La 
Cosa Nostra case safeguarded); Farese v. United States Dep’t of Justice . 683 F. 
Supp. 273, 275 (D.D.C. 1987) (names and number of family members of partic- 
ipants in Witness Security Program, as well as funds authorized to each, held 
exempt because disclosure "would pose a possible danger to the persons 
named” or "might subject those persons to harassment"); United States Steel 
C orp. v. United States Dep’t of Labor . 558 F. Supp. 80, 82-83 (W.D. Pa. 

1983) (names, addresses and phone numbers of witnesses found exempt); Fried- 
man v. FBI. 605 F. Supp. 306, 321 (N.D. Ga. 1981) ("names and other unique 
personal information" about witnesses held exempt); see also Harper v. United 

(continued...) 
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identities of informants, 19 even where it was shown that "the information pro- 
vided to law enforcement authorities was knowingly false." 30 

Although on occasion a pre- Reporters Committee decision found that an 
individual’s testimony at trial precluded Exemption 7(C) protection, 31 under 
the Reporters Committee "practical obscurity" standard, trial testimony should 
not ordinarily diminish Exemption 7(C) protection. 32 Plainly, if a person who 


28 (... continued) 

States Dep’t of Justice . No. 86-5489, slip op. at 3 (D.C. Cir. Sept. 22, 1987) 
(names of potential witnesses held exempt); Kilrov v. NLRB . 633 F. Supp. 

136, 145 (S.D. Ohio 1985) (names and telephone numbers of persons who pro- 
vided affidavits held exempt), affd, 823 F.2d 553 (6th Cir. 1987) (table 
cite); cf. Brown v, FBI . 658 F.2d 71, 75-76 (2d Cir. 1981) (information con- 
cerning witness who testified against requester protected under Exemption 6). 
But see Ferri v. Bell . 645 F,2d 1213, 1218 (3d Cir. 1981) (public interest in 
" Brady material" concerning possible "deal" between witness and prosecution 
outweighs witness’ privacy interests). 

29 Nadler v. United States Dep’t of Justice . 955 F.2d 1479, 1490 (11th Cir. 
1992) ("Disclosure of the identities of the FBI’s sources will disclose a great 
deal about those sources but in this case will disclose virtually nothing about the 
conduct of the government."); Canning v. United States Dep’t of the Treasury . 
No. 91-2324, slip op. at 6 (D.D.C. Apr. 28, 1993) (information that would 
identify individuals who cooperated with law enforcement agency is protect- 
ible); Manna v. United States Dep’t of Justice . 815 F. Supp. at 809 (because 
organization so retaliatory, names of informants in La Cosa Nostra case safe- 
guarded); Epps v. United States Dep’t of Justice . 801 F. Supp. 787, 793 
(D.D.C. 1992) (identities of third parties who provided information to agency 
properly withheld), summary affirmance granted in pertinent part . No. 92-5360 
(D.C. Cir. Apr. 29, 1993); Johnson v. United States Dep’t of Justice . No. 85- 
714, slip op. at 3 (D.D.C. Nov. 13, 1991) (requester’s interest in overturning 
his conviction does not outweigh substantial privacy interests of informants). 

30 Gabrielli v. United States Dep’t of Justice . 594 F. Supp. 309, 313 
(N.D.N.Y. 1984); see also Block v. FBI . No. 83-813, slip op. at 11 (D.D.C. 
Nov. 19, 1984) ("[Requester’s] personal interest in knowing who wrote letters 
concerning him ... is not sufficient to demonstrate a public interest.") (Ex- 
emption 6). 

31 Compare Mvers v. United States Dep’t of Justice , slip op. at 3-6 ("no 
privacy interest exists" as to names of law enforcement personnel who testified 
at requester’s trial) with Prows v. United States Dep’t of Justice . No. 87-1657, 
slip op. at 6 (D.D.C, Apr. 13, 1989) (”[T]he protection of Exemption 7(C) is 
not waived by the act of testifying at trial."), summary affirmance granted . No. 
89-5185 (D.C. Cir. Feb. 26, 1990). 

32 See Burge v. Eastburn . 934 F.2d 577, 579 (5th Cir. 1991) (affirming re- 
fusal, under Exemption 7(C), to confirm or deny existence of information in 
FBI files regarding individuals who testified at plaintiffs murder trial); Engel- 
king v, PEA . No. 91-0165, slip op. at 7-8 (D.D.C. Nov. 30, 1992) (even 

(continued. . .) 
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actually testifies retains a substantial privacy interest, the privacy of someone 
who is identified only as a potential witness likewise should be preserved. 33 

Moreover, courts have consistently recognized that the mere passage of 
time will not ordinarily diminish the applicability of Exemption 7(C). 34 This 
may be especially true in instances in which the information was obtained 
through questionable law enforcement investigations. 35 In fact, the "practical 
obscurity" concept expressly recognizes that the passage of time may increase 
the privacy interest at stake when disclosure would revive information that was 


32 (... continued) 

though information sought is available in requester’s trial transcript, Exemption 
7(C) protects information about people who were implicated, involved, or were 
associated with requester); Jones v. FBI . No. C77-1001, slip op. at 13 (N.D. 
Ohio Aug. 12, 1992) ("fact that a person has given testimony at trial does not 
mean that person has waived his or her privacy for all purposes") (appeal pend- 
ing); Curro v. United States Dep’t of Justice . No. 90-1887, slip op. at 5 
(D.D.C. Mar. 20, 1991) ("[W]itness[es] who testify at criminal trial do not 
forfeit their privacy interests, except, perhaps, as to the public testimony.”); see 
also Pittman v- Phillips . No. 91-3146, slip op. at 2-4 (D.D.C. Oct. 8, 1992) 
(protecting names of law enforcement officers in audiotape recordings made of 
requester’s plea-bargain negotiations with government agents). 

33 §ee Watson v. United States Dep’t of Justice . 799 F. Supp. 193, 196 
(D.D.C. 1992) (identities of potential witnesses protectible); Harvev v. United 
States Dep’t of Justice . 747 F. Supp. 29, 37 (D.D.C. 1990). 

34 See, e.g. . Mavnard v. CIA . 986 F.2d at 566 n,21 (effect of passage of 
time upon individual’s privacy interests found "simply irrelevant"); Fitzgibbon 
v. CIA . 91 1 F.2d at 768 (passage of more than 30 years irrelevant where rec- 
ords reveal nothing about government activities); Kevs v. United States Dep ’t 
of Justice . 830 F.2d at 348 (passage of 40 years did not "dilute the privacy 
interest as to tip the balance the other way"); King v. United States Dep’t of 
Justice . 830 F.2d 210, 234 (D.C. Cir. 1987) (rejecting argument that passage 
of time diminished privacy interests at stake in records more than 35 years old); 
Diamond v. FBI . 707 F.2d 75, 77 (2d Cir. 1983) ("the danger of disclosure 
may apply to old documents"), cert, denied . 465 U.S. 1004 (1984); Simon v. 
United States Dep’t of Justice . 752 F. Supp. at 20 (The "passage, of almost 
forty years does not so abate the privacy interests at stake in a controversial 
case of this kind."); Stone v. FBI . 727 F. Supp. at 664 (FBI agents who partici- 
pated in an investigation over 20 years ago, even one as well known as RFK 
assassination, "have earned the right to be ‘left alone’ unless an important pub- 
lic interest outweighs that right. "); Branch v. FBI . 658 F. Supp. at 209 (The 
"privacy interests of the persons mentioned in the investigatory files do not 
necessarily diminish with the passage of time."). 

35 See, e.g. . Dunaway v. Webster . 519 F. Supp. 1059, 1079 (N.D. Cal. 
1981) ("[The target of a McCarthy era investigation] may . . . deserve greater 
protection, because the connection to such an investigation might prove particu- 
larly embarrassing or damaging."). 
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once public knowledge but has long since faded from memory. 16 

An individual’s Exemption 7(C) privacy interest is not extinguished mere- 
ly because a requester might on his own be able to "piece together" the iden- 
tities of third parties whose names have been deleted. 37 Nor do persons men- 
tioned in law enforcement records lose all their rights to privacy merely be- 
cause their names have been disclosed. 38 Similarly, ” [tjhe fact that one docu- 
ment does disclose some names . . . does not mean that the privacy rights of 
these or others are waived; [requesters] do not have the right to learn more 
about the activities and statements of persons merely because they are men- 
tioned once in a public document about the investigation." 39 


36 §££ Reporters Committee . 489 U,S. at 767 (”[0]ur cases have also rec- 
ognized the privacy interest inherent in the nondisclosure of certain information 
even where the information may at one time have been public. "),• Rose v. De- 
partment of the Air Force , 495 F.2d 261, 267 (2d Cir. 1974) ("[A] person’s 
privacy may be as effectively infringed by reviving dormant memories as by 
imparting new information.”) (Exemption 6), affd . 425 U.S. 352 (1976). But 
£ee Outlaw v. United States Dep’t of the Army . 815 F. Supp. 505, 506 
(D.D.C. Mar. 25, 1993) (agency must release 25-year-old photographs of 
murder victim with no known surviving next of kin; murder is "surely long 
forgotten by whatever public noticed it at the time"); Silets v. FBI . 591 F. 

Supp. at 498 ("[W]here documents are exceptionally old, it is likely that their 
age has diminished the privacy interests at stake. "); Wilkinson v. FBI . 633 F. 
Supp. 336, 345 (C.D. Cal. 1986) ("There is likely to be little fear of retali- 
ation, humiliation, or embarrassment over twenty years after the events.’" 
(quoting Powell v. United States Dep’t of Justice . 584 F. Supp. 1508, 1526 
(N.D. Cal. 1984))). 

37 Weisbere v. United States Dep’t of Justice . 745 F.2d 1476, 1491 (D.C. 
Cir. 1984); see also L&C Marine Transp.. Ltd, v. United States . 740 F.2d at 
922 ("An individual does not lose his privacy interest under 7(C) because his 
identity . . . may be discovered through other means."); Larson v. Executive 
Office for United States Attorneys . No. 85-2575, slip op. at 5 n.6 (D.D.C. 

Nov. 22, 1988) (" [T]he fact that [the requester] might know the names of some 
agents and witnesses who testified against him [as he alleges] does not justify 
release of documents that may or may not contain similar information. "). 

38 See, e.g. . Hunt v. FBI . 972 F.2d at 288 ("public availability” of accused 
FBI agent’s name does not defeat privacy protection and "would make redaction 
of [the agent’s name in] the file a pointless exercise"); Fitzeibbon v. CIA . 911 
F.2d at 768 (fact that CIA or FBI may have released information about individ- 
ual elsewhere does not diminish that individual’s "substantial privacy inter- 
ests"); Engelking v. PEA , slip op. at 7-8 (even though information sought is 
available in requester’s trial transcript. Exemption 7(C) protection remains). 

But .see Grove v. CIA . 752 F. Supp. 28, 32 (D.D.C. 1990) (FBI must further 
explain Exemption 7(C) withholdings in light of highly publicized nature of 
investigation and fact that CIA and Secret Service released other records per- 
taining to same individuals). 

39 Kirk v. United States Dep’t of Justice . 704 F. Supp. at 292. 
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Under the traditional Exemption 7(C) analysis, once a privacy interest 
had been identified and assessed, it is balanced against any public interest that 
would be served by disclosure. 40 And under Reporters Committee the stand- 
ard of public interest to consider is one specifically limited to the FOIA’s "core 
purpose" of "shed[ding] light on an agency’s performance of its statutory 
dudes." 41 Accordingly, for example, the courts have consistently refused to 
recognize any public interest, as defined by Reporters Committee , in disclosure 
of information to assist a convict in challenging his conviction. 42 Indeed, a 


40 See Massey v. FBI , slip op. at 5676 (once agency establishes that privacy 
interest exists, that interest must be balanced against value of information in 
furthering FOIA’s disclosure objectives); Church of Scientology Int’I v. IRS . 

995 F.2d at 921 (case remanded where district court failed to determine wheth- 
er public interest in disclosure outweighed privacy concerns); Keys v. United 
States Dep’t of Justice . 830 F.2d at 346; Globe Newspaper Co. v, FBI . No. 91- 
13257, slip op. at 10 (D. Mass. Dec. 29, 1992) (public interest in disclosing 
amount of money government paid to officially confirmed informant guilty of 
criminal wrongdoing outweighs informant’s de minimis privacy interest); 

Church of Scientology v. IRS . 816 F. Supp. at 1160 (while employees have 
privacy interest in their handwriting, that interest does not outweigh public in- 
terest in disclosure of information contained in documents not otherwise 
exempt; agency must, at requester’s expense, transcribe and disclose documents 
not otherwise exempt); Harvev v. United States Dep’t of Justice . 747 F. Supp. 
at 36; Albuquerque Publishing Co. v. United States Dep’t of Justice . 726 F. 
Supp. at 855; see also FOIA Update . Spring 1989, at 7. 

41 489 U.S. at 773. 

42 See, e.g. . Hale v. United States Dep’t of Justice . 973 F.2d at 901 (no 
FOIA-recognized public interest in death-row inmate’s allegation of unfair 
trial); Landano v. United States Dep’t of Justice . 956 F.2d 422, 430 (3d Cir. 

1992) (no public interest in disclosure of identities of individuals involved in 
murder investigation because such release would not shed light on how FBI 
fulfills its responsibilities), cert, denied . 113 S. Ct. 197 (1992); Burge v. East- 
bum . 934 F.2d at 580 ("requester’s need, however significant, does not warrant 
disclosure"); Neill v. United States Dep’t of Justice . No, 91-3319, slip op. at 5- 
6 (D.D.C. July 20, 1993) (Exemption 7(C) protects information notwithstanding 
claim (hat withholding identities of individuals involved in investigation of 
plaintiff would violate " Brady doctrine"); Durham v. United States Postal 
Serv. . No. 91-2234, slip op. at 4-5 (D.D.C. Nov. 25, 1992) ("Qlomar" re- 
sponse appropriate even though plaintiff argues information would prove his 
innocence), summary affirmance granted . No. 92-5511 (D.C. Cir. July 27, 

1993) ; Johnson v. United States Dep’t of Justice , slip op. at 3 (in absence of 
compelling evidence of agency misconduct, plaintiffs contention of "indirect 
public purpose"~collateral attack on his criminal conviction-does not outweigh 
substantial privacy interests of informants); Wagner v. FBI . No. 90-1314, slip 
op. at 6-7 (D.D.C. June 4, 1991) (public interest "is that of the public at large 
in investigating the actions of government agencies, not plaintiffs interest"), 
summary affirmance granted . No. 91-5220 (D.C. Cir. Aug. 3, 1992); Curro v. 
United States__Dep’t of Justice , slip op. at 5 ("plaintiff cannot use the FOIA as a 
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FOIA requester’s private need for information in connection with litigation 
plays no part in whether disclosure is warranted. 43 Unsubstantiated allegations 
of official misconduct have been held insufficient to establish a public interest 
in disclosure. 44 Further, it has been held that no public interest exists in fed- 
eral records that might reveal alleged misconduct by state officials; 45 such an 
attenuated interest "falls outside the ambit of the public interest the FOIA was 
enacted to serve." 46 

It is important to remember that a requester must do more than identify a 
public interest that qualifies for consideration under Reporters Committee . He 
or she must demonstrate that the public interest in disclosure is sufficiently 


42 (, . .continued) 

substitute for criminal discovery"); Johnson v. United States Dep’t of Justice . 
758 F. Supp. 2, 5 (D.D.C. 1991) ("Resort to Bradv v. Maryland as grounds 
for waiving confidentiality [under Exemptions 7(C) and 7(D)] is . . . outside 
the proper role of the FOIA. Exceptions cannot be made because of the subject 
matter or [death-row status] of the requester."). 

43 Massey v. FBI , slip op. at 5677 (mere possibility that information sought 
may aid individual in pursuit of litigation does not give rise to public interest); 
Andrews v. United States Dep’t of Justice . 769 F. Supp. 314, 317 (E.D. Mo. 
1991) (no public interest in satisfaction of private judgments); see also Johnson 
v. Federal Bureau of Prisons . No. CV-90-H-645-E, slip op. at 8 (N.D. Ala. 
Nov. 1, 1990) (citing L&C Marine Transp.. Ltd, v. United States . 740 F.2d at 
923); Joslin v. United States Dep’t of Labor . No. 88-1999, slip op. at 8 (10th 
Cir. Oct. 20, 1989) (no public interest in release of documents sought for use in 
private tort litigation). But see Outlaw v. United States Dep’t of the Army . 815 
F. Supp. at 506 (agency must release 25-year-old photographs of murder vic- 
tim; obvious public interest in disclosure as check on administration of justice). 

44 See, e.g. . Beck v. Department of Justice . 997 F.2d 1489, 1492-94 (D.C. 
Cir. 1993) (agency properly "Glomarized" request for records concerning al- 
leged wrongdoing by two named employees; no public interest absent any evi- 
dence of wrongdoing); KTVY-TV v. United States . 919 F.2d at 1470 (allega- 
tions of "possible neglect"); Manchester v. PEA . 823 F, Supp. at 1271 (sweep- 
ing allegations of governmental misconduct); Wagner v. FBI , slip op. at 6-7 
(allegations that agents conducted warrantless search of plaintiffs home). But 
see Providence Journal Co. v. United States Dep’t of the Army . 981 F.2d 552, 
567-69 (1st Cir. 1992) (aberrational finding of public interest in disclosure of 
unsubstantiated allegations against two senior officials); McCutchen v. HHS . 

No. 91-142, slip op. at 10-13 (D.D.C. Aug. 24, 1992) (refusing to protect 
identities of agency scientists found not to be engaged in alleged scientific 
misconduct) (Exemptions 6 and 7(C)) (appeal pending). 

45 Landano v. United States Dep’t of Justice . 956 F.2d at 430 (There is "no 
FOIA-recognized public interest in discovering wrongdoing by a state agen- 
cy."). 

46 Reporters Committee . 489 U.S. at 775; see also FOIA Update . Spring 
1991, at 6 (explaining that "government activities" in Reporter’s Committee 
standard means activities of federal government). 
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compelling to overcome legitimate privacy interests. 47 Of course, "[wjhere 
the requester fails to assert a public interest purpose for disclosure, even a less 
than substantial invasion of another’s privacy is unwarranted." 48 Moreover, it 
should be remembered that any special expertise claimed by the requester is ir- 
relevant in assessing any public interest in disclosure. 49 In the wake of Report- 
ers Committee , the public interest standard will ordinarily not be satisfied 
where FOIA requesters seek law enforcement information pertaining to living 
individuals. 50 


47 See Senate of P.R. v. United States Dep’t of Justice . 823 F.2d 574, 588 
(D.C. Cir. 1987) (general interest of legislature in "getting to the bottom" of 
highly controversial investigation held not sufficient to overcome "substantial 
privacy interests”); Fitzgibbon v. United States Secret Serv. . 747 F. Supp. 51, 
59 (D.D.C. 1990) (public interest in alleged plot in United States by agents of 
now-deposed dictatorship held insufficient to overcome "strong privacy inter- 
ests”); Stone v. FBI . 727 F. Supp. at 667-68 n.4 (”[N]ew information consid- 
ered significant by zealous students of the RFK assassination investigation 
would be nothing more than minutia of little or no value in terms of the public 
interest."); Aleman v, Shapiro . No. 85-3313, slip op. at 5 (D.D.C. May 5, 
1987) (plaintiff must assert sufficient public interest in disclosure to outweigh 
privacy interest of individuals mentioned in law enforcement files). 

48 King v. United States Dep’t of Justice . 586 F. Supp. 286, 294 (D.D.C. 
1983), affd . 830 F.2d 210 (D.C. Cir. 1987); see also Beck v , Department of 
Justice , 997 F.2d at 1494 (where request implicates no public interest at all, 
court " ‘need not linger over the balance; something . . . outweighs nothing 
every time’" (quoting National Ass’n of Retired Fed. Employees v. Horner . 

879 F.2d 873, 879 (D.C. Cir. 1989), cert, denied . 494 U.S. 1078 (1990))) 
(Exemptions 6 and 7(C)); Fitzgibbon v. CIA . 911 F.2d at 768 (same); FOIA 
Update . Spring 1989, at 7. 

49 See Massey v. FBI , slip op. at 5677 (identity of requesting party and use 
that party plans to make of requested information "has no bearing" on assess- 
ment of public interest served by disclosure); Stone v. FBI . 727 F. Supp. at 
668 n.4 (court looks to public interest served by release of information, "not to 
the highly specialized interests of those individuals who understandably have a 
greater personal stake in gaining access to that information"). 

50 See, e.g. , Maynard v. CIA . 986 F.2d at 566 (no public interest in disclo- 
sure of information concerning low-level FBI employees and thii;d parties); 
Fitzgibbon v. CIA . 911 F.2d at 768 ("[TJhere is no reasonably Conceivable way 
in which the release of one individual’s name . . . would allow citizens to know 
‘what their government is up to.’" (quoting Reporters Committee . 489 U.S, at 
1481)); Stone v. FBI . 727 F, Supp. at 666-67 (no public interest in disclosure 
of identities of low-level FBI agents who participated in RFK assassination 
investigation); Albuquerque Publishing Co. v. United States Dep’t of Justice . 
726 F. Supp. at 855-56 (no public interest in disclosure of information DEA 
obtained about individuals and their activities, where such material would not 
shed light on DEA’s conduct with respect to its investigation); see also KTVY- 
TV v. United States . 919 F.2d at 1470 (disclosure of identities of witnesses and 

(continued...) 
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In Reporters Committee , the Supreme Court emphasized the desirability 
of establishing "categorical balancing" under Exemption 7(C) as a means of 
achieving "workable rules" for processing FOIA requests. 51 In so doing, it 
recognized that entire categories of cases can properly receive uniform disposi- 
tion "without regard to individual circumstances; the standard virtues of bright- 
line rules are thus present, and the difficulties attendant to ad hoc adjudication 
may be avoided." 52 This approach, in conjunction with other elements of Re- 


porters Committee and traditional Exemption 7(C) principles, subsequently led 
the D.C. Circuit to largely eliminate the need for case-by-case balancing in 
favor of "categorical” withholding of individuals’ identities in law enforcement 
records. 53 


In SafeCard Services. Inc, v. SEC , the plaintiff sought information per- 
taining to an SEC investigation of manipulation of SafeCard stock, including 
"names and addresses of third parties mentioned in witness interviews, of cus- 
tomers listed in stock transaction records obtained from investment companies, 
and of persons in correspondence with the SEC." 54 Reiterating the fundamen- 
tally inherent privacy interest of individuals mentioned in any way in law en- 
forcement files, 55 the D.C. Circuit found that the plaintiffs asserted public 
interest-providing the public "with insight into the SEC’s conduct with respect 
to SafeCard "-was "not just less substantial [but] insubstantial." 56 Based upon 
the Supreme Court’s endorsement of categorical rules in Reporters Committee , 
it then further determined that the identities of individuals who appear in law 
enforcement files would virtually never be "very probative of an agency’s 
behavior or performance. " 57 It observed that such information would serve a 
"significant" public interest only if "there is compelling evidence that the agen- 
cy ... is engaged in illegal activity." 58 Consequently, the D.C. Circuit held 


50 (... continued) 


third parties would not further plaintiffs unsupported theory that post office 
shootings could have been prevented by postal authorities); Halloran v. VA . 
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the abstract is not enough; rather, the court should have analyzed how that 
interest would be served by compelling disclosure."); FOIA Update . Spring 
1989, at 6. 


51 Reporters Committee . 489 U.S. at 776-80. 

52 Id, at 780. 

53 See SafeCard Servs.. Inc, v. SEC . 926 F.2d at 1206. 


54 IcL at 1205. 


55 See |d (recognizing privacy of suspects, witnesses and investigators). 

56 IcL 


57 Id. 


58 Id at 1206; cf. Dunkelberger v. Department of Justice . 906 F.2d at 782 
(finding some cognizable public interest in "FBI agent’s alleged participation in 

(continued...) 
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that "unless access to the names and addresses of private individuals appearing 
in files within the ambit of Exemption 7(C) is necessary in order to confirm or 
refute compelling evidence that the agency is engaged in illegal activity, such 
information is [categorically] exempt from disclosure." 59 

Protecting the privacy interests of individuals who are the targets of 
FOIA requests and are named in investigatory records requires special proce- 
dures. Many agencies with criminal law enforcement responsibilities follow the 
approach of the FBI, which is to respond to FOIA requests for records concern- 
ing other individuals by refusing to confirm or deny whether such records exist. 
Such a response is necessary because, as previously discussed, members of the 
public may draw adverse inferences from the mere fact that an individual is 
mentioned in the files of a criminal law enforcement agency. 60 

Therefore, except where the third-party subject is deceased or provides a 
written waiver of his privacy rights, law enforcement agencies should categor- 
ically "Glomarize" all such third-party requests-refusing either to confirm or 
deny the existence of responsive records--in order to protect the privacy of 
those who are in fact the subject of or mentioned in investigatory files. 61 (Pri- 
or to Reporters Committee , before an agency could give such a response, it was 
required to check the requested records, if any existed, for any official ac- 
knowledgment of the investigation (e.g., as a result of prosecution) or for any 


38 (... continued) 

a scheme to entrap a public official and in the manner in which the agent was 
disciplined"). But see Providence Journal Co. v. United States Pep’t of the 
Army . 981 F.2d at 567-69 (exceptional finding of public interest in disclosure 
of unsubstantiated allegations); McCutchen v. HHS . slip op. at 10 (finding 
significant public interest in disclosing identities of scientists investigated on 
(and ultimately cleared 00 charges of scientific misconduct, based upon belief 
that such disclosure would foster greater public oversight). 

59 SafeCard Servs.. Inc, v. SEC . 926 F.2d at 1206; see. e.g f . Coleman v. 
EM, No. 89-2773, slip op. at 16 (D.D.C. Dec. 10, 1991) (citing SafeCard 
Servs.. Inc, v. SEC . 926 F.2d at 1205-06)), summary affirmance granted . No. 
92-5040 (D.C. Cir. Dec. 4, 1992). 

60 See Ray v. United States Dep’t of Justice . 778 F. Supp. at 1215; FOIA 
U pdate . Summer 1989, at 5; FOIA Update . Winter 1986, at 3-4 .(”OIP Guid- 
ance: Privacy ‘Glomarization’"); FOIA Update . Sept. 1982, at ,2; see also 
Massey v. FBI , slip op. at 5675 ("individuals have substantial privacy interests 
in information that either confirms or suggests that they have been subject to 
criminal investigations or proceedings"); Antonelli v. FBI . 721 F.2d at 617 
("even acknowledging that certain records are kept would jeopardize the privacy 
interests that the FOIA exemptions are intended to protect"). 

61 See Antonelli v. FBI . 721 F.2d at 617 ("Glomar" response appropriate 
for third-party requests where requester has identified no public interest in 
disclosure); Durham v. United States Postal Serv. . slip op. at 4-5 ("Glomar" 
response concerning possible subject of murder investigation warranted); FOIA 
Update . Summer 1989, at 5; FOIA Update . Winter 1986, at 3-4. 


EXEMPTION 7(C) 


overriding public interest in disclosure that would render "Glomarization" inap- 
plicable. However, in Reporters Committee , the Supreme Court eliminated the 
need to consider whether there has been a prior acknowledgment when it ex- 
pressly "recognized the privacy interest inherent in the nondisclosure of certain 
information even where the information may have been at one time public." 62 
Further, as the very fact of an arrest and conviction of a person, as reflected in 
his FBI "rap sheet," creates a cognizable privacy interest, any underlying inves- 
tigative file, containing a far more detailed account of the subject’s activities, 
gives rise to an even greater privacy interest. 63 ) 

At the litigation stage, the agency must demonstrate to the court, either 
through a Vaughn affidavit or an in camera submission, that its refusal to con- 
firm or deny the existence of responsive records is appropriate. 64 Although 
this "refusal to confirm or deny" approach is now widely accepted in the case 
law, 65 several cases have illustrated the procedural difficulties involved in de- 


62 489 U.S. at 767. 

63 See FQIA Update . Summer 1 989, at 5 (under Reporters Committee . Ex- 
emption 7(C) "Glomarization" can be undertaken without review of any re- 
sponsive records, in response to third-party requests for routine law enforce- 
ment records pertaining to living private citizens who have not given consent to 
disclosure); see also FQIA Update , Spring 1991, at 6 (warning agencies not to 
notify requesters of identities of other agencies to which record referrals are 
made, in any exceptional case in which so doing would reveal sensitive abstract 
fact about existence of records). 

64 Seg Ely v. FBI . 781 F.2d 1487, 1492 n.4 (11th Cir. 1986) ("the govern- 
ment must first offer evidence, either publicly or in camera to show that there 
is a legitimate claim"); Grove v, CIA . 752 F. Supp. at 30 (agency required to 
conduct search to properly justify use of "Glomar" response in litigation). 

65 See, e.g, . Reporters Committee . 489 U.S. at 757 (request for any "rap 
sheet" on defense contractor); Beck v. Department of Justice . 997 F.2d at 
1493-94 (request for records concerning alleged wrongdoing by two named 
DEA agents); Dunkelberger v. Department of Justice . 906 F.2d at 780, 782 
(request for information that could verify alleged misconduct by an undercover 
FBI agent); Freeman v. United States Dep’t of Justice . No. 86-1073, slip op. at 
2 (4th Cir. Dec. 29, 1986) (request for alleged FBI informant file of Teamsters 
president); Strassman v. United States Dep’t of Justice . 792 F.2d 1267, 1268 
(4th Cir. 1986) (request for records allegedly indicating whether governor of 
West Virginia threatened to invoke Fifth Amendment); Antonelli v. FBI . 721 
F.2d at 616-19 (prisoner seeking files on eight third parties); Durham v. United 
States Postal Serv. . slip op. at 4-5 (prisoner seeking file on possible suspect in 
murder investigation); Rav v. United States Dep’t of Justice . 778 F. Supp. at 
1215 (request for any records reflecting results of INS investigation of alleged 
employee misconduct); Knight Publishing Co. v. United States Dep’t of Justice . 
No. 84-510, slip op. at 1-2 (W.D.N.C. Mar. 28, 1985) (newspaper seeking any 
DEA investigatory file on governor, lieutenant governor or attorney general of 
North Carolina); Rav v. Department of Justice . No. 3-84-1234, slip op. at 2-3 
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fending a "Glomar" response when the requester’s "speculation" as to the con- 
tents of the records (if any exist) raises a qualifying public interest. 66 And 
when a third-party request is made for both administrative and investigatory 
records, an agency may need to bifurcate the request: The agency can provide 
a substantive response to the administrative records aspect and a "Glomar" re- 
sponse to the investigatory records aspect of the request. 67 

The significantly lessened certainty of harm now required under Exemp- 
tion 7(C) and the approval of "categorical" withholding of privacy-related law 
enforcement information in most instances should permit agencies to afford full 
protection to personal privacy interests in law enforcement files wherever it can 
reasonably be foreseen that those interests are threatened by a contemplated 
FOIA disclosure. 68 


65 (... continued) 

(M.D. Term. Nov. 28, 1984) (convicted killer of Dr. Martin Luther King, Jr., 
seeking file on former Tennessee state senator who introduced legislation which 
would bar convicts from receiving payment for literary works); Ely v. Secret 
Serv, . No. 83-2080, slip op. at 1-2 (D.D.C. Dec. 14, 1983) (inmate seeking 
file on third party "well known to plaintiff”); Ray v. United State^ Dep’t of 
Justice . 558 F. Supp. 226, 228-29 (D.D.C. 1982) (convicted killer of Dr. 

Martin Luther King, Jr., seeking any file on his former attorney, Percy Fore- 
man, or Congressman Louis Stokes), affd . 720 F.2d 216 (D.C. Cir. 1983) 
(table cite); Blakev v. Department of Justice . 549 F. Supp. 362, 365-66 
(D.D.C. 1982) (professor seeking any records relating to a minor figure in in- 
vestigation of assassination of President Kennedy who was indexed under topics 
other than Kennedy assassination), affd in part & vacated in part . 720 F.2d 
215 (D.C. Cir. 1983) (table cite); Rushford v. Civiletti . 485 F. Supp. at 479-81 
(reporter seeking criminal files on federal judges). 

66 See Shaw v. FBI . 604 F. Supp. 342, 344-45 (D.D.C. 1985) (requester 
seeking any investigatory files on individuals whom he believed participated in 
assassination of President Kennedy); Flvnn v. United States Dep’t of Justice . 

No. 83-2282, slip op. at 1-3 (D.D.C. Feb. 18, 1984) (allegation of documents 
reflecting judicial bias), summary judgment for agency granted (D.D.C. Apr. 6, 
1984); see also Knight Publishing Co. v. United States Dep’t of Justice , slip 
op. at 2 (on motion to compel unsealing of in camera affidavit). 

67 See, e.g. . Grove v. Department of Justice . 802 F. Supp. at 510-11 (agen- 
cy conducted search for administrative records sought but "Glomarized" part of 
request concerning investigatory records); accord Gardels v. CIA . 689 F.2d 
1100, 1103 (D.C. Cir. 1981) (early "Glomarization" case bifurcating between 
classified and unclassified activities) (Exemptions 1 and 3). 

66 See Attorney General’s Memorandum at 9-12; see also Stone v. FBI . 727 
F. Supp. at 665 (discussing breadth of Exemption 7(C) protection after 1986 
FOIA amendments). 


-239 - 




EXEMPTION 7(D) 


EXEMPTION 7(D) 

It has long been recognized that Exemption 7(D) of the FOIA, which 
protects against disclosure of information pertaining to confidential sources, af- 
fords the most comprehensive protection of all of the FOlA’s law enforcement 
exemptions. Moreover, the Freedom of Information Reform Act of 1986 sig- 
nificantly strengthened the protections of Exemption 7(D) in a number of re- 
spects. 1 


As amended, Exemption 7(D) provides protection for "records or infor- 
mation compiled for law enforcement purposes [which] could reasonably be 
expected to disclose the identity of a confidential source, including a State, 
local, or foreign agency or authority or any private institution which furnished 
information on a confidential basis, and, in the case of a record or information 
compiled by a criminal law enforcement authority in the course of a criminal 
investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source . 1 ' 2 


Although in some respects the 1986 FOIA amendments essentially codi- 
fied what had been the prevailing judicial interpretation of the prior language of 
uic exemption, m other areas the amendments represent a Significant expansion 
of the exemption’s shield for confidential sources. Both Congress and the 
courts have clearly manifested their appreciation that a "robust" Exemption 
7(D) is crucial 3 to ensuring that "confidential sources are not lost through retal- 
iation against the sources for past disclosure 4 or because of the sources’ fear of 


1 See Irons v. FBI . 880 F.2d 1446, 1452 (1st Cir. 1989) (en banc) ("‘In 
1986 Congress acted again to . . . broaden the reach of this exemption and to 
ease considerably a Federal law enforcement agency’s burden in invoking it,’") 
(quoting Irons v. FBI . 811 F.2d 681, 687 (1st Cir. 1987)); Fisher v. United 
States Dep’t of Justice . 772 F. Supp. 7, 11 (D.D.C. 1991) (same); Attorney 
Gene ral s Memorandum on the 1986 Amendments to the Freedom of informa- 
tion Act 13-15 (Dec. 1987) [hereinafter Attorney General’s Memorandum! . 

2 5 U.S.C. § 552(b)(7)(D) (1988). 


3 Brant Constr. Co. v. EPA . 778 F.2d 1258, 1262 (7th Cir. 1985); Johnson 

V. United States Dep’t of Justice . 739 F.2d 1514, 1518 (10th Cir. 1984). 


4 See, e.g. . KTVY-TV v. United States . 919 F.2d 1465, 1470-71 (10th Cir. 
1990) (per curiarn) ("indications of fear of harassment and embarrassment sup- 
port an implied request for confidentiality’’); Keys v. United States Dep’t of 
Justice . 830 F.2d 337, 345-46 (D.C. Cir. 1987) (fear of "harassment, ridicule 
or retaliation" by interviewees justifies nondisclosure); Williams v. FBI . 822 F. 
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op. at 9 (D.D.C. Nov. 30, 1992) ("assistance . . . would be inhibited as a 
result of fear of exposure and possible retaliation"); Helmslev v. United States 
Dep’t of Justice . No. 90-2413, slip op. at 13 (D.D.C. Sept. 24, 1992) ("infor- 
mation . . . must be afforded protection to ensure that cooperating private 
citizens will not be subjected to harassment and will continue to cooperate"); 

(continued...) 


- 240 - 


EXEMPTION 7(D) 


future disclosure. " 5 

As previously noted, the shift from the "would constitute" to the "could 
reasonably be expected to constitute" standard in the threshold of the exemption 
should "ease considerably" a federal law enforcement agency’s burdens in 
justifying withholding. 6 Moreover, by specifically identifying particular cate- 
gories of individuals and institutions to be included in the term "source,” the 
FOIA Reform Act enacted into positive law the position reflected in the legisla- 
tive history of the 1974 amendments to the FOIA: that the term "confidential 
source" was chosen by design to encompass a broader group than would have 
been included had the term "informer" been used. 7 


4 (... continued) 

Gula v. Meese . 699 F. Supp. 956, 960 (D.D.C. 1988) (”[S]uccess of law en- 
forcement investigations rests upon information provided by individuals who 
may be exposed to relentless harassment and possible harm if their identities 
were revealed.”); see also Struth v. FBI . 673 F. Supp. 949, 965 (E.D. Wis. 
1987) (”[T]his exemption need hot be construed narrowly because, in enacting 
it, Congress displayed an intent to preserve, not destroy, confidentiality in 
certain necessary situations."). 

5 See, e.g. . McDonnell v. United States . No. 91-5916, slip op. at 53 (3d 
Cir. Sept. 21, 1993) ("goal of Exemption 7(D) [is] to protect the ability of law 
enforcement agencies to obtain the cooperation of persons having relevant in- 
formation and who expect a degree of confidentiality in return for their cooper- 
ation") (to be published); Providence Journal Co. v. United States Dep’t of the 
Army, 981 F.2d 552, 563 (1st Cir. 1992) (Exemption 7(D) intended to avert 
"drying-up" of sources); Nadler v. United States Dep’t of Justice . 955 F.2d 
1479, 1486 (11th Cir. 1992) ("[F]ear of exposure would chill the public’s will- 
ingness to cooperate with the FBI . . . [and] would deter future cooperation. 1 '); 
Shaw v. FBI . 749 F.2d 58, 61 (D.C. Cir. 1984) (purpose of Exemption 7(D) is 
"to prevent the FOIA from causing the ’drying up’ of sources of information in 
criminal investigations"); Johnson v. United States Dep’t of Justice . 739 F.2d at 
1514 (same); Helmsley v. United States Dep’t of Justice , slip op. at 13 ("re- 
lease of the confidential source information would chill cooperation with the 
government"); Wagoner v. United States Postal Serv. . No. 91-1529, slip op. at 
9 (D.D.C. Feb. 5, 1992) (Information "must be afforded protection to ensure 
that cooperating private citizens will not be subjected to harassment and will 
continue to cooperate."), summary affirmance granted . No.. 92 -5101 (D.C. Cir. 
Dec. 10, 1992); Fitzgibbon v. United States Secret Serv. . 747 F. Supp. 51, 60 
(D.D.C. 1990) (noting "law enforcement’s interest in assuring future sources 
that their identities will remain confidential”). 

6 United States Dep’t of Justice v. Reporters Comm, for Freedom of the 
Pre s s, 489 U.S. 749, 756 n.9 (1989); see also Providence Journal Co. v. Unit- 
ed States Dep’t of the Army . 981 F,2d at 564 n.14 ("1986 amendment eased 
the government’s burden of proof substantially"); Attorney General’s Memoran- 
dum at 9-13. 

7 See S. Conf. Rep. No. 1200, 93d Cong., 2d Sess. 13 (1974), reprinted in 
1974 U.S.C.C.A.N. 6285, 6291. 
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By its own terms, however, this statutory enumeration is not exhaustive. 
The term "source" historically has been interpreted to include a broad variety of 
individuals and institutions not legislatively specified, such as crime victims, 8 
citizens providing unsolicited allegations of misconduct, 9 citizens responding to 
inquiries from law enforcement agencies, 10 private employees responding to an 
OSHA investigation of an industrial accident, 11 prisoners, 12 mental healthcare 
facilities, 13 and commercial or financial institutions. 14 Both the statute and 
the case law have recognized that sources include state and local law enforce- 
ment agencies ls and that they include foreign law enforcement agencies as 


8 See, e.g. . Coleman v. FBI . No. 89-2773, slip op. at 21 (D.D.C. Dec. 10, 
1991), summary affirmance granted . No. 92-5040 (D.C. Cir. Dec. 4, 1992); 
Gula v. Meese . 699 F. Supp. at 960. 

9 See, e.g. . Brant Constr. Co. v. EPA . 778 F.2d at 1263; Pope v. United 
States . 599 F.2d 1383, 1386-87 (5th Cir. 1979); Mobil Oil Corn, v. FTC . No. 
74-Civ-311, slip op. at 3 (S.D.N.Y. Dec. 7, 1978). 

10 See, e.g. . Providence Journal Co. v. United States Dep’t of the Army . 
981 F.2d at 565; Miller v. Bell . 661 F.2d 623, 627-28 (7th Cir. 1981), cert- 
denied . 456 U.S. 960 (1982). 

11 See, e.g. . L&C Marine Transp.. Ltd, v. United States . 740 F.2d 919, 
924-25 (11th Cir. 1984). 

12 Johnson v. Federal Bureau of Prisons . No. CV-90-H-645-E, slip op. at 
6-7 (N.D. Ala. Nov. 1, 1990). 

13 See, e.g. . Sanders v. United States Dep’t of Justice . No. 91-2263, slip 
op. at 9 (D. Kan. Apr. 21, 1992). 

14 See, e.g. . Jones v. FBI . No. C77-1001, slip op. at 16 (N.D. Ohio June 
2, 1991) (magistrate’s recommendation), adopted (N.D. Ohio Aug. 12, 1992) 
(appeal pending); Coleman v. FBI , slip op. at 22; McCoy v. Moschella . No. 
89-2155, slip op. at 2 (D.D.C. Sept. 30, 1991); Founding Church of Scientol- 
ogy v. Levi . 579 F. Supp. 1060, 1063 (D.D.C. 1982), affd, 721 F.2d 828 
(D.C. Cir. 1983); Biberman v. FBI . 528 F. Supp. 1140, 1143 (S.D.N.Y. 

1982); Dunaway v, Webster . 519 F. Supp. 1059, 1082 (N.D. Cal. 1981). 

15 See, e.g. . Ferguson v. FBI . 957 F.2d 1059, 1068 (2d Cir. 1992); Hop- 
kinson v. Shillineer . 866 F.2d 1185, 1222 & n,27 (10th Cir. 1989) (Exemption 
7(D) "encourages cooperation and information sharing between local law en- 
forcement agencies and the FBI,"), cert, denied . 497 U.S. 1010 (1990); Parton 
v. United States Dep’t of Justice . 727 F.2d 774, 775-77 (8th Cir. 1984) (state 
prison officials interviewed in connection with civil rights investigation); Lesar 
v. United States Dep’t of Justice . 636 F.2d 472, 489-91 (D.C. Cir. 1980); 
Shafmaster Fishing Co. v. United States . 814 F. Supp. 182, 184 (D.N.H. 

1993); Watson v. United States Dep’t of Justice . 799 F. Supp. 193, 196 
(D.D.C. 1993) (state bureau of investigation); Buffalo Evening News. Inc, v. 
United States Border Patrol . 791 F. Supp. 386, 400 (W.D.N.Y. 1992). 
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well. 16 Other federal law enforcement agencies, however, should not receive 
protection as confidential sources. 17 

The same underlying considerations which mandate that a broad spectrum 
of individuals and institutions be encompassed by the term ''source" also require 
that the adjective "confidential 1 ' be entitled to a similarly broad construction: It 
merely signifies that the information was provided in confidence or in trust, 
with the assurance that it would not be disclosed to others. 18 Thus, "the ques- 
tion is not whether the requested document is of the type that the agency usual- 
ly treats as confidential, but whether the particular source spoke with an under- 
standing that the communication would remain confidential." 19 And because 


16 See, e.g. . Shaw v. FBI . 749 F,2d at 62; Weisberg v. United States Dep’t 
of Justice . 745 F.2d 1476, 1491-92 (D.C. Cir. 1984); Founding Church of 
Scientology v. Regan . 670 F.2d 1158, 1161-62 (D.C. Cir. 1981) (including 
foreign Interpol national bureaus), cert, denied . 456 U.S. 976 (1982); Shafmas- 
ter Fishing Co. v. United States . 814 F. Supp. at 184; Church of Scientology 
Int’l v. United States Nat'l Cent. Bureau-Interpol . No. 89-707, slip op. at 10 
(C.D. Cal. Sept. 10, 1991) (foreign Interpol national bureaus). But see also 
United States Dep’t of Justice v. Landano . 113 S. Ct. 2014, 2022 (1993) (es- 
tablishing more specific evidentiary standard for demonstrating that any such 
source provided information based upon an implied understanding of confidenti- 
ality). 

17 Sge Retail Credit Co. v. FTC . 1976-1 Trade Cas. (CCH) J 60,727, at 
68,127 n.3 (D.D.C. May 10, 1976): see also FOIA Update . Spring 1984, at 7. 

18 See, e.g. . Nadler v. United States Dep’t of Justice . 955 F.2d at 1484; 
Dow Jones & Co. v. Department of Justice . 917 F.2d 571, 575-76 (D.C. Cir. 
1990); Irons v. FBI . 880 F.2d at 1448; Shaw v. FBI . 749 F.2d at 61; Rado- 
wich v. United States Attorney. Dist. of Md. . 658 F.2d 957, 959 (4th Cir. 
1981); Coleman v. FBI , slip op. at 22; Borton. Inc, v. OSHA . 566 F. Supp. 
1420, 1425 (E.D. La. 1983) (magistrate’s recommendation published as "ap- 
pendix"). 

19 United States Dep’t of Justice v. Landano . 113 S. Ct. at 2019; gee Mc- 
Donnell v. United States , slip op. at 54 ("content based test [is] not appropriate 
in evaluating a document for Exemption 7(D) status, rather the proper focus of 
the inquiry is on the source of the information”); Providence Journal Co. v. 
United States Dep’t of the Army . 981 F. 2d at 563 ("confidentiality depends not 
on [document’s] contents but on the terms and circumstances under which” 
agency acquired information); Ferguson v. FBI . 957 F.2d at 1069 (key to 
withholding under Exemption 7(D) is document content and not circumstances 
under which information obtained); Weisberg v. United States Dep’t of Justice . 
745 F.2d at 1492 (”[T]he availability of Exemption 7(D) depends not upon the 
factual contents of the document sought, but upon whether the source was con- 
fidential."); Shaw v. FBI . 749 F.2d at 61 (same); Lesar v. United States Dep’t 
of Justice . 636 F.2d at 492; Gordon v. Thomberg . 790 F. Supp. 374, 377 
(D.R.I. 1992) (term "‘confidential’ means provided in confidence or trust; nei- 
ther the information nor the source need be ‘secret’’’); Gale v. FBI . 141 F.R.D. 

(continued. . .) 
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the applicability of this exemption hinges on the circumstances under which the 
information is provided, and not exclusively on the harm resulting from disclo- 
sure (in contrast to Exemptions 6 and 7(C)), no balancing test is applied under 
Exemption 7(D). 20 

The first clause of Exemption 7(D), with respect to any civil or criminal 
law enforcement records, focuses upon the identity of a confidential source, 
rather than the information furnished by the source. The 1974 legislative histo- 
ry of Exemption 7(D), though, plainly evidences Congress’s intention to abso- 
lutely and comprehensively protect the identity of anyone who provided infor- 
mation to a government agency in confidence. 21 Thus, this exemption’s first 
clause protects "both the identity of the informer and information which might 
reasonably be found to lead to disclosure of such identity." 22 Consequently, 
the courts have readily recognized that the first clause of Exemption 7(D) safe- 
guards not only such obviously identifying information as an informant’s name 
and address, 23 but also all information which would "tend to reveal" the 
source’s identity. 24 


19 (... continued) 

94, 98 (N.D. 111. 1992) ("focusQ on the source of the information, not the in- 
formation itself'); accord Dow Jones & Co. v. Department of Justice . 917 F.2d 
at 575; Schmerler v. FBI . 900 F.2d 333, 338 (D.C. Cir. 1990); Lesar v. Uni- 
ted States Dep’t of Justice . 636 F,2d at 492. 

20 See, e,g .. McDonnell v, United States , slip op. at 52 (Exemption "7(D) 
does not entail a balancing of public and private interests"); Ferguson v. FBI . 
957 F.2d at 1068 ("If we are to hold that the unique circumstances here justify 
a deviation from the blanket rule, we would be opening the door for a time- 
consuming consideration of factors in every situation."); Nadler v. United 
States Dep’t of Justice . 955 F.2d at 1487 n.8 ("Once a source has been found 
to be confidential, Exemption 7(D) does not require the Government to justify 
its decision to withhold information against the competing claim that the public 
interest weighs in favor of disclosure."); Parker v. Department of Justice . 934 
F.2d 375, 380 (D.C. Cir. 1991) ("judiciary is not to balance interests under 
Exemption 7(D)"); Schmerler v. FBI . 900 F.2d at 336 ("statute admits no such 
balancing"); Katz y. FBI , No. 87-3712, slip op. at 9 (5th Cir. Mar. 30, 1988); 
Irons v. FBI . 811 F.2d at 685; Brant Constr. Co. v. EPA . 778 F.2d at 1262-63 
("Congress has struck the balance in favor of nondisclosure."); Cuccaro v. Sec- 
retary of Labor . 770 F.2d 355, 360 (3d Cir. 1985); Sands v. Murphv . 633 F.2d 
968, 971 (1st Cir. 1980). 

21 See S. Conf. Rep. No, 1200 at 13. 

22 120 Cong. Rec. 17033 (1974) (statement of Sen. Hart). 

23 See Cuccaro v. Secretary of Labor . 770 F.2d at 359-60; Cleveland & 
Vicinity Dist. Council v. United States Dep’t of Labor . No. 1:87-2384, slip op. 
at 12 (N.D. Ohio Apr. 22, 1992) (magistrate’s recommendation), adopted 
(N.D. Ohio May 11, 1992). 

24 Pollard v. FBI . 705 F.2d 1151, 1155 (9th Cir. 1983); see, e.g. . Williams 

(continued. . .) 
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Accordingly, protection for source-identifying information extends well 
beyond material which is merely a substitute for the source’s name. To prevent 
indirect identification of a source, even the name of a third party who is not a 
confidential source— but who acted as an intermediary for the source in his 
dealings with the agency-can be withheld. 25 And when circumstances war- 
rant, a law enforcement agency may employ a "Glomar" response-refusing to 
confirm or deny the very existence of records about a particular individual— if a 
more specific response to a narrowly targeted request would reflect that he 
acted as a confidential source. 26 Even greater source-identification protection 
is now provided by the "(c)(2) exclusion, 1,27 which permits a criminal law en- 
forcement agency to entirely exclude records from the FOIA under specified 
circumstances when necessary to avoid divulging the existence of a source 
relationship. (See discussion of Exclusions, below.) Additionally, information 
provided by a source may be withheld under the first clause of Exemption 7(D) 
where disclosure of that information would permit the "linking” of a source to 
specific source-provided material. 28 


24 (. . .continued) 

v JPBI, 822 F. Supp. at 812 n.l & 813-14 (source symbol numbers and source 
file numbers); Church of Scientology v, IRS . 816 F. Supp. 1138, 1161 (W.D. 
Tex. 1993) ("agency may withhold any portion of the document that would re- 
veal the identity of the confidential source") (appeal pending); Doe v. United 
States Dep’t of Justice . 790 F. Supp. 17, 21 (D.D.C. 1992) (where source well 
known to investigated applicant, agency must protect "even the most oblique in- 
dications of identity"); Soto v. PEA . No. 90-1816, slip op. at 6 (D.D.C. Apr. 
13, 1992) ("‘coded’ informants" and "dates, locations, and circumstances by 
which someone familiar with the criminal enterprise could deduce the inform- 
ant’s identity" protected); Church of Scientology Int’l v. United States Nat’l 
Cent. Bureau-Interpol . slip op. at 10 ("information with a realistic likelihood of 
disclosing the source’s identity may be redacted”); McDonnell v. United States . 
No. 88-3682, slip op. at 45 n,20 (D.N.J. June 10, 1991) (magistrate’s recom- 
mendation), adopted (D.N.J. Sept. 6, 1991) (permanent symbol numbers), affd 
in pertinent part & rev’d & remanded . No. 91-5916 (3d Cir. Sept. 21, 1993); 
Katz v. Webster , No. 82-Civ-1092, slip op. at 26 (S.D.N.Y. May 20, 1985) 
(source and symbol file numbers); Martinez v. FBI . No. 82-1547, slip op. at 13 
(D.D.C. Oct. 11, 1983) (same). 

25 See Birch v. Postal Serv. . 803 F.2d 1206, 1212 (D.C. Cir. 1986); United 
Technologies Corp. v. NLRB . 777 F.2d 90, 95 (2d Cir. 1985). 

26 See Benavides v. PEA . 769 F. Supp. 380, 381-82 (D.D.C. 1990), rev’d 
& remanded on procedural grounds . 968 F.2d 1243, modified . 976 F.2d 751 
(D.C. Cir. 1992). 

27 5 U.S.C. § 552(c)(2) (1988). 

28 L&C Marine Transp., Ltd, v. United States . 740 F.2d at 923-25; see. 
Stone v. Defense Investigative Serv. . 816 F. Supp. 782, 788 (D.D.C. 

1993) (withholding proper where "information so singular that to release it 
would likely identify the individual") (appeal pending); Barrett v. OSHA . No. 
C2-90-147, slip op. at 13 (S.D. Ohio Oct. 18, 1990) (protecting statements 
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Informants’ identities are protected wherever they have provided informa- 
tion either under an express promise of confidentiality, 29 or "under circum- 
stances from which such an assurance could be reasonably inferred.' 00 Courts 
have uniformly recognized that express promises of confidentiality are deserv- 
ing of protection under Exemption 7(D). 3! Several courts have held that the 
identities of persons providing statements in response to routinely given "unso- 
licited assurances of confidentiality" are protectable under Exemption 7(D) as 
well. 32 


Historically, there had existed a conflict in the case law as to the availa- 
bility of Exemption 7(D) protection for sources who were advised that they 


28 (... continued) 

obtained from witnesses regarding single incident involving only three or four 
persons). 

29 See KTVY-TV v. United States . 919 F.2d at 1470; King v. United States 
Dep’t of Justice . 830 F.2d 210, 235 (D.C. Cir. 1987); Cleveland & Vicinity 
Dist. Council v. United States Dep’t of Labor , slip op. at 14 (telling interview- 
ees "that their identities, as well as any information they relayed, would be held 
in confidence" equals an express promise of confidentiality); Savada v. POD . 
755 F. Supp. 6, 8 (D.D.C. 1991); Simon v. United States Dep’t of Justice . 752 
F. Supp. 14, 21 (D.D.C. 1990), affd . 980 F.2d 782 (D.C. Cir. 1992). 

30 S. Conf. Rep. No. 1200 at 13; United States Dep’t of Justice v. Landa- 
no , 113 S. Ct. at 2019 (same). 

31 See McDonnell v. United States , slip op. at 53 ("identity of and infor- 
mation provided by [persons given an express assurance of confidentiality] are 
exempt from disclosure under the express language of Exemption 7(D)"); Wien- 
er v. FBI . 943 F.2d 972, 986 (9th Cir. 1991) ("An express grant of confiden- 
tiality is virtually unassailable . . . [agency] need only establish the informant 
was told his name would be held in confidence."), cert, denied . 112 S. Ct. 

3013 (1992); Birch v. United States Postal Serv. . 803 F.2d 1206, 1212 (D.C. 
Cir. 1986) ("Since the informant requested and received express assurances of 
confidentiality prior to assisting the investigation, he or she was a ‘confidential 
source.’"); Buhoveckv v. Department of Justice . 700 F. Supp. 566, 571 
(D.D.C. 1988) ("there is clear authority to withhold the names of those sources 
to whom confidentiality was expressly granted"); Simon v. United. States Dep’t 
of Justice . 752 F. Supp. at 21 (withholding proper where "source/ explicitly re- 
quested that his identity be kept confidential”); Nishnic v. United States Dep’t 
of Justice . 671 F, Supp. 776, 799 (D.D.C. 1987) (source identity properly 
withheld where agency "made an express assurance of confidentiality" to 
source). 

32 See, e.g. . Brant Constr. Co. v. EPA . 778 F.2d at 1263; L&C Marine 
Transp., Ltd, v. United States . 740 F,2d at 924 n.5; Pope v. United States . 599 
F.2d at 1386-87; Borton. Inc, v. QSHA . 566 F. Supp. at 1422; see also Provi- 
dence Journal Co. v. United States Dep’t of the Army . 981 F.2d at 555, 565 
(24 individuals held to have been provided express promises of confidentiality 
based upon IG regulation). 
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might be called to testify if a trial eventually were to take place. 33 However, 
in United States Department of Justice v, Landano . 34 the Supreme Court re- 
solved this conflict by holding that ”[a) source should be deemed confidential if 
the source furnished information with the understanding that the [agency) would 
not divulge the communication except to the extent . . . thought necessary for 
law enforcement purposes." 35 (It should be noted that the effect of a source’s 
actual testimony upon Exemption 7(D) protection presents a distinctly different 
issue, 36 which is addressed below together with other issues regarding waiver 
of this exemption.) 

In contrast to the situation involving express confidentiality, a particularly 
difficult issue under Exemption 7(D) recently arose regarding the circumstances 
under which an expectation of confidentiality can be shown to have been im- 
plied. An implicit promise of confidentiality may be discerned from the inher- 
ent sensitivity of both criminal and civil investigations. 37 Over the years, a 
number of courts of appeals employed a "presumption" of confidentiality in 
criminal cases, particularly those involving the FBI. 38 Historically, these 


33 Compare Van Bourg. Allen. Weinberg & Roger v. NLRB . 751 F.2d 
982, 986 (9th Cir. 1985) (no confidentiality recognized) and Poss v. NLRB . 

565 F.2d 654, 658 (10th Cir. 1977) (same) with Irons v. FBI . 811 F.2d at 687 
(confidentiality recognized); Schmerler v. FBI . 900 F.2d at 339 (same) and 
United Technologies Corp. v. NLRB . 777 F.2d at 95 (same). 

34 113 S. Ct. at 2020. 

35 Id, ("[TJhe word ‘confidential,’ as used in Exemption 7(D), refers to a 
degree of confidentiality less than total secrecy."). 

Parker v. Department of Justice . 934 F.2d at 381. 

37 See, e.g- . United Technologies Corp. v. NLRB . 777 F.2d at 94 ("An 
employee-informant’s fear of employer retaliation can give rise to a justified 
expectation of confidentiality,’’); see also Voelker v. FBI . 638 F. Supp. 571, 
573 (E.D. Mo. 1986) (identifying individuals who supplied information in an 
FBI background investigation could subject them to "possible loss of business 
or social standing, ridicule, harassment, and even bodily harm”) (Privacy Act 
case). 

38 D.C. Circuit: Parker v. Department of Justice . 934 F.2d at 378; Dow 
Jones & Co. v. Department of Justice . 917 F.2d at 576; Schmerler v. FBI . 900 
F.2d at 337; Second Circuit: Donovan v. FBI . 806 F,2d 55, 61 (2d Cir. 

1986); Diamond v. FBI . 707 F,2d 75, 78 (2d Cir. 1983), cert, denied . 465 
U.S. 1004 (1984); Sixth Circuit: Ingle v, Department of Justice . 698 F,2d 259, 
269 (6th Cir. 1983); Seventh Circuit: Kimberlin v. Department of the Treas- 
ury, 774 F.2d 204, 208 (7th Cir. 1985); Miller v. Bell . 661 F.2d at 627; 

Eighth Circuit: Parton v. United States Dep’t of Justice . 727 F.2d at 776; 

Tenth Circuit: KTVY-TV v. United States . 919 F.2d at 1470; Hopkinson v. 
ShUlinger . 866 F.2d at 1222-23; Johnson v. United States Dep’t of Justice . 739 
F.2d at 1517-18; Eleventh Circuit: Nadler v. United States Dep’t of Justice . 
955 F.2d at 1486 & n.7. Contra Wiener v. FBI . 943 F.2d at 986 ("A claim 
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courts applied a "categorical" approach to this aspect of Exemption 7(D), of the 
type generally approved by the Supreme Court in United States Department of 
Justice v. Reporters Committee for Freedom of the Press . 39 thereby eliminat- 
ing the burdensome task for criminal law enforcement agencies of proving im- 
plied confidentiality on a case-by-case basis. However, this past year the Su- 
preme Court effectively reversed all of these cases on this point of evidentiary 
presumption in Landano . 40 

At issue in Landano was "whether the Government is entitled to a pre- 
sumption that all sources supplying information to the Federal Bureau of Inves- 
tigation ... in the course of a criminal investigation are confidential sourc- 
es." 41 In deciding Landano . the Supreme Court made clear that its decision 
affects only implied assurances of confidentiality 42 and that a source need not 
have an expectation of "total secrecy” to be deemed a confidential source. 43 
However, the Court found that it was not Congress’ intent to provide for a 
"universal" presumption or broad categorical withholding under Exemption 
7(D) 44 ; rather, it said, a "more particularized approach" is required. 45 Under 
this new approach, agencies seeking to invoke Exemption 7(D) must prove 
expectations of confidentiality based upon the "circumstances" of each case. 46 

Such specific showings of confidentiality, the Court indicated, can be 
made on a "generic" basis, 47 where "certain circumstances characteristically 


38 (... continued) 

that confidentiality was impliedly granted . . . requires the court to engage in a 
highly contextual, fact-based inquiry."); Lame v. United States Dep’t of Justice . 
654 F.2d 917, 928 (3d Cir. 1981) ("detailed explanations relating to each al- 
leged confidential source" required so that court can determine whether Exemp- 
tion 7(D) withholding appropriate as to "each source"). 

39 489 U.S. 749 (1989). 

40 See 113 S. Ct. at 2023-24. 

41 Id at 2017. 

42 Id at 2020 ("The precise question before us ... is how the Government 
can meet its burden of showing that a source provided information on an im- 
plied assurance of confidentiality."). 

43 li. ("[A]n exemption so limited that it covered only sources who 
reasonably could expect total anonymity would be, as a practical matter, no 
exemption at all."). 

44 Id at 2021-23. 

45 Id at 2023. 

46 Id 

47 Id. 
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support an inference of confidentiality." 48 Throughout its opinion the Court 
stressed two "factors” to be applied in deciding whether implicit confidentiality 
exists: "the nature of the crime . . . and the source’s relation to it." 49 It also 
pointed to five lower court rulings in which the respective courts highlighted 
the potential for harm to the witness as examples of decisions in which courts 
have correctly applied these two factors. 50 Henceforth, law enforcement agen- 
cies seeking to invoke Exemption 7(D) for "implied confidentiality" sources 
will have to specifically address such factors in order to meet Landano ’s new 
evidentiary standard on a case-by-case basis. 51 

Few courts have yet to address the issue of implied confidentiality in the 
wake of the Supreme Court’s decision in Landano . although several courts have 
remanded the issue for further review or allowed the government the opportuni- 
ty to submit supplemental filings in accordance with Landano ’s new evidentiary 
requirements. 52 The courts that have addressed the issue under Landano thus 
far have recognized the nature of the crime and the source’s relation to it as the 


48 IcL at 2022. 

49 Id, at 2023-24. 

50 IdL at 2023 (citing Keys v. United States Dep’t of Justice . 830 F.2d at 
345-46 (individuals providing information regarding possible Communist sym- 
pathies, criminal activity, and murder by foreign operatives would have worried 
about retaliation); Donovan v. FBI . 806 F.2d at 60-61 (individuals providing 
information about four American churchwomen murdered in El Salvador may 
likely face fear of disclosure); Parton v. United States Dep’t of Justice . 727 
F.2d at 776-77 (prison officials providing information regarding alleged attack 
on inmate faced "high probability of reprisal"); Nix v. Linked States . 572 F.2d 
998, 1003-04 (4th Cir. 1978) (guards and prison inmates providing information 
about guards who allegedly beat another inmate face risk of reprisal); Miller v. 
Bell . 661 F.2d at 628 (individuals providing information about self-proclaimed 
litigious subject seeking to enlist them in "anti-government crusades" faced 
"strong potential for harassment")). 

51 IdL at 2024. 

52 See McDonnell y. United States , slip op. at 3, 58; Massev v. FBI . No. 
92-6068, slip op. 5667, 5673 (2d Cir. Aug. 27, 1993); Hale v. United States 
De p’t of Justice . No. 91-6135, slip op. at 4 (10th Cir. Aug. 19 f 1993); Selbv 
v. United States Dep’t of Justice . No. 92-56348, slip op. at 1 (9th Cir. July 26, 
1993); Ferguson v. FBI . No. 92-6272, slip op. at 2 (2d Cir. July 19, 1993); 
Oliva v. United States Dep’t of Justice . 996 F.2d 1475, 1477 (2d Cir. 1993); 
Steinberg v. United States Dep’t of Justice . No. 91-2740, slip op. at 8-9 
(D.D.C. Sept. 13, 1993); Freeman v. United States Dep’t of Justice . No. 92- 
557, slip op. at 2 (D.D.C. June 28, 1993); Manchester v. PEA . 823 F. Supp. 
1259, 1262 (E.D. Pa. 1993). But see Senate of P.R. v. United States Dep’t of 
Justice . No. 84-1829, slip op. at 26 (D.D.C. Aug. 24, 1993) (government "has 
not carried its burden [in light of Landanol of justifying its nondisclosure of the 
documents, and the documents must be released") (motion for reconsideration 
pending). 
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primary factors in determining whether implied confidentiality exists. 53 In two 
of these cases, courts have already applied these factors to find the existence of 
implied confidentiality under Landano. 54 

The second clause of Exemption 7(D) protects all information furnished 
to law enforcement authorities by confidential sources in the course of criminal 
or lawful national security intelligence investigations. 55 Thus, the statutory 
requirement of an "investigation," while no longer a component of Exemption 
7’s threshold language, remains "a predicate of exemption under the second 
clause of paragraph (D).” 56 For the purposes of this clause, criminal law en- 
forcement authorities include federal agency inspectors general. 57 In an 
interesting elaboration on the definition of a "criminal investigation," courts 
have recognized that information originally compiled by local law enforcement 
authorities in conjunction with a nonfederal criminal investigation fully retains 
its criminal investigatory character when subsequently obtained by federal 
authorities, 58 even if received solely for use in a federal civil enforcement 


53 See McDonnell v. United States , slip op. at 57; Massev v. FBI , slip op. 
at 5673-74; Hale v. United States Dep’t of Justice , slip op. at 3; Steinberg v. 
United States Pep’ t of Justice , slip op. at 8; Manna v. United States Dep’t of 
Juslice, No. 92-2772, slip op. at 21-22 (D.N.J. Sept. 13, 1993); Government 
Acco untability Project v. NRC . No. 86-3201, slip op. at 9-10 (D.D.C. June 30, 
1993); Manchester v. PEA . 823 F. Supp. at 1262. 

54 Manna v. United States Dep’t of Justice , slip op. at 22 ("[The] govern- 
ment has provided a particularized showing of circumstances from which con- 
fidentiality can reasonably be inferred . . . where there has been disclosure of 
intelligence information regarding organized crime activity from local or state 
personnel to federal agents.”); Government Accountability Project v. NRC . slip 
op. at 9-10 (persons providing information "about potentially criminal matters 
involving co-workers" face "risk of reprisal"). 

55 See Shaw v. FBI . 749 F.2d at 63-65 (articulating standard for determin- 
ing if law enforcement undertaking satisfies "criminal investigation" threshold); 
M eeropol v. Smith . No. 75-1121, slip op. at 76-78 (D.D.C. Feb. 29, 1984) 
(intelligence investigations), aff d in part & remanded in part sub nom. Meero- 
poLv- Meese, 790 F.2d 942 (D.C. Cir. 1986); see, e.g. . Ferguson v. FBI . 957 
F.2d at 1069 (FBI properly withheld publicly circulated material provided to it 
by confidential source). 

56 See, e.g. . Keys v. United States Dep’t of Justice . 830 F.2d at 343. 

57 See Providence Journal Co. v. United States Dep’t of the Army . 981 
F.2d at 563 n.13 (Inspectors General "deemed" same as criminal law enforce- 
ment authorities); Brant Constr. Co. v, EPA . 778 F.2d at 1265 (recognizing 
"substantial similarities between the activities of the FBI and the OIGs"). 

58 See Harvey v. United States Dep’t of Justice . 747 F. Supp. 29, 38 
(D.D.C. 1990). 
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proceeding. 59 In addition, protection for source-provided information has been 
extended to information supplied to federal officials by state or local 
enforcement authorities seeking assistance in pursuing a nonfederal inves- 
tigation. 50 

Obviously, confidential source information that may be withheld under 
the second clause of Exemption 7(D) need not be source-identifying. 61 Thus, 
under the second clause of Exemption 7(D), courts have permitted the withhold- 
ing of confidential information even after the source’s identity has been official- 
ly divulged or acknowledged, 62 or where the requester knows the source’s 


59 See Cleveland & Vicinity Dist. Council v. United States Dep’t of Labor , 
slip op. at 12 n,3 (Exemption 7(D) “clearly applies to information obtained 
from confidential sources in all investigations, both civil and criminal."); Davo 
v. INS . No. C-2-83-1422, slip op. at 5-6 (S.D. Ohio Dec. 31, 1985). 

60 See Hopkinson v. Shillinger . 866 F.2d at 1222 (state law enforcement 
agency’s request for FBI laboratory evaluation of evidence submitted by state 
agency and results of FBI’s analysis protected); Gordon v. Thornberg . 790 F. 
Supp. at 377-78 ("When a state law enforcement agency sends material to an 
FBI lab for testing, confidentiality is ‘inherently implicit.’ . . . [A]li informa- 
tion from another agency must be protected to provide the confidence necessary 
to law enforcement cooperation.’ 1 ); Roiem v. United States Dep’t of Justice . 

775 F. Supp. 6, 12 (D.D.C. 1991) (to release file "would unduly discourage 
States from enlisting the FBI’s assistance on criminal cases"), appeal dismissed . 
No. 92-5088 (D.C. Cir. Nov. 4, 1992); Payne v. United States Dep’t of Jus- 
fice, 772 F. Supp. 229, 231 (E.D. Pa. 1989) (The "requirement is met 

. . . [when] the documents sought are FBI laboratory and fingerprint examina- 
tions of evidence collected by local law enforcement agencies."), affd . 904 
F.2d 695 (3d Cir. 1990) (table cite). 

61 See, e.g. . Providence Journal Co. v. United States Dep’t of the Army . 
981 F.2d at 564 ("agency may not be ordered to disclose information from a 
confidential source even if nonconfidential sources have provided the agency 
with the identical information"); see also Parker v. Department of Justice . 934 
F.2d at 375; Shaw v. FBI . 749 F.2d at 61-62; Radowich v. United States At- 
torney, Dist. of Md. . 658 F.2d at 964; Puffin v. Carlson . 636 F.2d 709, 712 
(D.C. Cir. 1980); Simon v. United States Dep’t of Justice . 752 F. Supp. at 22. 

62 See Ferguson v. FBI . 957 F.2d at 1068 (subsequent disclosure of 
source’s identity or some of information provided by source does not require 
"full disclosure of information provided by such a source"); Shafmaster Fishing 
Co. v. United States . 814 F. Supp. at 185 (source’s identity or information pro- 
vided need not be "secret" to justify withholding); Church of Scientology v. 
IRS , 816 F. Supp. at 1161 ("irrelevant that the identity of the confidential 
source is known"); see, e.g. , Cleary v. FBI . 81 1 F. 2d 421, 423 (8th Cir. 

1987); Shaw v. FBI . 749 F.2d at 62; Radowich v. United States Attorney. Dist. 
of Md. . 658 F.2d at 964; Lesar v. United States Dep’t of Justice . 636 F.2d at 
491. J 
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identity. 63 Similarly, information provided by an anonymous source remains 
protected. 64 Moreover, even where source-provided information has been re- 
vealed and the identities of some of the sources independently divulged, Exemp- 
tion 7(D) can protect against the matching of witnesses’ names with the specific 
information that they supplied. 65 

Because the phrase "confidential information furnished only by the confi- 
dential source" sometimes caused confusion in the past, the 1986 FOIA amend- 
ments unequivocally clarified the congressional intent by deleting the word 
"confidential" as a modifier of "information" and omitting the word "only” 
from this formulation. Even prior to the legislative change, courts regularly 
employed this portion of Exemption 7(D) to protect all information provided by 
a confidential source, both because such withholdings were anticipated by the 
language and legislative history of the statute, 66 and in recognition of the fact 
that disclosure of any of this material would jeopardize the system of confiden- 
tiality that ensures a free flow of information from sources to investigatory 
agencies. 67 Now, however, courts need look no further than the Act’s literal 


63 See Radowich v. United States Attorney. Dist. of Md. . 658 F.2d at 960 
(Exemption 7(D) applies even where "identities of confidential sources were 
known."); see, e.g. . L&C Marine Transp.. Ltd, v. United States . 740 F.2d at 
923, 925 (fact that employee-witnesses could be matched to their statements 
does not diminish Exemption 7(D) protection); Keeney v. FBI . 630 F.2d 114, 
119 n.2 (2d Cir. 1980) (Exemption 7(D) applies to "local law enforcement 
agencies [that] have now been identified.”); Shafmaster Fishing Co. v. United 
States , 814 F. Supp. at 185 (source’s identity "need not be secret to justify 
withholding information under [EJxemption 7(D)"); Sanders v. United States 
Dep’t of Justice , slip op. at 9 (fact that requester knows identity of source does 
not eviscerate Exemption 7(D) protection). 

64 See Providence Journal Co, v. United States Dep’t of the Army . 981 
F.2d at 565-67; Mitchell v. Ralston . No. 81-4478, slip op. at 2 (S.D. 111. Oct. 
14, 1982). 

65 See Kirk v. United States Dep’t of Justice . 704 F. Supp. 288, 293 
(D.D.C, 1989); accord L&C Marine Transp.. Ltd, v. United States . 740 F.2d 
at 925. 

66 See Irons v. FBI . 880 F.2d at 1450-51. 

67 Jd at 1449; Church of Scientology v. IRS . 816 F. Supp. at 1161 (Ex- 
emption 7(D) enacted "to ensure that the FOIA did not impair federal law en- 
forcement agencies’ ability to gather information"); Davton Newspapers. Inc, v. 
FBI , No. C-3-85-815, slip op. at 13 (S.D. Ohio Feb. 9, 1993) ("purpose of Ex- 
emption 7(D) is to ensure that the FOIA did not impair the ability of federal 
law enforcement agencies to gather information, thus to ensure that information 
continued to flow to those agencies"); Shafmaster Fishing Co. v. FBI . 814 F. 
Supp. at 185 (object of Exemption 7(D) "‘not simply to protect the source, but 
also to protect the flow of information to the law enforcement agency”') (citing 
Irons v. FBI . 880 F.2d at 1449, 1453); see, e.g. . Shaw v. FBI . 749 F.2d at 62 
("Whatever the phrase ‘furnished only by the confidential source’ may mean, it 

(continued...) 
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language to see that all source-provided information is protected in criminal and 
national security investigations. 68 

Once courts determine the existence of confidentiality under Exemption 
7(D), they are reluctant to find a subsequent waiver of the exemption’s protec- 
tions. This restraint stems both from the potentially adverse repercussions that 
may result from additional disclosures, and from a recognition that any "judicial 
effortf] to create a ‘waiver’ exception” to exemption 7(D)’s language runs afoul 
of the statute’s intent to provide "workable rules." 69 It therefore has been ob- 
served that a waiver of Exemption 7(D)’s protections should be recognized only 
upon "‘absolutely solid evidence showing that the source of an FBI interview in 
a law enforcement investigation has manifested complete disregard for confi- 
dentiality.”' 70 

Thus, even authorized or official disclosure of some information provided 
by a confidential source in no way opens the door to disclosure of any of the 
other information the source has provided. 71 In this vein, it is now well estab- 
lished that source-provided information remains protected even where some of 
it has been the subject of testimony in open court. 72 Moreover, in order to 


67 (. . .continued) 

assuredly cannot mean ‘obtainable only from the confidential source.’"); Weis- 
berg v. United States Dep’t of Justice . 745 F.2d at 1492; Puffin v. Carlson . 

636 F.2d at 712-13. 

68 See, e.g. . Irons v. FBI . 880 F.2d at 1448. 

69 Parker v. Department of Justice . 934 F.2d at 380; Irons v, FBI . 880 F.2d 
at 1455-56 (citing Reporters Committee . 489 U.S. at 779). 

70 Parker v. Department of Justice . 934 F.2d at 378 (quoting Dow Jones & 
Co. v. Department of Justice . 908 F,2d 1006, 1011 (D.C. Cir.), superseded . 

917 F.2d 571 (D.C. Cir. 1990)). 

71 Shaw_v. FBI . 749 F.2d at 62 ("Disclosure of one piece of information 
received from a particular party-and even the disclosure of that party as its 
source-does not prevent that party from being a ‘confidential source’ for other 
purposes.’’); Brant Constr. Co. v, EPA . 778 F.2d at 1265 n.8 ("[Subsequent 
disclosure of the information, either partially or completely, does not affect its 
exempt status under 7(D)."); Johnson v. Department of Justice . 758 F. Supp. 2, 
5 (D.D.C. 1991) ("The mere fact that someone makes a public statement con- 
cerning an incident does not constitute a waiver of the Bureau’s confidential 
file. A press account may be erroneous or false or, more likely, incomplete."). 

72 See, e.g. . Davis v. United States Dep’t of Justice . 968 F.2d 1276, 1281 
(D.C. Cir. 1992); Ferguson v. FBI . 957 F.2d at 1068 (local law enforcement 
officer does not lose status as confidential source by testifying in court); Parker 
v, Department of Justice . 934 F.2d at 379-81 ("[A] government agency is not 
required to disclose the identity of a confidential source or information con- 
veyed to the agency in confidence in a criminal investigation notwithstanding 
the possibility that the informant may have testified at a public trial."); Irons v. 

(continued...) 
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demonstrate a waiver by disclosure through authorized channels, the requester 
must demonstrate both that "‘the exact information given to the [law enforce- 
ment authority] has already become public, and the fact that the informant gave 
the same information to the [law enforcement authority] is also public.”' 73 
Consequently, one court has found that the government is not required even to 
"confirm or deny that persons who testify at trial are also confidential infor- 
mants." 74 

The lengths to which it is proper to go in order to safeguard informant- 
provided information are illustrated by one decision holding that letters shown 
to a suspect for the purpose of prompting a confession were properly denied the 
suspect under the FOIA-even though the suspect was the very author of the 
letters which, in turn, had been provided to authorities by a third party. 75 
Similarly, the release of informant-related material to a party aligned with an 


72 (... continued) 

FBI . 880 F.2d at 1454 ("There is no reason grounded in fairness for requiring a 
source who disclosed information during testimony to reveal, against his will 
(or to have the FBI reveal for him), information that he did not disclose in 
public."); Kimberlin v. Department of the Treasury . 774 F.2d at 209 ("The 
disclosure [prior to or at trial] of information given in confidence does not 
render non-confidential any of the information originally provided."); Scherer 
v. Kelley , 584 F.2d 170, 176 n.7 (7th Cir. 1978), cert, denied . 440 U.S. 964 
(1979); Johnson v. Federal Bureau of Prisons , slip op. at 6-7 (no waiver not- 
withstanding fact that individuals were called as plaintiffs witnesses at prison 
disciplinary hearing and testified in plaintiffs presence); Williams v. FBI . 822 
F. Supp. at 183 n.4 ("public testimony by confidential sources does not waive 
the FBI’s right to withhold the identity of or information supplied by a confi- 
dential source, when the identity or information is not actually revealed in 
public"); Kirk v. United States Dep’t of Justice . 704 F. Supp. at 293 ("[T]he 
limited mention of sources in documentation and the fact that certain sources 
may have testified at trial does not destroy these or other persons’ rights of 
confidentiality."); see also FOIA Update . Spring 1984, at 6; cf. Helmslev v. 
United States Dep’t of Justice , slip op. at 13 (agency may protect information 
provided by confidential sources who did not testify at trial). 

73 Parker v. Department of Justice . 934 F.2d at 378; Dow Jones & Co. v. 
Department of Justice . 917 F.2d at 577; see, e.g. . Roiem v. United States 
Pep’t of Justice . 775 F. Supp. at 12 (where fact of law enforcement agency’s 
communication with FBI known, substance still should be protected); see also 
Davis v. United States Dep’t of Justice . 968 F.2d at 1280 (government entitled 
to withhold tapes obtained through informant’s assistance "unless it is specifi- 
cally shown that those tapes, or portions of them, were played during the in- 
formant’s testimony"). 

74 Schmerler v. FBI . 900 F.2d at 339 (testimony by source does not auto- 
matically waive confidentiality because he may be able "to camouflage his true 
role notwithstanding his court appearance") (quoting Irons v. FBI . 811 F.2d at 
687); see also Parker v. Department of Justice . 934 F.2d at 381. 

75 See Gula v. Meese . 699 F. Supp. at 960. 
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agency in an administrative proceeding in no way diminishes the government’s 
ability to invoke Exemption 7(D) in response to a subsequent request by a non- 
allied party. 76 Logically, this principle should be extended to encompass par- 
ties aligned with the government in actual litigation as well. Nor is the pro- 
tection of Exemption 7(D) forfeited by "court-ordered and court-supervised" 
disclosure to an opponent in civil discovery. 77 Although it had previously 
been held that where the government fails to object in any way to such discov- 
ery and consciously and deliberately puts confidential source material into the 
public record, a waiver of the exemption will be found to have occurred, 78 
more recent decisions have undermined this position. 79 However, "if the exact 
information given to the [law enforcement agency] has already become public, 
and the fact that the informant gave the same information to the [agency] is also 
public, there would be no grounds to withhold." 80 

Obviously, if no waiver of Exemption 7(D) results from authorized re- 
lease of relevant information, "[t]he per se limitation on disclosure under 7(D) 
does not disappear if the identity of the confidential source becomes known 
through other means." 81 It should be observed that in the unusual situation in 
which an agency elects to publicly disclose source-identifying or source-provid- 
ed information as necessary in furtherance of an important agency function, it 
"has no duty to seek the witness’s permission to waive his confidential status 
under the Act. 1,82 Conversely, because Exemption 7(D) "mainly seeks to pro- 


76 United Technologies Corp. v. NLRB . 777 F.2d at 95-96; accord FOIA 
Update . Spring 1983, at 6. 

77 Donohue v. United States Dep’t of Justice . No. 84-3451, slip op. at 11 
(D.D.C. Dec. 23, 1987). 

78 Nishnic v. United States Dep’t of Justice . 671 F. Supp. at 812. 

79 Seg Glick v. Department of Justice . No. 89-3279, slip op. at 8-9 (D.D.C. 
June 20, 1991); see also Parker v. Department of Justice . 934 F.2d at 380 
("[JJudicial efforts to create a ‘waiver’ exception to the Exemption are contrary 
to the statute’s intent to provide workable rules."). 

80 Dow Jones & Co. v. Department of Justice . 917 F.2d at 577. 

81 L&C Marine Transp., Ltd, v. United States . 740 F.2d at 925 (first clause 
of Exemption 7(D)); see, e.g. . Weisberg v. United States Dep’t/of Justice . 745 
F.2d at 1491 (joint withholding under Exemptions 7(C) and 7(D)); Lesar v. 
Department of Justice . 636 F.2d at 491 (information provided by local law en- 
forcement agencies whose participation had become known); Keenev v. FBI . 

630 F.2d at 119 n.2 (confidentiality for information supplied by local law en- 
forcement agency unaffected by identification of agency as source). 

82 Borton, Inc, v. OSHA . 566 F. Supp. at 1422; see, e.g. . Doe v. United 
States Dep_!t of Justice . 790 F. Supp. at 21-22 ("[T]he FBI is not required to try 
to persuade people to change their minds[; to] require the FBI on a regular 
basis to urge its sources to waive confidentiality would undermine the Bureau’s 
effectiveness.”). 
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tect law enforcement agencies in their efforts to find future sources," 83 "‘waiv- 
er’ by ‘sources’ will not automatically prove sufficient to release the [source- 
provided] information." 84 

Of course, Exemption 7(D)’s protection for sources and the information 
they have provided is in no way diminished by the fact that an investigation has 
been closed. 85 Indeed, because of the vital role that Exemption 7(D) plays in 
promoting effective law enforcement, courts have regularly recognized that its 
protections cannot be lost through the mere passage of time. 85 Additionally, 
unlike with Exemption 7(C), the safeguards of Exemption 7(D) remain wholly 
undiminished by the death of the source, 87 


83 Irons v. FBI , 880 F.2d at 1453; see, e.g. . Koch v. United States Postal 
Seiv,, No. 92-233, slip op. at 12 (W.D. Mo. Dec. 17, 1992) ("If the inform- 
ant’s identity is disclosed . . . , individuals would be less likely to come for- 
ward with information in future investigations. "). 

84 kh at 1452. But see Providence Journal Co. v. United States Dep’t of 
the Army . 981 F.2d at 567 n. 16 (express waiver of confidentiality by source 
vitiates Exemption 7(D) protection). 

83 Seg KTVY-TV v. United States . 919 F.2d at 1470-71; Akron Standard 
Div. of Eagle-Picher Indus, v. Donovan . 780 F.2d 568, 573 (6th Cir. 1986); 
Church of Scientology v. IRS . 816 F. Supp. at 1161 (source identity and infor- 
mation provided "remains confidential . . . after the investigation is conclud- 
ed"); Sot q v. PEA , slip op. at 7 ("It is of no consequence that these sources 
provided information relating to a criminal investigation which has since been 
completed."); Gale v. FBI . 141 F.R.D. at 98 (Exemption 7(D) protects state- 
ments made even "while no investigation is pending.’’). 

u See, e.g ., Schmerler v. FBI . 900 F.2d at 336 ("The statute contains no 
sunset provision .... "); Keys v. Department of Justice . 830 F.2d at 346 
("‘Congress has not established a time limitation for exemption (7)(D) and it 
would be both impractical and inappropriate for the Court to do so.”’ (quoting 
Keys v. Department of Justice , slip op. at 7)); King v. United States Dep’t of 
J ustice , 830 F.2d at 212-13, 236 (interviews conducted in 1941 and 1952 pro- 
tected); Irons v. FBI . 811 F.2d at 689 (information regarding 1948-56 Smith 
Act trials protected); Brant Constr. Co. v. EPA . 778 F.2d at 1265 n.8 (in view 
of "policy of 7(D) to protect future sources of information," passage of time 
"does not alter status" of source-provided information); Diamond v. FBI . 707 
F.2d at 76-77 (protecting McCarthy-era documents); Fitzgibbon v. United 
States Secret Serv, . 747 F. Supp. at 60 (information regarding alleged 1961 
plot against President Kennedy by Trujillo regime in Cubal: Abrams v. FBI . 

511 F. Supp. 758, 762-63 (N.D. 111. 1981) (protecting 27-year-old documents). 

87 See., e.g ., McDonnell v. United States , slip op. at 54 (consideration of 
whether source "deceased does not extend to the information withheld pursuant 
to Exemption 7(D)"); Schmerler v, FBI . 900 F.2d at 336 ("[T]hat the sources 
may have died is of no moment to the analysis."); Kiralv v. FBI . 728 F.2d at 
279 (information provided by deceased source who also testified at trial): Cohen 
v. Smith . No. 81-5365, slip op. at 4 (9th Cir. Mar, 25, 1983), cert, denied . 

(continued. . .) 
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Perhaps because Exemption 7(D) had been traditionally afforded such a 
broad construction by the courts, few opinions since the passage of the FOIA 
Reform Act have hinged on its specific revisions. It is evident, however, that 
the Act’s relaxation of Exemption 7(D)’s harm standard, in conjunction with the 
other legislative amendments to it, strives to ensure that the utmost protections 
possible will continue to be afforded to confidential sources. 88 All federal 
agencies maintaining law enforcement information should be applying the 
strengthened Exemption 7(D) to provide adequate source protection. They 
should employ, in the words of one of the first courts to consider the matter 
under the Reform Act, "fa] ‘robust’ reading of exemption 7(D)." 89 


EXEMPTION 7(E) 

As with other parts of Exemption 7, Exemption 7(E) was significantly 
strengthened by the Freedom of Information Reform Act of 1986. 1 Previously, 
Exemption 7(E) encompassed only investigatory records compiled for law en- 
forcement purposes the production of which "would . . . disclose investigative 
techniques and procedures." 2 It now affords protection to all law enforcement 
information which "would disclose techniques and procedures for law enforce- 
ment investigations or prosecutions, or would disclose guidelines for law en- 
forcement investigations or prosecutions if such disclosure could reasonably be 
expected to risk circumvention of the law." 3 Thus, all of the applications of 
Exemption 7(E) recognized under its former version are in no way diminished 
by the provision’s amendment and remain fully effective. 

As reconstituted, the first clause of Exemption 7(E) permits the withhold- 
ing of "records or information compiled for law enforcement purposes . . , 
[which] would disclose techniques and procedures for law enforcement investi- 


87 (... continued) 

464 U.S. 939 (1983); Jones v. FBI , slip op. at 14 (identity protected "even if 
the informant is dead"); see also FOIA Update . Summer 1983, at 5; gf. Allen 
v. POD . 658 F. Supp. 15, 20 (D.D.C. 1986) (protection of deceased intel- 
ligence sources under Exemption 1). 

88 Seg Attorney General’s Memorandum at 13. 

89 Slubv v. United States Dep’t of Justice . No. 86-1503, slip op. at 5 
(D.D.C. Apr. 30, 1987); accord Irons v. FBI . 811 F.2d at 687-89 (post-amend- 
ment decision extending Exemption 7(D) protection to sources who received 
only conditional assurances of confidentiality). 

1 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48 to 3207-49. 

2 See Attorney General’s Memorandum on the 1986 Amendments to the 
Freedom of Information Act 15 (Dec. 1987) [hereinafter Attorney General's 
Memorandum! . 


3 5 U.S.C. § 552(b)(7)(E) (1988). 
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gations or prosecutions." 4 It should not be overlooked that this first clause is 
phrased in such a way as to not require any particular determination of harm- 
or risk of circumvention of law-that would be caused by disclosure of the 
records or information within its coverage. Rather, it is designed to provide a 
more "categorical" protection of the information so described. 5 

Notwithstanding this broadening of the scope of Exemption 7(E)’s pro- 
tection, the general requirement that the technique or procedure not be already 
well known to the public remains. 6 Examples of investigatory techniques pre- 
viously held not protectible under Exemption 7(E) because courts have found 
them to be publicly known are "documentation appropriate for seeking search 
warrants before launching raiding parties" when this information has been 
revealed in court records, 7 “mail covers" and the "use of post office boxes," 8 
"security flashes," and the "tagging of fingerprints." 9 

Post-amendment cases have dealt similarly with this requirement, holding 
that details of a pretext contact which constituted "no more than a garden vari- 
ety ruse or misrepresentation" were ineligible for Exemption 7(E) protection, 10 
and disallowing the use of Exemption 7(E) where there was no indication “that 
disclosure of these documents would reveal secret investigative techniques." 11 


4 IsL 

5 Seg Attorney General’s Memorandum at 16 n.27. 

6 See Attorney General’s Memorandum at 16 n.27 (citing S. Rep. No. 221, 
98th Cong., 1st Sess. 25 (1983) (citing, in turn, H.R. Rep. No. 180, 93d 
Cong., 2d Sess. 12 (1974))). 

I National Qrg. for the Reform of Marihuana Laws v. PEA . No. 80-1339, 
slip op. at 8 (D.D.C. June 24, 1981). 

8 Dun away v, Webster . 519 F, Supp. 1059, 1082-83 (N.D. Cal. 1981). 

9 Eerguson v. Kelley . 448 F. Supp. 919, 926 (N.D. 111. 1977). 

10 Strath vJFBI . 673 F. Supp. 949, 970 (E.D. Wis. 1987); see also Rosen- 
feld v- United States Dep’t of Justice . 761 F. Supp. 1440, 1450 (N.D. Cal. 
1991) (information pertaining to specific pretext phone call held ineligible for 
exemption protection) (appeal pending). But see also Nolan v. United States 
Pep , t of Justice . No. 89-A-2035, slip op. at 13 (D. Colo, Mar. 13, 1991) (in- 
formation surrounding pretext phone call properly withheld because disclosure 
may harm ongoing investigations), aff d on other grounds . 973 F.2d 843 (10th 
Cir. 1992). 

II Smith v. United States Dep’t of Justice . No. 86-6162, slip op. at 2 (E.D. 
Pa. Sept. 1, 1987); see also Don Rav Drive-A-Wav Co. v. Skinner . 785 F. 
Supp. 198 , 200 (D.D.C. 1992) (computer algorithm used by Department of 
Transportation to determine safety rating of motor carriers "does not simply 
involve investigative techniques or procedures" because it has same status as 
regulations or agency law); Albuquerque Publishing Co. v. United States Dep’t 

(continued..,) 
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However, even commonly known procedures have been protected from 
release where " [tjhe techniques themselves may be known to the public, but the 
circumstances of their usefulness , . . may not be widely known,’’ 52 or where 
"their use in concert with other elements of an investigation and in their totality 
directed toward a specific investigative goal constitute a ‘technique’ which mer- 
its protection to insure its future effectiveness." 13 


“(...continued) 

of Justice . 726 F. Supp. 851, 858 (D. Ariz. 1989) (agencies "should avoid 
burdening the Court with techniques commonly described in movies, popular 
novels, stories or magazines or television"); Astlev v. Lawson . No. 89-2806, 
slip op. at 13 (D.D.C. Jan. 11, 1991) (mere assertion that technique falls within 
scope of exemption is insufficient). 

12 Parker v. United States Dep’t of Justice . No. 88-760, slip op, at 8 
(D.D.C. Feb. 28, 1990), affd in pertinent part . No. 90-5070 (D.C. Cir. June 
28, 1990); see also Hale v. United States Dep’t of Justice . 973 F.2d 894, 902- 
03 (10th Cir. 1992) (information concerning security devices, modus operandi 
and polygraph matters), cert, granted, vacated & remanded on other grounds . 
113 S. Ct. 3029 (1993); Buffalo Evening News. Inc, v. United States Border 
Patrol, 791 F. Supp. 386, 392 n.5, 393 n.6 (W.D.N.Y. 1992) (fact of whether 
alien’s name is listed in INS Lookout Book and methods of apprehension); 
McCoy v. Moschella . No. 89-2155, slip op. at 9-10 (D.D.C. Sept. 30, 1991) 
(categorization of similar bank robberies for purposes of subject identification); 
Ellis v. United States Dep’t of Justice . No. 90-132, slip op. at 4 (D.D.C. Sept. 
25, 1990) (FBI polygraph material). 

13 Martinez v. FBI . No. 82-1547, slip op. at 16 (D.D.C. Oct. 11, 1983); 
see, e.g.. Neill v. United States Dep’t of Justice . No. 91-3319, slip op. at 7-8 
(D.D.C. July 20, 1993) ("known techniques used in conjunction with unknown 
techniques"); Hassan v. FBI . No. 91-2189, slip op. at 8-10 (D.D.C. July 13, 
1992) (common techniques used with uncommon technique to achieve unique 
investigative goal), summary affirmance granted . No. 92-5318 (D.C. Cir. Mar. 
17, 1993); Coleman v. FBI . No. 89-2773, slip op. at 26 (D.D.C. Dec. 10, 

1991) (while techniques themselves may be known, disclosure of specific use or 
patterns of use reduces future effectiveness), summary affirmance granted . No. 
92-5040 (D.C. Cir. Dec. 4, 1992); Fisher v. United States Dep’t of Justice . 

772 F. Supp. 7, 12 (D.D.C. 1991) (disclosure of information within context of 
documents at issue could alert subjects of investigation about techniques used to 
aid FBI); Varelli v. FBI . No. 88-1865, slip op. at 17 (D.D.C. Qct, 4, 1991) 
(routine techniques protected when used with uncommon technique to accom- 
plish unique investigative goal); Wagner v. FBI . No. 90-1314, slip op. at 5 
(D.D.C. June 4, 1991) (exemption protects detailed surveillance and undercover 
investigative methods and techniques), summary affirmance granted . No. 91- 
5220 (D.C. Cir. Aug. 3, 1992); D’Alessandro v. United States Dep’t of Jus- 
tifiS, No. 90-2088, slip op. at 8 (D.D.C, Feb. 28, 1991) (certain known inves- 
tigative techniques, when used in conjunction with other techniques, could 
reasonably be expected to risk circumvention of law); PHE. Inc, v. United 
States Dep’t of Justice . No. 90-1461, slip op. at 7 (D.D.C. Jan. 31, 1991) 
(descriptions of even commonly known obscenity investigation techniques pro- 
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In some cases, it is not possible to describe secret law enforcement tech- 
niques, even in general terms, without disclosing the very information to be 
withheld. 14 Several recent decisions, though, have described the general na- 
ture of the technique while withholding the details.' 5 Numerous cases decided 


n (... continued) 

tected when they are used "in concert with other elements of an investigation 
and in their totality [are] directed toward a specific investigative goal"), aff d in 
pertinent part, rev’d in other part & remanded . 983 F.2d 248 (D.C. Cir. 1993); 
Beck v. United States Dep’t of the Treasury . No. 88-493, slip op. at 26 
(D.D.C. Nov. 8, 1989) (certain documents, including map, withheld because 
disclosure would reveal surveillance technique used by Customs Service, as 
well as why certain individuals were contacted with regard to investigations), 
aff d , 946 F.2d 1563 (D.C. Cir. 1992) (table cite); Gonzalez v. United States 
Dep’t of Justice . No. 88-913, slip op. at 8 (D.D.C. Oct. 25, 1988) (protecting 
investigative techniques used in particular investigations, and their effectiveness 
ratings, which could assist criminals in employing countermeasures to circum- 
vent these techniques); accord Dettman v. United States Dep’t of Justice . No. 
82-1108, slip op. at 14 (D.D.C. Mar. 21, 1985), affd . 802 F.2d 1472, 1475 
n.4 (D.C. Cir. 1986); see also FOIA Update . Spring 1984, at 5; cf United 
States v. Van Horn . 789 F.2d 1492, 1508 (11th Cir. 1986) ("Disclosing the 
precise locations where surveillance devices are hidden or their precise specifi- 
cations will educate criminals regarding how to protect themselves against 
police surveillance.") (recognizing qualified privilege in criminal case). 

14 See, e.g„ Eagslk in g y. PEA, No. 91-165, slip op. at 10 (D.D.C. Nov. 
30, 1992) (release of two specific DEA techniques "would make them inef- 
fective by allowing drug violators to evade detection and apprehension"); Soto 
wJ3EA, No. 90-1816, slip op. at 7 (D.D.C. Apr. 13, 1992) (detailed descrip- 
tion of technique pertaining to detection of drug traffickers would effectively 
disclose it); Fitzgibbon v. United States Secret Serv. . No. 86-1886, slip op. at 
3 (D.D.C. Mar. 17, 1992) (descriptions of how certain law enforcement inves- 
tigations are conducted and "Administrative Profile" forms); Roiem v. United 
States Dep’t of Justice . No. 90-3021, slip op. at 2 (D.D.C. Oct. 31, 1991) 
(critical descriptions and chronologies of law enforcement tactics not known to 
public); Martorano v. FBI . No. 89-377, slip op. at 20-21 (D.D.C. Sept. 30, 
1991) (narcotics investigation techniques not commonly known to public); 
Spirovski v. DEA . No. 90-1633, slip op. at 6 (D.D.C. July 24, 1991) (details 
regarding three specific DEA investigative techniques); Fernandez v. United 
States Dep’t of Justice . No. 88-1539, slip op. at 8 (D.D.C. Feb. 5, 1990) (ac- 
cepting DEA claim that "at least three proven techniques and procedures not 
commonly known to the public" could not be explained without revealing their 
substance or risking integrity of their effectiveness); Lam Lek Chong v. DEA . 
No. 85-3726, slip op. at 19-20 (D.D.C. Mar. 14, 1988), affd on other 
grounds . 929 F.2d 729 (D.C. Cir. 1991). 

15 See, e.g. . Bowen v. FDA . 925 F.2d 1225, 1228 (9th Cir. 1991) (release 
of specifics of cyanide-tracing techniques would present serious threat to future 
product-tampering investigations); Becker v. IRS . No. 91-C-1203, slip op. at 
14-15 (N.D. 111. Mar. 27, 1992) (protects investigatory techniques used by IRS 

(continued...) 
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before the 1986 amendments are consistent with current case law in allowing 
agencies to describe the general nature of the technique while withholding full 
detail.' 6 


While the former version of Exemption 7(E) protected law enforcement 
techniques and procedures only where they could be regarded as "investigatory" 
or "investigative” in character, the first clause of the amended Exemption 7(E) 
no longer contains that limitation. Rather, it now simply covers "techniques 
and procedures for law enforcement investigations and prosecutions." 17 As 


15 (... continued) 

to identify and investigate tax protestors) (appeal pending); Destileria Serralles. 
Inc. _y., Department of the Treasury . No. 85-837, slip op. at 15 (D.P.R. Sept. 
22, 1988) (technique for examining records of alcoholic beverage retailers "to 
determine whether discounts offered by a wholesale liquor dealer were used as 
a subterfuge for the giving of a thing of value to the retailer"); O’Connor v. 
JR§, 698 F. Supp. 204, 206-07 (D. Nev. 1988) ("tolerance and criteria used 
internally by the IRS in investigations”); Laroque v. United States Dep’t of 
iMticg, No. 86-2677, slip op. at 7-8 (D.D.C. July 12, 1988) ("reason codes" 
and ''source codes" in State Department "lookout notices”); Luther v. IRS . No. 
5-86-130, slip op. at 3-4 (D. Minn. June 8, 1987) (magistrate’s recommenda- 
tion) (alternative holding) ("IRS’s Discriminant Function Scores" used to select 
returns for audit), adopted (D. Minn. Aug. 13, 1987), 

16 See^e.g-, Cohen v. Smith . No. 81-5365, slip op. at 8 (9th Cir. Mar. 25, 
1983) (details of telephone interviews), cert, denied . 464 U.S. 939 (1983); Ray 
y. United States Customs Serv. . No. 83-1476, slip op. at 16-17 (D.D.C. Jan. 
28, 1985) (same); Fund for a Conservative Majority v. Federal Election 
Conunln, No. 84-1342, slip op. at 6-8 (D.D.C. Feb. 26, 1985) (alternative 
holding) (audit criteria); Oliva v. FBI . No. 83-3724, slip op. at 4 (D.D.C. 

Mar. 30, 1984) (model, serial number and type of equipment used in connec- 
tion with surveillance); LeClair v. United States Secret Serv. . No. 82-2162, slip 
op. at 5 (D. Mass. Feb. 23, 1983) ("Administrative Profile" used to evaluate 
individuals in connection with protective services); Windels. Marx. Davies & 
Ives v. Department of Commerce . 576 F. Supp. 405, 413-14 (D.D.C. 1983) 
(alternative holding) (computer program used to detect anti-dumping law viola- 
tions); Minnesota v. Department of Energy . No. 4-81-434, slip op. at 10 (D. 
Minn, Dec. 14, 1982) (details of techniques utilized in oil refinery audit); Hay- 
ward v. United States Dep’t of Justice . 2 Gov’t Disclosure Serv. (P-H) 

5 81,231, at 81,646 (D.D.C. July 14, 1981) (methods and techniques used by 
U.S. Marshals Service to relocate protected witnesses); Mallov v. United Staffs 
Dep’t of Justice, 457 F. Supp. at 545 (details concerning "bait money" and 
"bank security devices"); Boyce v. Deputy Director . No. 78-084, slip op. at 4- 
5 (D.D.C. Oct. 25, 1978) (procedures unique to counterfeiting investigations); 
Ott.v. Levi , 419 F. Supp. 750, 752 (E.D. Mo. 1976) (laboratory techniques 
used in arson investigation); see also U.S, News & World Report v. Depart- 
ment of the Treasury, No. 84-2303, slip op. at 7 (D.D.C. Mar. 26, 1986) 
(extending former version of Exemption 7(E) to protect even Secret Service’s 
contract specifications for President’s armored limousine). 

17 5 U.S.C. § 552(b)(7)(E) (1988). 
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such, it authorizes the withholding of information consisting of, or reflecting, a 
law enforcement "technique" or a law enforcement "procedure," wherever it is 
"for law enforcement investigations or prosecutions" generally . n 

The protection now available under this first clause of the exemption is 
thus broader than that which formerly was available under Exemption 7(E) as a 
whole. 19 One of the Exemption 7 weaknesses specifically addressed by Con- 
gress in achieving FOIA reform was its inadequacy to protect such records as 
law enforcement manuals which, though certainly containing law enforcement 
techniques" and "procedures," ran afoul of the former "investigatory" require- 
ment of the exemption. 20 Such documents, including those which pertain to 
the 'prosecutions" stage of the law enforcement process, now meet the require- 
ments for withholding under Exemption 7(E) to the extent that they consist of, 
or reflect, law enforcement techniques and procedures best kept confidential. 21 

Exemption 7(E) ’s entirely new second clause separately protects "guide- 
lines for law enforcement investigations or prosecutions if [their] disclosure 
could reasonably be expected to risk circumvention of the law." 22 This dis- 
tinct new protection was added by Congress to ensure proper protection for the 
type of law enforcement guideline information found ineligible to be withheld in 
the en banc decision of the Court of Appeals for the District of Columbia Cir- 
cult in Jordan v. Depart m ent of Justice . 23 a case involving guidelines for pro- 
secutions. It reflects a dual concern with the need to remove any lingering ef- 
fect of that decision, while at the same time ensuring that agencies do not un- 
necessarily maintain "secret law" on the standards used to regulate behavior. 24 

Accordingly, this clause of Exemption 7(E) is available to protect any 
"law enforcement guideline" information of the type involved in Jordan , wheth- 
er it pertains to the prosecution or basic investigation stage of a law enforce- 
ment matter, whenever it is determined that its disclosure "could reasonably be 


18 MJ see Attorney General’s Memorandum at 15. But see also Cowsen-El 
vJL Inited States Dep’t of Justice , 826 F. Supp. 532, 533-34 (D.D.C. 1992) 
(Bureau of Prisons Program Statement held internal policy wholly unrelated to 
investigations or prosecutions). 

19 Sgg Attorney General’s Memorandum at 16. 

20 See S. Rep. No. 221, 98th Cong., 1st Sess. 23 (1983) (citing, e.g., 
Sladek v. Bensinger . 605 F.2d 899 (5th Cir. 1979)). 

21 Attorney General’s Memorandum at 16. 

22 5 U.S.C. § 552(b)(7)(E) (1988). 

23 591 F.2d 753, 771 (D.C. Cir. 1978). 

24 S. Rep. No. 221, 98th Cong., 1st Sess. 25 (1983). Seg Attorney Gener- 
al^ Memorandum at 16-17; see also Don Rav Drive-A-Wav Co. v Skinner 
785 F. Supp. at 200 & n.l (shrouding safety rating process in secrecy "is not 
an acceptable solution to the agency’s proper concern over severe budgetary re- 
strictions"). 
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expected to risk circumvention of the law." 35 In choosing this particular harm 
formulation, Congress employed the more relaxed harm standard now used 
widely throughout Exemption 7, and obviously "was guided by the ‘circumven- 
tion of the law’ standard that the D.C. Circuit established in its en banc deci- 
sion" 26 in Crooker v. Bureau of Alcohol. Tobacco & Firearms . 27 However, 
in applying this clause of Exemption 7(E) to law enforcement manuals, agencies 
should be careful to withhold only the portions of those guidelines that correlate 
to a specific harm to law enforcement efforts. 28 


23 Sg£xJ..g-, PHE, Inc, v. United States Dep’t of Justice . 983 at 251 (D.C. 
Cir. 1993) ("release of FBI guidelines as to what sources of information are 
available to its agents might encourage violators to tamper with those sources of 
information and thus inhibit investigative efforts"); Silber v. United States Dep’t 
gf-Justice, No. 91-876, transcript at 25 (D.D.C. Aug. 13, 1992) (bench order) 
(disclosure of agency’s monograph on fraud litigation "would present the spec- 
ter of circumvention of the law"); Small v. IRS . 820 F. Supp. 163, 165-66 
(D.N.J. 1992) (disclosure of "IRS’s Discriminant Function Scores" would result 
in circumvention of tax laws; IRS tolerance and audit guidelines withheld be- 
cause disclosure would allow taxpayers to devise circumvention strategies); 
Ce nter for Nat’l Sec. Studies v, INS . No. 87-2068, slip op. at 14 (D.D.C. Dec. 
19, 1990) (exemption protects final contingency plan in event of attack on Unit- 
ed States, guidelines for response to terrorist attacks, and contingency plans for 
immigration emergencies); Powell v. United States Dep’t of Justice . No. 86- 
2020, slip op. at 18 (D.D.C. Aug. 18, 1988) (magistrate’s recommendation) 
(although agency released documents describing various enforcement tech- 
niques, disclosure of specific technique used in particular case would reveal 
agency’s strategy in similar cases), adopted (D.D.C. Oct. 31, 1989); Williston 
B asin Inte r stat e P ipeline Co. v. Federal Energy Regulatory Comm’n . No. 88- 
592, slip op. at 4-5 (D.D.C. Apr. 17, 1989) (finding portions of FERC regu- 
latory audit describing (1) significance of each page in audit report, (2) in- 
vestigatory technique utilized and (3) auditor’s conclusions, to constitute "the 
functional equivalent of a manual of investigative techniques"). But see Church 
oLScientology y. IRS, 816 F. Supp. 1138, 1162 (W.D. Tex. 1993) (IRS did 
not establish how release of notes and memoranda "regarding harassment of 
Service employees" written during course of investigation "could reasonably be 
expected to circumvent the law") (appeal pending). 

26 S. Rep. No. 221, 98th Cong., 1st Sess. 25 (1983); igg Attorney Gener- 
al’s Memorandum at 17. 

27 670 F.2d 1051 (D.C. Cir. 1981). 

28 See PHE. Inc, v. United States Dep’t of Justice . 983 F.2d at 252 (Na- 
tional Obscenity Enforcement Unit failed to submit affidavit containing "precise 
descriptions of the nature of the redacted material and providing reasons why 
releasing each withheld section would create a risk of circumvention of the law, 
or . . . clearly indicat[ing] why disclosable material could not be segregated 
from exempted material"); cf, Wjghtman v. Bureau of Alcohol. Tobacco & 
F irearms , 755 F.2d 979, 982-83 (1st Cir. 1985) (remanding for determination 
of segregability) (Exemption 2); Schreibman v. United States Dep’t of Com- 

(continued...) 


EXEMPTION 7(F) 


...... 


Law enforcement agencies therefore may avail themselves of the distinct 
protections now provided in Exemption 7(E)’s two clauses. Their "noninvesti- 
gatory” law enforcement records, to the extent that they can be fairly regarded 
as reflecting techniques or procedures, are now entitled to categorical protection 
under Exemption 7(E)’s expanded first clause. As well, law enforcement 
guidelines that satisfy the broad "could reasonably be expected to risk circum- 
vention of law" standard can be protected under Exemption 7(E)’s newer sec- 
ond clause. 29 (See also discussion of overlapping "circumvention" protection 
available under Exemption 2, above.) 

EXEMPTION 7(F) 

As a result of the Freedom of Information Reform Act of 1986/ Exemp- 
tion 7(F) now permits the withholding of information necessary to protect the 
physical safety of a wide range of individuals. Whereas Exemption 7(F) previ- 
ously protected records that "Would . . . endanger the life or physical safety of 
law enforcement personnel," 2 the amended exemption provides protection to 
"any individual” where disclosure of information about him "could reasonably 
be expected to endanger [his] life or physical safety." 3 

Prior to the 1986 FOIA amendments, this exemption had been invoked to 
protect both federal and local law enforcement officers. 4 Cases decided after 
the 1986 FOIA amendments continue this strong protection for law enforcement 
agents. 5 Under the amended language of Exemption 7(F), courts have applied 


28 (... continued) 

merge, 785 F. Supp. 164, 166 (D.D.C. 1991) (remanding for segregability 
finding involving vulnerability assessment) (Exemption 2). 

29 Attorney General’s Memorandum at 17 & n.31. 

1 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48 to 320749. 

2 5 U.S.C. § 552(b)(7)(F) (1982) (amended 1986). 

3 5 U.S.C. § 552(b)(7)(F) (1988). 

4 See^ e.g. . Maroscia v. Levi . 569 F.2d 1000, 1002 (7th Cir. 1977) (FBI 
special agents and "other law enforcement personnel”); Barham v. Secret Serv. . 
No. 82-2130, slip op. at 5 (W.D. Term. Sept. 13, 1982) (Secret Service 
agents); Docal v. Bennsinger , 543 F. Supp. 38, 48 (M.D. Pa. 1981) (DEA 
special agents, supervisory special agents, and local law enforcement officers); 
Mahler v. United States Dep’t of Justice . 2 Gov’t Disclosure Serv. (P-H) 

1 82,032, at 82,263 (D.D.C. Sept. 29, 1981) (Deputy U.S. Marshal); Nunez v. 
DEA, 497 F. Supp. 209, 212 (S.D.N.Y. 1980) (DEA special agents); Ray v. 
Turner, 468 F. Supp. 730, 735 (D.D.C. 1979) (U.S. Customs Service agent). 

5 See, e.g, . Freeman v. United States Dep’t of Justice . No. 92-557, slip op. 
at 6 (D.D.C. June 28, 1993) (names, identifying data, and aliases of local 
undercover law enforcement officers); Manchester v. DEA . 823 F. Supp. 1259, 

(continued...) 
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the broader protection now offered by this exemption. They have held that this 
exemption is appropriate to withhold the "names and identifying information of 
federal employees, and third persons who may be unknown" to the requester. 6 
Withholding of such information can be necessary to protect such persons from 


5 (... continued) 

1273 (E.D. Pa. 1993) (names and identities of DEA special agents, supervisory 
special agents, and other law enforcement officers); Enselking v. PEA . No. 
91-165, slip op. at 10 (D.D.C. Nov. 30, 1992) (same); Watson v. United States 
Dep’t of Justice . 799 F. Supp. 193, 197 (D.D.C. 1992) (same); Epps v. United 
States Dep’t of Justice . 801 F. Supp. 787, 795 (D.D.C. 1992) (same), summary 
affirmance granted in pertinent part . No. 92-5360 (D.C. Cir. Apr. 29, 1993); 
Soto v, PEA . No. 90-1816, slip op. at 8 (D.D.C. Apr. 13, 1992) (same); Mat 
torano v. PEA . No. 89-813, slip op. at 21-22 (D.D.C. Sept. 30, 1991) (identi- 
ties of DEA agents and other law enforcement personnel who associate with vi- 
olators in undercover capacities); Fisher v. United States Dep’t of Justice . 772 
F. Supp. 7, 11 (D.D.C. 1991) (identities of DEA law enforcement personnel); 
Beck v. United States Dep’t of Justice . No. 88-3433, slip op. at 2-3 (D.D.C. 
July 24, 1991) (names mentioned in criminal investigative files), summary 
affirmance granted in pertinent part . No. 91-5292 (D.C. Cir. Nov. 19, 1992); 
Spirovski v. DEA . No. 90-1633, slip op. at 4 (D.D.C. July 24, 1991) (names, 
telephone numbers and addresses of DEA personnel); Wagner v. FBI . No. 90- 
1314, slip op. at 6 (D.D.C. June 4, 1991) (identities of DEA agents who 
routinely operate in undercover narcotics investigations), summary affirmance 
granted. No. 91-5220 (D.C. Cir. Aug. 3, 1992); Clarkson v. IRS , No. 8:88- 
3036-3K, slip op. at 7-8 (D.S.C. May 10, 1990) (identities of IRS agents who 
participated in undercover operations involving violent tax-protester groups); 
At kins v. Department of Justice . No. 88-842, slip op. at 10 (D.D.C. Feb. 26, 

1990) (names and identities of DEA agents and other law enforcement per- 
sonnel who associate with violators in undercover capacities), affd . 946 F.2d 
1563 (D.C. Cir. 1991) (table cite). 

6 Luther v. IRS . No. 5-86-130, slip op. at 6 (D. Minn. Aug. 13, 1987); see 
also Durham v. United States Dep’t of Justice . No. 91-2636, slip op. at 11 
(D.D.C. Aug. 17, 1993) (given requester’s past violent behavior, agency can 
protect identities of individuals who assisted FBI in its case against requester); 
Manna v. United States Dep’t of Justice . 815 F. Supp. 798, 810 (D.N.J. 1993) 
(release of FBI reports would endanger life or physical safety of victims, 
informants, and potential and actual witnesses); Kele v. United States Parole 
Comm’n. No. 92-1302, slip op. at 3 (D.D.C. Aug. 18, 1992) (agency can 
withhold adverse witness’s address and also statements concerning his involve- 
ment with requester and willingness to testify at requester’s probation hearing); 
Sanders v. United States Dep’t of Justice . No. 91-2263, slip op. at 10 (D. Kan. 
Apr. 21, 1992) (in view of requester's mental difficulties, disclosing identities 
of medical personnel who prepared requester’s mental health records would en- 
danger their safety); Author Servs.. Inc, v. IRS . No. 90-2187, slip op. at 7 
(C.D. Cal. Nov. 14, 1991) (identities of third parties and handwriting and iden- 
tities of IRS employees withholdable in view of previous conflict and hostility 
between parties); Varelli v. FBI . No. 88-1865, slip op. at 17 (D.D.C. Oct. 4, 

1991) (identities of individuals in El Salvador who knew of requester’s relation- 
ship with FBI protected). 
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possible harm by a requester who has threatened them in the past. 7 More re- 
cently, courts have held that the expansive language of "any individual" encom- 
passes protection of the identities of informants who have been threatened with 
harm. 8 

Significantly, Exemption 7(F) protection has been held to remain applic- 
able even after a law enforcement officer subsequently retired. 9 On the other 
hand, in one instance it was held that Exemption 7(F) could not be employed to 
protect the identities of law enforcement personnel who testified at the request- 
er’s criminal trial. 10 

Several years ago, one court approved a rather novel, but certainly appro- 
priate, application of this exemption to a description in an FBI laboratory report 
of a homemade machine gun because its disclosure would create the real possi- 
bility that law enforcement officers would have to face "individuals armed with 
homemade devices constructed from the expertise of other law enforcement 
people." 11 

Although Exemption 7(F)’s coverage may in large part be duplicative of 
that afforded by Exemption 7(C), it is potentially broader in that no balancing is 
required for withholding under Exemption 7(F). 12 It is difficult to imagine 
any circumstance, though, in which the public’s interest in disclosure could out- 
weigh the safety of any individual. Moreover, Exemption 7(F), as amended, 
should be of greater utility to law enforcement agencies, given the lessened 


7 See, e..g^, Luther v. IRS , slip op. at 6; Durham v. United States Dep’t of 
Justice, slip op. at 1 1 (protection for third parties who have knowledge about 
crime in which requester was involved); Manna v. United States Dep’t of Jus- 
tice, 815 F. Supp. at 810 (victims, informants, and potential and actual witness- 
es in La Cosa Nostra case protected). 

* SttL.e.-g., Houslev v. FBI. No. 87-3231, slip op. at 7 (D.D.C. Mar. 18, 
1988) (identities of informants); see also Spirovski v. PEA , slip op. at 4 
(names, telephone numbers and addresses of informants). 

9 See Moody v. PEA . 592 F. Supp. 556, 559 (D.D.C. 1984). 

10 Myers v. United States Dep’t of Justice . No. 85-1746, slip op. at 6 
(D.D.C. Sept. 22, 1986). Contra Beck v. United States Dep’t of Justice , slip 
op. at 2-3 (exemption not necessarily waived when information revealed at 
public trial); Prows v. United States Dep’t of Justice . No. 87-1657, slip op. at 
6 (D.D.C. Apr. 13, 1989) (similar to protection under Exemption 7(C), DEA 
agents’ identities protected even though they testified at trial), affd . No. 89- 
5185 (D.C. Cir. Feb. 26, 1990). 

11 LaRouche v. Webster . No. 75-6010, slip op. at 24 (S.D.N.Y. Oct. 23, 
1984); see also Pfeffer v. Director. Bureau of Prisons . No. 89-899, slip op. at 
4 (D.D.C. Apr. 18, 1990) (information about smuggling weapons into prisons 
could reasonably be expected to endanger physical safety of "some individual" 
and therefore was properly withheld under Exemption 7(F)). 

12 See FOIA Update . Spring 1984, at 5. 


EXEMPTION 8 


"could reasonably be expected" harm standard now in effect. 13 Agencies can 
reasonably infer from this modification Congress’ approval to withhold infor- 
mation wherever there is a reasonable likelihood of its disclosure causing harm 
to someone. 14 


EXEMPTION 8 

Exemption 8 of the FOIA covers matters that are "contained in or related 
to examination, operating, or condition reports prepared by, on behalf of, or for 
the use of an agency responsible for the regulation or supervision of financial 
institutions." 1 

This exemption received little judicial attention during the first dozen 
years of the FOIA’s operation. The only significant decision during that period 
was one which held that national securities exchanges and broker-dealers are 
not "financial institutions" within the meaning of the exemption. 2 With respect 
to stock exchanges, which have been held to constitute "financial institutions" 
under Exemption 8, that decision has not been followed, 3 

Subsequent courts interpreting Exemption 8 have declined to restrict the 
"particularly broad, all-inclusive" scope of the exemption. 4 They have rea- 
soned that "if Congress has intentionally and unambiguously crafted a particu- 
larly broad, all-inclusive definition, it is not our function, even in the FOIA 


13 See^e.g., Sim pson v. United States Dep’t of Justice . No. 87-2832, slip 
op. at 11 (D.D.C. Sept. 30, 1988) (need to protect identities of DEA agents 
held so "clear" that in camera review unnecessary); eft Hoch v. CIA . No. 82- 
754, slip op. at 3 (D.D.C. Sept. 30, 1988) ("disclosures by the congressional 
committees did not purport to be official acknowledgements as to any of the 
information" sought), affd . 907 F.2d 1227 (D.C. Cir. 1990) (table cite). 

14 See Attorney General’s Memorandum on the 1986 Amendments to the ' 
Freedom of Information Act at 18 & n.34 (Dec. 1987); see also, e.g. . Dickie 
^Depart m ent of the Treasury . No. 86-649, slip op. at 13 (D.D.C. Mar. 31, 
1987) (upholding application of Exemption 7(F) as amended based upon agency 
judgment of "very strong likelihood" of harm). 

1 5 U.S.C. § 552(b)(8) (1988). 

2 M.A. Schaniro & Co. v. SEC . 339 F. Supp. 467, 470 (D.D.C. 1972). 

3 See Mermelstein v . SEC . 629 F. Supp. 672, 673-75 (D.D.C. 1986) (opin- 
ion based in part upon legislative history of Sunshine Act). 

4 Consume rs Union of United States. Inc, v. Office of the Comptroller of 
the Currency, No. 86-1841, slip op. at 2 (D.D.C. Mar. 11, 1988); McCullough 
vJFDIC, 1 Gov’t Disclosure Serv. (P-H) 1 80,194, at 80,494 (D.D.C. July 28, 
1980). 
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context, to subvert that effort." 5 The Court of Appeals for the District of Co- 
lumbia Circuit has gone so far as to state that in Exemption 8 Congress has 
provided "absolute protection regardless of the circumstances underlying the 
regulatory agency’s receipt or preparation of examination, operating or condi- 
tion reports." 6 More recently, in a major Exemption 8 decision, the D.C. Cir- 
cuit broadly construed the term "financial institutions" and held that it is not 
limited to "depository" institutions. 7 

In examining the sparse legislative history of Exemption 8, courts have 
discerned two major purposes underlying it: (1) "to protect the security of 
financial institutions by withholding from the public reports that contain frank 
evaluations of a bank’s stability," and (2) "to promote cooperation and commu- 
nication between employees and examiners." 8 Accordingly, different types of 
documents have been held to fall within the broad confines of Exemption 8. 
First and foremost, the authority of federal agencies to withhold bank examina- 
tion reports prepared by federal bank examiners has not been questioned. 9 
Further, matters that are "related to" such reports-that is, documents that "rep- 
resent the foundation of the examination process, the findings of such an exami- 
nation, or its follow-up"— have also been held exempt from disclosure. 10 Like- 
wise, Exemption 8 has been employed to withhold portions of documents— such 
as internal memoranda and policy statements— that contain specific information 


5 Consum ers Union of United States. Inc, v. Heimann . 589 F.2d 531, 533 
(D.C. Cir. 1978); see also Shaip v. FDIC . 2 Gov’t Disclosure Serv. (P-H) 

1 81,107, at 81,270 (D.D.C. Jan. 28, 1981); McCullough v. FDIC . 1 Gov’t 
Disclosure Serv. (P-H) at 80,494. 

6 Gregory v. FDIC . 631 F.2d 896, 898 (D.C. Cir. 1980); see also Public 
Citi zen v. Farm Credit Admin. . 938 F.2d 290, 293-94 (D.C. Cir. 1991) (hold- 
ing that National Consumer Cooperative Bank is "financial institution" for pur- 
poses of Exemption 8; exemption protects audit reports prepared by Farm 
Credit Administration for submission to Congress regarding NCCB, although 
FCA does not regulate or supervise NCCB). 

7 Public Citizen v. Farm Credit Admin. . 938 F.2d at 292-94. 

8 .Atkinson v. _FDIC . 1 Gov’t Disclosure Serv. (P-H) ^ 80,034, at 80,102 
(D.D.C. Feb. 13, 1980); see also Consumers Union of United States. Inc, v. 
Heimann, 589 F.2d at 534; Feinberg v. Hibernia Corp. . No. 904245, slip op. 
at 8 (E.D. La. Jan. 7, 1993); Fagot v. FDIC . 584 F. Supp. 1168, 1173 
(D.P.R. 1984), affd in pertinent part & rev’d in part . 760 F.2d 252 (1st Cir. 
1985) (table cite). 

9 §ee Sharp v. FD IC, 2 Gov’t Disclosure Serv. (P-H) at 81,270; Atkinson 
v. FDIC . 1 Gov’t Disclosure Serv. (P-H) at 80,102. 

10 Atkinson v. FDIC . 1 Gov’t Disclosure Serv. (P-H) at 80,102; see also 
Teic hgraeber v. Board of Governors. Fed. Reserve Svs. . No. 87-2505, slip op. 
at 2-3 (D. Kan. Mar. 20, 1989); Consumers Union of United States. Inc, v. 
.Office of the Comptroller of the Currency , slip op. at 2-3; Foleer v. Conover . 
No. 82-4, slip op. at 6-8 (E.D. Ky. Oct. 25, 1983); Sharp v. FDIC . 2 Gov’t 
Disclosure Serv. (P-H) at 81,271. 


EXEMPTION 8 


about named financial institutions. 11 

Bank examination reports and related documents prepared by state regula- 
tory agencies have been found protectible under Exemption 8 on more than one 
ground. The purposes of the exemption are plainly served by withholding such 
material because of the "interconnected" purposes and operations of federal and 
state banking authorities. A state agency report transferred to a federal agen- 
cy strictly for its confidential use, however, and thus still within the control of 
the state agency, was held as a threshold matter not even to be an "agency rec- 
ord" under the FOIA subject to disclosure. 13 In general, "all records, regard- 
less of the source, of a bank’s financial condition and operations and in the 
possession of a federal agency ‘responsible for the regulation or supervision of 
financial institutions,’ are exempt.” 14 

Indeed, even records pertaining to banks that are no longer in operation 
can be withheld under Exemption 8 in order to serve the policy of promoting 
"frank cooperation" between bank and agency officials. 13 The exemption pro- 
tects even bank examination reports and related memoranda relating to insolven- 
cy proceedings. 16 Documents relating to cease-and-desist orders that issue af- 
ter a bank examination as the result of a closed administrative hearing are also 
properly exempt. 17 Additionally, reports examining bank compliance with 
consumer laws and regulations have been held to "fall squarely within the ex- 
emption." 18 


11 See Wachtel v. Office of Thrift Supervision . No. 3-90-833, slip op. at 
19-20, 23, 26-28, 30, 33 (M.D. Tenn. Nov. 20, 1990) (protecting portions of 
documents that contain specific information about two named financial institu- 
tions— names of institutions, names of officers and agents, any references to 
their geographic locations, and specific information about their financial 
conditions). 

12 See Atkinson v. FDIC . 1 Gov’t Disclosure Serv. (P-H) at 80,102. 

13 McCullough v, FDIC . 1 Gov’t Disclosure Serv. (P-H) at 80,495. 

14 JdL (quoting legislative history). 

15 G regory v, FDIC . 631 F.2d at 899. 

16 Sge,.e.g., Tripati v. United States Dep’t of Justice . No. 87-3301, slip op. 
at 2-3 (D.D.C. May 23, 1990). But cf. In re Sunrise Sec. Litigf. . 109 B.R. 

658, 664-67 (E.D. Pa. 1990) (holding that Federal Home Loan Bank of Atlanta 
could not rely upon regulation implementing Exemption 8 as independent evi- 
dentiary "bank examination privilege," and even under more general "official 
information privilege " there exists no absolute protection for internal working 
papers and other documents generated in government’s examination of failed 
bank) (non-FOIA case). 

17 See, e.g.. Atkinson v. FDIC . 1 Gov’t Disclosure Serv. (P-H) at 80,103. 

18 Id,.; cf Consumers Union of United States. Inc, v. Heimann . 589 F.2d at 

(continued. . .) 
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Moreover, in keeping with the expansive construction of Exemption 8, 
courts have generally not required agencies to segregate and disclose portions of 
documents unrelated to the financial state of the institution: ”[A]n entire exami- 
nation report, not just that related to the ‘condition of the bank’ may be prop- 
erly withheld."’ 9 


EXEMPTION 9 

Exemption 9 of the FOIA covers "geological and geophysical information 
and data, including maps, concerning wells." 1 While this exemption is very 
rarely invoked or interpreted, 2 one court has held that it applies only to "well 
information of a technical or scientific nature." 3 Only two other decisions have 
addressed Exemption 9; however, both merely mentioned the exemption without 
discussing its scope or application. 4 


EXCLUSIONS 

The Freedom of Information Reform Act of 1986 created an entirely new 
mechanism for protecting certain especially sensitive law enforcement matters 


I8 (... continued) 

534-35 (Truth in Lending Act does not narrow Exemption 8’s broad language); 
Consumers Union of United States. Inc, v. Office of the Comptroller of the 
Currency , slip op. at 2-3 (reports fall within Exemption 8 "because they ana- 
lyze and summarize information concerning consumer complaints"). 

19 Atkinson v. FDIC . 1 Gov’t Disclosure Serv. (P-H) at 80,103. But see 
Fagot v. FDIC . No. 84-1523, slip op. at 5-6 (1st Cir. Mar. 27, 1985) (portion 
of document which does not relate to bank report or examination cannot be 
withheld); see generally PHE. Inc, v. Department of Justice . 983 F.2d 248, 252 
(D.C. Cir. 1993) (emphasizing general agency segregation obligation under 
FOIA). 

1 5 U.S.C. § 552(b)(9) (1988). 

2 See National Broadcasting Co. v. SBA . No. 92 Civ. 6483, slip op. at 5 
n.2 (S.D.N.Y. Jan. 28, 1993) (merely noting that document withheld under 
Exemption 4 "also contains geographic or geological information which is 
exempted from disclosure pursuant to FOIA Exemption 9"). 

3 Black Hills Alliance v. United States Forest Serv. . 603 F. Supp. 117, 122 
(D.S.D. 1984) (excluding number, locations, and depths of proposed uranium 
exploration drill-holes). 

4 See Superior Oil Co. v. Federal Energy Regulatory Comm’n . 563 F.2d 
191, 203-04 & n.20 (5th Cir. 1977) (non-FOIA case); Pennzoil Co. v. Federal 
Power Comm’n . 534 F.2d 627, 629-30 & n.2 (5th Cir. 1976) (non-FOIA case); 
cfi Ecee. Inc, v. Federal Energy Regulatory Comm’n . 645 F.2d 339, 348-49 
(5th Cir. 1981) (requirement that producers of natural gas submit confidential 
geological information held valid) (non-FOIA case). 
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under new subsection (c) of the FOIA. 1 These three special protection pro- 
visions, referred to as record "exclusions," now expressly authorize federal law 
enforcement agencies, for especially sensitive records under certain specified 
circumstances, to "treat the records as not subject to the requirements of [the 
FOIA]." 2 It should be appreciated at the outset, however, that the unfamiliar 
procedures required to properly employ these special record exclusions are by 
no means straightforward and must be implemented with the utmost care. 3 
Any agency considering employing an exclusion or having a question as to their 
implementation should first consult with the Office of Information and Privacy, 
at (202) 5 14-3642. 4 


Initially, it is crucial to recognize the somewhat subtle, but very signifi- 
cant, distinction between the result of employing a record exclusion and the 
concept that is colloquially known as "Glomarization.” s That latter term refers 
to the situation in which an agency expressly refuses to confirm or deny the 
existence of records responsive to a request. 6 (A more detailed discussion of 
Glomarization" is set forth under Exemption 1, above.) The application of 
one of the three record exclusions, on the other hand, results in a response to 
the FOIA requester stating that' there exist no records responsive to his FOIA 
request. While "Glomarization" remains adequate to provide necessary protec- 
tion in certain situations, these special record exclusions should prove invalu- 
able in addressing the exceptionally sensitive situations in which even ’'Glomar- 
ization'’ is inadequate to the task. 

The (c)(1) Exclusion 


The first of these novel provisions, known as the "(c)(1) exclusion," 
provides as follows: 


Whenever a request is made which involves access to records 
described in subsection (b)(7)(A) and - (A) the investigation or 
proceeding involves a possible violation of criminal law; and (B) 
there is reason to believe that (i) the subject of the investigation or 
proceeding is not aware of its pendency, and (ii) disclosure of the 
existence of the records could reasonably be expected to interfere 


1 See Attorney General’s Memorandum on the 1986 Amendments to the 
Freedom of Information Act 18-30 (Dec. 1987) [hereinafter Attorney General's 
Memorandum] . 

2 5 U.S.C. § 552(c)(1), (c)(2), (c)(3) (1988). 


3 See Attorney General’s Memorandum at 27 n.48. 

4 See id. 


5 See id. at 26 & n.47; see also Benavides v. PEA . 968 F.2d 1243, 1246- 
48 (D.C. Cir.) (initially confusing exclusion mechanism with "Glomarization”), 
m odified , 976 F.2d 751, 753 (D.C. Cir. 1992). 


6 See, e,g. . Gardels v. CIA. 689 F.2d 1100, 1103 (D.C. Cit 
Lippi v. CIA . 546 F.2d 1009, 1013 (D.C. Cir" 1976). 


1QR7V PUil. 
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with enforcement proceedings, the agency may, during only such 
time as that circumstance continues, treat the records as not subject 
to the requirements of this section. 7 

In most cases, the protection of Exemption 7(A) is sufficient to guard 
against any impairment of law enforcement investigations or proceedings 
through the FOIA. To avail itself of Exemption 7(A), however, an agency 
must routinely specify that it is doing so-first administratively and then, if 
sued, in court-even when it is invoking the exemption to withhold all respon- 
sive records in their entireties. Thus, in specific situations in which the very 
fact of an investigation’s existence is yet unknown to the investigation^ subject, 
invoking Exemption 7(A) in response to a FOIA request for pertinent records 
permits an investigation’s subject to be "tipped off" to its existence. By the 
same token, any person (or entity) engaged in criminal activities could use a 
carefully worded FOIA request to try to determine whether he (or it) is under 
federal investigation. An agency response that does not invoke Exemption 7(A) 
to withhold law enforcement files tells such a requester that his activities have 
thus far escaped detection. 

The (c)(1) exclusion now authorizes federal law enforcement agencies, 
under speciried circumstances, to shield the very existence of records of ongo- 
ing investigations or proceedings by excluding them entirely from the FOIA’s 
reach. 8 To qualify for such exclusion from the FOIA, the records in question 
must be those which would otherwise be withheld in their entireties under Ex- 
emption 7(A). Further, they must relate to an "investigation or proceeding 
[that] involves a possible violation of criminal law." 9 Hence, any records per- 
taining to a purely civil law enforcement matter cannot be excluded from the 
FOIA under this provision, although they may qualify for ordinary Exemption 
7(A) withholding. However, the statutory' requirement that there be only a 
possible violation of criminal law," by its very terms, admits a wide range of 
investigatory files maintained by more than just criminal law enforcement agen- 
cies. 10 

Next, the statute imposes two closely related requirements which go to 
the very heart of the particular harm addressed through this record exclusion. 

An agency determining whether it can employ (c)(1) protection must consider 
whether it has "reason to believe" that the investigation’s subject is not aware 
of its pendency and that, most fundamentally, the agency’s disclosure of the 
very existence of the records in question "could reasonably be expected to 


7 5 U.S.C. § 552(c)(1). 

8 See Attorney General’s Memorandum at 18-22, 

9 5 U.S.C. § 552(c)(1)(A). 

10 See Attorney General’s Memorandum at 20 & n.37 (files of agencies 
which are not primarily engaged in criminal law enforcement activities may be 
eligible for protection if they contain information about potential criminal viola- 
tions which are pursued toward the possibility of referral to the Department of 
Justice for further prosecution). 
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interfere with enforcement proceedings." 11 

Obviously, where all investigatory subjects are already aware of an inves- 
tigation’s pendency, the "tip off" harm sought to be prevented through this rec- 
ord exclusion is not of concern. Accordingly, the language of this exclusion 
expressly obliges agencies contemplating its use to consider the level of aware- 
ness already possessed by the investigative subjects involved. It is appropriate 
that agencies do so, as the statutory language provides, according to a good- 
faith, "reason to believe" standard, which very much comports with the "could 
reasonably be expected to" standard utilized both elsewhere in this exclusion 
and in the amended language of Exemption 7(A). 52 

This "reason to believe" standard for considering a subject’s present 
awareness should afford agencies all necessary latitude in making such determi- 
nations. As the exclusion is phrased, this requirement is satisfied so long as an 
agency determines that it affirmatively possesses "reason to believe" that such 
awareness does not in fact exist. While it is always possible that an agency 
might possess somewhat conflicting or even contradictory indications on such a 
point, unless an agency can resolve that a subject is aware of an investigation, 
it should not risk impairing the investigation through a telling FOIA disclo- 
sure. 13 Moreover, agencies are not obligated to accept any bald assertions by 
investigative subjects that they "know" of ongoing investigations against them; 
such assertions might well constitute no more than sheer speculation. Because 
such a ploy, if accepted, could defeat the exclusion’s clear statutory purpose, 
agencies should rely upon their own objective indicia of subject awareness and 
consequent harm. 14 

In the great majority of cases, invoking Exemption 7(A) will protect the 
interests of law enforcement agencies in responding to FOIA requests for active 
law enforcement files. The (c)(1) exclusion should be employed only in the 
exceptional case in which an agency reaches the judgment that, given its belief 
of subject unawareness, the mere invocation of Exemption 7(A) could reason- 
ably be expected to cause harm-a judgment that should be made distinctly and 
thoughtfully. 15 

Finally, the clear language of this exclusion specifically restricts its appli- 
cability to "during only such time" as the above required circumstances contin- 
ue to exist. This limitation comports with the extraordinary nature of the pro- 
tection afforded by the exclusion, as well as with the basic temporal nature of 
Exemption 7(A) underlying it. It means, of course, that an.agency that has 
employed the exclusion in a particular case is obligated to ceased doing so once 
the circumstances warranting it cease to exist. Once a law enforcement matter 


11 5 U.S.C. § 552(c)(1)(B). 

12 See Attorney General’s Memorandum at 21. 

13 See id. 

54 See iL at n.38. 

15 Sge id. at 21. 


-273 - 



EXCLUSIONS 


reaches a stage at which all subjects are aware of its pendency, or at which the 
agency otherwise determines that the public disclosure of that pendency no 
longer could lead to harm, the exclusion should be regarded as no longer appli- 
cable. If the FOIA request which triggered the agency’s use of the exclusion 
remains pending either administratively or in court at such time, the excluded 
records should be identified as responsive to that request and processed in the 
ordinary manner. 16 However, an agency is under no legal obligation to spon- 
taneously reopen a closed FOIA request, even though records were excluded 
during its entire pendency: By operation of law, the records simply were, not 
subject to the FOIA during the pendency of the request. 17 

Where all of these requirements are met, and an agency reaches the 
judgment that it is necessary and appropriate that the (c)(1) exclusion be em- 
ployed in connection with a request, this means that the records in question will 
be treated, as far as the FOIA requester is concerned, as if they did not ex- 
ist. 18 Where it is the case that the excluded records are just part of the totali- 
ty of records responsive to a FOIA request, the request will be handled as a 
seemingly routine one, with the other responsive records processed as if they 
were the only responsive records in existence. Where the only records respon- 
sive to a request fall within the exclusion, the requester will lawfully be advised 

that no records responsive to his FOIA request exist. 19 

In order to maintain the integrity of an exclusion, each agency that em- 
ploys it must ensure that its FOIA responses are consistent throughout. There- 
fore, all agencies that could possibly employ at least one of the three record 
exclusions should ensure that their FOIA communications are consistently 
phrased so that a requester cannot ever discern the existence of any excluded 
records, or of any matter underlying them, through the agency’s response to his 
FOIA request. 


The (c)(2) Exclusion 

The second exclusion created by the FOIA Reform Act applies to a nar- 
rower situation, involving the threatened identification of confidential infor- 
mants in criminal proceedings. 20 The "(c)(2) exclusion” provides as follows: 

Whenever informant records maintained by a criminal law enforce- 
ment agency under an informant’s name or personal identifier are 
requested by a third party according to the informant’s name or 
personal identifier, the agency may treat the records as not subject 


16 See isL at 22. 

17 See id, at 22 n.39. 

18 See id at 22. 

19 Id. 

20 See id. at 22-24. 
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to the requirements of [the FOIA] unless the informant’s status as 

an informant has been officially confirmed. 21 

This exclusion contemplates the situation in which a sophisticated request- 
er could try to identify an informant by forcing a law enforcement agency into a 
position in which it otherwise would have no lawful choice but to tellingly 
invoke Exemption 7(D) in response to a request which encompasses informant 
records maintained on a named person. 22 In the ordinary situation, Exemption 
7(D), as now amended, should adequately allow a law enforcement agency to 
withhold all items of information necessary to prevent the identification of any 
of its confidential sources. 23 

But as with Exemption 7(A), invoking Exemption 7(D) in response to a 
FOIA request tells the requester that somewhere within the records encom- 
passed by his particular request there is reference to at least one confidential 
source. Again, under ordinary circumstances the disclosure of this fact poses 
no direct threat. But under certain extraordinary circumstances, this disclosure 
could result in devastating harms to the source and to the system of confiden- 
tiality existing between sources and criminal law enforcement agencies. 

The scenario in which the exclusion is most likely to be employed is one 
in which the ringleaders of a criminal enterprise suspect that they have been 
infiltrated by a source and therefore force all participants in the criminal ven- 
ture either to directly request that any law enforcement files on them be dis- 
closed to the organization or to execute privacy waivers authorizing disclosure 
of their files in response to a request from the organization. Absent the (c)(2) 
exclusion, a law enforcement agency could effectively be forced to disclose 
information to the subject organization (i.e., through the very invocation of 
Exemption 7(D)) indicating that the named individual is a confidential 
source. 24 

The (c)(2) exclusion is principally intended to address this unusual, but 
dangerous situation by permitting an agency to escape the necessity of giving a 
response that would be tantamount to identifying a named party as a law en- 
forcement source. 25 Any criminal law enforcement agency is now authorized 
to treat such requested records, within the extraordinary context of such a FOIA 

21 5 U.S.C. § 552(c)(2). 

22 See Attorney General’s Memorandum at 23, 

23 See, e.g. . Keys v. United States Dep’t of Justice . 830 F,2d 337, 345-46 
(D.C. Cir. 1987): see also United States Dep’t of Justice v. Landano . 113 S. 

Ct. 2014, 2023-24 (1993) (although "the Government is not entitled to a pre- 
sumption that a source is confidential within the meaning of Exemption 7(D) 
whenever the source provides information to the FBI in the course of a criminal 
investigation," it should "often" be able to identify circumstances supporting an 
inference of confidentiality). 

24 See Attorney General’s Memorandum at 23. 

25 Seg 14. at 23-24. 
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request, as beyond the FOIA’s reach. As with the (c)(1) exclusion, the agency 
would have "no obligation to acknowledge the existence of such records in re- 
sponse to such request." 26 

A criminal law enforcement agency forced to employ this exclusion 
should do so in the same fashion as it would employ the (c)(1) exclusion al- 
ready discussed. 21 It is imperative that all information which ordinarily would 
be disclosed to a first-part}' requester, other than information which would 
reflect that an individual is a confidential source, be disclosed. If, for example, 
the Federal Bureau of Investigation were to respond to a request for records 
pertaining to an individual having a known record of federal prosecutions by 
replying that "there exist no records responsive to your FOIA request," the 
interested criminal organization would surely recognize that its request had been 
afforded extraordinary treatment and would draw its conclusions accordingly. 
Therefore, the (c)(2) exclusion must be employed in a manner entirely con- 
sistent with its source-protection objective. 

The (c)(3) Exclusion 

The third of these special record exclusions pertains only to certain law 
enforcement records that are maintained by the FBI. 28 The "(c)(3) exclusion” 
provides as follows: 

Whenever a request is made which involves access to records 
maintained by the Federal Bureau of Investigation pertaining to 
foreign intelligence or counterintelligence, or international terror- 
ism, and the existence of the records is classified information as 
provided in [Exemption 1], the Bureau may, as long as the exis- 
tence of the records remains classified information, treat the rec- 
ords as not subject to the requirements of [the FOIA]. 29 


This exclusion recognizes the exceptional sensitivity of the FBI’s activi- 
ties in the areas of foreign intelligence, counterintelligence and the battle against 
international terrorism, as well as the fact that the classified files of these activi- 
ties can be particularly vulnerable to targeted FOIA requests. Sometimes, 
within the context of a particular FOIA request, the very fact that the FBI does 
or does not hold any records on a specified person or subject can itself be a 
sensitive fact, properly classified in accordance with Executive Order No. 


12,356 and protectible under FOIA Exemption l. 30 Once again, however, the 
mere invocation of Exemption 1 to withhold such information can provide 
information to the requester which would have an extremely adverse effect on 
the government’s interests. In some oossible contexts, the furnishine of an 


26 S. Rep. No. 221, 98th Cong., 1st Sess. 25 (1983). 

27 See Attorney General’s Memorandum at 24. 

28 See id, at 24-27. 

29 5 U.S.C. § 552(c)(3). 

30 5 U.S.C. § 552(b)(1); see Attorney General’s Memorandum at 25. 
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actual " no records" response, even to a seemingly innocuous "first-party" re- 
quest, can compromise sensitive activities. 31 

The FOIA Reform Act took cognizance of this through the (c)(3) exclu- 
sion, in which it authorizes the FBI to protect itself against such harm in con- 
nection with any of its records pertaining to these three, especially sensitive, 
areas. To do so, the FBI must of course reach the judgment, in the context of 
a particular request, that the very existence or nonexistence of responsive rec- 
ords is itself a classified fact and that it need employ this record exclusion to 
prevent its disclosure, 32 By the terms of this provision, the excluded records 
may be treated as such so long as their existence, within the context of the re- 
quest, "remains classified information. ” 33 

Additionally, it should be noted that while the statute refers to records 
maintained by the FBI, exceptional circumstances could possibly arise in which 
it would be appropriate for another component of the Department of Justice or 
another federal agency to invoke this exclusion. 34 Such a situation could occur 
where information in records of another component or agency is derived from 
FBI records which fully qualify for (c)(3) exclusion protection. In such ex- 
traordinary circumstances, the agency processing the derivative information 
should consult with the FBI regarding the possible joint invocation of the exclu- 
sion in order to avoid a potentially damaging inconsistent response. 35 

Procedural Considerations 

Several procedural considerations regarding the implementation and oper- 
ation of these special record exclusions should be noted. First, it should be 
self-evident that the decision to employ an exclusion in response to a particular 
request must not be reflected on anything made available to the requester. 
Where an agency reaches the judgment that it is necessary to employ an exclu- 
sion, it should do so as a specific official determination that is reviewed careful- 
ly by appropriate supervisory agency officials. 36 The particular records cover- 
ed by an exclusion action should be concretely and carefully identified and 
segregated from any responsive records that are to be processed according to 
ordinary procedures. 37 

It must be remembered that providing a "no records" response as part of 
an exclusion strategy does not insulate the agency from either administrative or 


31 See Attorney General’s Memorandum at 25. 
32 §£Si£L 

33 5 U.S.C. § 552(c)(3). 

34 See Attorney General's Memorandum at 25 n.45. 

35 See id. 

36 See id, at 27. 

37 See id. 


-277 - 



}'■ 


EXCLUSIONS 

judicial review of the agency’s action. The recipient of a "no records" response 
may challenge it because he believes that the agency has failed to conduct a 
sufficiently detailed search to uncover the requested records. 38 Alternately, 
any requester, mindful of the exclusion mechanism and seeking information of a 
nature which could possibly trigger an exclusion action, could seek review in an 
effort to pursue his suspicions and to have a court determine whether an exclu- 
sion, if in fact used, was appropriately employed. 

Moreover, because the very objective of the exclusions is to preclude the 
requester from learning that there exist such responsive records, all administra- 
tive appeals and court cases involving a "no records" response must now re- 
ceive extremely careful attention. If one procedure is employed in adjudicating 
appeals or litigating cases in which there are genuinely no responsive records, 
and any different course is followed where an exclusion is in fact being used, 
sophisticated requesters could quickly learn to distinguish between the two and 
defeat an exclusion’s very purpose. 39 

Consequently, agencies should prepare in advance a uniform procedure to 
handle administrative appeals and court challenges which seek review of the 
possibility that an exclusion was employed in a given case. In responding to 
administrative appeals from "no record" responses, 40 agencies should accept 
any clear request for review of the possible use of an exclusion and specifically 
address it in evaluating and responding to the appeal. 41 

In the exceptional case in which an exclusion was in fact invoked, the 
appellate review authority should examine the correctness of that action and 
come to a judgment as to the exclusion’s continued applicability as of that 
time. 42 In the event that an exclusion is found to have been improperly em- 
ployed or to be no longer applicable, the appeal should be remanded for prompt 
processing of all formerly excluded records, with the requester advised accord- 
ingly. 43 Where it is determined either that an exclusion was properly em- 
ployed or that, as in the overwhelming bulk of cases, no exclusion was used, 
the result of the administrative appeal should be, by all appearances, the same: 
The requester should be specifically advised that this aspect of his appeal was 


38 See isL at 29; see generally Qglesbv v. United States Dep’t of the Army . 
920 F.2d 57, 67 (D.C. Cir. 1990). 

39 See Attorney General’s Memorandum at 29. 

40 Se e FOIA Update . Spring 1991, at 5 ("OIP Guidance: Procedural Rules 
Under the D.C. Circuit’s Oglesby Decision") (agencies now obligated to advise 
any requester who receives "no record" response of its procedures for filing 
administrative appeal) (superseding FOIA Update . Summer 1984, at 2). 

41 See Attorney General’s Memorandum at 29 (superseded in part by FOIA 
Update, Spring 1991, at 5). 

42 See Attorney General’s Memorandum at 28. 

43 See id. 
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reviewed and found to be without merit. 4 '’ 

Such administrative appeal responses, of course, necessarily must be 
stated in such a way that does not indicate whether an exclusion was in fact in- 
voked. 45 Moreover, in order to preserve the effectiveness of the exclusion 
mechanism, requesters who inquire in any way whether an exclusion has been 
used should routinely be advised that it is the agency’s standard policy to refuse 
to confirm or deny that an exclusion was employed in any particular case. 46 

Exclusion issues in court actions must be handled with similarly careful 
and thoughtful preparation. First, it need be recognized that any judicial review 
of a suspected exclusion determination must of course be conducted ex parte, 
based upon an in camera court filing submitted directly to the judge. 47 Sec- 
ond, it is essential to the integrity of the exclusion mechanism that requesters 
not be able to determine whether an exclusion was employed at all in a given 
case based upon how any case is handled in court. Thus, it is critical that the 
in camera defenses of exclusion issues raised in FOIA cases occur not merely in 
those cases in which an exclusion actually was employed and is in fact being 
defended. 48 

Accordingly, the Attorney General has stated that it is the government’s 
standard litigation policy in the defense of FOIA lawsuits that, whenever a 
FOLA plaintiff raises a distinct claim regarding the suspected use of an exclu- 
sion, the government will routinely submit an in camera declaration addressing 
that claim, one way or the other. 49 Where an exclusion was in fact employed, 
the correctness of that action will be justified to the court. Where' an exclusion 
was not in fact employed, the in camera declaration will state simply that it is 
being submitted to the court so as to mask whether or not an exclusion is being 
employed, thus preserving the integrity of the exclusion process overall. 50 In 
either case, the government will of course urge the court to issue a public de- 
cision which does not indicate whether it is or is not an actual exclusion case. 
Such a public decision, like an administrative appeal determination of an exclu- 
sion-related request for review, should specify only that a full review of the 
claim was had and that, if an exclusion was in fact employed, it was, and re- 
mains, amply justified. 31 


44 See id. at 2S-29. 

45 See 14 at 29. 

46 See Id, at 29 & n.52. 

47 See id at 29. 

48 See 14 

49 See id. at 30. 

50 See 14 

51 Seg 14; seg Beauman v. FBI . No. Cv-92-7603, slip op. at 2 (C.D. Cal. 

(continued...) 
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DISCRETIONARY DISCLOSURE AND WAIVER 

The Freedom of Information Act is an information disclosure statute 
which, through its exemption structure, strikes an overall balance between in- 
formation disclosure and nondisclosure, 1 with an emphasis on the "fullest re- 
sponsible disclosure." 2 Inasmuch as the FOIA’s exemptions are discretionary, 
not mandatory, 3 agencies are free to make "discretionary disclosures" of ex- 
empt information, as a matter of good public policy and government account- 
ability, wherever they are not otherwise prohibited from doing so. 4 Where 
they do so, agencies should not be held to have "waived" their ability to invoke 
applicable FOIA exemptions for similar or related information in the future. In 
other situations, however, various types of agency conduct and circumstances 
can reasonably be held to result in exemption waiver. . 

Discretionary Disclosure 

Because the Freedom of Information Act does not itself prohibit the 
disclosure of any information, 5 an agency’s ability to make a discretionary 
disclosure of information covered by a FOIA exemption necessarily hinges on 
whether any separate legal barrier to disclosure applies to the information in 
question. Some of the FOIA’s exemptions— such as Exemption 2 6 and Exemp- 


51 (. . .continued) 

Apr. 12, 1993) ("‘In response to the plaintiffs claim of the (c)(1) exclusion 
being utilized in this action, . . . [without confirming or denying that any such 
exclusion was actually invoked by the defendant, the Court finds and concludes 
[after review of an in camera declaration] that if an exclusion was in fact em- 
ployed, it was, and remains, amply justified.’" (adopting agency’s proposed 
conclusion of law)). 

1 See John Doe Agency v. John Doe Corp. . 493 U.S. 146, 153 (1989). 

2 S. Rep. No. 813, 89th Cong., 1st Sess. 3 (1965); see also Attorney Gen- 
eral’s Memorandum on the 1986 Amendments to the Freedom of Information 
Act 30 (Dec. 1987); FOIA Update . Summer 1988, at 14. 

3 See Chrysler Corp. v. Brown . 441 U.S. 281, 293 (1979). 

4 See CNA Fin. Con?, v. Donovan . 830 F.2d 1132, 1334 n.l (D.C. Cir. 
1987) (An agency’s FOIA disclosure decision can "be grounded either in its 
view that none of the FOIA exemptions applies, and thus that disclosure is 
mandatory, or in its belief that release is justified in the exercise of its discre- 
tion, even though the data fall within one or more of the statutory exemp- 
tions."), cert, denied . 485 U.S. 977 (1988); see also FOIA Update . Summer 
1985, at 3 ("It is well known that agencies generally have discretion under the 
Freedom of Information Act to decide whether to invoke applicable FOIA ex- 
emptions."). 

5 See 5 U.S.C. § 552(d) (1988). 

6 5 U.S.C, § 552(b)(2). 
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tion 5, 7 for example-protect a type of information that is not subject to any 
such disclosure prohibition. Other FOIA exemptions—most notably Exemption 
3 8 -directly correspond to, and serve to accommodate, distinct prohibitions on 
information disclosure that operate entirely independently of the FOIA. An 
agency is constrained from making a discretionary FOIA disclosure of the types 
of information covered by the following FOIA exemptions: 

Exemption 1 of the FOIA protects from disclosure national security infor- 
mation concerning the national defense or foreign policy, provided that it has 
been properly classified in accordance with both the substantive and procedural 
requirements of an executive order. 9 As a general rule, an agency official 
holding classification authority determines whether any particular information 
requires classification and then that determination is implemented under the 
FOIA through the invocation of Exemption l. 10 Thus, if information is in fact 
properly classified, and therefore is exempt from disclosure under Exemption 1, 
it is not appropriate for discretionary FOIA disclosure. (See discussion of Ex- 
emption 1, above.) 

Exemption 3 of the FOIA explicitly accommodates the nondisclosure pro- 
visions that are contained in a variety of other federal statutes. Some of these 
statutory nondisclosure provisions, such as those pertaining to grand jury infor- 
mation 11 and census data, 12 categorically prevent disclosure harm and establish 
absolute prohibitions on agency disclosure; others leave agencies with some 
discretion as to whether to disclose certain information, but such administrative 
discretion generally is exercised independently of the FOIA. 13 (See discussion 
of Exemption 3, above.) Therefore, agencies ordinarily do not make discre- 
tionary disclosure under the FOIA of information that falls within the scope of 
Exemption 3. 14 


7 5 U.S.C. § 552(b)(5). 

8 5 U.S.C. § 552(b)(3). 

9 See 5 U.S.C. § 552(b)(1) (implementing current Executive Order 12,356, 
3 C.F.R. 166 (1983), reprinted in 50 U.S.C. § 401 note (1988)). 

10 See generally FOIA Update . Winter 1985, at 1-2. 

11 See Fed. R. Crim. P. 6(e) (enacted as statute in 1977) 

12 See 13 U.S.C. §§ 8(b), 9(a) (1988). 

13 See, e. g,, Aronson v. IR S. 973 F.2d 962, 966 (1st Cir. 1992). 

14 See, ..e.g., Association of Retired R.R. Workers v. Railroad Retirement 
B. d, ., 830 F.2d 331, 335 (D.C. Cir. 1987) (FOIA jurisdiction does not extend to 
exercise of agency disclosure discretion within Exemption 3 statute). But see 
Palmer v. Derwinski . No. 91-197, slip op. at 3-4 (E.D, Ky. June 10, 1992) 
(exceptional FOIA case in which court ordered Veterans Administration to dis- 
close existence of certain medical records pursuant to discretionary terms of 38 
U.S.C. § 7332(b)). 
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Exemption 4 of the FOIA protects "trade secrets and commercial or fi- 
nancial information obtained from a person [that is] privileged or confiden- 
tial." 15 For the most part, Exemption 4 protects information implicating pri- 
vate commercial interests that would not ordinarily be the subject of discretion- 
ary FOIA disclosure. (See discussions of Exemption 4, above, and "Reverse" 
FOIA, below.) Even more significantly, a specific criminal statute, the Trade 
Secrets Act, 16 prohibits the unauthorized disclosure of most (if not all) of the 
information falling within Exemption 4; its practical effect is to constrain an 
agency’s ability to make a discretionary disclosure of Exemption 4 informa- 
tion, 17 absent an agency regulation (based upon a federal statute) that expressly 
authorizes disclosure. 18 
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non-law enforcement records 19 and law enforcement records, 20 respectively. 

As with private commercial information covered by Exemption 4, the personal 
information protected by Exemptions 6 and 7(C) is not the type of information 
ordinarily considered appropriate for discretionary FOIA disclosure; with these 
exemptions, a balancing of public interest considerations is built into the deter- 
mination of whether the information is exempt in the first place. (See discus- 
sions of Exemption 6 and Exemption 7(C), above.) Moreover, the personal 
information covered by Exemptions 6 and 7(C) in many cases falls within the 
protective coverage of the Privacy Act of 1974, 21 which mandates that any 
such information concerning U.S. citizens and permanent-resident aliens that is 
maintained in a "system of records" 22 not be disclosed unless that disclosure is 
permitted under one of the specific exceptions to the Privacy Act’s general dis- 
closure prohibition. 23 Inasmuch as the FOIA-disclosure exception in the Pri- 
vacy Act permits only those disclosures that are "required” under the FOIA, 24 
the making of discretionary FOIA disclosures of personal information is funda- 
mentally incompatible with the Privacy Act and, in many instances, is pro- 


15 5 U.S.C. § 552(b)(4). 

16 18 U.S.C. § 1905 (1988). 

17 See CNA Fin. Corp. v. Donovan . 830 F.2d at 1144; see also FOIA Up- 
date . Summer 1985, at 3 ("OIP Guidance: Discretionary Disclosure and Ex- 
emption 4”). 

18 See Chrysler v. Brown . 441 U.S. at 295-96; see, e.g. . St. Mary’s Hosp.. 
Inc, v. Harris . 604 F.2d 407, 409-10 (5th Cir. 1979). (See discussion of this 
point under "Reverse" FOIA, below.) 

15 5 U.S.C. § 552(b)(6). 

20 5 U.S.C. § 552(b)(7)(C). 

21 5 U.S.C. § 552a (1988 & Supp. IV 1992). 

22 5 U.S.C. § 552a(a)(5), 

23 5 U.S.C. § 552a(b) . 

24 5 U.S.C. § 552a(b)(2), 


- 282 - 



DISCRETIONARY DISCLOSURE AND WAIVER 


hibited by it. 25 

With the exception of information that is subject to the disclosure prohibi- 
tions accommodated by the above FOIA exemptions, agencies may make discre- 
tionary disclosures of any exempt information under the FOIA and agency 
FOIA officers should be encouraged to do so. Such disclosures are most 
appropriate where the interest protected by the exemption in question is 
primarily an institutional interest of the agency (rather than a private interest of 
an individual or commercial entity), one that the agency might choose to forego 
in a particular case— or in particular types of cases-as a matter of sound 
administrative discretion and overall public interest. 26 

One example is the type of administrative information that can fall within 
the "low 2" aspect of Exemption 2, which uniquely shields agencies from sheer 
administrative burden rather than from any reasonably foreseeable disclosure 
harm. (See discussion of Exemption 2, above.) In many instances, especially 
where the information in question is a portion of a document page not otherwise 
exempt in its entirety, such information would more efficiently be released than 
withheld. 27 As a practical matter, information should not be withheld unless it 
need be. 

More common examples of the types of information appropriate for dis- 
cretionary FOIA disclosure can be found under Exemption 5, which incorpor- 
ates discovery privileges that nearly always protect only the institutional inter- 
ests of the agency possessing the information. (See discussion of Exemption 5, 
above.) Information that might otherwise be withheld under the deliberative 
process privilege for the purpose of protecting the deliberative process in gener- 
al can be disclosed where to do so would cause no foreseeable harm to any 
particular process of agency deliberation. 28 Similarly, many litigation-related 


25 See POD v. FLRA . 964 F.2d 26, 30-31 n.6 (D.C. Cir. 1992) (discuss- 
ing Privacy Act’s limitations on discretionary FOIA disclosure); see also FOIA 
Update, Summer 1984, at 2 (discussing interplay between FOIA and Privacy 
Act). 

26 See, e.g. . Gregory v. FPIC . 631 F.2d 896, 899 & n.4 (D.C. Cir. 1980) 
(discretionary disclosure of information falling within Exemption 8); Su perior 
Oil Co, v. Federal Energy Regulatory Comm’n . 563 F.2d 191, 203-05 (5th 
Cir. 1977) (discretionary disclosure of information falling within Exemption 9); 
Nationwide Bldg, Maintenance. Inc, v. Sampson . 559 F.2d 704/707 n.ll, 712 
n.34 (D.C. Cir. 1977) (discretionary disclosure of "deliberative process" infor- 
mation falling within Exemption 5). 

27 See FOIA Update . Winter 1984, at 11-12 ("FOIA Counselor: The 
Unique Protection of Exemption 2") (advising agencies to invoke exemption 
only where doing so truly avoids burden). 

28 Se e , e. g.. Nationwide Bldg. Maintenance. Inc, v. Sampson . 559 F,2d at 
707 n.ll, 712 n.34; accord Army Times Publishing Co. v. Department of the 
A ir Force , 998 F.2d 1067, 1072 (D.C. Cir. 1993) (suggesting harm standard 

(continued...) 
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records that otherwise might routinely be withheld under the attorney work- 
product privilege long after the conclusion of litigation can be considered for 
disclosure on the same basis, 29 Any such information, though technically or 
arguably falling within a FOIA exemption, need not be withheld if its disclosure 
would not foreseeably harm any governmental or other interest intended to be 
protected by that exemption. 30 

In this regard, it should be remembered that the FOIA requires agencies 
to disclose all "reasonably segregable" nonexempt portions of requested rec- 
ords. 31 The satisfaction of this important statutory requirement can involve an 
onerous delineation process, one that readily lends itself to the making of dis- 
cretionary disclosures, particularly at the margins of FOIA exemption applica- 
bility. 32 

Furthermore, as a general rule, making a discretionary disclosure under 
the FOIA can significantly lessen an agency’s burden at all levels of the admin- 
istrative process, and it also eliminates the possibility that the information in 
question will become the subject of protracted litigation-thus serving an addi- 
tional public interest in the conservation of increasingly scarce agency 
resources. 

Where an agency considers making a discretionary disclosure of exempt 
information under the FOIA, it should be able to do so free of any concern that 
in exercising its administrative discretion with respect to particular information 
it is impairing its ability to invoke applicable FOIA exemptions for any argu- 
ably similar information. In the leading judicial precedent on this point, Mobil 


28 (. . .continued) 

for factual information under deliberative process privilege); Petroleum Info, 
Corp. v. United States Dep’t of the Interior . 976 F.2d 1429, 1436 n.8 (D.C. 
Cir. 1992) (same for relatively "mundane," nonpolicy-oriented information). 

29 See, e.g. . FOIA Update . Summer 1985, at 5 (encouraging consideration 
of discretionary disclosure of attorney work-product information where possible 
to do so without causing harm to litigation process). 

30 Accord, e.g. . Nationwide Bldg. Maintenance. Inc, v. Sampson . 559 F.2d 
at 712 n.34 (observing that agencies should be willing to "disclosfe] information 
which while arguably exempt need not be withheld"). 

31 5 U.S.C. § 552(b) (final sentence); see also, e.g. . PHE. Inc, v. Depart- 
ment of Justice . 983 F.2d 248, 252 (D.C. Cir. 1993) (both agency and court 
must determine whether any withheld information can be segregated from ex- 
empt information and released). 

32 See, e.e. . Army Times Publishing Co. v. Department of the Air Force. 
998 F.2d 1067, 1071 (D.C. Cir. 1993) (emphasizing significance of segregation 
requirement in connection with deliberative process privilege under Exemption 
5); Wightman v. Bureau of Alcohol. Tobacco & Firearms . 755 F.2d 979, 983 
(1st Cir. 1985) ("detailed process of segregation" held not unreasonable for 
request involving 36 document pages). 


- 284 - 



DISCRETIONARY DISCLOSURE AND WAIVER 


Oil Corp. v, EPA , 33 a FOIA requester argued that by making a discretionary 
release of certain records that could have been withheld under Exemption 5, the 
agency had waived its right to invoke that exemption for a group of "related" 
records, 34 In rejecting such a waiver argument, the Court of Appeals for the 
Ninth Circuit surveyed the law of waiver under the FOIA and found "no case 
... in which the release of certain documents waived the exemption as to other 
documents. On the contrary, [courts] generally have found that the release of 
certain documents waives FOIA exemptions only for those documents re- 
leased ." 35 

Such a general rule of nonwaiver through discretionary disclosure is sup- 
ported by sound policy considerations, as the Ninth Circuit in Mobil Oil dis- 
cussed at some length: 

Implying such a waiver could tend to inhibit agencies from making 
any disclosures other than those explicitly required by law because 
voluntary release of documents exempt from disclosure require- 
ments would expose other documents [of a related nature] to risk of 
disclosure. An agency would have an incentive to refuse to release 
all exempt documents if it wished to retain an exemption for any 
documents. . . . [R]eadily finding waiver of confidentiality for 
exempt documents would tend to thwart the [FOIA’s] underlying 
statutory purpose, which is to implement a policy of broad disclo- 
sure of government records. 36 

This rule was presaged by the Court of Appeals for the D.C. Circuit many 


33 879 F.2d 698 (9th Cir. 1989). 

34 Id, at 700. 

35 M, at 701; see Salisbury v. United States . 690 F.2d 966, 971 (D.C. Cir. 
1982) ("[Disclosure of a similar type of information in a different case does 
not mean that the agency must make its disclosure in every case."); Stein v. 
Departm ent of Justice . 662 F.2d 1245, 1259 (7th Cir. 1981) (exercise of discre- 
tion should waive no right to withhold records of "similar nature”); Schiller v. 
NLRB , No. 87-1176, slip op, at 7 (D.D.C. July 10, 1990) ("Discretionary 
release of a document pertains to that document alone, regardless of whether 
similar documents exist."), rev’d on other grounds . 964 F.2d 1205 (D.C. Cir. 
1992); see also, e.g. . United States Student Ass’n v. CIA . 620 F. Supp. 565, 
571 (D.D.C. 1985) (no waiver through prior disclosure except as to "duplicate" 
information); Dow, Lohnes & Albertson v. Presidential Comm’n on Broadcast- 
ing .to Cuba, 624 F, Supp. 572, 578 (D.D.C. 1984) (same); cf. Silber v. United 
States Dep’t of Justice . No. 91-876, transcript at 18 (D.D.C. Aug. 13, 1992) 
(bench order) (no waiver would be found even if it were to be established that 
other comparable documents had been disclosed). 

36 §79 p 2 d at 701: see also Army Times Publishing Co. v. Department of 
Ifae Air Force, 998 F.2d at 1068 (articulating general principle of no waiver of 
exemption simply because agency released "information similar to that request- 
ed" in past). 
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years ago, when it observed; 

Surely this is an important consideration. The FOIA should 
not be construed so as to put the federal bureaucracy in a defensive 
or hostile position with respect to the Act’s spirit of open govern- 
ment and liberal disclosure of information. 37 

As another court more recently phrased it: "A contrary rule would create 
an incentive against voluntary disclosure of information." 38 Agencies should 
be mindful, though, that this nonwaiver rule applies to true discretionary disclo- 
sures made under the FOIA— which should be made available to anyone— as dis- 
tinguished from any "selective" disclosure made more narrowly outside the 
context of the FOIA. 39 Such non-FOIA disclosures can lead to more difficult 
waiver questions. 


Waiver 

Sometimes, when a FOIA exemption is being invoked, a further inquiry 
must be undertaken; a determination of whether, through some prior disclosure 
or an express authorization, the applicability of the exemption has been waived. 
Resolution of this inquiry requires a careful analysis of the specific nature of 
and circumstances surrounding the prior disclosure involved. 40 First and fore- 
most, if the prior disclosure does not "match" the exempt information in ques- 
tion, the difference between the two might itself be a significant basis for reach- 


37 Nationwide Bldg. Maintenance. Inc, v. Sampson . 559 F.2d at 712 n.34. 

38 Mehl y. EPA . 797 F. Supp. 43, 47 (D.D.C. 1992); see also Public Law 
Educ. Inst, v. United States Dep’t of Justice . 744 F.2d 181, 183-84 (D.C. Cir. 

1984) (no FOIA attorneys fees liability where agency disclosed requested record 
as matter of administrative discretion); Military Audit Project v. Casev . 656 
F.2d 724, 754 (D.C. Cir. 1981) (agency should not be penalized for declas- 
sifying and releasing documents during litigation; otherwise, there would be "a 
disincentive for an agency to reappraise its position and, when appropriate, 
release documents previously withheld"). 

39 See, e,g, . North Dakota ex rel. Olson v. Andrus . 581 F,2d 177, 182 (8th 
Cir. 1978) (finding waiver where agency made "selective" disclosure to one 
interested party only); Committee to Bridge the Gap v. Department of Energy . 

No. 90-3568, transcript at 5 (C.D. Cal. Oct. 11, 1991) (bench order) (waiver 
found where agency gave preferential treatment to interested party; such action 
is "offensive" to FOIA and "fosters precisely the distrust of government the 
FOIA was intended to obviate"). 

40 See FOIA Update . Spring 1983, at 6; see also Mobil Oil Corp. v. EPA . 

879 F.2d 698, 700 (9th Cir. 1989) ("The inquiry into whether a specific disclo- 
sure constitutes a waiver is fact specific."); Carson v. United States Dep’t of 
Justice, 631 F.2d 1008, 1016 n.30 (D.C. Cir. 1980) ("[T]he extent to which 

prior agency disclosure may constitute a waiver of the FOIA exemptions must { 

depend both on the circumstances of prior disclosure and on the particular ex- 
emptions claimed."). 
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ing the conclusion that no waiver has occurred. 41 

Although courts are generally sympathetic to the necessities of effective 
agency functioning when confronted with an issue of waiver, 42 courts do look 
harshly upon prior disclosures that result in unfairness. 43 In one case, Hop- 


41 See, e.g. , Afshar v. Department of State . 702 F.2d 1 125, 1132 (D.C. 

Cir. 1983) (finding that "withheld information is in some material respect dif- 
ferent" from that to which requester claimed had been released previously); 
Public Citizen v. Department of State . 787 F. Supp. 12, 13 (D.D.C. 1992) 
(appeal pending); £ge_aiso, e.g. . Fitzgibbon v, CIA . 9il F.2d 755, 765 (D.C. 
Cir. 1990) (no waiver where withheld information ”pertain[s] to a time period 
later than the date of the publicly documented information"); Freeman v. United 
States Dep’t of Justice . No. 92-557, slip op, at 9 (D.D.C. June 28, 1993) (no 
waiver where requester failed to show that information available to public du- 
plicates that being withheld); Hunt v. FBI . No. C-92-1390, slip op. at 15-16 
(N.D. Cal. Sept. 16, 1992) (agency not required to disclose documents where 
"similar" ones were previously released; none of released documents were "as 
specific as" or "match” requested documents); Silber v. United States Dep’t of 
Justice , transcript at 18 (release of other manuals in other subject-matter areas 
does not compel release of fraud monograph). But see also Committee to 
Bridge the Gap v. Department of Energy , transcript at 2-5 (distinguishing Mo- 
bil Oil and finding deliberative process privilege waived for draft order by prior 
voluntary disclosure of earlier draft order to interested party; agency ordered to 
release earlier draft order and all subsequent revisions). 

42 See, e.g. . Massey v. FBI . No. 92-6086, slip op. 5667, 5676 (2d Cir. 
Aug. 27, 1993) (individuals held not to waive "strong privacy interests in gov- 
ernment documents containing information about them even where the informa- 
tion may have been public at one time"); Irons v. FBI . 880 F.2d 1446, 1452 
(1st Cir. 1989) (en banc) (public testimony by confidential source does not 
waive FBI’s right to withhold information pursuant to Exemption 7(D)); Cooper 
v. Department of the Navy . 558 F.2d 274, 278 (5th Cir. 1977) (prior disclosure 
of aircraft accident investigation report to aircraft manufacturer held not to 
constitute waiver); Van Atta v. Defense Intelligence Agency . No. 87-1508, slip 
op. at 5-6 (D.D.C. July 6, 1988) (disclosure to foreign government does not 
constitute waiver); Medera Community Hosp. v. United States . No. 86-542, 
slip op. at 6-9 (E.D. Cal. June 28, 1988) (no waiver where memoranda inter- 
preting agency’s regulations sent to state auditor involved in enforcement pro- 
ceeding); Erb v. United States Dep’t of Justice . 572 F. Supp. 954, 956 (W.D. 
Mich. 1983) (nondisclosure under Exemption 7(A) upheld after "limited disclo- 
sure" of FBI criminal investigative report to defense attorney and state pros- 
ecutor). 

43 See, e.g, . North Dakota ex rel. Olson v. Andrus . 581 F.2d 177, 182 (8th 
Cir. 1978) ("selective disclosure" of record to one party in litigation deemed 
"offensive" to FOIA and held to prevent agency’s subsequent invocation of Ex- 
emption 5 against other party to litigation); Committee to Bridge the Gap v. 
D epartment of Energy , transcript at 3-5 (deliberative process privilege waived 
for draft order by prior voluntary disclosure of earlier draft order to interested 

(continued...) 
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kins v. D epartment of the Navy . 44 a commercial life insurance company . 
sought access to records reflecting the name, rank, and duty location of service- 
men stationed at Quantico Marine Corps Base. The district court, although not 
technically applying the doctrine of waiver, rejected the agency’s privacy argu- 
ments on the grounds that officers’ reassignment stations were routinely pub- 
lished in the Navy Times and that the Department of Defense had disclosed the 
names and addresses of 1 .4 million service members to a political campaign 
committee. 45 

An agency’s failure to heed even its own regulations regarding circulation 
of internal agency documents was found determinative and led to a finding of 
waiver in Shermco Industries v. Secretary of the Air Force . 46 Similarly, an 
agency’s personnel regulation requiring disclosure of (or a promise by an agen- 
cy official to disclose) the information, 47 an agency’s carelessness in permit- 
ting access to certain information, 48 and an entirely mistaken disclosure of the 
contents of a document 49 have all resulted in waiver. 50 


43 (... continued) 

party; selective disclosure is "offensive" to FOIA); Northwest Envtl. Defense 
Ctr, v. United States Forest Serv. . No. 91-125, slip op. at 12 (D. Or. Aug. 23, 

1991) (magistrate’s recommendation) (deliberative process privilege waived as 
to portion of agency report discussed with "interested" third party), adopted (D. 
Or. Feb. 12, 1992). 

44 No. 84-1868, slip op. at 5-6 (D.D.C. Feb. 5, 1985). 

45 See id, at 6; see also In re Subpoena Duces Tecum . 738 F.2d 1367, 
1371-74 (D.C. Cir. 1984) (voluntary disclosure by private party of information 
to one agency waived attorney work-product and attorney-client privileges when 
same information sought by second agency) (non-FOIA case). 

46 613 F.2d 1314, 1320 (5th Cir. 1980). 

47 See Johnson v. HHS . No. 88-243-5, slip op. at 10-11 (E.D.N.C. Feb. 7, 
1989). 

48 See, e,g. . Copper v. Department of the Naw . 594 F.2d 484, 488 (5th 
Cir. 1978), cert, denied . 444 U.S. 926 (1979); cf, All net Communication 
Servs., Inc, v. FCC . 800 F. Supp. 984, 989 (D.D.C. 1992) (no waiver where 
information disclosed under "strict confidentiality") (appeal pending). 

49 See, e.g. . Dresser Indus. Valve Operations. Inc, v. EEOC . 2 Gov’t Dis- 
closure Serv. (P-H) J 82,197, at 82,575 (W.D. La. Jan. 19, 1982). But see 
also Nation Magazine v. Department of State . 805 F. Supp. 68, 73 (D.D.C. 

1992) ("[N]o rule of administrative law requires an agency to extend erroneous 
treatment of one party to other parties, ‘thereby turning an isolated error into a 
uniform misapplication of the law.”' (quoting Sacred Heart Medical Ctr. v. 
Sul liva n, 958 F.2d 537, 548 n.24 (3d Cir. 1992) (dicta))); Astlev v. Lawson . 
No. 89-2806, slip op. at 20 (D.D.C. Jan. 11, 1991) (inadvertent placement of 
documents into public record held not to waive exemption where it was reme- 
died immediately upon agency’s awareness of mistake); cf Mvers v. Williams . 

(continued...) 
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On the other hand, the Court of Appeals for the First Circuit has firmly 
held that the mere fact that a confidential source testifies at a trial does not 
waive Exemption 7(D) protection for any source-provided information not ac- 
tually revealed in public. 51 Nor does public congressional testimony waive 
Exemption 1 protection where the context of the information publicized is dif- 
ferent and only some of the information is revealed. 52 

In one case it was held that the oral disclosure of only the conclusion 
reached in a predecisional document "does not, without more, waive the [delib- 


49 (... continued) 

No. 92-1609 (D. Or. Apr. 21, 1993) (preliminary injunction granted prohibiting 
FOIA requester from disclosing original and all copies of erroneously disclosed 
document containing trade secrets) (non-FOIA case). 

50 See also Gannett River States Publishing Corp. v. Bureau of the Nat’l 
Guard . No. J91-0455-L, slip op. at 14 (S.D. Miss. Mar. 2, 1992) (privacy 
interests in withholding identities of soldiers disciplined for causing accident is 
de minimis because agency previously released much identifying information); 
Powell v. United States . 584 F. Supp. 1508, 1520-21 (N.D. Cal. 1984) (sug- 
gesting that attorney work-product privilege may be waived where agency made 
earlier release of such information which ”reflect[ed] positively" on agency, and 
later may have withheld work-product information on same matter which did 
not reflect so "positively" on agency). 

51 See Irons v. FBI . 880 F.2d at 1454; see also LaRouche v. United States 
De p’t of Justice . No. 90-2753, slip op, at 14 (D.D.C. June 24, 1993) (agency 
must review requested file and disclose those portions which were revealed at 
trial); Church of Scientology Int’l v. FBI . No. 91-10850-Y, slip op. at 4-5 (D. 
Mass. Nov. 23, 1992) (privacy protection waived for information about individ- 
uals who publicly testified at trial and who have been identified). But see Jones 
V-..FBI, No. C77-1001, slip op. at 13-14 (N.D. Ohio Aug. 12, 1992) (identities 
of confidential informants and third parties are not waived even if they have 
testified in court and are publicly known) (appeal pending); but see also Wil- 
liams v. FBI . 822 F. Supp. 808, 814 n.3 (D.D.C. 1993) (public testimony by 
confidential sources does not waive exemption); cf Spannaus v. United States 
Deo’-t of Justice . No. 85-1015, slip op. at 25-26 (D. Mass. Nov. 12, 1992) 
(neither testimony at trial nor actual trial itself waives protection for documents 
prepared in anticipation of litigation); Wechsier v. United States! Consumer 
Prod. Safety Comm’n . No. 92-402, slip op. at 4 (S.D. Fla. Oct. 19, 1992) 
(magistrate’s recommendation) (fact that confidential source and/or confidential 
information may subsequently be disclosed does not affect exemption), adopted 
sub nom. United States v. United States Consumer Prod. Safety Comm’n (S.D. 
Fla. Dec. 1, 1992). 

52 See Fitzgibbon v. CIA . 91 1 F.2d at 765 (prior disclosure does not waive 
"information pertaining to a time period later than the date of the publicly docu- 
mented information”); see also Afshar v. Department of State . 702 F.2d at 
1131-32 (finding no waiver where withheld information is in some respect ma- 
terially different); Public Citizen v. Department of State . 787 F. Supp. at 15. 
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erative process] privilege." 53 In another, an agency disclosure to a small 
group of nongovernmental personnel, with no copies permitted, was held not to 
inhibit agency decisionmaking so that the deliberative process privilege was not 
waived. 54 


As is suggested above, if the agency is able to establish that it acted re- 
sponsibly and in furtherance of a legitimate governmental purpose, its later 
claim of exemption will likely prevail. 55 Of course, circulation of a document 


within the agency does not waive an exemption, 56 
agencies, 57 or to advisory committees (even those including members of the 


nor docs disclosure among 


_ 53 Morrison v. United States Dep’t of Justice . No. 87-3394, slip op. at 3 
(D.D.C. Apr. 29, 1988). But see Myles-Pirzada v. Department of the Army . 
No. 91-1080, slip op. at 6 (D.D.C. Nov. 20, 1992) (privilege waived when 
agency official read report to requester over telephone); Washington Post Co 
y.-— United States Dep’t of the Air Force . 617 F. Supp. 602, 605 (D.D.C. 1985) 
(disclosure of document’s conclusions waived privilege for body of document). 

54 -$££ Dow , Lohnes & Albertson v. Presidential Comm’n on Broadcasting 
t g _ Cuba , 624 F. Supp. 572, 577-78 (D.D.C. 1984); see also Brinderson Con- 
stru ctorsjnc. v. Army Corps of Eng’rs . No. 85-0905, slip op. at 12 (D.D.C. 
June 11, 1986) (requester’s participation in agency enterprise did not entitle 
requester to all related documents). But see Myles-Pirzada v. Department of 
the Army, slip op. at 6 (privilege waived when agency official read report to 
requester over telephone); Shell Oil Co. v. IRS . 772 F. Supp. 202, 211 (D. 

Del. 1991) (finding waiver when agency employee read aloud entire draft docu- 
ment at public meeting: "Where an authorized disclosure is voluntarily made to 
a non-federal party, the government waives any claim that the information is 
exempt from disclosure under the deliberative process privilege."). 


55 See FOI A. Update, Spring 1983, at 6; see, e.g. . Badhwar v. United States 
Dep’t of the Air Force, 629 F. Supp. 478, 481 (D.D.C. 1986) (disclosure to 
outside person held necessary to assemble report in first place), affd in part & 
remanded in part on o ther grounds 82 Q p 9H 187 rn r rSr to«7v urn a tt™, 
date . Winter 1984, at 4. 


56 See, e. g^, Chemcentral/Grand Rapids Coro, v. EPA . No. 91-C-4380, slip 

op. at 12-14 (N.D. III. Oct. 5, 1992) (no waiver of attorney-client privilege 
where documents in question were circulated to only those employees who 
needed to review legal advice contained in it); Lasker-Goldman Corp. v. GSA . 

2 Gov’t Disclosure Serv. (P-H) <[ 81,125, at 81,322 (D.D.C. Feb. 27, 1981) 

(no waiver where document was circulated to management officials within 
agency). 


7 See, e.g., Chilivis . v. SEC , 673 F.2d 1205, 1211-12 (11th Cir. 1982) 
(agency does not automatically waive exemption by releasing documents to 
other agencies); Silber v. United States Peo’t of Justice , transcript at 10-18 
(distribution of manual to other agencies does not constitute waiver). But cf. 
Lacefield v. United States . No. 92-N-1680, slip op. at 11 (D. Colo. Mar. 10, 
1993) (attorney-client privilege waived with respect to letter from City of Den- 
ver attorney to Colorado Department of Safety because letter was circulated to 
IRS). 
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public). 58 Similarly, deference to the common agency practice of disclosing 
specifically requested information to a congressional committee, 59 or to the 
General Accounting Office (an arm of Congress), 60 or to state attorneys gener- 
al, 61 does not waive FOIA exemption protection for that information. 

Indeed, when an agency has been compelled to disclose a document under 
limited and controlled conditions, such as under a protective order in an admin- 
istrative proceeding, its authority to withhold the document thereafter is not 
diminished. 62 This applies as well to other disclosures in the criminal discov- 
ery context. 63 


58 See, e.g. . Aviation Consumer Action Project v. Washburn . 535 F.2d 
101, 107-08 (D.C. Cir. 1976). 

59 See, e.g. . Florida House of Representatives v. United States Dep’t of 
Commerce . 961 F.2d 941, 946 (11th Cir. 1992) (holding no waiver of exemp- 
tion due to court-ordered disclosure, involuntary disclosure to Congress, or 
disclosure of related information); Aspin v. POD . 491 F.2d 24, 26 (D.C. Cir. 
1973); see also Eagle-Picher Indus, v. United States . 11 Ct. Cl. 452, 460-61 
(1987) (work-product privilege not waived in nonspecific congressional testi- 
mony "if potentially thousands of documents need be reviewed to determine if 
the gist or a significant part of documents were revealed") (non-FOIA case); 
FQIA Update . Winter 1984, at 3-4 ("OIP Guidance: Congressional Access 
Under FOIA") (analyzing and cabining Murphy v. Department of the Army . 

613 F.2d 1151 (D.C. Cir. 1979)). 

60 See, e.g. . Shermco Indus, v. Secretary of the Air Force . 613 F.2d at 
1320-21. 

51 Interco. Inc, v. FTC . 490 F. Supp. 39, 44 (D.D.C. 1979). 

62 See, e.g. . Lead Indus. Ass’n v. OSHA . 610 F.2d 70, 79 n.13 (2d Cir. 
1979); see also Silverberg v. HHS . No. 89-2743, slip op. at 7 (D.D.C. June 
14, 1991) (fact that individual who is subject of drug test by particular laborato- 
ry has right of access to its performance and testing information does not render 
such information publicly available), appeal dismissed per stipulation . No. 91- 
5255 (D.C. Cir. Sept. 2, 1993). 

63 See, e.g. . Ferguson v. FBI . 957 F.2d 1059, 1068 (2d Cir. 1992) (fact 
that local police department released records pursuant to New York Freedom of 
Information Law and one of its officers testified at length in coprt held not to 
waive police department’s status as confidential source under Exemption 7(D)); 
Parker v. Department of Justice . 934 F.2d 375, 379 (D.C. Cir. 1991) (nondis- 
closure under Exemption 7(D) upheld even though confidential informant may 
have testified at requester’s trial); Fisher v. United States Dep’t of Justice . 772 
F. Supp. 7, 12 (D.D.C. 1991) (even if some of withheld information has ap- 
peared in print, nondisclosure is proper because disclosure from official source 
would confirm unofficial information and thereby cause harm to third parties); 
Beck v. United States Dep’t of Justice . No. 88-3433, slip op. at 2-3 (D.D.C. 
June 24, 1991) (nondisclosure under Exemptions 7(A), 7(C), 7(D) and 7(F) 
upheld even though agency disclosed information in criminal proceeding), sum- 

(continued...) 
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The one circumstance in which an agency’s failure to treat information in 
a responsible, appropriate fashion should not result in waiver is where the 
failure is not fairly attributable to the agency-i.e., where an agency employee 
has made an unauthorized disclosure, a "leak'’ of information. Recognizing that 
a finding of waiver in such circumstances would only lead to "exacerbation of 
the harm created by the leaks," 64 the courts have consistently refused to penal- 
ize agencies by holding that because of such conduct a waiver has occurred. 65 


63 (. . .continued) 

marv affirmance granted in pertinent part . No. 91-5292 (D.C. Cir. Nov. 19, 
1992); Glick v. Department of Justice . No. 89-3279, slip op. at 8 (D.D.C. June 
20, 1991) (fact that agency discloses information in one context does not waive 
confidentiality of information or of those who provide it); Crooker v. Bureau of 
Alcohol. Tobacco & Firearms . No. 85-615, slip op. at 4-5 (D.D.C. Aug. 2, 
1985) (nondisclosure under Exemption 7(A) upheld even though requester re- 
viewed document in prior parole hearing), rev’d on other grounds . 789 F.2d 64 
(D.C. Cir. 1986); Erb v,. United States Dep’t of Justice . 572 F. Supp. at 956 
(nondisclosure to third party upheld under Exemption 7(A) even though docu- 
ment provided to defendant through criminal discovery); Krohn v. Department 
of Justice , 3 Gov't Disclosure Serv, (P-H) 5 83,120, at 83,724 (D.D.C. Sept, 

7, 1979) (nondisclosure under Exemption 7(D) upheld even though requester 
previously reviewed documents as defendant in criminal discovery); see also 
Murphy v. FBI . 490 F. Supp. 1138, 1141 & n.6 (D.D.C. 1980) (citing Krohn 
with approval), summary judgment vacated as moot . No. 80-1612 (D.C. Cir. 
Jan. 8, 1981). 

64 Murphy v. FBI . 490 F. Supp. at 1142. 

65 See, e.g. . Simmons v. United States Dep’t of Justice . 796 F,2d 709, 712 
(4th Cir. 1986) (unauthorized disclosure does not constitute waiver); Medina- 
Hinca Bie v, Department of State . 700 F.2d 737, 742 n.20 (D.C. Cir. 1983) 
(official’s ultra vires release does not constitute waiver); LaRouche v. United 
States Dep’t of Justice , slip op. at 14 (fact that some aspects of grand jury 
proceeding were leaked to press has "no bearing" on FOIA litigation); Resolu- 
tion Trust Coro, v. Dean . 813 F. Supp. 1426, 1429-30 (D. Ariz. 1993) (no 
waiver of attorney-client privilege where agency took precautions to secure 
confidentiality of document but inexplicable leak nonetheless occurred) (non- 
FOIA case); Silberjy. United States Dep’t of Justice , transcript at 18 (unauthor- 
ized publication of parts of document does not constitute waiver); Washington 
Post Co. v, POD . No. 84-2949, slip op. at 16-18 (D.D.C. Feb. 25, 1987) 
(congressional leaks); Lone Star Indus, v, PTC . No. 82-3150, slip op. at 17 n.8 
(D.D.C. June 8, 1983); Laborers’ Int’l Union v. United States Dep’t of Justice . 
578 F. Supp. 52, 58 n.3 (D.D.C. 1983), affd, 772 F.2d 919 (D.C. Cir. 1984); 
Lasker-Goldman Corp. v. GSA . 2 Gov’t Disclosure Serv. (P-H) at 81,322; 
Safeway Stores, Inc, v. FTC . 428 F. Supp. 346, 347 (D.D.C. 1977); see also 
In re Engram . No. 91-1722, slip op. at 3, 6-7 (4th Cir. June 2, 1992) (per 
curiam) (permitting discovery as to circumstances of suspected leak); c£. Hunt 

CIA, 981 F.2d 1116, 1120 (9th Cir. 1992) (agency not required to confirm 
or deny accuracy of information released by other government agencies regard- 
ing its interest in certain individuals); Rush v. Department of State . 748 F. 
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On the other hand, "official” disclosures--!. e., direct acknowledgments by 
authoritative government officials— may well waive an otherwise applicable 
FOIA exemption. 66 In this context, one decision held that information that 
was the subject of an "off-the-record" disclosure to the press cannot be protect- 
ed under Exemption l. 67 Similarly, an individual’s express disclosure author- 
ization with respect to his own interests implicated in requested records can also 
result in a waiver. 68 

Finally, it should be noted that an agency should not be required to dem- 
onstrate in a FOIA case that it has positively determined that not a single dis- 
closure of any withheld information has occurred. 69 Indeed, the burden is on 


63 (... continued) 

Supp. 1548, 1556 (S.D. Fla. 1990) (finding that author of agency documents, 
who had since left government service, did not have authority to waive Exemp- 
tion 5 protection). 

66 5gg Abbotts v. NRC . 766 F.2d 604, 607-08 (D.C. Cir. 1985); see, e.g. . 
Myles-Pirzada v. Department of the Army , slip op. at 6 (privilege waived when 
agency official read report to requester over telephone); Schlesinger v. CIA . 

591 F. Supp. 60, 61 (D.D.C. 1984); see also Krikorian v. Department of State . 
984 F.2d 461, 467-68 (D.C. Cir. 1993) (court on remand must determine 
whether redacted portions of document had been "officially acknowledged"); 
Afshar v. Department of State . 702 F.2d at 1 133 (books by former agency 
officials do not constitute "an official and documented disclosure"); Hunt v. 

F]BI, slip op. at 16-18 (alleged nongovernmental disclosure of contents of re- 
quested documents does not constitute "official" acknowledgement); Holland v. 
CIA, No. 91-1233, slip op. at 13-14 (D.D.C. Aug. 31, 1992) (applying Afshar 
and finding that requester has not demonstrated that specific information in pub- 
lic domain has been "officially acknowledged"); United States Student Ass’n v. 
CIA , 620 F. Supp. at 571. 

67 Lawyers Comm, for Human Rights v. INS . 721 F. Supp. 552, 569 
(S.D.N.Y. 1989), motion for reargument denied . No. 87-Civ-1115, slip op. at 
1-3 (S.D.N.Y. May 23, 1990). 

68 See, e.g.. Providence Journal Co. v. United States Dep’t of the Army . 
981 F.2d 552, 567 (1st Cir, 1992) (source statements not entitled to Exemption 
7(D) protection where individuals expressly waived confidentiality); Key Bank 
of Me.. Inc, v. SBA . No. 91-362, slip op. at 16 (D. Me. Dec. 3.1, 1992) (giv- 
en that subject of documents has specifically waived any privacy/ interest she 
might have in requested information, agency has not demonstrated that release 
of information would harm any privacy interest) (Exemption 6). But see 
Church of Scientology Int’l v. IRS . 995 F,2d 916, 921 (9th Cir. 1993) (IRS 
agents’ purported waivers of privacy interests held insufficient to compel disclo- 
sure). 

69 Seg Williams v. United States Dep’t of Justice . 556 F. Supp. 63, 66 
(D.D.C. 1982) (court refused, in FOIA action brought by former Senator con- 
victed in Abscam investigation, to impose upon agency duty to search for possi- 
bility that privacy interests "may have been partially breached in the course of 

(continued...) 

- 293 - 

. 4 ' , . 



DISCRETIONARY DISCLOSURE AND WAIVER 

the plaintiff to show that the information sought is public. 70 As the Court of 
Appeals for the District of Columbia Circuit pointedly observed: "It is far 
more efficient, and obviously fairer, to place the burden of production on the 
party who claims that the information is publicly available. " 71 


69 (... continued) 

many-faceted proceedings occurring in different courts over a period of prior 
years," for to do so "would defeat the exemption in its entirety or at least lead 
to extended delay and uncertainty"); c£. McGehee v. Casey . 718 F.2d 1137, 
1141 n.9 (D.C. Cir. 1983) (in non-FOLA case involving CIA’s prepublication 
review, agency "cannot reasonably bear the burden of conducting an exhaustive 
search to prove that a given piece of information is not published anywhere" 
else). 

70 See, e.g, , Davis v. United States Dep’t of Justice . 968 F.2d 1276, 1279- 
82 (D.C. Cir. 1992) ("party who asserts . . . material publicly available carries 
the burden of production on that issue . . . because the task of proving the 
negative-that the information has not been revealed-might require the govern- 
ment to undertake an exhaustive, potentially limitless search"; where neither 
requester nor agency knows exactly which portions of wiretap tapes were play- 
ed in open court, requester has burden of proving actual disclosure to establish - 
waiver); Freeman v. United States Dep’t of Justice , slip op. at 6-9 (finding that 
requester failed to demonstrate that agencies have shown "complete disregard 
for confidentiality" and had not shown that information available to public 
duplicated that being withheld); Public Citizen v. Department of State. 782 F. 
Supp. 144, 145-46 (D.D.C. 1992) ("fact [plaintiff has shown] that some of the 
information [contained in documents] was revealed does not negate the confi- 
dentiality of the documents as they exist"), reconsideration & summary judg- 
ment granted . 787 F. Supp. 12 (D.D.C. 1992) (appeal pending); Pfeiffer v. 
CIA . 721 F. Supp. 337, 342 (D.D.C. 1989) (plaintiff must do more than sim- 
ply identify "information that happens to find its way into a published account" 
to meet this burden); Dow. Lohnes & Albertson v. Presidential Comm’n on 
B roadcasting to Cuba . 624 F. Supp. at 578 ("Unless plaintiff can demonstrate 
that specific information in the public domain appears to duplicate that being 
withheld, it has failed to bear its burden of showing prior disclosure. "); United 
States Student Ass’n v. CIA . 620 F. Supp. at 571 (plaintiffs generalized assert- 
ion rejected as unsupported by factual submission); cf Occidental Petroleum 
Corp, v. SEC . 873 F.2d 325, 342 (D.C. Cir. 1989) ("It is far more efficient, 
and . . . fairer, to place the burden of production on the party who claims that 
the information is publicly available.") (reverse FOIA case). But see Resolu- 
tion Trust Corp. v. Dean , 813 F, Supp. at 1429 ("[A] party seeking to invoke 
the attorney-client privilege has the burden of affirmatively demonstrating non- 
waiver.") (non-FOIA case); Washington Post v. POD . 766 F. Supp. 1, 12-13 
(D.D.C. 1991) (agency has ultimate burden of proof when comparing publicly 
disclosed information with information being withheld, determining whether in- 
formation is identical and, if not, determining whether release of slightly differ- 
ent information would harm national security). 

71 Occidental Petroleum Corp. v. SEC . 873 F.2d at 342 (reverse FOIA 
case). 
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(The related issue of whether an agency waives its ability to invoke an 
exemption in litigation by not raising it at an early stage of the proceedings is 
discussed in the Waiver of Exemptions in Litigation subsection of Litigation 
Considerations, below.) 


FEES AND FEE WAIVERS 

Prior to the passage of the Freedom of Information Reform Act of 1986, 
the FOIA authorized agencies to assess reasonable charges only for document 
search and duplication, and any assessable fees were to be waived of reduced if 
disclosure of die requested information was found to be generally in the "public 
interest." 1 The FOIA Reform Act brought significant changes to the way in 
which fees are now assessed under the FOIA. A new fee structure was estab- 
lished, including a new provision authorizing agencies to assess "review" charg- 
es when processing records in response to a commercial-use request, and spe- 
cific fee limitations and restrictions were set on the assessment of certain fees 
both in general as well as for certain categories of requesters. 2 Additionally, 
this FOIA amendment replaced the statutory fee waiver provision with a revised 
standard. 3 

These new fee and fee waiver provisions were made effective as of April 
25, 1987, but required implementing agency regulations to be fully effective. 4 
Under the FOIA Reform Act, the Office of Management and Budget was charg- 
ed with the responsibility of promulgating, pursuant to notice and receipt of 
public comment, a "uniform schedule of fees" for individual agencies to follow 
when promulgating their FOIA fee regulations. 5 On March 27, 1987, the Urn- 
form Freedom of Information Act Fee Schedule and Guidelines [hereinafter 
OMB Fee Guidelines] were published in final form. 6 

The FOIA Reform Act required agencies to promulgate not only a fee 
schedule but also specific "procedures and guidelines for determining when 
such fees should be waived or reduced." 7 Thus, the Department of Justice, in 
accordance with its statutory responsibility to encourage agency compliance 


1 5 U.S.C. § 552(a)(4)(A) (1982), amended bv Pub. L. 99-570, § 1803, 

100 Stat. 3207, 3207-49 to 3207-50. 

2 §g £ Pub. L. No. 99-570, § 1803, 100 Stat. 3207, 3207-49, .3207-50 (codi- 
fied as amended at 5 U.S.C. § 552(a)(4)(A) (1988)). 

3 See id, § 1803, 100 Stat. at 3207-50. 

4 See id, § 1804(b), 100 Stat. at 3207-50. 

5 Id, § 1803, 100 Stat. at 3207-49; Media Access Project v. FCC . 883 F.2d 
1063, 1069 (D.C. Cir. 1989) (OMB expressly mandated to establish fee sched- 
ule and guidelines for statutory fee categories). 

6 52 Fed. Reg. 10,011 (1987). 

7 Pub. L. No. 99-570, § 1803, 100 Stat. at 3207-49. 
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with the FOIA, 8 developed new governmentwide policy guidance on the waiver 
of FOIA fees, to replace its previous guidance issued in January 1983 (supple- 
mented in November 1986) implementing the predecessor statutory fee waiver 
standard, 9 On April 2, 1987, to assist federal agencies in addressing fee waiv- 
ers in their new FOIA fee regulations, the former Assistant Attorney General 
for Legal Policy issued the New FOIA Fee Waiver Policy Guidance to the 
heads of all federal departments and agencies. 10 

Because Congress provided only a 1 80-day period for the preparation and 
implementation of new agency fee regulations, virtually all federal agencies 
were still engaged in this multiple-step process as of the April 25, 1987 effec- 
tive date. Consequently, the Office of Management and Budget advised agen- 
cies to give FOIA requesters the full benefits of both the old and the new pro- 
visions, consistent with the clear contemplation of the new law, 11 for the inter- 
im period between April 25, 1987, and die time at which an agency’s new im- 
plementing regulation became effective; the Department of Justice advised 
likewise regarding the making of fee waiver determinations. 12 

Fees 

As amended by the Freedom of Information Reform Act of 1986, the 
FOIA sets forth three levels of fees which may be assessed in response to FOIA 
requests according to categories of FOIA requesters. These categorical provi- 
sions contain limitations on the assessment of fees, with the level of fees to be 
charged depending upon the identity of the requester and the intended use of the 
information sought. 13 The following discussion will summarize these fee pro- 
visions. The OMB Fee Guidelines, however, discuss these provisions in great- 
er, authoritative detail and should be consulted by anyone with a FOIA fee (as 
opposed to fee waiver) question. 14 

The first level of fees includes charges for "document search, duplication 


8 See 5 U.S.C. § 552(e) (1988). 

9 See EQIAJJpdate, Winter/Spring 1987, at 1-2; FOIA Update , Summer 
1986, at 3; FOIA Update . Jan. 1983, at 3-4. 

10 See FOIA Update . Winter/Spring 1987, at 3-10; Attorney General’s 
Memorandum on the 1986 Amendments to the Freedom of Information Act 41- 
50 (Dec. 1987). 

11 See Pub. L. No. 99-570, § 1804(b)(2), 100 Stat. at 3207-50. 

12 See FOIA Update . Winter/Spring 1987, at 2. (For a sample fee regula- 
tion, see the Department of Justice’s final regulation, published at 28 C.F.R. 

§ 16.10 (1993).) 

13 See 5 U.S.C. § 552(a)(4)(A)(ii) (1988); see also FOIA Update . Win- 
ter/Spring 1987, at 4. 

14 See OMB Fee Guidelines, 52 Fed. Reg. 10,011 (1987). 
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and review, when records are requested for commercial use." 15 The OMB 
Fee Guidelines define the term "commercial use" as "a use or purpose that fur- 
thers the commercial, trade or profit interests of the requester or the person on 
whose behalf the request is being made,' 1 which can include furthering those 
interests through litigation. 16 The "review" costs which may be charged on 
such requests consist of the "direct costs incurred during the initial examination 
of a document for the purposes of determining whether [it] must be disclosed 
[under the FOIA]." 17 Review time thus includes processing the documents for 
disclosure, i.e., doing all that is necessary to prepare them for release; but it 
does not include time spent resolving general legal or policy issues regarding 
the applicability of particular exemptions or reviewing on appeal exemptions 
already applied. 18 

The second level of fees limits charges to document duplication costs 
only, "when records are not sought for commercial use and the request is made 
by an educational or noncommercial scientific institution, whose purpose is 
scholarly or scientific research; or a representative of the news media." 19 Al- 
though FOIA requesters failing into one or more of these three subcategories of 
requesters under the amended Act enjoy a complete "exemption" from the as- 
sessment of search fees, their requests, like those made by any FOIA requester, 
still must "reasonably describe" the records sought in order to not impose upon 
an agency "‘an unreasonably burdensome search.’" 20 (For a further discussion 
of this requirement, see Procedural Requirements, above.) 

The OMB Fee Guidelines define "educational institution” to include var- 
ious categories of schools, as well as institutions of higher learning and voca- 
tional education. 21 This definition is limited, however, by the requirement that 
the educational institution be one "which operates a program or programs of 


15 5 U.S.C. § 552(a)(4)(A)(ii)(I) . 

16 OMB Fee Guidelines, 52 Fed. Reg. at 10,017-18. But see McClellan 
Ecological Seepage Situation v, Carlucci . 835 F.2d 1282, 1285 (9th Cir. 1987) 
(no "commercial interest" found in records sought in furtherance of requesters’ 
tort claim); Muffoletto v. Sessions . 760 F. Supp. 268, 277-78 (E.D.N.Y. 1991) 
(no commercial use found where records were sought to defend against state 
court action to recover debts). 

17 5 U.S.C. § 552(a)(4)(A)(iv). 

18 See OMB Fee Guidelines, 52 Fed. Reg. at 10,017-18. 

19 5 U.S.C. § 552(a)(4)(A) (ii)(II) . 

20 American Fed’n of Gov’t Employees v. United States Dep’t of Com- 
merce . 907 F.2d 203, 209 (D.C. Cir. 1990) (quoting Goland v. CIA . 607 F.2d 
339, 353 (D.C. Cir. 1978)); see also Nance v. United States Postal Serv. . No. 
91-1183, slip op. at 5 n.3 (D.D.C. Jan. 24, 1992) (dictum) (in some instances, 
search burden might be too disruptive to agency). 

21 OMB Fee Guidelines, 52 Fed. Reg. at 10,018, 
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scholarly research." 22 The definition of a "non-commercial scientific institu- 
tion" refers to a " non-commercial" institution "operated solely for the purpose 
of conducting scientific research the results of which are not intended to 
promote any particular product or industry.” 23 

The definition of a "representative of the news media" refers to any per- 
son actively gathering information of current interest to the public for an orga- 
nization that is organized and operated to publish or broadcast news to the 
general public. 24 The Court of Appeals for the District of Columbia Circuit 
has elaborated upon this definition, holding that "a representative of the news 
media is, in essence, a person or entity that gathers information of potential 
interest to a segment of the public, uses its editorial skills to turn the raw mate- 
rials into a distinct work, and distributes that work to an audience." 25 Such a 
definition, the D.C. Circuit made clear, excludes "‘private libraries]’ or ‘pri- 
vate repositories’" of government records, or middlemen such as "‘information 
vendors [or] data brokers,’" who request records for use by others. 26 This fee 
category, however, may include freelance journalists, where they can demon- 
strate a solid basis for expecting the information disclosed to be published by a 
news organization. 27 The first case to construe this provision held that even a 
foreign news service may qualify as a representative of the news media. 28 

The third level of fees, which applies to all requesters who do not fall 
within either of the preceding two fee levels, consists of reasonable charges for 
document search and duplication, as was provided for in the former statutory 
FOIA fee provision. 29 Reasonable charges for search time include all the time 
spent looking for responsive material, including page-by-page or line-by-line 
identification of material within documents. 30 Additionally, agencies may 
charge for search time even if they fail to locate any records responsive to the 
request or even if the records located are subsequently determined to be exempt 


22 WL; see also National Sec. Archive v. POD . 880 F.2d 1381, 1383-85 
(D.C. Cir. 1989) (approving implementation of this standard in DOD regula- 
tion), cert, denied . 494 U.S. 1029 (1990). 

23 OMB Fee Guidelines, 52 Fed. Reg. at 10,018. 

24 Id, 

25 National Sec. Archive v. DOD . 880 F.2d at 1387; cfi Carnev v. United 
States Dep’t of Justice . No. 92-Cv-6204, slip op. at 16-17 (W.D.N.Y. Apr. 27, 
1993) (occasional journalistic activities do not qualify requester as representa- 
tive of news media) (appeal pending). 

26 National Sec. Archive v. DOD . 880 F.2d at 1387. 

27 OMB Fee Guidelines, 52 Fed. Reg. at 10,018. 

28 Southam News v. INS . 674 F. Supp. 881, 892 (D.D.C. 1987). 

29 See 5 U.S.C. § 552(a)(4)(A)(ii)(III). 

30 OMB Fee Guidelines, 52 Fed. Reg. at 10,017. 
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from disclosure. 31 

The fee structure now also includes restrictions both on the assessment of 
certain fees and on the authority of agencies to ask for an advance payment of a 
fee. 32 No FOIA fee may be charged by an agency if the government’s cost of 
collecting and processing the fee is likely to equal or exceed the amount of the 
fee itself. 33 In addition, except with respect to requesters seeking records for 
a commercial use, agencies must provide the first 100 pages of duplication, as 
well as the first two hours of search time, without charge to the requester. 34 
These two provisions work together so that, except with respect to commercial- 
use requesters, agencies should not begin to assess fees until after they provide 
this amount of free search and duplication; the assessable fee for any requester 
then must be greater than the agency’s cost to collect and process it in order for 
the fee actually to be charged. 35 

Agencies also may not require a requester to make an advance payment, 
i.e., payment before work is begun or continued on a request, unless the agen- 
cy first estimates that the assessable fee is likely to exceed $250.00, or unless 
the requester has previously failed to pay a properly assessed fee in a timely 
manner (i.e., within 30 days of the billing date). 36 This restriction does not 
prevent agencies from requiring payment before records which have been pro- 
cessed are released. Where an agency reasonably believes that a requester is 
attempting to break a request down into a series of requests for the purpose of 
avoiding the assessment of fees, the agency may aggregate those requests and 


31 IcL at 10,019; see also Cheek v. IRS . No. 83 C 6851, slip op. at 2 (N.D. 
III. June 11, 1984). 

32 See 5 U.s.c. § 552(a)(4)(A)(iv)-(v). 

33 li. § 552(a)(4)(A)(iv)(I); see also OMB Fee Guidelines, 52 Fed. Reg. at 
10,018. 

34 5 U.S.C. § 5 52(a) (4) ( A) (iv)(II) ; see also OMB Fee Guidelines, 52 Fed. 
Reg. at 10,018-19. 

35 5 U.S.C. § 552(a)(4)(A)(iv)(I); see also OMB Fee Guidelines, 52 Fed. 
Reg. at 10,018. 

36 5 U.S.C. § 552(a)(4)(A)(v); see OMB Fee Guidelines, 52 Fed. Reg. at 
10,020; see also Centracchio v. FBI . No. 92-357, slip op. at 5 (p.D.C. Mar. 
16, 1993) (failure to pay requested advance deposit on fee in excess of $250 
held fatal to requester’s FOIA claim); Nance v. United States Postal Serv. . slip 
op. at 3 (where fees exceed $250 and fee waiver is inappropriate, agency may 
refuse to begin search until requester makes advance payment); Schmanke v. 
United States Postal Serv. . No. 89-1551, slip op. at 6 (D.D.C. Jan. 4, 1990) 
(advance payment appropriate where requester previously failed to pay fees in 
timely manner and fee is likely to exceed $250); Hall v. United States Dep’t of 
Justice, No. 88-3071, slip op. at 2-3, 5 (D.D.C. Mar. 31, 1989) (where request 
for advance payment permissible and agency requests mere promise to pay in- 
stead, requester’s failure to provide such promise warrants summary judgment 
for agency). 
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charge accordingly. 37 The OMB Fee Guidelines should be consulted for addi- 
tional guidance on aggregating requests. 38 


The amended law also provides that FOIA fees are superseded by "fees 
chargeable under a statute specifically providing for setting the level of fees for 
particular types of records.” 39 Thus, when documents responsive to a FOIA 
request are maintained for distribution by an agency according to a statutorily 
based fee schedule, requesters must obtain the documents from that source and 
pay the applicable fees in accordance with the fee schedule of that other stat- 
ute. 40 The superseding of FOIA fees by the fee provisions of another statute 
raises a related question as to whether an agency with a statutorily based fee 
schedule is subject to the FOIA’s fee waiver provision; although this question 
has been raised, it has not yet been reached by the courts. 41 


Because the FOIA Reform Act is silent with respect to the standard and 
scope of judicial review of FOIA fee issues, 42 the standard should remain the 
same as that under the predecessor statutory fee provision-i.e., agency action 
should be upheld unless it is found to be "arbitrary or capricious," in accord- 
ance with the Administrative Procedure Act. 43 Perhaps due to this lack of 
statutory clarity, the appropriate standard of review has yet to be clearly estab- 
lished and the extent of judicial deference to agency fee regulations, based upon 
the OMB Fee Guidelines, remains somewhat unclear. 44 


37 Sge OMB Fee Guidelines, 52 Fed. Reg. at 10,019; see also Atkin v, 
EEOC , No. 91-250B, slip op. at 20-21 (D.N.J. Dec. 4, 1992) (agency’s deci- 
sion to aggregate requests found proper; it was reasonable for agency to believe 
that 13 requests submitted within three-month period relating to same subject 
matter were made by requester to evade payment of fees) (appeal pending). 

38 See OMB Fee Guidelines, 52 Fed. Reg. at 10,019-20. 

39 5 U.S.C. § 552(a)(4)(A)(vi). 


40 §ee OMB Fee Guidelines, 52 Fed. Reg. at 10,017, 10,018. 

41 Compare Oglesby v. United States Dep’t of the Army . 920 F.2d 57, 70 
n.17 (D.C. Cir. 1990) (fee waiver issue not reached because plaintiff failed to 
exhaust administrative remedies) with St. Hilaire v, Department of Justice . No. 
91-0078, slip op. at 4-5 (D.D.C. Sept. 10, 1991) (fee waiver issue not reached 
because requested records made publicly available). 

42 See 5 U.S.C. § 552(a)(4)(A)(vii) (specifying new de novo/administrative 
record standard and scope of review for fee waiver issues). 

43 5 U.S.C. § 706 (1988). 

44 Compare Media Access Project v. FCC . 883 F.2d 1063, 1071 (D.C. Cir. 
1989) (agency’s interpretation of its own fee regulations "must be given at least 
some deference") with National Sec. Archive v. POD . 880 F.2d at 1383 (ques- 
tion of deference owed to agency’s fee regulations not resolved). 


- 300 - 



FEES AND FEE WAIVERS 


Fee Waivers 

Prior to the passage of the Freedom of Information Reform Act of 1 986, 
the FOIA authorized agencies to waive or reduce the customary charges for 
document search and duplication where it was determined that such action was 
"in the public interest because furnishing the information can be considered as 
primarily benefiting the general public." 45 As the Court of Appeals for the 
District of Columbia Circuit had emphasized, this provision "was enacted to en- 
sure that the public would benefit from any expenditure of public funds for the 
disclosure of public records." 46 In January 1983, the Department of Justice 
issued fee waiver guidelines setting forth five specific criteria, developed in 
numerous court decisions, for federal agencies to apply in determining whether 
the public interest warranted a waiver or reduction of fees. 47 These criteria 
called upon agencies to determine: (1) whether there was a genuine public in- 
terest in the subject matter of the request; (2) whether the responsive records 
were informative on the issue of public interest; (3) whether the requested in- 
formation was already in the public domain; (4) whether the requester had the 
qualifications and ability to use and disseminate the information; and (5) wheth- 
er the benefit to the general public was outweighed by any commercial or per- 
sonal benefit to the requester. 48 

The replacement fee waiver standard established by the FOIA Reform 
Act, effective as of April 25, 1987, now more specifically defines the term 
"public interest," by providing that fees should be waived or reduced "if disclo- 
sure cxf the information is in the public interest because it is likely to contribute 
significantly to public understanding of the operations or activities of the gov- 
ernment and is not primarily in the commercial interest of the requester. 1,49 In 
light of this new fee waiver provision, the Department of Justice issued new fee 
waiver policy guidance on April 2, 1987 — which superseded its 1983 substantive 
fee waiver guidance, as well as that issued in November 1986 (concerning insti- 
tutions and record repositories)— and it advised agencies of six analytical factors 
logically to be considered in applying the new statutory fee waiver standard. 50 
These six factors, as incorporated in the Department of Defense’s fee regula- 
tion, were applied and implicitly approved by the Court of Appeals for the 


45 5 U.S.C. § 552(a)(4)(A) (1982), amended bv Pub. L. No. 99-570, 

§ 1803, 100 Stat. 3207, 3207-49 to 3207-50 (1986). 

46 Ely v. United States Postal Serv. . 753 F.2d 163, 165 (D.C. Cir.), cert- 
denied . 471 U.S. 1106 (1985). 

47 See FOIA Update . Jan. 1983, at 3-4. 

48 See idL 

49 Pub. L. No. 99-570, § 1803, 100 Stat. 3207, 3207-50 (codified as 
amended at 5 U.S.C. § 552(a)(4)(A)(iii) (1988)). 

50 See FOIA Update . Winter/Spring 1987, at 3-10; see also id. at 10 (speci- 
fying that previous "procedural" guidance on fee waiver issues remains in ef- 
fect); FOIA Update . Jan. 1983, at 4. 
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Ninth Circuit in McClellan Ecological Seepage Situation v. Carlucci . 51 

The amended statutory fee waiver standard sets forth two basic require- 
ments, both of which must be satisfied before properly assessable fees can, and 
should, be waived or reduced under the statutory standard. 52 Requests for a 
waiver or reduction of fees must be considered on a case-by-case basis and 
should address both of these requirements in sufficient detail for the agency to 
make an informed decision as to whether it can appropriately waive or reduce 
the fees in question. 53 

In order to determine whether the first fee waiver requirement has been 
met-i.e., that disclosure of the requested information is in the public interest 
because it is likely to contribute significantly to public understanding of govern- 
ment operations or activities 54 -agencies should consider the following four fac- 
tors in sequence: 

1 . First, the subject matter of the requested records, in the context of the 
request, must specifically concern identifiable "operations or activities of the 
government." As the D.C. Circuit specifically indicated in applying the prede- 


51 835 F.2d 1282, 1286 (9th Cir. 1987); see also Sloman v. United States 
Dep’t of Justice . No. 92 Civ. 4982, slip op. at 11-12 (S.D.N.Y. May 4, 1993); 
Hoffman v. IRS . No. 90-459, slip op. at 3 (D.D.C. Oct. 23, 1991). 


52 Seg FOIA Update . Winter/Spring 1987, at 4; see also Sloman v. United 
States Dep’t of Justice , slip op, at 9 (two-pronged statutory test used to deter- 
mine when fees should be waived); Hoffman v. IRS , slip op. at 2 (burden on 
requester to establish that fee waiver standard has been met); Martorano v. FBI . 

iNu. Slip up. ai o ucpi. i77i; \rc4ucslc1 uui ciiimcu tu 

documents where he failed to provide agency with information necessary to jus- 
tify a fee waiver, nor has agreed to pay fees). 


53 Seg FOIA Update . Winter/Spring 1987, at 6; National Sec. Archive v. 
POD . 880 F.2d 1381, 1383 (D.C. Cir. 1989) (dictum) (fee waiver decisions 
made on "case-by-case" basis), cert, denied . 494 U.S. 1029 (1990); Wilson v. 
CIA . No. 91-0087, slip op. at 3 (D.D.C. Nov. 5, 1991) (agency must necessar- 
ily evaluate each fee waiver request); see also McClellan Ecological Seepage 
Situation v. Carlucci . 835 F.2d at 1285 (conclusory statements will not support 
fee waiver request). 

54 See, e.g. . Oglesby v. United States Dep’t of the Army . 920 F.2d 57, 66 
n.ll (D.C. Cir. 1990) (conclusory statements insufficient to make public inter- 
est showing); National Treasury Employees Union v. Griffin . 811 F.2d 644, 

647 (D.C. Cir. 1987) (requester seeking fee waiver bears burden of identifying 
"public interest" involved); Sloman v. United States Dep’t of Justice , slip op. at 
11 (public interest requirement not met by merely quoting statutory standard); 
Schmanke v. United States Postal Serv. . No. 92-701, slip op. at 2 (D.D.C. 

Dec. 30, 1992) (requester bears burden of identifying "with reasonable 
specificity" public interest to be served); Prows v. United States Dep’t of Jus- 
tice . No. 90-2561, slip op. at 2 (D.D.C. Mar. 30, 1992) (denial of fee waiver 
proper where plaintiff failed to identify specific public interest). 
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cessor fee waiver standard, "the links between furnishing the requested informa- 
tion and benefiting the general public" should not be "tenuous." 55 Although in 
most cases records possessed by a federal agency will meet this threshold, the 
records must be sought for their informative value in relation to specifically 
identified government operations or activities; 56 a request for access to records 
for their intrinsic informational content alone would not satisfy this threshold 
consideration. 57 

2. Second, in order for the disclosure to be "likely to contribute" to an 
understanding of specific government operations or activities, the disclosable 
portions of the requested information must be meaningfully informative in re- 
lation to the subject matter of the request. 58 It has been held that requests for 
information that is already in the public domain, either in a duplicative or a 
substantially identical form, may not warrant a fee waiver where the disclosure 
would not be likely to contribute to an understanding of government operations 
or activities where nothing new would be added to the existing public record. 59 


53 National Treasury Employees Union v. Griffin . 811 F.2d at 648. 

56 See, e.£„ Atkin v. EEOC . No. 91-2508, slip op. at 27-28 (D.N.J. Dec. 
4, 1992) (requested list of agency attorneys and their bar affiliations "clearly 
does not concern identifiable government activities or operations") (appeal 
pending); Nance v. United States Postal Serv. , No. 91-1183, slip op. at 3-4 
(D.D.C. Jan. 24, 1992) (disclosure of illegally cashed money orders will not 
contribute significantly to public understanding of operations of government). 

57 See FOIA Update . Winter/Spring 1987, at 6. 

55 Mj Larson v. CIA . 843 F.2d 1481, 1483 (D.C. Cir. 1988) (character of 
information proper factor to consider); Gray v. United States Dep’t of Apric. . 
No. 91-1383, slip op. at 3 (D.D.C. Nov. 25, 1991) (no showing that minute 
amount of relevant information that may be found among masses of irrelevant 
material will enlighten public understanding of agency’s operations); American 
Fed’n of Gov’t Employees v. United States Dep’t of Commerce . 632 F. Supp. 
1272, 1278 (D.D.C. 1986) (union’s allegations of malfeasance too ephemeral to 
warrant waiver of search fees without further evidence that informative material 
will be found), affd on other grounds . 907 F.2d 203 (D.C. Cir. 1990); Shaw 
\L_OA, 3 Gov’t Disclosure Serv. (P-H) t 83,009, at 83,444 (D.D.C. Oct. 29, 
1982) (denying fee waiver request so "broadly framed” it would include large 
amount of material uninformative on issue). 

59 See McClellan Ecological Seepage Situation v. Carlucci . 835 F.2d at 
1286 (new information has more potential to contribute to public understand- 
ing); Durham v. United States Den’t of Justice . No. 91-2636, slip op. at 11-12 
(D.D.C. Aug, 17, 1993) (no fee waiver for 2,340 pages of public court rec- 
ords); Harrison v. United States Nat’l Archives . No. 93-448, slip op. at 1-2 
(D.D.C. May 21, 1993) (upholding agency denial of fee waiver request on vo- 
luminous amount of JFK assassination records already released under FOIA and 
available through National Archives and Records Administration); Atkin v. 
EEOC, slip op. at 28 (disclosure of information already in public domain has 
little if any potential for contributing to understanding of government activities); 

(continued...) 
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3. Third, the disclosure must contribute to the understanding of the pub- 
lic at large, as opposed to the individual understanding of the requester or a 
narrow segment of interested persons. 60 Whether the "public at large” encom- 


59 (... continued) 

Sjnsunoski v. FBI, No. 83-6499, slip op. at 12 n.2, 13 (C.D. Cal. Jan. 16, 
1990) (doubtful that rerelease of documents would contribute significantly to 
public understanding of agency’s investigations); Prows v. United States Dep’t 
O f J ustice, No. 87-1657, slip op. at 9 (D.D.C. Apr. 13, 1989) (no fee waiver 
for "564 pages of public court records"), affd . No. 89-5185 (D.C. Cir. Feb. 
26, 1990); Conner v. CIA , No. 84-3625, slip op. at 2 (D.D.C. Jan. 31, 1986) 
(no fee waiver for information available in agency’s public reading room), 
a ppeal dismissed for lack of prosecution . No. 86-5221 (D.C. Cir. Jan. 25, 
1987); Bl akey v. Department of Justice . 549 F. Supp. 362, 364-65 (D.D.C. 
1982) (applying this principle under the previous statutory fee waiver standard), 
affd, 720 F.2d 215 (D.C. Cir. 1983) (table cite); see also FOIA Update . Win- 
ter/Spring 1987, at 7; cf Tax Analysts v. United States Dep’t of Justice : 965 
F.2d 1092, 1094-96 (D.C. Cir. 1992) (news organization not entitled to attor- 
ney fees because, inter alia, requested information already in public domain). 
But see also Sini.to v,_ United States Dep’t of Justice . No. 87-814, slip op. at 4- 
5 (D.D.C. Feb. 13, 1991) (although documents did not appear to add to infor- 
mation already disclosed in media, they were likely to contribute to public’s un- 
derstanding of government activities); Fitzgibbon v. Agency for Int’l Dev. . 724 
F. Supp. 1048, 1051 & n.10 (D.D.C. 1989) (agencies failed to demonstrate 
"public’s understanding" of publicly available information in public reading 
rooms and reports to Congress); Coalition for Safe Power. Inc, v. United States 
Depl_ofEaergy, No. 87-1380, slip op. at 6-8 (D. Or. July 22, 1988) (ma- 
terial’s availability in agency’s public reading room only one factor to consid- 
er). 

60 §eg Wagn er v ..United States Dep’t of Justice . No. 86-5477, slip op. at 2 
(D.C. Cir. Mar. 24, 1987) (general public must benefit from release); Hoffman 
v^iM, slip op. at 3 (no showing that information will contribute to understand- 
ing of IRS operations by anyone other than requester); D’Alessandro v. United 
States Dep’t of Justice . No. 90-2088, slip op. at 10 (D.D.C. Feb. 28, 1991) 
(plaintiff failed to make requisite showing that request was in public interest); 
Frankenberry v. United States Dep’t of Justice . No. 87-3284, slip op. at 2 
(D.D.C. Sept. 20, 1989) (records used in requester’s criminal prosecution are 
"personal" to requester and will not enhance public understanding); Cox v. 
Q_Brien, No. 86-1639, slip op. at 2 (D.D.C. Dec. 16, 1986) (fee waiver denial 
proper where prisoners, not general public, would be beneficiaries of informa- 
tion pertaining to wholesalers for prison commissary); Crooker v. Department 
of the Army, 577 F. Supp. 1220, 1223 (D.D.C. 1984) (rejecting fee waiver 
under previous standard for information of interest to "a small segment of the 
scientific community," which would not "benefit the public at large"), appeal 
dismissed as frivolous . No. 84-5089 (D.C. Cir. June 22, 1984); see also Na- 
tio nal Treasury Employees Union v. Griffin . 81 1 F.2d at 648 (rejecting "un- 
ion's suggestion that its size insures that any benefit to it amounts to a public 
benefit"); Fazzini v. United States Dep’t of Justice . No. 90 C 3303, slip op. at 
12 (N.D. 111. May 2, 1991) (requester cannot establish public benefit merely by 

(continued...) 
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passes only the population of the United States has not yet been clearly resolved 
by the courts. One case has held that disclosure to a foreign news syndicate 
that publishes only in Canada satisfies the requirement that it contribute to 
"public understanding." 61 

As the proper focus must be on the benefit to be derived by the general 
public, any personal benefit to be derived by the requester, or the requester’s 
particular financial situation, are not factors entitling him or her to a fee waiv- 
er. 62 Indeed, it is well settled that indigence alone, without a showing of a 
public benefit, is insufficient to warrant a fee waiver. 63 


60 (... continued) 

alleging he has "corresponded" with members of media and intends to share re- 
quested information with them), summary affirmance granted . No. 91-2219 (7th 
Cir. July 26, 1991), Schmanke v. United States Postal Serv. . No. 89-1551, slip 
op. at 5 (D.D.C. Jan. 4, 1990) (mere fact that information relates to govern- 
mental activity is insufficient to demonstrate "public benefit"). But see Johnson 
^- United States Dep’t of Justice . No. 89-2842, slip op. at 3 (D.D.C. May 2, 

1990) (death-row prisoner seeking previously unreleased and possibly exculpa- 
tory information entitled to partial fee waiver because potential "miscarriage of 
justice ... is a matter of great public interest"), summary judgment granted . 
758 F. Supp. 2, 5 (D.D.C. 1991) (holding, ultimately, that FBI not required to 
review records or to forego statutory exemption for possibly exculpatory infor- 
mation). 

61 Sgutfotm News v. INS, 674 F. Supp. 881, 892-93 (D.D.C. 1987). Byt 
NER B y, Robbins Tire & Rubber Co . 437 U.S. 214, 242 (1978) (basic 

purpose of FOIA is to hold governors accountable to governed). 

62 See, e. g . , Nance v. United States Postal Serv. . slip op. at 4 n.2 (fee 
waiver inappropriate where only purpose for seeking records is collateral attack 
on criminal conviction); Martoran o v, FBI , slip op. at 9 (no indication release 
would benefit public; only person to benefit is requester); Perotti v. United 
State? Dep’t of Justice, No. C-l-89-844, slip op. at 4 (S.D. Ohio Apr. 26, 

1991) (magistrate’s recommendation) (requester failed to substantiate that fee 
waiver would benefit public rather than individual), adopted (S.D. Ohio Aug. 
22, 1991); Warmack v. Huff . No. CV-88-H-1191-E, slip op. at 30 (N.D. Ala. 
May 16, 1990) (magistrate's recommendation) (fee waiver denial appropriate 
where disclosure benefits only person making request), adopted (N.D. Ala. 

Aug. 14, 1990), aff d on other grounds . No. 90-7630 (11th Cin Nov. 18, 

1991); Crooker v. Department of the Army . 577 F. Supp. at 1223-24 (prison 
inmate’s intent to write book about brother’s connection with dangerous toxin 
not considered benefit to public). 

63 Segj. e.g., Wagner v . United States Dep’t of Justice , slip op. at 2 ("indi- 
gency does not ipso facto require a fee waiver"); Ely v. United States Postal 
Serw, 753 F .2d at 165 ("Congress rejected a fee waiver provision for indi- 
gents. ”); Du.rh am v. United States Dep’t of Justice , slip op. at 12 n.10 (indi- 
gence alone does constitute adequate grounds for fee waiver); Rodriguez- 
Es trada v. United States , No. 92-2360, slip op. at 2 (D.D.C. Apr. 16, 1993) 
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Additionally, agencies should evaluate the identity and qualifications of 
the requester-e.g., expertise in the subject area of the request and ability and 
intention to disseminate the information to the general public-in order to deter- 
mine whether the general public would benefit from disclosure to that request- 
er. 64 Specialized knowledge may be required to extract, synthesize and effec- 
tively convey the information to the public and requesters vary in their ability to 
do so. 65 Although established representatives of the news media, as defined in 
the OMB Fee Guidelines, 66 should readily be able to meet this aspect of the 
statutory requirement by showing their connection to a ready means of effective 
dissemination, 67 other requesters should be required to describe with greater 


(no entitlement to fee waiver on basis of plaintiff’s in forma pauperis status 
under 28 U.S.C. § 1915); Perotti v. United States Dep’t of Justice , slip op. at 4 
(indigence does not entitle requester to fee waiver); Crooker v. Department of 
the Army , 577 F. Supp. at 1224 (indigence alone does not automatically entitle 
requester to fee waiver); see also S. Conf. Rep. No. 1200, 93d Cong., 2d Sess. 
8 (1974), reprinted in 1974 U.S.C.C.A.N. 6285, 6287 (specific fee waiver pro- 
vision for indigents eliminated; "such matters are properly the subject for in- 
dividual agency determination in regulations"). 

64 See, e.g. . Larson v. CIA . 843 F.2d at 1483 & n.5 (inability to dissemi- 
nate information alone is sufficient basis for denying fee waiver request; re- 
quester cannot rely on tenuous link to newspaper); McClain v. United States 
Dep’t of Justice . No. 91 C 241, slip op. at 5 (N.D. 111. Nov. 27, 1992) 
(plaintiff s "contention that he intends to give the requested information to a 
reporter . . . [and] to two public interest groups" insufficient to show dissemi- 
nation to public); Hoffman v, IRS , slip op. at 3-4 (principal consideration in fee 
waiver cases is requester's ability to disseminate information to genera! public; 
requester cannot satisfy statutory standard merely by representing that he will 
make information available to others); Fazzini v. United States Dep’t of Justice , 
slip op. at 12 (plaintiffs intention to share requested information with members 
of media not evidence of ability to disseminate information to public); Prows v. 
United St ates Dep’t of Justice . No. 87-1657, slip op. at 15 (denial of fee waiver 
upheld where requester "is incarcerated, has no apparent connection with the 
news media, and has no apparent access to facilities or personnel that might en- 
able him to disseminate the information"); Eudev v. CIA . 478. F, Supp. 1175, 
1177 (D.D.C. 1979) (articulating such approach under predecessor fee waiver 
standard); cf Wilson v. CIA , slip op. at 2 (plaintiffs failure to demonstrate 
intent and ability to disseminate information no impediment to subsequently 
filing revised and perfected request). 

65 McClellan Ecological Seepage Situation v, Carlucci . 835 F.2d at 1286 
(fee waiver request gave no indication of requesters’ ability to understand and 
process the information nor whether they intended to actually disseminate it); 
see FOIA Update . Winter/Spring 1987, at 7. 

66 OMB Fee Guidelines, 52 Fed. Reg. 10,011, 10,018 (1987); see also Na- 
tional Sec. Archive v. POD , 880 F.2d at 1387 (elaborating on OMB definition 
of news media representative to include requester organization in this case). 

67 See FOIA Update . Winter/Spring 1987, at 8 & n.5. 
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substantiation their expertise in the subject area and their ability and intention to 
disseminate the information. 68 

Some decisions under the former fee waiver standard suggested that 
journalists should presumptively be granted fee waivers. 69 The Department of 
Justice encourages agencies to give special weight to journalistic credentials 
under this factor, 70 though the statute provides no specific presumption that 
journalistic status alone is to be dispositive under the fee waiver standard over- 
all and such a presumption would run counter to the amended fee provisions 
which set forth a special fee category for representatives of the news media. 7 ' 
(For a discussion of news media requesters in the context of attorney fee 
awards under the FOIA, see Tax Analysts v. United States Department of Jus- 
tice, 72 and Litigation Considerations, below.) 

Additionally, the requirement that a requester demonstrate a contribution 
to the understanding of the public at large is not satisfied simply because a fee 
waiver request is made by a library or other record repository, or by a request- 
er who intends merely to disseminate the information to such an institution. 73 
Such requests which make no showing of how the information would be dis- 
seminated, other than through passively making it available to anyone who 


68 See ii; se e , e jL, Oglesby v. United States Dep’t of the Army . 920 F,2d 
at 66 n. 1 1 (assertion that requester was writer and had disseminated in past, 
coupled with bare statement of public interest, insufficient to meet statutory 
standard); McClellan Ecological Seepage Situation v. Carlucci . 835 F.2d at 
1286-87 (agency may request additional information; 23 questions not burden- 
some); Burriss v. CIA . 524 F. Supp. 448, 449 (M.D. Tenn. 1981) (denial of 
plaintiff s fee waiver request "based upon mere representation that he is a re- 
searcher who plans to write a book" held not abuse of discretion). 

69 §og National Treasury Employees Union v. Griffin . 811 F.2d at 649; 
Goldberg v. United States Dep’t of State . No. 85-1496, slip op. at 3-4 (D.D.C. 
Apr. 29, 1986), modified (D.D.C. July 25, 1986); Badhwar v. United States 
Dgp’t of the AirForcg , 615 F. Supp. 698, 708 (D.D.C. 1985); Rosenfeld v. 
United States Peo’t of Justice . No. C-85-2247, slip op. at 4-5 (N.D. Cal. 

Oct. 29, 1985), motion for reconsideration denied (N.D. Cal. Mar. 25, 1986); 
Leach v. United States Customs Serv. . No. 85-1195, slip op. at 8-9 (D.D.C. 
Oct. 22, 1985). 

70 Accord FOIA Update , Fall 1983, at 14; see also FOIA Update . Win, 
ter/Spring 1987, at 8. 

11 See 5 U.S.C. § 552(a)(4)(A)(ii)(II) (1988); cf. National Sec. Archive v. 
DOD, 880 F.2d at 1383 (dictum) (fee waiver decisions are to be made on 
"case-by-case" basis); McClellan Ecological Seepage Situation v. Carlucci . 835 
F.2d at 1284 (legislative history makes plain that "public interest" groups must 
satisfy statutory test). 

72 965 F.2d at 1095-96 (litigant’s status as news organization does not ren- 
der award of attorney fees automatic). 

73 §££ FQIA Update . Winter/Spring 1987, at 8. 
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might seek access to it, do not meet the burden of demonstrating with particu- 
larity that the information will be communicated to the public. 74 These re- 
quests, like those of other requesters, should be analyzed to identify a particular 
person who actually will use the requested information in scholarly or other an- 
alytic work and then disseminate it to the general public. 75 

4. Lastly, the disclosure must contribute "significantly" to public under- 
standing of government operations or activities. To warrant a waiver or reduc- 
tion of fees, the public's understanding of the subject matter in question, as 
compared to the level of public understanding existing prior to the disclosure, 
must be likely to be enhanced by the disclosure to a significant extent. 76 Such 
a determination must be an objective one; agencies are not permitted to make 
separate value judgments as to whether any information that would in fact con- 
tribute significantly to public understanding of government operations or activi- 
ties is "important" enough to be made public. 77 

Once an agency determines that the "public interest" requirement for a 
fee waiver has been met, the statutory standard’s second requirement calls for 
the agency to determine whether "disclosure of the information ... is not pri - 
marily in the commercial interest of the requester." 78 In order to decide whe- 
ther this requirement has been satisfied, agencies should consider the following 
two factors in sequence: 

1 . First, an agency must determine as a threshold matter whether the 
request involves any commercial interest of the requester which would be fur- 
thered by the disclosure. 79 A "commercial interest" is one that furthers a com- 
mercial, trade or profit interest as those terms are commonly understood. 80 


74 Id, 

75 IsL; accord National Treasury Employees Union v. Griffin . 811 F.2d at 
647 (observing under previous standard that public benefit should be "identified 
with reasonable specificity"). 

16 §ee Sloman v. United States Dep’t of Justice , slip op. at 11-12 (infor- 
mation previously released to author and "more importantly]" available in 
agency’s reading room will not contribute significantly to public understanding 
of operations of government); Carnev v. United States Dep’t of Justice . No. 92- 
Cv-6204, slip op. at 16 (W.D.N.Y. Apr. 27, 1993) (requester’s proposed dis- 
sertation, scholarly publishing, and tentative book publication found insufficient 
to establish that release would contribute significantly to public understanding) 
(appeal pending). 

77 Ettlinger v. FBI . 596 F. Supp. 867, 875 (D. Mass. 1984); see FOIA 
Update . Winter/Spring 1987, at 8. 

78 5 U.S.C. § 552(a)(4)(A)(iii). 

79 See FOIA Update . Winter/Spring 1987, at 9. 

80 li; OMB Fee Guidelines, 52 Fed. Reg. at 10,017-18; accord, e.g; . 
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Information sought in furtherance of a tort claim for compensation or retribu- 
tion for the requester is not considered to involve a "commercial interest." 81 
However, not only profit-making corporations but also individuals or other or- 
ganizations may have a commercial interest to be furthered by the disclosure, 
depending upon the circumstances involved. 82 Agencies may properly consid- 
er the requester’s identity and the circumstances surrounding the request and 
draw reasonable inferences regarding the existence of a commercial interest. 83 

Where a commercial interest is found to exist and that interest would be 
furthered by the requested disclosure, an agency must assess the magnitude of 
such interest in order subsequently to compare it to the "public interest" in 
disclosure. 84 In assessing the magnitude of the commercial interest, the agen- 
cy should reasonably consider the extent to which the FOIA disclosure will 
serve the requester’s identified commercial interest. 85 

2. Then, an agency must balance the requester’s commercial interest 
against the identified public interest in disclosure and determine which interest 
is "primary." A fee waiver or reduction must be granted where the public in- 
terest in disclosure is greater in magnitude than the requester’s commercial 
interest. 86 Or, as one court phrased it when considering the balance to be 
struck under the predecessor fee waiver standard: "[I]n simple terms, the 
public should not foot the bill unless it will be the primary beneficiary of the 
[disclosure]."* 7 

Although newsgathering organizations ordinarily have a commercial 
interest in obtaining information, agencies may generally presume that where a 
news media requester has satisfied the "public interest" standard, that will be 
the primary interest served. 88 On the other hand, disclosure to private reposi- 


80 (... continued) 

Am erican Airlines, Inc, v. National Mediation Bd. . 588 F.2d 863, 870 (2d Cir. 
1978) (defining "commercial" in Exemption 4 as meaning anything "pertaining 
or relating to or dealing with commerce"). 

81 McClellan Ecological Seepage Situation v. Carlucci . 835 F.2d at 1285. 

82 See FQIA Update . Winter/Spring 1987, at 9; Critical Mass Energy Pro- 
jecL-V- NRC, 830 p.2d 278, 281 (D.C. Cir. 1987) (entity’s "non-profit status is 
not determinative" of commercial status) (Exemption 4 case). 

81 Seg FOIA Update . Winter/Spring 1987, at 9. 

84 ISL 

85 Id, 

86 Id, 

87 Burriss v. CLA . 524 F. Supp. at 449, 

88 See FOIA Update. Winter/Spring 1987, at 10; accord National Sec. 
Archive v,, POP, 880 F.2d at 1388 (requests from news media entities, in 
furtherance of their newsgathering function, are not for "commercial use"). 
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tories of government records or data brokers may not be presumed to primarily 
serve the public interest; rather, requests on behalf of such entities can more 
readily be considered as primarily in their commercial interest, depending upon 
the nature of the records and their relation to the exact circumstances of the 
enterprise. 89 

When agencies analyze fee waiver requests by considering these six 
factors, they can rest assured that they have carried out their statutory obliga- 
tion to determine whether a waiver is in the public interest. 90 Where an agen- 
cy has relied on factors unrelated to the public benefit standard to deny a fee 
waiver request, however, courts have found an abuse of discretion. 91 

An analysis of the foregoing factors routinely requires an agency to first 
assess the nature of the information likely to be released in response to an ac- 
cess request, because the statutory standard speaks to whether "disclosure" of 
the responsive information will significantly contribute to public understand- 
ing. 92 This assessment thus necessarily focuses on the information that would 
be disclosed, which in turn logically requires an estimation of the applicability 
of any relevant FOIA exemption(s). Yet the extent to which an agency must 
establish at the fee waiver determination stage the precise contours of its antici- 
pated withholdings was raised in Project on Military Procurement v. Depart- 


89 See FOIA Update . Winter/Spring 1987, at 10; see also National Sec. 
Archive v, POD . 880 F.2d at 1387-88. 

90 See FOIA Update . Winter/Spring 1987, at 10. 

91 See, e.g. . Goldberg v. United States Dep’t of State , slip op. at 3-5 (agen- 
cy policy of granting waiver of search fees but refusing to grant waiver of dup- 
lication fees for "public interest" documents held "both irrational and in viola- 
tion of the statute"); Idaho Wildlife Fed’n v. United States Forest Serv. . 3 
Gov’t Disclosure Serv. (P-H) ^ 83,271, at 84,056 (D.D.C. July 21, 1983) (reli- 
ance on regulation that proscribes granting of fee waiver where records are 
sought for litigation is abuse of discretion because regulation is overbroad in 
that it ignores "public interest" in certain litigation); Diamond v. FBI . 548 F. 
Supp. 1158, 1160 (S.D.N.Y. 1982) (agency may not decline to waive fees 
based merely upon perceived obligation to collect them); Common Cause v. 

IRS, 1 Gov’t Disclosure Serv. (P-H) f 79,188, at 79,351 (D.D.C. Nov. 8, 

1979) (IRS cannot deny requests for waiver of search fees simply on ground 
that search would be burdensome), affd . 646 F.2d 656 (D.C. Cir. 1981) (table 
cite); Eudey v. CIA . 478 F. Supp. at 1177 (agency may not consider quantity 
of documents to be released); Fitzgibbon v, CIA . No. 76-700, slip op. at 1 
(D.D.C. Jan. 19, 1977) ("An agency’s determination not to waive fees is arbi- 
trary and capricious where there is nothing in the agency’s refusal of fee waiver 
which indicates that furnishing the information requested cannot be considered 
as primarily benefiting the general public."). 

92 5 U.S.C. § 552(a)(4)(A)(iii). 
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ment of the Navy . 93 where the district court seemed to suggest that an agency 
must defend the contemplated application of FOIA exemptions in the fee waiver 
context with an index pursuant to the requirements of Vaughn v. Rosen . 94 
Such a requirement not only is unprecedented, it is also unworkable— as it 
would compel an agency to actually process responsive records at the threshold 
fee waiver determination stage in order to compile the Vaughn Index. This 
would turn the normal, longstanding procedure for responding to FOIA/fee 
waiver requests on its head. Until a fee waiver determination has been made 
and (if a full fee waiver is not granted) the requester has agreed to pay ail the 
assessable fees, the request is not yet ripe for processing because there has been 
no compliance with the fee requirements of the FOIA. 95 Because the decision 
on this issue in Proiect on Military Procurement would yield impracticable re- 
sults, it should not be followed. Agencies should retain the general discretion, 
though, to consider the cost-effectiveness of their investment of administrative 
resources in their fee and fee waiver determinations. 96 

The FOIA does not specifically provide for administrative appeals of 
denials of requests for fee waivers. Nevertheless, many agencies, either by 
regulation or by practice, have appropriately considered appeals of such actions. 
The Court of Appeals for the Fifth Circuit and the D.C. Circuit have recently 
made it clear, moreover, that administrative appeal exhaustion is required for 
any adverse determination, including fee waiver denials. 97 


93 710 F. Supp. 362, 366-68 (D.D.C. 1989); see also Wilson v. CIA . No. 
89-3356, slip op. at 3-4 (D.D.C. Mar. 25, 1991) (agency may not deny fee 
waiver request based upon "likelihood" that information will be withheld); 

Sinit o v.JJnited States Dep’t of Justice , slip op. at 5 (denial of fee waiver 
based upon claim of exempt status of documents inappropriate before validity of 
exemptions established). 

94 484 F.2d 820, 826-28 (D.C. Cir. 1973), cert, denied . 415 U.S. 977 
(1974). 

95 See 5 U.S.C. § 552(a)(3); see also Vennes v. IRS . No. 89-5136, slip op. 
at 2-3 (8th Cir. Oct. 13, 1989) (agency under no obligation to produce material 
until either requester agrees to pay fee or fee waiver approved); Perotti v. 
Unite d States JDep’t of Justice , slip op, at 4-5 (where fee waiver properly de- 
nied, requester must comply with procedural requirements before documents are 
processed); I r ons v. FBI , 571 F. Supp. 1241, 1243 (D. Mass. 1983) (upholding 
regulation requiring payment of fees or waiver of fees before FOIA request is 
deemed to have been received); cF Nance v. United States Postal Serv. . slip 
op. at 3 (where fee waiver inappropriate and fees exceed $250, agency may 
refuse to begin search until requester makes advance payment). 

96 Cf, Rodriguez v. United States Postal Serv. . No. 90-1886, slip op. at 3 
n.l (D.D.C. Oct. 2, 1991) (despite requester’s failure to comply with ex- 
haustion requirement, court suggests agency "consider" waiving de minimis 
fee). 

97 §§§ Voinche v. United States Den’t of the Air Force . 983 F.2d 667, 669 
(5th Cir. 1993) (requester seeking fee waiver under FOIA must exhaust admin- 
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Prior to the FOIA Reform. Act, the discretionary nature of the FOIA’s fee 
waiver provision led the majority of courts to conclude that "the proper stand- 
ard for judicial review of an agency denial of a fee waiver is whether that deci- 
sion was arbitrary and capricious,” 98 in accordance with the Administrative 
Procedure Act. 99 This meant that a court could not "replace its own judgment 
for that of [an agency] without first concluding that the [agency’s] decision was 
completely unreasonable and unfair." 100 

This standard was changed, however, with the passage of the FOIA Re- 
form Act. A specific judicial review provision was included in the amended 
FOIA, 101 which now provides for the review of agency fee waiver denials ac- 
cording to a de novo standard. Yet this provision also explicitly provides that 
the scope of judicial review remains limited to the administrative record estab- 
lished before the agency, 102 and thus it is crucial that the agency’s fee waiver 
denial letter create a comprehensive administrative record of all the reasons for 
the denial. 103 In this regard, agencies should also be aware that a challenge 


97 (. . .continued) 

istrative remedies before seeking judicial review), petition for cert, filed . 61 
U.S.L.W. 3820 (U.S. May 17, 1993); Oglesbv v. United States Dep’t of the 
Ar m y, 920 F.2d at 66 & n.ll, 71 ("Exhaustion does not occur until fees are 
paid or an appeal is taken from the refusal to waive fees.' 1 ); American Fed’n of 
Gov’t Employees v. United States Dep’t of Commerce . 907 F.2d at 209 (court 
declined to consider fee waiver request when not pursued during agency admini- 
strative proceeding); see also Rodriguez v. United States Postal Serv. . slip op. 
at 3 (in fairness to agency and judicial economy, administrative appeal of fee 
waiver denial required before judicial review); Williams v. Executive Office for 
United States Attorneys , No. 89-3071, slip op. at 7 (D.D.C. Mar. 19, 1991) 
(requester seeking fee waiver must first exhaust his administrative remedies); 
cfi Campbell v. Unknown Power Superintendent of Flathead Irrigation & Pow- 
er Project . No. 91-35104, slip op. at 3 (9th Cir. Apr. 22, 1992) (exhaustion 
requirement not imposed where agency ignored fee waiver request). 

98 Eudev v. CIA . 478 F. Supp. at 1176; see also Ely v. United States Postal 
Serv. . 753 F.2d at 165; Ettlinger v. FBI . 596 F. Supp. at 871. But see Rizzo 
v. Tyler . 438 F. Supp. 895, 899 (S.D.N.Y, 1977) (agency fee waiver denial 
reviewed de novo). 

99 5 U.S.C. § 706 (1988). 

100 Crooker v. Department of the Army . 577 F, Supp. at 1224. 

101 5 U.S.C. § 552(a)(4)(A)(vii). 

102 IsL; see, e.g. . American Fed’n of Gov’t Employees v. United States 
Dep’t of Commerce . 907 F.2d at 209 (judicial review limited to record before 
agency); Carney v. United States Dep’t of Justice , slip op. at 16 (court’s con- 
sideration of fee waiver request limited to record before agency). 

103 See National Treasury Employees Union v. Griffin . 811 F.2d at 648 
(court may consider only information before the agency at time of decision); 

(continued...) 
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to an agency’s fee waiver policy is not automatically rendered moot where the 
agency reverses itself and grants the specific fee waiver request; courts may 
still entertain such challenges from plaintiffs who are frequent FOIA request- 
ers. 104 


Because the FOIA Reform Act’s statutory fee waiver provision has still 
received only relatively limited interpretation by the courts thus far, 105 it still 
remains to be seen how novel issues of interpretation regarding its "public inter- 
est" standard will be adjudicated. For additional guidance on any particular fee 
waiver issue, agencies may contact OIP’s FOIA Counselor Service. 


LITIGATION CONSIDERATIONS 

A Freedom of Information Act lawsuit involves unique procedural and 
substantive concerns that even the experienced litigator might at first find bewil- 
dering. As one appellate court has frankly acknowledged: "Freedom of Infor- 
mation Act cases are peculiarly difficult." 1 To provide a general overview of 
selected FOIA litigation considerations, this discussion will follow a rough 
chronology of a typical FOIA lawsuit, from the point of determining whether 
jurisdictional prerequisites have been met to the assessment of costs on appeal. 

Jurisdiction and Venue 

The United States district courts are vested with exclusive jurisdiction 
over FOIA cases by section (a)(4)(B) of the Act, which provides in pertinent 
part: 


On complaint, the district court of the United States in the 


I03 (... continued) 

Larson v. CIA . 843 F.2d at 1483 (information not part of administrative record 
may not be considered by district court when reviewing agency fee waiver de- 
nial); Fitzgibbon v. Agency for Int’l Dev. . 724 F. Supp. at 1051 n.10 ("post 
hoc rationales" offered in response to lawsuit held untimely); Gildav v. United 
States Dep’t of Justice , No. 85-292, slip op. at 5 (D.D.C. July 22, 1985) 
(agency cannot wait until after litigation has commenced before giving reasons 
for denying fee waiver); Ailep y. DOft . No. 81-2543, slip op. at 12 (D.D.C. 
Aug. 24, 1984) (post hoc rationalization for fee waiver denial rejected); see 
also FOIA Update . Winter/Spring 1987, at 10; FOIA Update . Winter 1985, at 
6 . 

104 See Better Gov’t Ass’n v. Department of State . 780 F.2d 86, 91-92 
(D.C. Cir. 1986); Public Citizen v. OSHA . No. 86-705, slip op. at 2-3 
(D.D.C. Aug. 5, 1987). 

105 See Hoffman v. IRS , slip op, at 3 (observing that relatively little prece- 
dent exists construing fee waiver standard). 

1 Miscavige v. IRS, No, 92-8659, slip op. 3284, 3285 (11th Cir. Sept. 17, 
1993) (to be published). 
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district in which the complainant resides, or has his principal place 
of business, or in which the agency records are situated, or in the 
District of Columbia, has jurisdiction to enjoin the agency from 
withholding agency records and to order the production of any 
agency records improperly withheld from the complainant. 2 

Initially, it should be noted that subject matter jurisdiction is determined 
as of the date on which the complaint in a FOIA lawsuit is filed. 3 The Su- 
preme Court ruled in 1980 that jurisdiction in a FOIA case is predicated upon 
the plaintiff showing that an agency has (1) improperly (2) withheld (3) agency 
records. 4 Thus, a plaintiff who does not allege any improper withholding of 
agency records faiis to state a claim for which a court has jurisdiction under the 
FOIA. 5 In a companion case, the Supreme Court elaborated upon the defini- 
tion of agency records, explaining that "an agency must first either create or 
obtain a record as a prerequisite to its becoming an ‘agency record’ within the 
meaning of the FOIA." 6 More recently, in United States Department of Justice 
v. Tax Analysts , the Supreme Court further refined the agency record definition 
by requiring that a record be in the agency’s possession for official purposes at 


2 5 U.S.C. § 552(a)(4)(B) (1988); see also Rogers v. United States . 15 Ct. 

Cl. 692, 698 (1988) (no FOIA jurisdiction in Court of Claims). 

3 Atkin v. EEOC . No. 92-3275, slip op. at 6-7 (D.N.J. June 24, 1993) 
(where plaintiff exhausted administrative remedies by paying requisite FOIA 
fees only after complaint was filed, court lacked subject matter jurisdiction in 
case) (appeal pending). 

4 Kissinger v. Reporters Comm, for Freedom of the Press . 445 U.S. 136, 
150 (1980). 

5 See, e.g. , Shafmaster Fishing Co. v. United States . 814 F. Supp. 182, 

184 (D.N.H. 1993) ("The court thus lacks subject matter jurisdiction if the 
information was properly withheld under FOIA exemptions."); National Fed’n 
of Fed. Employees v. United States . No. 87-2284, slip op. at 39 (D.D.C. May 
27, 1988) (The FOIA "authorizes this Court only to ‘enjoin the agency from 
withholding agency records and to order the production of any agency records 
improperly withheld.’" (quoting 5 U.S.C. § 552(a)(4)(B))). But see Pavne En- 
ters. v. United States . 837 F.2d 486, 490-92 (D.C. Cir. 1988) (repeated, unac- 
ceptably long agency delays in providing nonexempt information found suffi- 
cient to create jurisdiction); Public Citizen v. Office of the United States Trade 
Representative . 804 F. Supp. 385, 387 (D.D.C. 1992) (court has jurisdiction to 
consider "agency’s policy to withhold temporarily, on a regular basis, certain 
types of documents"). 

6 Forsham v. Harris . 445 U.S, 169, 182 (1980); see also Rush Franklin 
Publishing. Inc, v. NASA . No, 90-CV-2885, slip op. at 8-9 (E.D.N.Y. Apr. 

13, 1992) (mailing list generated and maintained by contractor for purposes of 
disseminating agency publication held not an agency record); Conservation Law 
Found, v. Department of the Air Force . No. 85-4377, slip op. at 8 (D. Mass. 
June 6, 1986) (computer program produced and possessed exclusively by gov- 
ernment contractor in connection with contract to analyze federal data held not 
an agency record). 
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the time of the FOIA request. 7 (For a further discussion of "agency records," 
see Procedural Requirements, above.) 

Whether an agency has "improperly" withheld records usually turns on 
the application of one or more exemptions applied to the documents at issue. 8 
Of course, if the agency can establish that no responsive records exist, 9 or that 
all responsive records have been released to the requester, 10 the agency’s 
refusal to produce them should not be deemed "improper 1 ’ withholding within 
the meaning of the FOIA’s jurisdictional provision. Similarly, an agency has 
not improperly withheld records where it is prohibited from disclosing them by 
a preexisting court order. 11 While the validity of such a preexisting court 


7 492 U.S, 136, 145 (1989). 

8 United States Dep’t of Justice v. Tax Analysts . 492 U.S. at 152-54 
(nonexempt federal district court tax case opinions maintained by Justice De- 
partment’s Tax Division found to be "improperly" withheld notwithstanding 
public availability through another source). 

9 S ge Jt _e . g,,, CaFAlmond, Inc, v. United States Dep’t of Agric. . 960 F.2d 
105, 108-09 (9th Cir. 1992) (absent improper conduct by government, FOIA 
does not require recreation of destroyed records); Ray v. United States Dep’t of 
Just i ce , 908 F.2d 1549, 1558-59 (11th Cir. 1990), rev’d on other grounds sub 
norm United States Dep’t of State v. Rav . 112 S. Ct. 541 (1991); Prows v. Un- 
ited. States Dep’ t of Justice , No. 87-1657, slip op. at 17 (D.D.C. Apr. 13, 
1989), affd, No. 89-5185 (D.C. Cir. Feb. 26, 1990). But see Cal-Almond. 
In£^iLL-.Ui3jted_State s_Dep’t of Agric. . No. CV-F-89-574, slip op. at 2-3 (E.D. 
Cal. Mar. 12, 1993) (where agency returned requested records to submitter 
four days after denying requester’s administrative appeal, in violation of its own 
records-retention requirements, and court determined such records were re- 
quired to be disclosed, agency must seek return of records from submitter for 
disclosure to requester); see also FOIA Update . Spring 1991, at 5 (advising 
agencies to afford administrative appeal rights to FOIA requesters in "no rec- 
ord" situations (citing Oglesby v. United States Dep’t of the Army . 920 F.2d 
57, 67 (D.C. Cir. 1990))). 

10 S e e, e.g^., Steffen v. United States Dep’t of Justice . No. 89-3434, slip op. 
at 7-8 (D.D.C. July 12, 1990); Williams v. United States Dep’t of Justice . No. 
87-1567, slip op, at 1 (D.D.C. Nov. 5, 1987), summary affirmance granted . 

No. 87-5410 (D.C. Cir. Aug. 31, 1988); Southam News v. INS . 674 F. Supp. 
881, 889 (D.D.C. 1987). 

11 Se.g, e.g,, GTE Svivania, Inc, v. Consumers Union . 445 U.S. 375, 384- 
86 (1980); Freeman v. United States Dep’t of Justice . 723 F. Supp. 1115, 1120 
(D. Md. 1988); Legal Times. Inc, v. FDIC . 1 Gov’t Disclosure Serv. (P-H) 

1 80,234, at 80,585 (D.D.C. Sept. 2, 1980); see also FOIA Update . Summer 
1983, at 5. But sep algo FOIA Update , Summer 1992, at 5 (advising that "pro- 
tective orders " issued by administrative law judges do not qualify as such court 
orders). 
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order does not depend upon whether it is based upon FOIA exemptions, 12 it is 
the agency's burden to demonstrate that the order was intended to operate as an 
injunction against the agency, rather than as a mere court seal. 13 

A somewhat related principle under the FOIA, although one not at all 
well settled or commonly applied, is that in a rare case, a court may decline to 
order the disclosure of nonexempt information as a matter of "equitable discre- 
tion. " The Court of Appeals for the District of Columbia Circuit has recog- 
nized that this principle can be applicable under "exceptional circumstances." 14 
This principle should be advanced in court only under strongly compelling cir- 
cumstances. 15 


12 See Wagar v. United States Dep’t of Justice . 846 F.2d 1040, 1047 (6th 
Cir. 1988). 

13 Morgan v. United States Dep’t of Justice . 923 F.2d 195, 197-99 (D.C. 
Cir. 1991); see, e.g. . Armstrong v. Executive Office of the President . No. 89- 
142, slip op. at 8 (D.D.C. Sept. 3, 1993) ("[I]t is also clear that the Protective 
Order was not intended to act as a limitation on the Government’s ability to 
determine the final disposition of these classified materials,"); Senate of P.R. v. 
United States Dep’t of Justice . No. 84-1829, slip op. at 13-14 (D.D.C. Aug. 

24, 1993) (finding agency declaration failed to satisfy Morgan test and requiring 
more detailed explanation of intended effect of sealing order); McDonnell 
Douglas Corn, v. NASA . No. 91-3134, slip op. at 1-2 (D.D.C. July 12, 1993) 
("While this court’s sealing Order temporarily precluded release, that order was 
not intended to operate as the functional equivalent of an injunction prohibiting 
release. It was only approved by the court for the purposes of expediting this 
litigation and protecting information . , . until this lawsuit was resolved.”) 
(appeal pending); see also Lvkins v. United States Dep’t' of Justice . 725 F.2d 
1455, 1460-61 & n.7 (D.C. Cir, 1984) (state court order does not affect analy- 
sis or conclusion of federal court as to whether document "improperly with- 
held"). 

14 See Halperin v. Department of State . 565 F.2d 699, 706 (D.C. Cir. 

1977) (citing Soucie v. David . 448 F.2d 1067, 1077 (D.C. Cir. 1971)), cert. 
denied , 434 U.S. 1046 (1978); see also Weber Aircraft Corp. v. United States . 
688 F.2d 638, 646 (9th Cir. 1982), rev’d on other grounds . 465 U.S. 792 
(1984); Patriarca v. FBI . No. 85-707, slip op. at 1 (D.R.I. Nov. 13, 1985) 
(order preliminarily enjoining defendants from making release of nonexempt 
records), motion to dismiss denied . 639 F. Supp. 1193 (D.R.I. 1986); K. Da- 
vis, Administrative Law Treatise § 5:25 (2d ed. 1978 & Supp. 1989). But see 
Washington Post Co. v. United States Dep’t of State . 685 F.2d 698, 700, 704 
(D.C. Cir. 1982), vacated & remanded . 464 U.S. 979 (1983). 

15 See, e.g. , O’Rourke v. United States Dep’t of Justice . 684 F. Supp. 716, 
719 (D.D.C. 1988) (finding insufficient basis for denying access on such equi- 
table grounds); Caplan v. Bureau of Alcohol. Tobacco & Firearms . 445 F. 

Supp. 699, 705-06 (S.D.N.Y. 1978) (denial based on equitable discretion), 
affd on other grounds . 587 F.2d 544, 546 (2d Cir. 1978) (equitable discretion 
accepted in principle). 
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The venue provision of the FOIA, quoted above, provides requesters with 
a broad choice of forums in which to bring suit. The United States District 
Court for the District of Columbia has over the years decided a great many of 
the leading cases under the FOIA, largely as the result of its designation as an 
appropriate forum for any FOIA action against a federal agency under 5 U.S.C. 
§ 552(a)(4)(B). Indeed, the District of Columbia has been held to be the sole 
appropriate forum for cases in which the requester resides and works outside 
the United States and the records requested are located in the District of Colum- 
bia. 55 It is not yet settled, however, whether this provision affords "personal 
jurisdiction'' in that judicial district for FOIA suits brought against the Tennes- 
see Valley Authority, a wholly owned federal corporation outside the court’s 
normal extraterritorial service of process. 17 It should also be noted that, un- 
like under other federal venue provisions, aliens are treated the same as citizens 
for FOIA venue purposes, 18 

The judicial doctrine of forum non conveniens— as codified in 28 U.S.C, 

§ 1404(a)— can permit the transfer of a FOIA case to a different judicial district. 
The courts have invoked this doctrine to transfer FOIA cases under a variety of 
circumstances. 19 Similarly, where the requested records are the subject of 


“ See Ajcu t o wicz v. Uni ted States . 859 F.2d 1122, 1126 (2d Cir. 1988). 

17 Compare Jones v. NRC . 654 F. Supp. 130, 132 (D.D.C. 1987) (no) with 
Murphy v. TVA, 559 F. Supp. 58, 59 (D.D.C. 1983) (yes). 

18 See A revalo-Franco v. IN$ . 889 F.2d 589, 590-91 (5th Cir. 1989) (alien 
may bring FOIA suit in district where he in fact resides). 

19 §ee,.e,&„ B auer v. United States . No. Civ. 91-374A, slip op. at 3 
(W.D.N.Y. Feb. 3, 1992) (venue improper where pro se suit filed; action 
transferred to jurisdiction where records located); Houslev v. United States 
Peplt. 9 f Jus tice, No. 89-436, slip op. at 3-4 (D.D.C. Nov. 13, 1989) (transfer 
to district where criminal proceeding against, plaintiff was held and where evi- 
dence obtained by government’s electronic surveillance allegedly was improper- 
ly withheld); Sims v. United States Dep’t of Justice . No. 86-231, slip op. at 1 
(D.D.C. Apr. 22, 1986) (transfer to district where documents are located, near 
where plaintiff resides, when ”[n]one of the matters at issue . . . have any 
connection with the District of Columbia"); General Dynamics Corp. v. Depart- 
ment Ofjhe Army, No. 85-3901, slip op. at 2 (D.D.C. Jan. 10, 1986) (transfer 
to district where there are pending criminal charges relating generally to subject 
matter of requested documents); Mobil Corp. v. SF.C . 550 F. Supp. 67, 70-71 
(S.D.N.Y. 1982) (sua sponte transfer to district where the 7,000 documents at 
issue were located and where related litigation was pending); Ferri v. United 
States Dep’t of Justice, 441 F. Supp. 404, 406-07 (M.D. Pa. 1977) (sua sponte 
transfer because records sought were located in District of Columbia, all admin- 
istrative action on request was taken there, and plaintiffs only nexus with 
transferring forum was his incarceration there); see also Lead Indus. Ass’n v. 
OSHA , 610 F.2d 70, 79 (2d Cir. 1979) (expressing dissatisfaction with plain- 
tiffs decision to lay venue for FOIA action in Southern District of New York 
where related, highly complex review of substantive OSHA rule was pending in 

(continued...) 
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pending FOIA litigation in another judicial district, the related doctrine of 
"federal comity" can permit a court to defer to the jurisdiction of the other 


court, in order to avoid unnecessarily burdening the federal judiciary and 


HpllVPriRS /»AnflJ/»finrt UHT A »i 1 /^ rrmanfp 20 
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On rare occasions, FOIA plaintiffs have attempted to expedite judicial 
consideration of their suits by seeking a preliminary injunction to "enjoin" the 
agency from continuing to withhold the requested records. 21 When such extra- 
ordinary relief is sought, the court does not adjudicate the parties’ substantive 
claims, but rather weighs: (1) whether the plaintiff is likely to prevail upon the 
merits; (2) whether the plaintiff will be irreparably harmed absent relief; (3) 
whether the defendant will be substantially harmed by the issuance of injunctive 
relief; and (4) whether the public interest will be benefited by such relief. 22 


In a FOIA case, the granting of such an injunction would invariably force 
the government to irrevocably disclose the very information that is the subject 
of the litigation prematurely, without affording it any opportunity to fully and 
fairly litigate its position on the merits; such an injunction would moot the gov- 
ernment’s claims before they could ever be adjudicated and would effectively 


19 (... continued) 

District of Columbia; suggesting transfers or stays on court’s own motion if 
such cases arise in future). But see In re Scott . 709 F.2d 717, 721-22 (D.C. 
Cir. 1983) (writ of mandamus issued and case remanded where district court 
sua sponte transferred case, without determination of whether venue was proper 
in other forum, merely in effort to reduce burden of "very large number of in 
forma pauperis cases"). 


20 £eg,.e^„ Atkin v. F; EQC, No. 92-1061, slip op. at 2 (D.D.C. July 7, 
1992); Beck v. United States Dep’t of Justice . No. 88-3433, slip op. at 11-12 
(D.D.C. Jan. 31, 1991), summary affirmance granted in relevant part . No. 91- 
5292 (D.C. Cir. Nov. 19, 1992); see also FOIA Update . Summer 1985, at 6 
("[Gjiving a litigant more than one opportunity in court is a ‘luxury that cannot 
be afforded.’") (quoting C. Wright, Law of Federal Courts 678 (4th ed. 1983)), 


19 

Cal 


21 See United. States Dep’t of Commerce v. Assembly of Cal. . 112 S. Ct. 


''1991) (staying preliminary injunction issued in No. Civ. S-91-099Q (E.D. 
Aug. 20, 1991)); Aronson v. HUD . 869 F.2d 646, 648 (1st Cir. 1989); 


Assassination Archives & Research Ctr.. Inc, v, CIA . No. 88-2600, slip op. at 
I (D.D.C. Sept. 29, 1988), summary reversal denied . No. 88-5315 (D.C. Cir. 
Oct. 13, 1988), 


22 Nation Magazine v. United States Dep’t of State . 805 F. Supp. 68, 72 
(D.D.C. 1992); see Assassination Archives & Research Ctr.. Inc, v, CIA , slip 
op. at 1; accord Washington Metro Area Transit Comm’n v. Holiday Tours. 
Inc. , 559 F,2d 841, 843 (D.C. Cir. 1977) (non-FOIA case); see also Mavo v. 
United States Gov’t Printing Office . No. C-92-1922, siip op. at 4-5 (N.D. Cal. 
June 16, 1992) (fact that FOIA expressly authorizes injunctive relief does not 
divest district court of obligation to "exercise its sound discretion," relying on 
traditional legal standards, in granting such relief (citing Weinberger v. Romero 
Barcelo . 456 U.S. 305, 312 (1982))). 
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destroy any possibility of appellate review. 23 Consequently, the government 
would presumptively sustain irreparable harm in any instance in which a pre- 
liminary injunction were issued in a FOIA case. 24 

Moreover, because a court can exercise FOIA jurisdiction only after it 
has first determined that there has been an improper withholding, there exists a 
substantial question as to whether the statute even empowers a court to issue a 
preliminary injunction. 25 These considerations lead to the conclusion that the 
extraordinary mechanism of preliminary injunctive relief should be unavailable 
in FOIA cases, although expedited processing may sometimes be appropriate. 
(See discussion of expedited processing under " Open America " Stays, below.) 

As a final jurisdictional point, it should be remembered that a FOIA 
plaintiff, like any other, must file suit before expiration of the applicable statute 
of limitations. In Spannaus v. Department of Justice , the D.C. Circuit applied 
the general federal statute of limitations, 28 U.S.C, § 2401(a) (1988), to FOIA 
actions. 26 Section 2401(a) states, in pertinent part, that "every action com- 
menced against the United States shall be barred unless the complaint is filed 
within six years after the right of action first accrues." In Spannaus it was held 
that the FOIA cause of action accrued-and, therefore, the statute of limitations 
began to run-once the plaintiff had "constructively" exhausted his administra- 
tive remedies (see discussion of Exhaustion of Administrative Remedies, below) 
and not when all administrative appeals had been finally adjudicated. 27 In ac- 
cordance with the Spannaus decision, the National Archives and Records Ad- 
ministration propounded NARA Bulletin No. 87-6 (Apr. 6, 1987), which now 
sets the record-retention period at six years for all correspondence and support- 
ing documentation relating to denied FOIA requests. 28 


23 See Aronson v, HUD . 869 F.2d at 648 ("To issue the preliminary injunc- 
tion discloses the names, permanently injuring the interest HUD seeks to pro- 
tect ...."). 

24 See generally FOIA Update . Summer 1991, at 1-2 (discussing compara- 
ble situation of unstayed disclosure orders). 

25 CL Kissinger v. Reporters Comm, for Freedom of the Press . 455 U.S. at 
150 (absent improper withholding, FOIA confers no "[j judicial authority to 
devise remedies and enjoin agencies"); NLRB v. Sears. Roebuck & Co. . 421 
U.S. 132, 147-48 (1975) (once it is determined that withheld information falls 
within one of FOIA’s exemptions FOIA "‘does not apply’ to such documents"). 

26 824 F.2d 52, 55-56 (D.C. Cir. 1987). 

27 IcL at 57-59; see Peck v. CIA . 787 F. Supp. 63 , 65-66 (S.D.N.Y. 1992) 
(once ten-day constructive exhaustion period has run, statute of limitations is 
not tolled while request for information is pending before agency). 

28 See Attorney General’s Memorandum on the 1986 Amendments to the 
Freedom of Information Act 28 n.51 (Dec. 1987) (agencies should be sure to 
maintain any "excluded" records for purposes of possible further review) (citing 
FOIA Update . Fall 1984, at 4 (same regarding "personal" records)); see also 

(continued...) 
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Pleadings 

The agency’s time to answer a FOIA complaint is 30 days from the date 
of service of process, 29 not the usual 60 days that are permitted by Federal 
Rule of Civil Procedure 12(a). While courts are no longer required to auto- 
matically accord expedited treatment to FOIA lawsuits, they may still, in their 
discretion, expedite any such case "if good cause therefor is shown." 30 

FOIA lawsuits are adjudicated according to standards and procedures that 
are quite atypical within the field of administrative law. Not only is the usual 
"substantial evidence" standard of review of agency action replaced in the 
FOIA by a de novo review standard, but the defendant agency bears the burden 
of justifying its decision to withhold any information. 31 (Lawsuits brought os- 
tensibly under the FOIA may be summarily dismissed, pursuant to 28 U.S.C. 

§ 1915(d), where "[rjeview of the complaint, and its supplements and amend- 
ments, show that [the] suit is utterly frivolous, vexatious, and malicious." 32 ) 


28 (. . .continued) 

CaLAlmond. Inc, v. United States Dep’t of Agric. . slip op. at 2-3 (where agen- 
cy returned requested records to submitter in violation of its own records- 
retention requirements, and court determined, such records were required to be 
disclosed, agency must seek return of records from submitter for disclosure to 
requester). 

29 5 U.S.C. § 552(a)(4)(C) (1988). 

30 28 U.S.C. § 1657 (1988) (repealing 5 U.S.C. § 552(a)(4)(D) (1982)); see 
also FOIA Update . Spring 1985, at 6. 

31 5 U.S.C. § 552(a)(4)(B); see also King v. United States Dep’t of Justice . 
830 F.2d 210, 217 (D.C. Cir. 1987); Alveska Pipeline Serv. Co. v. EPA . 856 
F.2d 309, 315 (D.C. Cir. 1988); Vaughn v. Rosen . 484 F.2d 820, 823 (D.C. 
Cir. 1973), cert, denied , 415 U.S. 977 (1974); cfy Trenerrv v. United States 
Dep’t of Treasury . No. 92-5052, slip op. at 9-10 (10th Cir. Feb. 5, 1993) 
(although district court used phrase "arbitrary and capricious" in discussing 
scope of review, its decision will be upheld where "reviewing the entire order 
clearly reveals that the court performed a de novo review and correctly placed 
the burden on IRS"). 

32 Chambers v. Carlson , No. 87-0390, slip op. at 2 (D.D.C. June 16, 

1987); see, e.g. . Butler v. Marshall . No. 92-16955, slip op. at 1-2 (9th Cir. 
May 25, 1993) (district court properly dismissed, as frivolous, in forma paupe- 
ris complaint before service of process where plaintiff sought to sue state agen- 
cy under federal FOIA); McCloud v. Meese . No. 87-3011, slip op. at 2 (6th 
Cir. Sept. 30, 1987) (suit dismissed as frivolous when plaintiff failed to amend 
complaint to allege which records were improperly withheld); Franklin v. Ore- 
gqn, 563 F. Supp. 1310, 1331 (D. Or. 1983) (suit dismissed as frivolous where 
plaintiff failed to explain how state officials could have violated FOIA); cf. 
United States v. Kaun . 827 F.2d 1144, 1152-53 (7th Cir. 1987) (frivolous 
FOIA suits not constitutionally protected, so injunction against filing one not 
overbroad); Crooker v. Marshals Serv. . 641 F. Supp. 1141, 1143 (D.D.C. 

(continued...) 
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Where Exemption 1 is invoked, most courts have applied a somewhat lesser 
standard of review for classified documents in order not to compromise national 
security. (See discussion of Exemption 1, above.) With respect to FOIA issues 
other than those involving the propriety of agency withholding of records, one 
circuit court has applied the de novo standard of review in a lawsuit dealing 
with an alleged violation of subsection (a)(1) of the FOIA, 5 U.S.C. 

§ 552(a)(1). 33 

A major exception to the de novo standard of review are "reverse" FOIA 
lawsuits, in which the more deferential "arbitrary and capricious" standard is 
applied. (See discussion of "Reverse" FOIA, below.) Judicial review of fee 
waiver denials was undertaken according to the "arbitrary and capricious" 
standard prior to the 1986 FOIA amendments, which now mandate that courts 
are to determine fee waiver issues under the de novo standard of review, but 
are to limit their scope of review to the record before the agency. (See dis- 
cussion of Fees and Fee Waivers, above.) 

There is a sound general rule that only federal agencies and departments 
are proper party defendants in FOIA litigation. This rule is derived from the 
language of 5 U.S.C. § 552(a)(4)(B), which vests the district courts with juris- 
diction to enjoin "the a gency " from withholding records. 34 The great majority 
of courts have held that the head of an agency or other agency officials or em- 
ployees sued in their official capacities are not proper party defendants under 
the FOIA. 35 A minority of courts, however, has disagreed with this posi- 


32 (... continued) 

1986) (given "plethora" of FOIA suits filed by plaintiff and fact that plaintiff 
fails routinely to oppose motions to dismiss, plaintiffs "litigation efforts have 
been for purposes of harassment"; plaintiff ordered to attach a memorandum to 
any subsequent lawsuit explaining why that suit is not barred by res judicata). 

33 See Mada-Luna v. Fitzpatrick . 813 F.2d 1006, 1011 (9th Cir. 1987). 

34 S ee, e,g ., Voinche v. United States Dep’t of Justice , No. 87-4781, slip 
op. at 1-2 (5th Cir. Feb. 4, 1988) (no basis for suit against state governor, 
private citizen or telephone company), cert, denied . 486 U.S. 1040 (1988); 
Maxberrv v. Eastern Plasma . No. 87-3022, slip op. at 3 (6th Cir. Aug. 11, 

1987) (private institutions not proper party defendants); Espenshade v. Carbone . 
No. 86-26i0, slip op. at 2-3 (D.D.C. May 15, 1987) (no proper party defend- 
ant where plaintiff sued individuals, Pennsylvania State University and the Unit- 
ed States, without naming agency that allegedly withheld records improperly); 
Gillard v. United States Marshals Serv. . No. 87-689, slip op. at 1-2 (D.D.C. 
May 11, 1987) (District of Columbia not proper party defendant under federal 
FOIA). 

35 Seg , e.g ., Thompson v. Walbran . 990 F.2d 403, 405 (8th Cir. 1993); 
Petrus v. Bowen. 833 F.2d 581, 582 (5th Cir. 1987); Stone v. Defense Investi- 
gative Serv., 816 F. Supp. 782, 785 (D.D.C. 1993) (appeal pending); Sher- 
wood Van Lines v. United States Den’t of the Navv . 732 F. Supp. 240, 241 
(D.D.C. 1990); Friedman v. FBI . 605 F. Supp. 314, 317 (N.D. Ga. 1984); 
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tion. 36 It also has been observed that the "United States," as such, is not a 
proper party defendant in a FOIA case. 37 

It is clear that an agency in possession of records originating with another 
agency cannot refuse to process those records merely by advising the requester 
to seek them directly from the other agency. 38 In litigation, the defendant 
agency ordinarily will include, in its court submissions, affidavits from the orig- 
inating agency to address any contested withholdings in its records. 39 (For a 
further discussion of agency referral practices, see Procedural Requirements, 
above,) 


Exhaustion of Administrative Remedies 


The general rule under the FOIA is that administrative remedies must be 
exhausted prior to judicial review. 40 Indeed, where a FOIA plaintiff attempts 
to obtain judicial review without first properly undertaking foil and timely 
administrative exhaustion, his lawsuit is subject to ready dismissal for lack of 


3S (... continued) 

Provide nce Journal Co. v. FBI . 460 F. Supp. 778, 782-83 & n.2 (D.R.I. 1978) 
rev’d on other grounds . 602 F.2d 1010 (1st Cir. 1979). cert, denied . 444 U.S. 
1071 (1980). 


36 $ge, , e .g.„ Henry v. FBI . No. 90-1987, slip op. at 5-6 (W.D. La. Oct. 7, 
1991); Diamond v. FBI. 532 F. Supp. 216, 219-20 (S.D.N.Y. 1981), aff d on 
other grounds . 707 F.2d 75 (2d Cir. 1983), cert, denied . 465 U.S. 1004 
(1984); Hamlin v. Kellev . 433 F. Supp. 180, 181 (N.D. 111. 1977). 


37 See Ma ginn v. United States . No, 92-313, slip op. at 7 (W.D. Pa. May 
29, 1992); Western Life Ins. Co. v. United States . 512 F. Supp. 454, 463 
(N.D. Tex. 1980). 


38 See Ostrer v. Department of Justice . No. 85-506, slip op. at 7-8 (D.D.C. 
Feb. 7, 1986), amended , slip op. at 2-3 (D.D.C. Apr. 9, 1986). 

39 SSfo-e^, Williams v. FBI . No. 92-5176, slip op. at 2 (D.C. Cir. May 
7, 1993); Oglesby v. United States Dep’t of the Army . 920 F.2d 57, 69 & n.15 
(D.C. Cir. 1990); Fitzgibbon v. CIA . 911 F.2d 755, 757 (D.C. Cir. 1990); 
Jan-Xin Zang v. FBI . 756 F. Supp. 705, 706-07 & n.l (W.D.N.Y. 1991); see 
aiSQ FOIA Update . Summer 1991, at 34 ("OIP Guidance: Referral and Con- 
sultation Procedures"). 


40 O-glesbv v. United States Dep’t of the Army . 920 F.2d 57, 61-62 (D.C. 
Cir. 1990); American Fed'n of Gov’t Employees v. United States Dep’t of 
C ommerce , 907 F.2d 203, 209 (D.C. Cir. 1990); Spannaus v. United States 
Pep’! of Justice, 824 F.2d 52, 58 (D.C. Cir. 1987); Stebbins v. Nationwide 
Mutual lns^Cg^., 757 F.2d 364, 366 (D.C. Cir. 1985); Tuchinskv v. Selective 
Serv, Sys,, 418 F.2d 155, 158 (7th Cir. 1969); Gale v. United States Gov’t . 
786 F. Supp. 697, 699 (N.D. III. 1990). 
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subject matter jurisdiction. 41 It is self-evident that a plaintiff cannot evade 
proper FOLA procedures by attempting to file his FOIA request as part of a 
judicial proceeding. 42 (For a further discussion of the proper submission of 
requests, see Procedural Requirements, above.) 

It is important to recognize, though, that the FOIA permits requesters to 
treat an agency’s failure to comply with its specific time limits as full, or "con- 
structive," exhaustion of administrative remedies. 43 Thus, when an agency 
does not respond to a perfected request within the ten-day statutory time limita- 
tion set forth in 5 U.S.C. § 552(a)(6)(A)(i), the requester is deemed to have ex- 
hausted administrative remedies and can seek immediate judicial review, even 
where the requester has not filed an administrative appeal. 44 Interestingly, the 


4! §ggj-fe&., Denman v. United States Dep’t of Justice . 802 F.2d 1472, 

1477 (D.C. Cir. 1986); Hymen v, MSPB . 799 F.2d 1421, 1423 (9th Cir. 

198< 5); B mml e y.v. United States Dep’t of Labor . 767 F.2d 444, 445 (8th Cir. 
I985 )i Epps v. United States Dep’t of Justice . 801 F. Supp. 787, 790 (D.D.C. 
1992) (although U,S. Attorney’s' Office aware that information requester sought 
from FBI included certain U.S. Attorney’s Office material, it was under no ob- 
ligation to independently search its own files for responsive information absent 
a direct request); Crooker v. United States Secret Serv. . 577 F. Supp. 1218, 
1219-20 (D.D.C. 1983), appeal dismissed . No. 83-2203 (D.C. Cir. Feb. 21, 
1984). 

42 Gilljny. IRS, 980 F.2d 819, 822-23 (1st Cir. 1992) (where "flawed” 
request was predicated upon a misunderstanding with agency but, within one 
week after submission, information provided by agency should have prompted 
requester to revise his request, requester cannot salvage request by clarification 
in litigation); Pollack v. United States Dep’t of Justice . No. 89-2569, slip op. at 
8-9 (D. Md. July 23, 1993) (court lacks subject matter jurisdiction where re- 
quest not submitted until after litigation filed); Centracchin v. FRT . No. 92-357, 
slip op. at 13 (D.D.C. Mar. 16, 1993); Muhammad v. United States Bureau of 
Pljsons, 789 F. Supp. 449, 450-51 (D.D.C. 1992); see also McDonnell v. 
IJnjted States, No. 91-5916, slip op. at 11 (3d Cir,. Sept. 21, 1993) (”[A1 per- 
son , . . whose names does not appear on a FOIA request for records may not 
sue in district court when the agency refuses to release requested documents 
because he has not administratively asserted a right to receive them in the first 
place.") (to be published). But see Hammie v. Social Sec. Admin. , 765 F. 
Supp. 1224, 1226 (E.D. Pa. 1991) (in considering government’s dismissal 
motion, court is required to accept plaintiffs averments that he submitted re- 
quests). 

43 5 U.S.C. § 552(a)(6)(C) (1988). 

44 See,, e.g x , Campbell v. Unknown Power Superintendent No. 91-35104, 
slip op. at 3 (9th Cir. Apr. 22, 1992); Association of Community Orgs. for 
Reform.. Now v. Barclay, No. 3-89-409, slip op. at 4-7 (N.D. Tex. June 9, 
1989 >i Virgini a Transformer Corp. v. United States Dep’t of Energy . 628 F. 
Supp. 944, 947 (W.D. Va. 1986); Jenks v. United States Marshals Serv. . 514 
F. Supp. 1383, 1384-87 (S.D. Ohio 1981); Information Acquisition Corp. v. 
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Court of Appeals for the Fifth Circuit has recently held that a lawsuit brought 
under 5 U S.C. § 552(a)(6)(e) as a result of the agency’s failure to comply with 
these time limits is properly dismissed for mootness as soon as the agency 
makes a determination to either disclose or withhold the requested records. 4S 
The special right to immediate judicial review lapses, however, if an agency 
responds to a request at any time before suit is filed. In that situation, the re- 
quester must administratively appeal a denial and wait at least twenty working 
days for the agency to adjudicate that appeal-as is required by 5 U.S.C. 

§ 552(a)(6)(A)(ii)-before commencing litigation. This point was made by the 
Court of Appeals for the District of Columbia Circuit in Oglesby v. United 
States Department of the Army , which held that "an administrative appeal is 
mandatory if the agency cures its failure to respond within the statutory [ten- 
day j period by responding to the FOIA request before suit is filed." 46 Thus, 
under O glesby , if a FOIA requester waits beyond the ten-day period for the 
agency’s initial response and then, in fact, receives that response before suing 
the agency, the requester must exhaust his administrative appeal rights before 
litigating the matter. 47 

Furthermore, of additional significance under Oglesby is a requester’s 
obligation to file an administrative appeal within the time limit specified in an 


^(...continued) 

Department of Justice . 444 F. Supp. 458, 462 (D.D.C. 1978); see also FOIA 
Update . Jan. 1983, at 6. 

45 Voinche v. FBI . No. 93-4262, slip op. 6153, 6154 (5th Cir. Sept. 3, 
1993) (to be published). 

46 920 F.2d at 63; see, e.g. . Government Employees’ Advisors & Represen- 
tatives, Inc, v. United States Dep’t of Labor . No. 4-85-498-K, slip op., at 5-6 
(N.D. Tex. Nov. 6, 1986); Walker v. IRS . No. 86-0073, slip op. at 4 (M.D. 

Pa. June 16, 1986); Caifano v. Parole Comm’n . No. 85-3513, slip op. at 2 
(D.D.C. Feb. 26, 1986), dismissed (D.D.C. Sept. 18, 1986). But see generally 
Manos v. United States Dep’t of the Air Force . No. C-92-3986, slip op. at 10* 
12 (N.D. Cal. Feb. 10, 1993) (exceptional decision holding that period for 
agency response determined by date response actually received by requester, 
not date response mailed by agency). 

47 920 F,2d at 63-64; see, e.g. . McDonnell v. United States , slip op. at 18- 
19 (applying Oglesby) : Sloman v. United States Dep’t of Justice . No. 92 Civ. 
4982, slip op. at 6-8 (S.D.N.Y. May 4, 1993) (same); Triplett v. Attorney 
General . No. C-2-92-211, slip op. at 13-14 (S.D. Ohio Feb. 22, 1993) (same); 
Maryland Coalition for Integrated Educ.. Inc, v. United States Dep’t of Educ. . 
No. 89-2851, slip op. at 7-8 (D.D.C. July 20, 1992) (same) (appeal pending); 
Gassei v. United States Dep’t of Justice . No. 91-1031, slip op, at 1 (W.D. 

Okla. Nov. 22, 1991) (same); Grove v. CIA . 752 F. Supp. 28, 31 (D.D.C. 
1990) (same); see also FOIA Update . Spring 1991, at 3-5 ("OIP Guidance: 
Procedural Rules Under the D.C. Circuit’s Oglesby Decision"). 
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agency’s FOLA regulations. 48 Indeed, even prior to Oglesby , several courts 
had held that once a requester receives an initial response, he must file an 
appeal within any applicable time limit, or else his lawsuit is subject to dis- 
missal for failure to exhaust administrative remedies. 49 

In any event, it must be remembered that an agency response which 
merely acknowledges receipt of a request does not constitute a "determination" 
under the FOIA in that it neither denies records nor grants the right to appeal 
the agency’s determination.™ Significantly, the ten-day time period does not 
run until the request is received by the appropriate office in the agency, as set 
forth in the agency’s regulations. 51 In fact, when an agency has regulations 
requiring that requests be made to specific offices for specific records, a request 
will not be deemed received-and no search for responsive records need be per- 
formed-if the requester does not follow those regulations. 52 Additionally, 
even where a requester has "constructively" exhausted his administrative reme- 
dies by the agency’s failure to respond determinatively to the request within the 
statutory time limits, the requester is not entitled to a Vaughn Index during the 
administrative process. 53 

Even if the agency has exceeded its ten-day time limit for the processing 
of initial responses to a request! its twenty-day time limit for the processing of 
administrative appeals, or its ten-day extension of either time limit, 54 request- 
ers have been deemed not to have constructively exhausted administrative rem- 
edies where they have failed to comply with agency requisites-- for example, 


48 See, e.g. . 920 F.2d at 65 & n.9 (citing regulations of agencies involved 
in Oglesby) : Lanter v. Department of Justice . No. 93-34, slip op. at 2 (W.D. 
Okla. July 30, 1993) (court compelled to dismiss FOIA claim when plaintiffs 
administrative appeal from agency’s response not filed in timely manner); see 
also FOIA Update . Spring 1991, at 4-5. 

49 See, e.g. . Lindsey v. NSA . No. 90-2408, slip op. at 3 (4th Cir. Oct. 9, 
1990); Tripati v. United States Dep’t of Justice . No. 87-3301, slip op. at 2 
(D.D.C. Apr. 15, 1988). 

50 See Martinez v. FBI . 3 Gov’t Disclosure Serv. (P-H) J 83,005, at 83,435 
(D.D.C. Dec. 1, 1982); FOIA Update . Summer 1992, at 5; see also Brumlev 
v. United States Deo't of Labor . 767 F.2d at 445; cf^ Dickstein v. IRS . 635 F. 
Supp. 1004, 1006 (D. Alaska 1986) (letter referring requester to alternative 
"procedures which involved less red tape and bureaucratic hassle" not deemed 
to be denial). 

51 Brumlev v. United States Dep’t of Labor . 767 F.2d at 445. 

52 S£g Church of Scientology v. IRS . 792 F.2d 146, 150 (D.C. Cir. 1986); 
Hahn v, IRS . No. CA3-89-3254-D, slip op. at 2-3 (N.D. Tex. Aug. 24, 1990). 

53 See SafeCard Servs.. Inc, v. SEC . No. 84-3073, slip op. at 3-5 (D.D.C. 
Apr. 21, 1986); Schaake v. IRS . No. 91-958, slip op. at 7-8 (S.D. 111. June 3, 
1992); see also FOIA Update . Summer 1986, at 6, 

54 See 5 U:S.C. § 552(a)(6). 
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failed to provide required proof of identity 55 in first-party requests 56 or author- 
ization by third parties, 57 failed to "reasonably describe" the records 
sought, 58 failed to comply with fee requirements, 59 failed to pay authorized 
fees incurred in a prior request before making new requests, 60 failed to present 
for review at the administrative appeal level any objection to earlier processing 


55 Summers v. United States Dep’t of Justice . 999 F.2d 570, 572-73 

(D.C. Cir. 1993) (holding that authorization for release of records need not be 
notarized, but can be attested to under penalty of perjury pursuant to 28 U.S.C. 
§ 1746). 

56 See, e.g. . Lilienthal v. Parks . 574 F. Supp. 14. 17-18 (E.D. Ark. 1983). 

57 Freedom Magazine v. IRS . No. CV-91-4536, slip op. at 7-10 (C.D. Cal. 
Nov. 13, 1992) (court lacked jurisdiction where, prior to filing suit, plaintiff 
failed to provide waivers for third-party records as required by IRS regula- 
tions). But see LaRouche v. United States Dep’t of Justice . No. 90-2753, slip 
op. at 15 (D.D.C. June 24, 1993) (although third-party waivers not submitted 
during administrative process, "they present solely legal issues which can prop- 
erly be resolved by [the] Court"). 

58 S eg, e.g .. Gillin v. IRS . 980 F.2d at 822-23 (where defective request was 
predicated upon misunderstanding with agency, but within one week after sub- 
mission, information provided by agency should have prompted requester to 
revise his request; request does not "reasonably describe" records actually 
sought); Marks, v. United States Dep’t of Justice . 578 F.2d 261, 263 (9th Cir. 
1978); see also Voinche v. United States Dep’t of the Air Force . 983 F.2d 667, 
669 n.5 (5th Cir. 1993) (administrative remedies on fee waiver not exhausted 
where requester failed to amend request to conform to specificity required by 
agency regulations), petition for cert, filed . 61 U.S.L.W. 3820 (U.S. May 17, 
1993). 

59 See i ^g i , Kuchta v. Harris . No. 92-1121, slip op. at 5-9 (D. Md. Mar. 
25, 1993) (failure to either pay fees or request fee waiver halts administrative 
process and precludes exhaustion); Centracchio v. FBI , slip op. at 5 ("Plain- 
tiff’ s failure to pay the deposit or request a waiver is fatal to his claim and 
requires dismissal . . . ."); Atkin v. EEOC . No. 91-2508, slip op. at 21-22 
(D.N.J. Dec. 4, 1992) ("exhaustion does not occur where the requester has 
failed to pay the assessed fees, even though the agency failed to timely process 
a request") (appeal pending); Martorano v, FBI . No. 89-377, slip op. at 8 
(D.D.C. Sept. 30, 1991) (plaintiff failed to either pay processing fees or pro- 
vide information supporting fee waiver); Morello v. United States Dep’t of 
Justice, No. 90-1078, slip op. at 4-5 (D.D.C. Oct. 16, 1990), affd, 948 F.2d 
1337 (D.C. Cir. 1991) (table cite); Crooker v. CIA . 577 F. Supp. 1225, 1225 
(D.D.C. 1984); see also Atkin v. EEOC , slip op. at 8-9 ("the fact that Atkin 
paid his fees after he instituted this action does not confer jurisdiction"). 

60 See, e.g. , Crooker v. United States Secret Serv. . 577 F. Supp. at 1219- 
20; Mahler v. Department of Justice . 2 Gov’t Disclosure Serv. (P-H) i 82,032, 
at 82,262 (D.D.C. Sept. 29, 1981). 



LITIGATION CONSIDERATIONS 


practices, 61 or failed to administratively request a waiver of fees 62 or to chal- 
lenge a fee waiver denial at the administrative appeal stage. 63 

"Open America" Stays 

Even when a requester has constructively exhausted administrative reme- 
dies, due to an agency's failure to comply with the FOIA’s time deadlines, the 
Act provides that a court may retain jurisdiction and allow the agency additional 
time to complete its processing of the request if it can be shown that "excep- 
tional circumstances exist and that the agency is exercising due diligence in re- 
sponding to the request." 64 


The leading case construing this important "safety valve" provision of the 
FOIA is Open America v, Watergate Special Prosecution Force . 65 In Open 
America , the Court of Appeals for the District of Columbia Circuit held that 
"exceptional circumstances" may exist when an agency can show that it "is de- 
luged with a volume of requests for information vastly in excess of that antici- 
pated by Congress [and] when the existing resources are inadequate to deal with 
the volume of such requests within the time limits of subsection (6)(A)." 66 
The D.C. Circuit further ruled that the "due diligence" requirement may be 
satisfied by an agency’s good faith processing of all requests on a "first-in/first- 
out" basis, and that a requester’s right to have his request processed out of turn 
requires a particularized showing of "exceptional need or urgency." 67 In so 
ruling, the D.C. Circuit rejected the notion that the mere filing of a lawsuit was 
a basis for such expedited treatment. 68 

Where Open America ’s requirements are met, an agency can apply for a 
stay of judicial proceedings to obtain whatever additional time is necessary to 
complete the administrative processing of the request. 69 In considering such 


61 See, e.g, . Dettman v. United States Dep’t of Justice . 802 F.2d at 1477. 

62 Voinche v. United States Dep’t of the Air Force . 983 F.2d at 669. 

63 See, e.g. . Crooker v. CIA . No. 86-3055, slip op. at 4-5 (D.D.C. May 
10, 1988). 

64 5 U.S.C. § 552(a)(6)(C) (1988). 

65 547 F.2d 605 (D.C. Cir. 1976). 

66 Id, at 616. 

67 Id, 

68 Id, at 615. But see Exner v, FBI . 542 F.2d 1121, 1123 (9th Cir. 1976) 
(adopting Judge Leventhal’s concurring opinion in Open America and holding 
that filing of suit can move requester "up the line"). 

69 See, e.g. . Billington v. United States Dep’t of Justice . No. 92-462, slip 
op. at 2-3 (D.D.C. July 27, 1992) (circumstances justify nearly three-year stay 
from date of order); Samuel Gruber Educ. Project v. United States Dep’t of 

(continued...) 
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applications, most courts have found "exceptional circumstances" where the 
agency is unable to meet the FOIA’s time deadlines due to increased backlogs 
of requests and inadequate resources to handle them, and have found "due dili- 
gence" where the agency acts in good faith to process requests on a "first 
in/first out" basis. 70 Nevertheless, in Mavock v. INS . 71 a district court ruled 
that Open America’s requisites were not satisfied when processing delays result- 
ed from a "normal" backlog of routine requests. 12 Significantly, though, the 


69 (... continued) 

Justice, No. 90-1912, slip op. at 6 (D.D.C. Feb. 8, 1991) (circumstances justi- 
fy 22-month stay from date of order); Lisee v. CIA . 741 F. Supp. 988, 989-90 
(D.D.C. 1990) (circumstances justify 26-month stay from date of order); Sum- 
mer s v. Uni t ed. States Dep't of Justice . 729 F. Supp. 1379, 1379 (D.D.C. 

1989) (circumstances justify 22-month stay from date of order); Bennv v. Unit- 
ed-S tates Dep_’t of Justice . No. 86-1172, slip op. at 4-6 (D.D.C. Oct. 21, 1986) 
(circumstances justify 12-month stay from date of order); Ely v. Executive 
Of fice for U,S.. Attorneys , No. 84-2962, slip op. at 1 (D.D.C. Dec. 21, 1984) 
(24-month stay from date of FOIA request granted). 

70 See, e.g. , Williamson v. INS . No. H-89-3421, slip op. at 2-3 (S.D. Tex. 
Apr. 11, 1991), aff d per. curiam . No. 91-2526, slip op. at 2 (5th Cir. May 4, 

1992) (due diligence employed in "responding to the seemingly limitless num- 
ber of FOIA requests on a first in/first out basis") (dicta); Freeman v. United 
States. D g p(t of Justice , 822 F. Supp. 1064, 1967 (S.D.N.Y. 1993) ("Defendant 
has established that it faces exceptional circumstances in that it has a substantial 
backlog even though it processes requests as quickly as possible within its fin- 
ancial ability."); Russell v. Barr. No. 92-2546, slip op. at 1-2 (D.D.C. Mar. 5, 

1993) ; Wisconsin Project on Nuclear Arms Control v. United States Dep't of 
Energy, No. 90-1432, slip op. at 2-5 (D.D.C. Dec. 18, 1990); see generally 
FOIA Update, Spring 1992, at 8-10; FOIA Update . Winter 1990, at 1-2. But 
see L aroque v, United States Dep’t of Justice . No. 86-2677, slip op. at 1-2 
(D.D.C. Aug. 11, 1987) (further stays denied because agency failed to process 
records during one year since previous court deadline and failed to give reason 
for delay); Ely v._Unit ed_States Marshals Serv, . No. 83-C-569-S, slip op. at 2 
(W.D. Wis. Oct. 31, 1983) (stay denied because length of agency backlog had 
not improved in six years); cfi Gilmore v. NSA . No. C-92-3646, slip op. at 20 
(N.D. Cal. Sept. 13, 1993) (declining to exercise jurisdiction because ”[g]iven 
the substantial number of FOIA requests that the NSA receives and the short 
deadline that FOIA imposes, the only way in which the NSA could consistently 
meet the deadlines would be if it vastly expanded the resources it devotes to 
responding to FOIA requests”); Caifano v. Wampler . 588 F. Supp. 1392, 1394- 
95 (N.D. 111. 1984) (expressing concern that when agency is exercising due 
diligence no relief can be given for violation of 10-day response period; cannot 
order agency to reallocate resources; will not permit filing of suit to jump 
requester to "front of line"). 

7! 714 F, Supp. 1558 (N.D. Cal. 1989), rev’d & remanded sub nom. Mav- 
ock v. Nelson . 938 F.2d 1066 (9th Cir. 1991). 

72 714 F. Supp. at 1565-66; accord Rav v. United States Dep’t of Justice . 
No. 89-288, slip op. at 11-12 (S.D. Fla. Dec. 27, 1990). 
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Court of Appeals for the Ninth Circuit subsequently reversed and remanded 
Mayock , finding that it was unclear whether the district court had considered 
agency evidence that it had attempted to get increased funding to reduce its 
backlog. 73 

It should be remembered that an " Open America " stay may be denied 
where the requester can show an "exceptional need or urgency" for having his 
request processed out of turn. 74 Such a showing has been made in cases 
where the requester’s life or personal safety, or substantial due process rights, 
would be jeopardized by the failure to process a request immediately. 75 Ab- 
sent truly exceptional circumstances, though, most courts have declined to order 
expedited processing where records are "needed" for post-judgment attacks on 


73 938 F.2d at 1007-08; see also Narducci v. United States Dep't of Justice . 
No. 91-2972, slip op. at 2 (D.D.C. June 16, 1992) (government’s motion to 
dismiss denied when year had passed since request was made, it did not appear 
that request would be processed in near future, and FBI had not indicated that it 
had attempted to reduce its large bapklog by proposing legislation or requesting 
additional staff); Rosenfeld v. United States Dep’t of Justice . No. C-90-3576, 
slip op. at 8-13 (N.D. Cal. Feb. 18, 1992) ("exceptional circumstances" just- 
ifying processing stay not present where, despite substantial backlog, FBI made 
no significant effort to increase resources to satisfy FOIA obligations; nonethe- 
less, FBI given one year to complete processing of 220,000 pages, of records). 

74 Qpen America . 547 F.2d at 616. 

75 Seg. e.g., Ferguson v, FBI . 722 F. Supp. 1137, 1141-44 (S.D.N.Y. 

1989) (need for documents, not otherwise available, in post-conviction chal- 
lenge and upcoming criminal trial); Cleaver v. Kelley . 427 F. Supp. 80, 81 
(D.D.C. 1976) (plaintiff facing multiple criminal charges carrying possible 
death penalty in state court); Boult v. Department of Justice . No. C76-1217A, 
slip op. at 3-4 (N.D. Ga. Oct. 22, 1976) (pending deportation that could en- 
danger requester’s physical safety); see also Florida Rural Legal Servs. v. 
United States Dep’t of Justice . No. 87-1264, slip op. at 3-4 (S.D. Fla. Feb. 10, 
1988) (processing priority granted to nonprofit organization needing list of 
undocumented aliens in order to assist them in making timely applications for 
legalization); FQIA Update . Summer 1983, at 3 ("OIP Guidance: When to 
Expedite FOIA Requests"); Compare Freeman v. United States Dep’t of Jus- 
£icg, No. 92-557, slip op. at 6 (D.D.C. Oct. 2, 1992) (expedited processing 
granted where scope of request limited, "Jenks Act" type material unavailable 
in state prosecution, and information useful to plaintiffs criminal defense may 
be contained in requested documents) with Freeman v. United States Dep’t of 
Justice, No. 92-557, slip op. at 11-12 (D.D.C. June 28, 1993) (denying further 
expedited treatment where processing "would require a hand search of approx- 
imately 50,000 pages, taking approximately 120 days"). But see Billington v. 
Unite d States Dep’t of Justice . No. 92-462, slip op. at 3-5 (D.D.C. July 27, 
1992) (expedited treatment denied despite pendency of prosecutions, where re- 
quester had not shown any likelihood that files contain "materially exculpatory 
information”). 
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criminal convictions, 75 or for use in other civil litigation. 77 In addition, it 
has been held firmly that publishing deadlines are not sufficient grounds for 
expedited processing. 73 (For a further discussion of expedited processing, see 
Procedural Requirements, above.) 

Where there is a large volume of responsive documents that have not 
been processed, instead of granting an unconditional Open America stay to the 
agency until all initial processing has been completed, a court may grant a stay 
that provides for interim or "timed’’ releases. 79 

Finally, an " Open America " stay should, where necessary, include the 
time required for preparation of a Vaughn Index. 80 While the Open America 
decision does not directly address the additional time needed by an agency to 


76 See, e.g. . Russell v. Barr , slip op. at 2 ("[plaintiffs claim that the re- 
quested information may ‘minister [his] defense in the civil proceeding and 
motion for a new trial’ in his criminal proceeding" inadequate to justify expedi- 
tion); Thompson v. FBI , No. 90-3020, slip op. at 3 (D.D.C. July 8, 1991); 
Shilling v. Bureau of Alcohol. Tobacco & Firearms . No. 90-1422, slip op. at 3 
(D.D.C. Dec. 3, 1990); Crabtree v. United States Dep’t of Justice . No. 88- 
0861, slip op. at 5 (D.D.C. Aug. 26, 1988); Antonellt v. FBI . No. 84-1047, 
slip op. at 2-3 (D.D.C. Nov. 13, 1984); Gonzalez v. PEA . 2 Gov’t Disclosure 
Serv. (P-H) ^ 81,016, at 81,069 (D.D.C. Nov. 20, 1980). 

77 See, e.g. . Price v. CIA . No. 90-1507, slip op. at 2 (4th Cir. Oct. 2, 
1990); Steffe n, v. United States Dep’t of Justice . No. 89-3434, slip op. at 3 
(D.D.C. July 12, 1990); Benny v. United States Dep’t of Justice , slip op. at 5; 
Gr andJson v. PEA . No. 81-1001, slip op. at 2 (D.D.C. July 9, 1981); & l 
Ar mstrong v. Bush , 807 F. Supp. 816, 819 (D.D.C. 1992) (priority afforded to 
additional FOIA requests added to those already subject of litigation, where 
responsive records might otherwise be destroyed). 

78 S ee^ e.g. . Freeman v. United States Dep’t of Justice . 822 F. Supp. 1064, 
1067 (S.D.N.Y. 1993) ("Plaintiffs desire to inform the public [through publica- 
tion and submission to a Congressional committee], while commendable, does 
not constitute an exceptional need. Since almost every request can be linked to 
such a desire, granting expedited treatment for that purpose would allow the 
exception to swallow the rule.”); Nation Magazine v. United States Dep’t of 
State . 805 F. Supp. 64 , 73 (D.D.C. 1992) ("[TJhere are numerous reasons why 
this Court should not broaden the definition of ‘exceptional need or urgency’ to 
include FOIA requests concerning Presidential candidates pending weeks before 
an election.’’); Lisee v. CIA . 741 F. Supp. 988, 989 (D.D.C. 1990); Summers 

United States Dep’t of Justice . 733 F. Supp. 443, 444 (D.D.C. 1990), ap- 
peal dismissed on procedural grounds . 925 F.2d 450 (D.C. Cir. 1991); Sum- 
mers v. United States Dep’t of Justice . 729 F. Supp. 1379, 1379 (D.D.C. 

1989); Mangold v. CIA . No. 88-1826, slip op. at 6-7 (D.D.C. May 3, 1989). 

79 See, e.g, . Samuel Gruber Educ. Project v. United States Dep’t of Justice , 
slip op. at 6 (71,000 pages of documents); Hinton v. FBI . 527 F. Supp. 223, 
223-25 (E.D. Pa. 1981) (21,000 pages of documents). 


80 See FOIA Update . Fall 1988, at 5. 
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justify nondisclosure of any withheld records once they are processed, courts 
have, as a practical matter, tended to merge the record-processing and the affi- 
davit-preparation stages when issuing stays of proceedings under Open Ameri- 
ca. 81 


Adequacy of Search 

In many suits under the FOIA, the defendant agency will face challenges 
not only to its reliance on particular exemptions, but also to the manner in 
which, and extent to which, it has endeavored to locate responsive documents. 
(For a discussion of administrative considerations in conducting searches, see 
Procedural Requirements, above.) To prevail in a FOIA action, the agency 
must prove that "each document that falls within the class requested either has 
been produced, is unidentifiable, or is wholly exempt from the Act’s inspection 
requirements." 82 Thus, the agency is under a duty to conduct a "reasonable" 
search for responsive records. 83 

Courts generally evaluate a search's reasonableness by reviewing the 
agency’s retrieval efforts in light- of the parameters specified in the FOIA re- 
quest. 84 Although the adequacy of a search is "dependent upon the circum- 


81 See, e.g .. Lisee v. CIA . 741 F. Supp. at 989-90 (" Open America " stay 
granted for both processing records and preparing Vaughn Index); Ettlinger v. 
FBI , 596 F. Supp. 867, 878-79 (D. Mass. 1984) (same); Shaw v. Department 
of State , 1 Gov’t Disclosure Serv. (P-H) 1 80,250, at 80,630 (D.D.C. July 31, 
1980) (same). 

82 Miller v. United States Dep’t of State . 779 F.2d 1378, 1383 (8th Cir. 

1985) (citing National Cable Television Ass’n v. FCC . 479 F.2d 183, 186 
(D.C. Cir. 1973)). 

83 See, e.g. . In_r_eWade . 969 F.2d 241, 249 n.ll (7th Cir. 1992); Oglesbv 
v. Department of the Army . 920 F,2d 57, 68 (D.C. Cir. 1990); Weisberg v. 
United States Dep’t of Justice . 705 F.2d 1344, 1352 (D.C. Cir. 1983). 

84 See, e.g. . Church of Scientology v. IRS . 792 F.2d 146, 150 (D.C. Cir. 

1986) (where agency regulations require requests be made to specific offices for 
specific records, no need to search additional offices when those regulations are 
not followed); Marks v. United States Dep’t of Justice . 578 F.2d 261, 263 (9th 
Cir, 1978) (no duty to search FBI field offices where requester directed request 
only to FBI Headquarters and did not specify which field offices he wanted 
searched); Church of Scientology Int’l v. IRS . No. 90-2567, slip op. at 5-6 
(C.D. Cal. Aug. 2, 1991) (where request plainly limited to IRS national and 
international offices, IRS under no obligation to search offices other than those 
specified); Marrera v. United States Dep’t of Justice . 622 F. Supp. 51, 54 
(D.D.C. 1985) ("There is no requirement that an agency search every division 
or field office in response to a FOIA request, especially where the requester has 
indicated specific areas where responsive documents might be located . . . ."); 
Biberman v. FBI . 528 F. Supp. 1140, 1144 (S.D.N.Y. 1982) ("It has frequent- 
ly been held that a general FOIA request to headquarters does not ‘reasonably 

(continued. . .) 
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stances of the case," 8S the agency "must show that it made a good faith effort 
to conduct a search for the requested records, using methods which can be rea- 
sonably expected to produce the information requested." 86 In this connection, 
it is firmly settled that "the issue to be resolved is not whether there might exist 
any other documents possibly responsive to the request, but rather whether the 
search for those documents was adequate .” 87 

A requester’s "[mjere speculation that as yet uncovered documents may 
exist does not undermine the finding that the agency conducted a reasonable 


M (. . .continued) 

describe’ a search of numerous field offices."); cf*. American Fed’n of Gov’t 
Employees v. United States Deo't of Commerce . 632 F. Supp. 1272, 1278 
(D.D.C. 1986) (agency’s refusal to perform canvass of 356 bureau offices for 
multitude of files held justified), gffd, 907 F.2d 203 (D.C. Cir. 1990). But cf. 
Krikorian _ v . .United States Dep’t of State . 984 F.2d 461, 468-69 (D.C. Cir. 
1993) (on remand, district court must explain why it was unnecessary for agen- 
cy to search 11 regional security offices identified in article which formed basis 
for plaintiffs FOIA request). 

85 Truitt v. Department of State . 897 F.2d 540, 542 (D.C. Cir. 1990); see 
Siso M aynard v. CIA . 986 F.2d 547, 559 (1st Cir. 1993) ("depends upon the 
facts of each case"). 

86 Qfiiesby _v ._DepartmenLp f the Army . 920 F.2d at 68 ; Maynard v. 
flA, 986 F.2d at 559; SafeCard Servs,, Inc, v. SEC . 926 F.2d 1197, 1201 
(D.C. Cir. 1991); see also Goland v. CIA . 607 F.2d 339, 353 (D.C. Cir. 1978) 
(production of records not previously segregated required only where material 
can be identified with reasonable effort), vacated in other part & reh’g denied . 
607 F.2d 367 (D.C. Cir. 1979), cert, denied . 445 U.S. 927 (1980); Dettman v. 
United States Dep’t of Justice . No. 82-1108, slip op. at 8 (D.D.C. Mar. 21, 
1985) (government expected to operate under "reasonable plan designed to pro- 
duce the requested documents"), aff d on other grounds . 802 F.2d 1472 (D.C. 
Cir. 1986). 

87 Weisberg v. United States Dep’t of Justice . 745 F.2d 1476, 1485 (D.C. 
Cir. 1984); see also In re Wade . 969 F.2d at 249 n.ll; Meeropol v. Meese . 

790 F.2d 942, 952-53 (D.C. Cir. 1986) ("a search is not unreasonable simply 
because it fails to produce all relevant material; no search of this [large] size 

. . . will be free from error"); Miller v. United States Dep’t of State . 779 F.2d 
at 1385 ("[Pjlaintiff alleges that the search was insufficient because the Depart- 
ment did not do all that it could; we agree . . . , however, that it did all the 
Act required."); Freeman v. United States Dep’t of Justice . No. 90-2754, slip 
op. at 3 (D.D.C. Oct. 16, 1991) ("The FOIA does not require that the govern- 
ment go fishing in the ocean for fresh water fish."); Fitzgibbon v. United States 
Secre_t, Serv., 747 F. Supp. 51, 54 (D.D.C. 1990) (paucity of documents pro- 
duced held to be "of no legal consequence” where search is shown to be rea- 
sonable). 
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search for them." 88 It has been observed that "[njothing in the law requires 
the agency to document the fate of documents it cannot find." 89 And when 
agencies do subsequently locate documents initially believed to have been lost 
or destroyed, courts have accepted this as evidence of the agency’s good-faith 
efforts. 90 

Additionally, it has been held that the FBI is not required to search be- 
yond its indices in pro se cases where the requester has refused to pay the cost 
of the search, unless the requester pinpoints a specific file. 91 The FBI’s 
search of its indices has been deemed "reasonable" where it has searched 
through "main files" (where the subject of the request was the subject of the 
file) and "cross" or "see references" (where the subject of the request was 
merely mentioned in a file In which another individual or organization was the 
subject). 92 It has also been held that, "[bjecause the scope of a search is limit- 


88 SafeCard Servs . , Inc, v. SEC . 926 F.2d at 1201; see also Oelesbv v. 
De partment of the Army . 920 F.2d at 67 n.13 (adequacy of agency’s search not 
undercut by requester’s speculative claim that other records "must exist" due to 
perceived importance of subject matter); Stone v. Defense Investigative Serv, . 
816 F. Supp. 782, 786 (D.D.C. 1993) (appeal pending); Bay Area Lawyers 
Alliance for Nuclear Arms Control v. Department of State . 818 F. Supp. 1291, 
1295 (N.D. Cal. 1992) ("Plaintiffs incredulity at the fact that no responsive 
documents were uncovered . . . does not constitute evidence of unreasonable- 
ness or bad faith."). 

89 R oberts v. United States Dep’t of Justice . No. 92-1707, slip op. at 4 
(D.D.C. Jan. 28, 1993); sge Maynard v. CIA . 986 F.2d at 564 ("‘The fact that 
a document once existed does not mean that it now exists; nor does the fact that 
an agency created a document necessarily imply that the agency has retained 
it.’" (quoting Miller v. United States Den’t of State . 779 F.2d at 1385)). 

90 See Maynard v. CIA . 986 F.2d at 565 ("Rather than bad faith, we think 
that the forthright disclosure by the INS that it had located the misplaced file 
suggests good faith on the part of the agency."); Meeropol v. Meese . 790 F,2d 
a t 953; Goland v. CIA . 607 F.2d at 370 (revelation one week following deci- 
sion by court of appeals that agency had discovered numerous, potentially re- 
sponsive, additional documents several months earlier, insufficient to undermine 
validity of agency’s prior search); Gilmore v. NS A . No. 92-3646, slip op. at 
21-22 (N.D. Cal. Apr. 30, 1993) (acceptance of plaintiffs "‘perverse theory 
that a forthcoming agency is less to be trusted in its allegations than an unyield- 
ing agency’" would "‘work mischief in the future by creating a disincentive for 
the agency to reappraise its position’" (quoting Military Audit Project v. Casey . 
656 F.2d 724, 754 (D.C. Cir. 1981))). 

91 See Ely v, FBI . No. 84-1615, slip op. at 2-3 (D.D.C. Jan. 28, 1985). 

But see Larouche v. Webster . No. 75-6010, slip op. at 10 (S.D.N.Y. Oct. 23, 
1984) (FBI must search all specialized files on subject of request about which 
requester is unlikely to know). 

92 See Beauman v. FBI . No. CV-92-7603, slip op. at 9 (C.D. Cal. Apr. 28, 
1993); Lawyers Comm, for Human Rights v. INS . 721 F. Supp. 552, 567 n.12 
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ed by a plaintiffs FOIA request, there is no general requirement that an agency 

search secondary references or variant spellings." 93 

Similarly, with respect to the processing of "cross" or "see references," 
only those portions of the file which pertain directly to the subject of the re- 
quest are considered within the scope of the request. 94 As one court has 
phrased it, ' [t]o require the government to release an entire document where 
plaintiff s name is only mentioned a few times would be to impose on the gov- 
ernment a burdensome and time consuming task." 95 With respect to a docu- 
ment in the requester’s file which pertained entirely to a third party, one court 
has held that u [gjiven the lack of any relation between these pages and [the 
requester], as well as the minimal information that would remain after redac- 
tion, [the agency’s] decision not to release these documents was not errone- 
ous." 96 


To prove the adequacy of its search, as in sustaining its claims of exemp- 
tion, an agency may rely upon affidavits (see the discussion of Vaughn Indexes, 
below), provided that they are "relatively detailed, nonconclusory, and submit- 
ted in good faith. Such affidavits must show "that the search method was 


92 (... continued) 

(S.D.N.Y. 1989); Freeman v. United States Dep’t of Justice . No. 85-0958A, 
slip op. at 6 (E.D. Va. Mar. 12, 1986), affd . No. 86-1073 (4th Cir. Dec. 29, 
1986); Friedman v. FBI. 605 F. Supp. 306, 311 (N.D. Ga. 1981); Stern v. 
United States Dep’t of Justice . No. 77-38 12-C, slip op. at 7 (D. Mass. Aug. 

25, 1980); see_alsp Maynard v. CIA. 986 F.2d at 562 (Treasury Department 
properly limited its search to its automated Treasury Enforcement Communica- 
tions System ("TECS")); Manna v. United States Dep’t of Justice . 815 F. Supp. 
798, 817-18 (D.N.J. 1993) (indices search by United States Attorney’s Office 
held adequate). 

93 Ma ynard v. CIA . 986 F.2d at 560. 

94 Sm Posner v. Department of Justice . 2 Gov’t Disclosure Serv. (P-H) 
t 82,229, at 82,650 (D.D.C. Mar. 9, 1982). 

95 Penm an y. United States Dep’t of Justice , slip op. at 5-6; see also Os- 
borne v. United States Dep’t of Justice . No. 84-1910, slip op. at 2-3 (D.D.C. 
Feb. 28, 1985) (DEA search of relevant records systems and case files regard- 
ing requester held sufficient); Dunawav v. Webster . 519 F. Supp. 1059, 1083 
(N.D. Cal. 1981). 

96 G ree n spyn v, IRg , No. 84-3426, slip op. at 4 (D.D.C. Sept. 30, 1985). 

97 Pollack v. Bureau of Prisons . 879 F.2d 406, 409 (8th Cir. 1989); see 
Mi ller v, United States Dep’t of State . 779 F.2d at 1383; Weisberg v. United 
States Dep’t of Justice . 705 F.2d at 1351; Perrv v. Block . 684 F.2d 121, 127 
(D.C. Cir. 1982) ("affidavits that explain in reasonable detail the scope and 
method of the search conducted by the agency will suffice to demonstrate com- 
pliance with the obligations imposed by the FOIA"); Goland v. CIA . 607 F.2d 
at 352; Drove v. United States Dep’t of Justice . 802 F. Supp. 506, 518 
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reasonably calculated to uncover all relevant documents" and must "identify the 
terms searched or explain how the search was conducted." 98 It is not neces- 
sary that the agency employee who actually performed the search supply an 
affidavit describing the search; rather, the affidavit of an official responsible for 
supervising or coordinating the search efforts should be sufficient to fulfill the 
personal knowledge requirement of Rule 56(e) of the Federal Rules of Civil 
Procedure. 99 (For a further discussion of this "persona! knowledge" require- 
ment, see Summary Judgment, below.) 

An inadequate description of the search process, or a description which 
reveals an inadequate search, will necessitate denial of summary judgment. 100 


97 (... continued) 

(D.D.C. 1992); Pacific Skv Supply. Inc, v. Department of the Air Force . No. 
86-2044, slip op. at 10 (D.D.C. Sept. 29, 1987) (affidavits held to sufficiently 
describe adequate search " [i]n the absence of countervailing evidence or appar- 
ent inconsistency of proof"); see also FQIA Update . Jan. 1983, at 6. 

98 O glesby v. Department of the Army . 920 F,2d at 68; see Mavnard v. 
CIA . 986 F.2d at 559. 

99 See, e.g. . Maynard v. CIA . 986 F.2d at 560 ("[A]n agency need not 
submit an affidavit from the employee who actually conducted the search. 
Instead, an agency may rely on an affidavit of an agency employee responsible 
for supervising the search."); Safecard Servs.. Inc, v. SEC . 926 F.2d at 1202 
(employee "in charge of coordinating the [agency’s] search and recovery efforts 
[is] most appropriate person to provide a comprehensive affidavit"); Meeropol 
v,- Meese , 790 F.2d at 951 (supervisor/affiant properly relied on information 
provided by personnel who actually performed search); Carnev v. United States 
Pe p’t of Justice . No. 92-CV-6204, slip op. at 11-12 (W.D.N.Y. Apr. 27, 

1993) ("There is no basis in either the statute or the relevant caselaw to require 
that an agency effectively establish by a series of sworn affidavits a ‘chain of 
custody’ over its search process. The format of the proof submitted by defend- 
ant-declarations of supervisory employees, signed under penalty of perjury— is 
sufficient for purposes of both the statute and Fed. R. Civ. P. 56.") (appeal pend- 
ing); Spannaus v. United States Dep’t of Justice . No. 85-1015, slip op. at 7 (D. 
Mass. July 13, 1992) (where third party claimed to have knowledge of addition- 
al documents, affidavit of agency employee who contacted that party found suf- 
ficient); Pennsylvania Dep’t of Pub. Welfare v. HHS . No. 84-0690, slip op. at 
3-4 (M.D. Pa. Nov. 10, 1985) (affidavits of supervisory officials who directed 
search held adequate); cf. Mehl v. EPA . 797 F. Supp. 43, 46 (D.D.C. 1992) 
(although agency employee with "firsthand knowledge" of relevant files was 
appropriate person to supervise search undertaken by contractor, affidavit must 
also describe search). 

100 See, e.g. , Oglesby v. Department of the Army . 920 F.2d at 68; Southam 
News v. INS . 674 F. Supp. 881, 889-91 (D.D.C. 1987); Hvdron Lab.. Inc, v. 
EPA, 560 F. Supp. 718, 721 (D.R.I. 1983); see also Lindsev v. NSC . No. 84- 
3897, slip op. at 2 (D.D.C. Mar. 11, 1985) (government rebuked for not sub- 
mitting affidavit describing whether search was legally sufficient); Applegate v. 
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For example, summary judgment has been denied where the agency’s affidavit 
described circumstances in which destruction of the requested records may have 
occurred, but the affidavit failed to specify that destruction had in fact occur- 
red. 101 Where an agency’s search is disputed, a grant of summary judgment 
to the agency may be reversed and remanded where the district court fails to 
expressly hold that a disputed search was adequate under the "reasonableness" 
standard. 102 


Mootness 


In a FOIA action, the courts have jurisdiction only where an agency has 
improperly withheld agency records. 103 Therefore, if during the litigation of 
a FOIA lawsuit it is determined that all documents found responsive to the un- 
derlying FOIA request have been released in full to the requester, the suit 
should be dismissed on mootness grounds as there is no justiciable contro- 
versy. 104 


Dismissal of a FOIA lawsuit can be appropriate also when the plaintiff 


J00 (. . .continued) 

NRC, 3 Gov’t Disclosure Serv. (P-H) t 83,081, at 83,614 (D.D.C. Jan. 18, 
1983) (permitting discovery on adequacy of search), summary judgment grant- 
ed, 3 Gov’t Disclosure Serv. (P-H) f 83,201, at 83,887 (D.D.C. May 24, 

1983) (court held for government but found it "disturbing” that agency designed 
"a filing and oral search system which could frustrate the clear and express 
purposes of FOIA”). 

101 P afenberg v. Department of the Army . No. 82-2113, slip op. at 12 
(D.D.C. Nov. 22, 1983) ("Casual destruction of [the requested] materials seems 
unlikely, and cannot be demonstrated by the conjecture of one official, where 
defendants have themselves admitted the existence of a body of information 
pertaining to the handling of the requested materials.”). 

102 Krjk prian v. Department of State . 984 F. 2d at 468 (requiring express 
findings by district court on adequacy of search issue). 

103 5 U.S.C. § 552(a)(4)(B) (1988). 

104 See In re Wade . 969 F.2d 241, 248 (7th Cir. 1992); Tijerina v. Walters . 
821 F.2d 789, 799 (D.C. Cir. 1987); DeBold v. Stimson . 735 F.2d 1037, 1040 
(7th Cir. 1984); Perry v. Block . 684 F.2d 121, 125 (D.C. Cir: 1982); Crooker 
V, United States Dep’t of State, 628 F.2d 9, 10 (D.C. Cir. 1980); see also. 
e.g. . Constangy. Brooks fc Smith V. NLRB . 851 F.2d 839, 842 (dth Cir. 1988) 
(full disclosure of records pursuant to district court order moots appeal); Mitch- 
ell v. Kemp . No. 91 Civ. 2983, slip op. at 8-9, 11 (S.D.N.Y. July 27, 1992) 
(dismissal for mootness warranted where "all unproduced documents that would 
have been responsive to [plaintiffs] request were destroyed before he requested 
them”); cf Anderson v. HHS . 907 F.2d 936, 941 (10th Cir. 1990) (although 
plaintiff had already obtained all responsive documents, subject to protective 
order, in private civil litigation, plaintiffs FOIA litigation to obtain documents 
free from any such restriction still viable). 
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fails to prosecute the suit. 105 Dismissal likewise may be appropriate where: 

(1) records are publicly available upon payment of fees; 106 (2) a complete 
factual record has yet to be presented to the agency; 107 (3) there is a change 
in the factual circumstances underlying the lawsuit; 108 or (4) the agency is 
processing responsive records. 109 However, it has been held that a FOIA 
claim may survive the death of the plaintiff and, under some circumstances, 
may be continued by a properly substituted party. 110 

In Pavne Enterprises v. United States , the Court of Appeals for the Dis- 
trict of Columbia Circuit held that when records are routinely withheld at the 
initial processing level, but consistently released after an administrative appeal, 
and when this situation results in continuing injury to the requester, a lawsuit 
challenging that practice is ripe for adjudication and is not subject to dismissal 
on the basis of mootness. 111 The defendant agency’s "voluntary cessation" of 
that practice in Payne did not moot the case where the plaintiff challenged the 
agency’s policy as an unlawful, continuing wrong. 112 


105 See, e.g .. Warden v. FBI . 530 F. Supp. 66, 68-69 (N.D. 111. 1981). 

106 See, e.g .. Kleinerman v. Patent & Trademark Office . No. 82-295, slip 
op. at 2-3 (D. Mass. Apr. 25, 1983). 

107 See, e.g. . Rodrequez v. United States Postal Serv. . No. 90-1886, slip 
op. at 4-5 (D.D.C. Oct. 2, 1991) (absent submission of further information 
enabling identification of plaintiffs records from among those of 36 persons 
with same name, case not yet ripe); National Sec. Archive v. United States 
Dep’t of Commerce . No. 87-1581, slip op. at 6 (D.D.C. Nov. 25, 1987) (fee 
waiver case). 

108 See, e.g. . National Wildlife Fed’n v. Department of the Interior . No. 
83-3586, slip op. at 6-7 (D.D.C. Oct. 15, 1987) (suit challenging fee waiver 
guidelines dismissed as moot after pertinent FOIA section amended). 

109 See, e.g. . Voinche v. FBI . No. 93-4262, slip op. 6153, 6154 (5th Cir. 
Sept. 3, 1993) (because sole issue in action based on 5 U.S.C. § 552(a)(6)(C) is 
"tardiness" of agency response, district court litigation rendered moot by agen- 
cy’s disclosure determination) (to be published); Larson v. Executive Office for 
United States Attorneys . No. 85-6226, slip op. at 4-5 (D.C. Cir. Apr. 6, 1988) 
(appeal of district court denial of relief to plaintiff for defendant’s processing 
delays mooted upon completion of processing). 

110 See D’Aleo v. Department of the Navy . No. 89-2347, slip op. at 2-3 
(D.D.C. Mar. 27, 1991) (deceased plaintiffs sister, appointed executrix of his 
estate, substituted as plaintiff). But see Havles v. United States Dep’t of Jus- 
fice, No. H-79-1599, slip op, at 3 (S.D. Tex. Nov. 2, 1982) (case dismissed 
upon death of plaintiff where no timely motion for substitution filed). 

111 837 F.2d 486, 488-93 (D.C. Cir. 1988). 

112 IdL at 491; see also, e.g. . Hercules. Inc, v. Marsh . 839 F.2d 1027, 1028 
(4th Cir. 1988) (threat of disclosure of agency telephone directory not mooted 
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Of course, a claim for attorney fees or costs survives dismissal of a FOIA 
action for mootness. 113 When agencies belatedly release requested records in 
the midst of a FOIA lawsuit, courts frown upon efforts to avoid, on mootness 
grounds, the payment of attorney fees. 1,4 (See discussion of Attorney Fees 
and Litigation Costs, below.) 

A FOIA lawsuit may be precluded by the doctrine of res judicata (claim 
preclusion) when it is brought by a plaintiff against the same agency for the 
same documents whose withholding has been previously adjudicated. 115 How- 


m (... continued) 


by release because new request for subsequent directory pending; agency action 
thus "capable of repetition yet evading review") ("reverse" FOIA context); 
Better Gov’t Ass’n v. Department of State . 780 F.2d 86, 90-91 (D.C. Cir. 
1986) (although challenge to fee waiver standards as applied held moot, chal- 
lenge to facia! validity of standards held ripe and not moot); Public Citizen v. 
Office of the_ United States Trade Representative . 804 F. Supp. 385, 387 
(D.D.C. 1992) (despite disclosure of specific records requested, court retains 
jurisdiction where plaintiff challenges "agency’s policy to withhold temporarily. 


romil o** 
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QSHA, No. 86-705, slip op. at 2 (D.D.C. Aug. 5, 1987). But see Atkins v. 
Department of Justice . No. 90-5095, slip op. at 1 (D.C. Cir. Sept. 18, 1991) 


("The question whether DEA complied with the [FOIA’s] time limitation in 
responding to [plaintiffs] request is moot because DEA has now responded to 
this request."). 


1,3 An derson v. HHS . No. 924125, slip op. at 4 (10th Cir. Aug. 27, 1993) 
("‘We think it indisputable that a claim for attorney’s fees is not part of the 
merits of the action to which the fees pertain.’” (quoting Budinich v. Becton 
Dickins on & Co. . 486 U.S. 196, 200 (1988))); Carter v. VA . 780 F.2d 1479, 
1481-82 (9th Cir. 1986); Seeeull Mfg. Co. v. NLRB . 741 F.2d 882, 884-86 
(6th Cir. 1984); DeBold v. Stimson . 735 F.2d at 1040; Webb v. HHS . 696 
F.2d 101, 107-08 (D.C. Cir. 1982). 


114 See, e.g . , Phoenix Newspapers. Inc, v, FBI . No. 86-1199, slip op. at 4- 
5 (D. Ariz. Dec. 12, 1987) (government should not be able to foreclose recov- 
ery of attorney fees whenever it chooses to moot an action by releasing records 
after having denied disclosure at administrative level); Harrison Bros. Meat 
Packing Co. v. United States Dep’t of Agric. . 640 F. Supp. 402, 405-06 (M.D. 
Pa. 1986) (finding it "ludicrous" for government to "suddenly and inexplicably” 
release records and assert mootness to avoid paying fees after having denied 
disclosure at administrative level). 


1,3 Fazzlni v. United States Dep’t of Justice . No. 92-5043, slip op. at 1 
(D.C. Cir. Oct. 14, 1992) (per curiam); National Treasury Employees Union v. 
IRS, 765 F.2d 1174, 1177 (D.C. Cir. 1985); Hanner v. Stone . No. 92-CV- 
72719, slip op. at 3-7 (E.D. Mich. Oct. 26, 1992), affd . No. 92-2565 (6th 
Cir. Aug. 6, 1993); see also Heckman v. Olive . No. CV-88-2981, slip op. at 
14 (E.D.N.Y. Dec. 9, 1992) (appeal pending); Prows v. United States Dep’t of 
Justice . No. 90-2561, slip op. at 3-4 (D.D.C. Mar. 30, 1992); Stimac v. Treas- 
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ever, a subsequent claim for records is not precluded by res judicata where the 
litigation of an earlier, non-FOIA case involving the same records did not per- 
mit raising a FOIA claim. 116 In addition, res judicata is not applicable where 
there has been a change in the factual circumstances or legal principles applica- 
ble to the lawsuit. 117 

Litigation also may be foreclosed by the applicability of the doctrine of 
collateral estoppel (issue preclusion), which precludes relitigation of an issue 
previously litigated by one party to the action. 118 As with the doctrine of res 
judicata, collateral estoppel is not applicable to a subsequent lawsuit if there is 


U3 (. . .continued) 

ury Dep’t . No. 87-C-4005, slip op. at 4 (N.D. 111. Jan. 15, 1988), affd . 872 
F.2d 424 (4th Cir. 1989) (table cite); Crooker v. United States Dep't of Justice . 
No. 86-2333, slip op. at 3-4 (D.D.C. Oct. 2, 1987), affd. No. 87-5372 (D.C. 
Cir. Apr. 8, 1988); Crooker v. United States Marshals Serv. . 641 F. Supp. 
1141, 1143 (D.D.C. 1986); FOIA Update . Summer 1985, at 6 ("FOIA Coun- 
selor: ‘Preclusion’ Doctrines Under the FOIA"); compare Hanner v. Stone . 

No. 92-2565, slip op. at 2 (under doctrine of res judicata, "a final judgment on 
the merits of an action precludes the parties or their privies from relitigating 
issues that were or could have been raised in a prior action") (emphasis added) 
with Hanner v. Stone . No. 92-1579, slip op. at 1 (6th Cir. Dec. 8, 1992) 
(where appellate court had previously adjudicated a claim that is similar, but 
involving a different issue, present claim not precluded under res judicata). 

116 See North v. Walsh . 881 F.2d 1088, 1093-95 (D.C. Cir. 1989) (claim 
for records under FOIA not barred by prior discovery prohibition for same 
records in criminal case in which FOIA claim could not have been interposed). 

117 See, e.g. . Graphic Communications Int’l Union. Local 554 v. Salem- 
Oravu r e , 843 F.2d 1490, 1493 (D.C. Cir. 1988) (non-FOIA case); Wolfe v. 
Froeh lk e, 358 F. Supp. 1318, 1219 (D.D.C. 1973) (lawsuit not barred because 
national security status changed), affd . 510 F. 2d 654 (D.C. Cir. 1974); see 
also FOIA Update . Summer 1985, at 6. 

118 Yahama Corp. of America v. United States . 961 F.2d 245, 254 (D.C. 
Cir. 1992) (non-FOIA case); see Church of Scientology v. United States Dep’t 
of. ..the Army. 611 F.2d 738, 750-51 (9th Cir. 1980) (complete identity of plain- 
tiff and document at issue precludes relitigation); Williams v. Executive Office 
for United States Attorneys . No. 89-3071, slip op. at 3-4 (D.D.C. Mar. 19, 
1991) (same); see also FOIA Update . Summer 1985, at 6. But see North v. 
Walsh . 881 F.2d at 1093-95 (issue preclusion inapplicable where exemption 
issues raised in FOIA action differ from relevancy issues raised in prior action 
for discovery access to same records); Ely v. FBI . No. 83-876-T-15, slip op, at 
4 (M.D. Fla, July 13, 1988) (collateral estoppel not appropriate where plaintiff 
did not have "full and fair opportunity to litigate" defendant’s claim of privi- 
lege); Robertson v. POD . 402 F. Supp. 1342, 1347 (D.D.C. 1973) (private 
citizen’s interest in subsequent FOIA action was not protected by government in 
prior "reverse" FOIA suit over same documents because interests not congru- 
ent). 
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an intervening material change in the law or factual predicate. 119 



A distinguishing feature of FOIA litigation is that the defending agency 
bears the burden of sustaining its action of withholding records. 120 The most 
commonly used device for meeting this burden of proof is the " Vaughn Index," 
fashioned by the Court of Appeals for the District of Columbia Circuit in 
Vaughn v, Rosen . 121 

The Vaughn Index came into prominence mainly as a result of the 1974 
amendments to the FOIA, especially due to the addition of the "reasonably 
segregable" provision to subsection (b). 122 This requirement that agencies 
segregate and release disclosable information from that which is exempt grew 
out of congressional concern in 1974 over the agencies’ sweeping application of 
exemptions up to that time. 123 Particularly in cases involving large numbers 
of documents, the requirement that courts conduct a de novo review of each 
portion of a record at issue effectively transferred the burden from agencies to 
the courts themselves. Moreover, reliance on in camera examination had the 
effect of weakening the adversarial process somewhat, as it afforded a plaintiff 
and his counsel no real input to the merits of a case. 124 

The V aughn decision addressed these concerns by requiring agencies to 
prepare an itemized index, correlating each withheld document (or portion) with 
a specific FOIA exemption and the relevant part of the agency’s nondisclosure 
justification. 125 Such an index not only makes the trial court’s job more man- 
ageable, it also enhances appellate review by ensuring that a full public 
record is available upon which to base an appellate decision. 126 If an index is 


119 Seg^-e.g,, MiaBi S v,. United States Dep’t of Agric. . 737 F.2d 784, 786 
n.l (9th Cir. 1984), cert, denied . 471 U.S. 1053 (1985). 

120 5 U.S.C. § 552(a)(4)(B) (1988). 

121 484 F.2d 820 (D.C. Cir. 1973), cert, denied . 415 U.S. 977 (1974). 

122 5 U.S.C. § 552(b) (final sentence). 

123 See_generally H.R. Rep. No. 876, 93d Cong., 2d Sess. 7 (1974), re- 
printed in 1974 U.S.C.C.A.N. 6267, 6292. 

124 Seg King v, United States Dep’t of Justice . 830 F.2d 210, 218 (D.C. 

Cir. 1987); Vaughn v. Rosen . 484 F.2d at 826. 

125 Vaughn v. Rosen 484 F.2d at 827; accord King v. United States Dep’t 
of Justice . 830 F.2d at 217. 

126 See Vaughn v u Roge n, 484 F,2d at 824-25; King v. United States Dep’t 
Q.f Justice, 830 F.2d at 219; see also Ingle v. Department of Justice . 698 F.2d 
259, 263-64 (6th Cir. 1983). But see Antonelli v. Sullivan . 732 F.2d 560, 562 
(7th Cir. 1984) (no index required where small number of documents at issue 
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not sufficiently detailed, a court may remand and require a more detailed in- 
dex. 127 


The Vaughn Index has evolved into an extremely effective tool with 
which to resolve FOIA cases, developing various permutations to fit particular 
circumstances. Courts have routinely accepted the observation that "[t]here is 
no set formula for a Vaughn index; ... it is the function, not the form, which 
is important." 128 In fact, "[a]ll that is required, and that is the least that is 
required, is that the requester and the trial judge be able to derive from the in- 
dex a clear explanation of why each document or portion of a document with- 
held is putatively exempt from disclosure." 129 Therefore, "[t]he degree of 
specificity of itemization, justification, and correlation required in a particular 
case will . . . depend on the nature of the document at issue and the particular 
exemption asserted." 130 However, in order to fulfill its purpose, a Vaughn 


125 (... continued) 

and affidavit contains sufficient detail); National Treasury Employees Union v. 
United States Customs Serv. . 602 F. Supp. 469, 473 {D.D.C. 1984) (fact that 
only one exemption is involved ” nullifies] the need to formulate the type of 
itemization and correlation system required by the Court of Appeals in 
Vaughn "), affd . 802 F.2d 525 (D.C. Cir. 1986). 

127 See Founding Church of Scientology v. Bell . 603 F.2d 945, 949 (D.C. 
Cir. 1979) (also seemingly establishing requirement that Vaughn Index be con- 
tained in no more than one document per case). 

128 Hinton v. Department of Justice . 844 F.2d 126, 129 (3d Cir. 1988); see 
Keys v. United States Dep’t of Justice . 830 F.2d 337, 349 (D.C. Cir. 1987). 

129 Hinton v. Department of Justice . 844 F.2d at 129; see Miscavige v. IRS . 
No. 92-8659, slip op. 3284, 3826-27 (11th Cir. Sept. 17, 1993) (separate docu- 
ment, expressly designated as " Vaughn Index" unnecessary where agency "dec- 
larations are highly detailed, focus on the individual documents, and provide a 
factual base for withholding each document at issue") (to be published). 

130 Informati on Acquisition Corp. v. Department of Justice . 444 F. Supp. 
458, 462 (D.D.C. 1978); see, e.g. . NLRB v. Robbins Tire & Rubber Co. . 437 
U.S. 214, 223-24 (1978) (generic explanations, focusing on types of records 
and harm to investigations resulting from disclosure, permitted under Exemp- 
tion 7(A)); Davis v. United States Dep’t of Justice . 968 F.2d 1276, 1282 n.4 
(D.C. Cir. 1992) (precise matching of exemptions with specific withheld items 
"may well be unnecessary" when all of government’s generic claims have mer- 
it); Vaughn v. United States . 936 F.2d 862, 868 (6th Cir. 1991) (categorical 
approach approved where over 1,000 pages were withheld under Exemptions 3, 
5, 7(A), 7(C), 7(D) and 7(E)); Keys v. United States Dep’t of Justice . 839 F.2d 
at 349 (upholding adequacy of indexing system of generic explanations which 
need not specifically address each deletion); Antonelli v. FBI . 721 F.2d 615, 
617-19 (7th Cir. 1983) (no index required in third-party request for records 
where agency would neither confirm nor deny existence of records on particular 
individuals absent showing of public interest in disclosure), cert, denied . 467 
U.S. 1210 (1984); Linneman v, FBI . No. 89-505, slip op. at 7-8 (D.D.C. July 

(continued...) 
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Index should either expressly specify 131 or, at a minimum, plainly reflect 132 
that all segregable information has been disclosed. 

When voluminous records are at issue, courts have sanctioned the use of 


I30 (... continued) 

13, 1992) ("traditional" index not required to justify withholding solely of 
identities of confidential sources and law enforcement personnel in criminal 
investigation); Peco_ v. United States Den't of Justice . No. 86-3185, slip op. at 
1-2 (D.D.C. July 28, 1988) (Vaughn Index not required where affidavit pro- 
vides sufficient justification for claimed exemptions); Ferri v. United States 
Dcp T of Justice . 573 F. Supp. 852, 856-57 (W.D. Pa. 1983) (6,000 pages of 
grand jury testimony not indexed held sufficiently described); Agee v. CIA . 

517 F. Supp. 1335, 1337-38 (D.D.C. 1981) (index listing 15 categories upheld 
where more specific index would compromise national security); see also Air- 
l ine, Pilots Ass’n v. FAA . 552 F. Supp. 811, 815 (D.D.C. 1982) (Vaughn 
Index not required where agency provided requester with equivalent of informa- 
tion that it would provide). But see King v United States Dep’t of Justice . 830 
F.2d at 224 (requiring more complete Vaughn Index to support Exemption 1 
claim for particularly old records). 

131 See Army Times Publishing Co. v. Department of the Air Force . 998 
F,2d 1067, 1071 (D.C. Cir. 1993) (inherently erroneous for district court to 
approve withholding of entire document without entering finding on segregabili- 
ty); Krikorian v. Department of State . 984 F.2d 461, 467 (D.C. Cir. 1993) 
(same); PHE, Inc, v. United States Dep’t of Justice . 983 F.2d 248, 252 (D.C. 
Cir. 1993) (remand required because of failure of either affidavit or district 
court to address issue of segregability of Exemption 7(E) material); Schiller v. 
NLRB , 964 F.2d 1205, 1209-10 (D.C. Cir. 1992) (notwithstanding district 
court’s in camera review, case remanded for specific findings on segregability 
where agency withheld documents in entireties and failed to correlate exemp- 
tions with particular record segments to which exemptions applied); Wiener v. 
FBI, 943 F.2d 972, 988 (9th Cir. 1991) ("The court on remand must make a 
specific finding that no information contained in each document or substantial 
portion of a document withheld is segregable."), cert, denied . 112 S. Ct. 3013 
(1992); see also Bay Area Lawyers Alliance for Nuclear Arms Control v. De- 
partment of State . 818 F. Supp. 1291, 1300 (N.D. Cal. 1992) ("boilerplate" 
statement that "no segregation of non-exempt, meaningful information can be 
made for disclosure" deemed "entirely insufficient"). 

132 See Bay Area Lawyers Alliance for Nuclear Arms Control v. Depart- 
ment of State . No. C-89-1843, slip op. at 12 (N.D. Cal. June 4, 1993) ("specif- 
ic claim regarding segregability" not required where "brevity of the document 
in question and the detail in which the contents of the document and the reason 
for its withholding are described" were sufficient to enable court to discern 
absence of segregable, nonexempt, material); Holland v. CIA . No. 91-1233, 
slip op. at 22 (D.D.C. Aug. 31, 1992) (proper segregation apparent from ex- 
press statement by affiant combined with review of documents as redacted); 
Dusenberry v. FBI . No. 91-665, slip op. at 5 (D.D.C. May 5, 1992) (accepting 
government’s representations that ”[t}he subject matter of these specific pages, 
as described, makes it impossible to segregate disclosable material"). 
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Vaughn Indexes based upon representative samplings of the withheld docu- 
ments. 133 This special procedure "allows the court and the parties to reduce a 
voluminous FOIA exemption case to a manageable number of items" for the 
Vaughn Index and, ”[i]f the sample is well-chosen, a court can, with some 
confidence, ‘extrapolate its conclusions from the representative sample to the 
larger group of withheld materials.’" 134 Once a representative sampling of 
the withheld documents is agreed to, however, the agency’s subsequent release 
of some of those documents may destroy the representativeness of the sample 
and thereby raise questions about the propriety of withholding other responsive, 
non-sample, documents. 135 In recognition of this danger, the D.C. Circuit 
has held that an agency "must justify its initial withholdings and is not relieved 
of that burden by a later turnover of sample documents," and that "the district 
court must determine whether the released documents were properly redacted 
[when] initially reviewed.” 136 

The courts have generally accepted the use of "coded" indexes— In which 
agencies break certain FOIA exemptions into several categories, explain the 
particular nondisclosure rationales for each category, and then correlate the 
exemption and category to the particular documents at issue. 137 The general 


133 See, e.g. . Meeropol v. Meese . 790 F.2d 942, 956-57 (D.C. Cir. 1986) 
(index of sampling of every 100th document allowed where approximately 
20,000 documents were at issue); Weisberg v. United States Dep’t of Justice . 
745 F.2d 1476, 1490 (D.C. Cir. 1984) (index of sampling of withheld docu- 
ments allowed, where over 60,000 pages at issue, even though no example of 
certain exemptions provided); Jones v. FBI . No. C77-1001, slip op. at 4 (N.D. 
Ohio Aug. 12, 1992) (sample of 57 documents, comprising two percent of total 
number of documents at issue, held adequate) (appeal pending); Washington 
Post v. POD . 766 F. Supp. 1, 15-16 (D.D.C. 1991) (where more than 14,000 
pages of responsive material involved, agency should produce detailed Vaughn 
Index for sample of flies, such sample to be determined by parties or court); 
Peck v. FBI . 3 Gov’t Disclosure Serv. (P-H) S 82,353, at 82,916 (N.D. Ohio 
Nov. 25, 1981) (sample Vaughn Index of "one of every 50 documents" em- 
ployed "for the purpose of relieving defendants of the burden and expense of 
preparing a complete index"). But see SafeCard Servs.. Inc, v. SEC . No. 84- 
3073, slip op, at 7-9 (D.D.C. May 19, 1988) (burden of indexing relatively 
small number of documents— approximately 200-insufficient to justify samp- 
ling). 

134 Bonner v. United States Dep’t of State . 928 F.2d 1148, 1151 (D.C. Cir. 
1991) (quoting Fensterwald v. CIA . 443 F. Supp. 667, 669 (D.fo.C. 1977)). 

135 Id at 1153-54. 

136 Id at 1154. 

137 See, e.g. . Mavnard v. CIA . 986 F.2d 547, 559 n.13 (1st Cir. 1993); 
Keys v. United States Dep’t of Justice . 830 F.2d at 349; Steinberg v. United 
States Dep’t of Justice . 801 F. Supp. 800, 803 (D.D.C. 1992) (appeal pend- 
ing); Albuquerque Publishing Co. v. United States Dep’t of Justice . 726 F. 
Supp. 851, 859 (D.D.C. 1989); Branch v. FBI . 658 F. Supp. 204, 206-07 

(continued...) 
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acceptability of coded indexes is consistent with the Supreme Court’s endorse- 
ment of "workable rules" under which general categories of records may be 
uniformly withheld under FOIA exemptions "without regard to individual cir- 
cumstances." 138 Innovative formats for "coded" affidavits have been found 
acceptable, so long as they enhance the ultimate goal of overall "descriptive 
accuracy" of the affidavit. 139 A "coded" affidavit has been held sufficient 
when "[ejach deletion was correlated specifically and unambiguously to the cor- 
responding exemption [which] . ! . was adequately explained by functional cate- 
gories . , . [so as to] p!ace[] each document into its historical and investigative 
perspective." 140 

The D.C. Circuit has gone so far as to hold that the district court judge’s 
review of only the expurgated documents-an integral part of the "coded” affi- 
davit-was sufficient in a situation in which the applicable exemption was obvi- 
ous from the face of the documents. 141 However, this approach has been 
found inadequate where the coded categories are too "far ranging" and more 
detailed subcategories could be provided. 142 Indeed, where numerous pages 
of records are withheld in full, a "coded" affidavit that does not specifically 


137 (... continued) 

(D.D.C, 1987); United States Student Ass’n v. CIA . 620 F. Supp. 565, 568 
(D.D.C. 1985); Bevis v. Department of State . 575 F. Supp. 1253, 1255 
(D.D.C. 1983); Bubar v. FBI . 3 Gov’t Disclosure Serv. (P-H) H 82,477, at 
83,158 (D.D.C. Sept. 3, 1982). But see Wiener v. FBI . 943 F.2d at 978-79 
(rejecting coded affidavits on ground that such categorical descriptions fail to 
give requester sufficient opportunity to contest withholdings). 

138 United States Dep’t of Justice v. Reporters Comm, for Freedom of the 
Press . 489 U.S. 749, 779-80 (1989). 

139 National Sec. Archive v. Office of Indep. Counsel . No. 89-2308, slip 
op. at 6-7 (D.D.C. Aug. 28, 1992) (where information withheld by multiple 
agencies under various exemptions, "alphabetical classification" employed to 
facilitate coordination of withholding justifications); see King v. United States 
Dep’t of Justice . 830 F.2d at 225. 

140 Keys v. United States Dep’t of Justice . 830 F.2d at 349-50 (citations 
omitted); gee Mavnard v. CIA . 986 F.2d at 559 n.13; cf^. Varelli v. FBI . No. 
88-1865, slip op. at 5-6 & n,4 (D.D.C. Oct. 4, 1991) (coded index employing 
"eight separate codes for the national security information withheld" deemed 
adequate). 

141 Delanev. Migdail & Young. Chartered v. IRS . 826 F.2d 124, 128 (D.C. 
Cir, 1987); see Whittle v. Moschella . 756 F. Supp. 589, 595 (D.D.C. 1991) 
("For two large redactions, the contents are not readily apparent, but since the 
information there redacted was provided by confidential sources, it is entirely 
protected from disclosure."); see also King v. United States Dep’t of Justice . 
830 F.2d at 221 ("Utilization of reproductions of the material released to supply 
contextual information about material withheld is clearly permissible, but cau- 
tion should be exercised in resorting to this method of description."). 

142 King v. United States Dep’t of Justice . 830 F.2d at 221-22. 
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correlate multiple exemption claims to particular portions of the pages withheld 
has been found to be impermissibly conclusory. 143 

Agencies employing "coded" indexes ordinarily attach copies of the rec- 
ords released in part-i.e., the "expurgated" documents--as part of their public 
Vaughn submission. But agencies seeking to justify withholding records from 
first-party FOIA requesters should be mindful of the fact that the public filing 
of expurgated documents about the individual requester (or even detailed de- 
scriptions of them in briefs) may constitute a "disclosure" under subsection (b) 
of the Privacy Act of 1974. 144 Unless proceeding under seal, or with the pri- 
or written consent of the requester, an agency should make such a disclosure 
only in accordance with one of the exceptions set forth in the Privacy Act-such 
as the "routine use" exception. 145 

In an extreme, and probably unworkable, departure from the overall trend 
toward "workable rules" and more efficient and streamlined Vaughn indices, 
the Court of Appeals for the Ninth Circuit has rejected the government’s use of 
a coded Vaug hn Index, even where further supplemented by the district court’s 
in camera review of all withheld documents. 146 In reaching this singular con- 
clusion, the Ninth Circuit placed an unprecedented emphasis upon the role of 
the Vaughn Index in " affording] the requester an opportunity to intelligently 
advocate the release of the withheld documents." 147 It entirely neglected to 
explain, however, how such exacting specificity could be made public without 


143 See Coleman v. FBI . No. 89-2773, slip op. at 9-12 (D.D.C. Apr. 3, 
1991) (allowing "coded" affidavit for expurgated pages, but rejecting it as to 
pages withheld in full), summary affirmance granted . No. 92-5040 (D.C. Cir. 
Dec. 4, 1992); see also Williams v. FBI . No. 90-2299, slip op. at 11-12 
(D.D.C. Aug. 6, 1991) ("coded" affidavit found insufficiently descriptive as to 
documents withheld in their entireties). 

144 5 U.S.C. § 552a(b) (1988 & Supp. IV 1992); see, e.g.. Krohn v. United 
States Dep’t of Justice . No. 78-1536, slip op. at 2-7 (D.D.C. Mar. 19, 1984), 
vacated in part on other grounds (D.D.C. Nov. 29, 1984); Citizens Bureau of 
Investigation v. FBI . No. C78-80, slip op. at 3 (N.D. Ohio Dec. 12, 1979); see 
also Laningham v. United States Navv . No. 83-3238, slip op. at 2-3 (D.D.C. 
Sept. 25, 1984), summary judgment granted (D.D.C. Jan. 7, 1985), aff d per 
curiam . 813 F.2d 1236 (D.C. Cir. 1987). 

145 5 U.S.C. § 552a(b)(3); see, e.g .. 53 Fed. Reg. 2651 (1988) (routine use 
(number 7) applicable to records in Justice Department’s "Civil Division Case 
File System"); 53 Fed. Reg. 1865 (1988) (routine uses (letters "o" and "p”) 
applicable to records in U.S. Attorneys’ Offices’ "Civil Case Files"). 

146 Wiener v. FBI . 943 F.2d at 977 (rejecting adequacy of Vaughn Index 
for withholdings under Exemptions 1,3, 7(C) and 7(D) for "lack of specifici- 
ty''). 

147 14. at 979; see also United States Dep’t of Justice v. Landano . 113 S. 

Ct. 2014, 2024 (1993). 





LITIGATION CONSIDERATIONS 

jeopardizing disclosure of the very information being protected. 148 Within the 
Ninth Circuit, this decision has led district courts to order the preparation of far 
more detailed Vaughn Indexes in a number of cases. 149 

Although, an agency ordinarily must justify its withholdings on a page- 
by-page or document-by-document basis, under certain circumstances courts 
have approved withholdings of entire, but discrete, categories of records which 
encompass similar information. 150 Most commonly, courts have permitted the 
withholding of records under Exemption 7(A) on a category-by -category or 
"generic" basis. 151 While the outermost contours of what constitutes an ac- 


148 ££ Simon v. United States Dep’t of Justice . 980 F.2d 782, 784 (D.C. 
Cir. 1992) (rejecting appellant’s Wiener -based argument and holding that de- 
spite inadequacy of Vaughn Index, in camera review-- "although admittedly im- 
perfect for the reason the appellant states-is the best way to assure both that the 
agency is entitled to the exemption it claims and that the confidential source is 
protected"). 

149 See, e g. . Bay. Area Lawyers Alliance for Nuclear Arms Control v. De- 
partment of State . 818 F. Supp, at 1298 (declarations insufficient "for failure to 
identify what specific harm will befall disclosure of a particular withheld 
document"); Church of Scientology Int’l v. IRS . No. 89-4504, slip op. at 2-4 
(C.D. Cal. Jan. 7, 1992) (in light of Wiener . IRS ordered to supplement 38- 
volume Vaughn Index, exceeding 3800 pages, within 90 days); Church of 
Scientology Int’l v. IRS , No. 91-1025, slip op. at 3 (C.D. Cal. Nov. 14, 1991) 
("The Ninth Circuit has made it very clear that withholdings under the FOIA 
must be very specifically detailed, and that where Vaughn Indexes are ordered, 
they are not only for the benefit of courts, but also to enable plaintiffs to com- 
petently engage in the adversarial process."). 

150 See NLRB v. Robbins Tire & Rubber Co.. 437 U.S. at 212-13 (lan- 
guage of Exemption 7(A) "appears to contemplate that certain generic determi- 
nations may be made"); Crooker v. Bureau of Alcohol. Tobacco & Firearms . 
789 F.2d 64, 66-67 (D.C. Cir. 1986) (distinguishing between unacceptable 
"blanket" exemptions and permissible generic determinations); see also United 
States Dep’t of Justice v, Landano . 113 S. Ct. at 2023 ("There may well be 
other generic circumstances in which an implied assurance of confidentiality 
fairly can be inferred.' 1 ); United States Dep’t of Justice v. Reporters Comm, for 
Freedom of the Press . 489 U.S. at 776 ("categorical decisions may be appropri- 
ate and individual circumstances disregarded when a case fits into a genus in 
which the balance characteristically tips in one direction"). 

151 See, e.g. . NRLB v. Robbins Tire & Rubber Co. . 417 U.S. at 218-23 
(endorsing government’s position "that a particularized, case-by-case, showing is 
neither required nor practical, and that witness statements in pending unfair 
labor practice proceedings are exempt as a matter of law from disclosure [under 
Exemption 7(A)] while the hearing is pending"); In re Department of Justice . 

No. 91-2080, slip op. at 13-14 (8th Cir. Aug. 5, 1993) (en banc) (to be pub- 
lished); Dickerson v. Department of Justice . 992 F.2d 1426, 1428-31 (6th Cir. 
1993) (approving FBI justification of Exemption 7(A) for documents pertaining 

(continued. . .) 
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ceptable "generic" Vaughn are sometimes unclear, 152 it appears well estab- 
lished that if the agency has (1) defined its Exemption 7(A) categories func- 
tionally, (2) conducted a document-by-document review in order to assign docu- 
ments to the proper category, and (3) explained how the release of each cate- 
gory of information would interfere with the enforcement proceedings, the 
description will be found sufficient. 153 Moreover, where "a claimed FOIA ex- 
emption consists of a generic exclusion, dependent upon the category of records 
rather than the subject matter which each individual record contains [so that] 
resort to a Vaughn index is futile," 154 such generic descriptions can also satis- 
fy an agency’s Vaughn obligation with regard to other exemptions as well. 155 


15I (... continued) 

to disappearance of Jimmy Hoffa on "category-by-document" basis by supplying 
"a general description of the contents of the investigatory files, categorizing the 
records by source or function"); Lewis v. IRS . 823 F.2d 375, 389 (9th Cir. 
1987) ("The IRS need only make a general showing that disclosure of its inves- 
tigatory records would interfere with its enforcement proceedings."); Helmslev 
v. United States Dep’t of Justice . No. 90-2413, slip op. at 9 (D.D.C. Sept. 25, 
1992) ("The agency is allowed to use categorical descriptions to explain how 
the information would interfere with law enforcement proceedings, as long as 
the categories are sufficiently defined so as to allow the Court to determine 
whether the alleged harm is likely to occur."); Mav v. IRS . No. 90-1123, slip 
op. at 5 (W.D. Mo. Dec. 9, 1991) ("Because the plaintiffs requests basically 
encompass all documents relating to his pending investigation, the documents in 
question fit into a genus that does not warrant a document-by-document re- 
view."); see also FOIA Update . Spring 1984, at 3-4. 

152 Compare Curran v. Department of Justice . 813 F.2d 473, 476 (1st Cir. 
1987) (approving category entitled "other sundry items of information" because 
"[ajbsent a ‘miscellaneous’ category of this sort, the FBI would, especially in 
the case of one-of-a-kind record, have to resort to just the sort of precise de- 
scription which would itself compromise the exemption") and May v. IRS , slip 
op. at 6-7 (approving categories of "intra-agency memoranda" and "work 
sheets") iyith Bevis v. Department of State . 801 F.2d 1386, 1390 (D.C. Cir. 
1986) ("categories identified only as ‘teletypes,’ or ‘airtels,’ or ‘letters’" held 
inadequate). 

153 In re De partment of Justice , slip op. at 14 (citing Bevis v. Department of 
S£ate, 801 F.2d at 1389-90); Manna v. United States Dep’t of Justice . 815 F. 
Supp. 798, 806 (D.N.J. 1993); gee Dickerson v. Department of Justice . 992 
F.2d at 1433 (enumerating categories of information withheld); Curran v. De- 
part ment of Justice , 813 F.2d at 476 (same); Mav v. IRS , slip op. at 6-7 
(same); seejflsQ Docal v. Bennsinger . 543 F. Supp. 38, 44 n.12 (M.D. Pa. 
1981) (enumerating categories of "interference"); cf. Curran v. Department of 
Justice, 813 F.2d at 476 (stating that FBI affidavit met Bevis test and therefore 
finding it unnecessary to determine whether Bevis test is too demanding). 

154 Church of Scientology v. IRS . 792 F.2d 146, 152 (D.C. Cir. 1986). 

155 See United States Dep’t of Justice v. Reporters Comm, for Freedom of 
the Press , 489 U.S. at 779-80 (authorizing "categorical" protection of informa- 

(continued...) 
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It also should be noted that the "single document Vaughn index require- 
ment" purportedly established in Founding Church of Scientology v. Bell . 156 
is not followed as a practical matter, particularly where more than one agency 
is involved in a suit. 157 Additionally, it has been suggested that in certain cir- 
cumstances a Vaughn affidavit which by itself would be inadequate to support 
withholding may be supplemented by in camera review of withheld materi- 
al. 158 (See discussion of In Camera Inspection, below.) 

In a broad range of contexts, most courts have refused to require agencies 
to file public V aughn Indexes which are so detailed as to reveal sensitive infor- 
mation, the withholding of which is the very issue in the litigation. 159 There- 


155 (... continued) 

tion under Exemption 7(C)); Church of Scientology v. IRS . 792 F.2d at 152 
(generic exemption under IRS Exemption 3 statute, 26 U.S.C. § 6103, appro- 
priate if "affidavit sufficiently detailed to establish that the document or group 
of documents in question actually falls into the exempted category"); Helmslev 
y. United States Dep’t of Justice , slip op. at 3-13 (categorical descriptions ac- 
cepted for withholdings under Exemptions 3 (in conjunction with Rule 6(e) of 
the Federal Rules of Criminal Procedure and 28 U.S.C. § 6103), 5, 7(A), 7(C) 
and 7(D)); MCI Telecommunications Corp. v. GSA . No. 89-0746, slip op. at 
5-10 (D.D.C. Mar. 25, 1992) (Exemption 5 withholdings); May v IRS , slip op. 
at 9 (withholdings protected under both Exemption 7(A) and 28 U.S.C. 

§ 6103); National Treasury Employees Union v. United States Customs Serv. . 
602 F. Supp. 469, 472-73 (D.D.C. 1984) (no index required for 44 employee- 
evaluation forms withheld under Exemption 2); see also FOIA Update . Spring 
1989, at 6. 

156 603 F.2d at 949. 


157 See, e.g. , Afshar v. Department of State . 702 F.2d 1125, 1144-45 (D.C. 
Cir. 1983) (more than one affidavit may be supplied); United States Student 
Ass’n v. CIA . 620 F. Supp. at 567-68 (in request for voluminous documents, 
agency filed monthly indices as documents indexed). 


158 See, e.g. . Maynard v. CIA . 986 F.2d at 557 ("Where, as here, the 
agency, for good reason, does not furnish publicly the kind of detail required 
for a satisfactory Vaughn index, a district court may review the documents m 
camera ."): King y. United States Dep’t of Justice . 830 F.2d at 225; Williams v 
FBI. slip op. at 12; SafeCard Servs.. Inc, v. SEC , slip op. at 12 n.7; Struth v. 
FBI . 673 F, Supp. 949, 956 (E.D. Wis. 1987); see also National Wildlife 
Fed’n v. United States Forest Serv. . 861 F.2d 1114, 1116 (9th Cir. 1988) 
("[WJhere a trial court properly reviewed contested documents in camera, an 
adequate factual basis for the decision exists.”). Contra Wiener v. FBI . 943 
F.2d at 979 (" In camera review of the withheld documents by the court is not 
an acceptable substitute for an adequate Vaughn index.”). 


159 


See, e.g. . United States Dep’t of Justice v. Landano . 113 S. Ct. at 2024 
("To the extent that the Government’s proof may compromise legitimate inter- 
ests, of course, the Government still can attempt to meet its burden with in 
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fore, in camera affidavits are frequently utilized in Exemption 1 cases, as is dis- 
cussed below, where a public description of responsive documents would com- 
promise national security. 160 The same principle has been applied in Exemp- 
tion 5 cases, 161 in the context of Exemption 7(A), 162 and in Exemption 7(D) 
litigation. 163 

Finally, it should be noted that courts generally do not require the sub- 
mission of a Vauehn Index prior to the time at which a dispositive motion is 
filed. This standard practice is based upon the need to maintain an orderly and 
efficient adjudicative process in FOIA cases, and upon the practical reality that 


159 (... continued) 

ration "lacked specifics, a more detailed affidavit could have revealed the very 
intelligence sources or methods that the CIA wished to keep secret"); Curran v. 
Department of Justice . 813 F.2d at 476 (agency should not be forced "to resort 
to just the sort of precise description which would itself compromise the exemp- 
tion"); Church of Scientology v. United States Dep’t of the Army . 611 F.2d 
738, 742 (9th Cir., 1980) ("the government need not specify its objections in 
such detail as to compromise the secrecy of the information"); Manna v. United 
States Dep’t of Justice . 815 F. Supp, at 817 ("[Pjlaintiff s request for a Vaughn 
index must be denied because submission of a detailed Vaughn index may pre- 
sent the same risks that production of the underlying documents presents."). 

But see Wiener v. FBI . 943 F.2d at 977-87. 

160 See, e.g. . Dovle v. FBI . 722 F.2d 554, 556 (9th Cir. 1983); Keys v. 
United States Dep’t of Justice . No. 85-2588, slip op. at 3 (D.D.C! May 12, 
1986), aff d on other grounds . 830 F.2d at 337; see also CIA v. Sims . 471 
U.S. 159, 179 (1985) ("the mere explanation of why information must be with- 
held can convey [harmful] information"). 

161 See, e.g. . Wolfe v. HHS . 839 F.2d 768, 771 n.3 (D.C. Cir. 1988) (en 
banc) ("Where the index itself would reveal significant aspects of the delibera- 
tive process, this court has not hesitated to limit consideration of the Vaughn in- 
dex to in camera inspection."). 

162 See, e.g. . Alveska Pipeline Serv. Co. v. EPA . No. 86-2176, slip op. at 
8 (D.D.C. Sept. 9, 1987) ("[Requiring a Vaughn index in this matter will 
result in exactly the kind of harm to defendant’s law enforcement proceedings 
which it is trying to avoid under exemption 7(A)."), aff d on other grounds . 

856 F.2d 309 (D.C, Cir. 1988); Dickerson v. Department of Justice . No. 90- 
60045, slip op. at 4-5 (E.D. Mich. July 31, 1991), affd, 992 Fi2d 1426 (6th 
Cir. 1993). 

163 See, e.g. . United States Dep’t of Justice v. Landano . 113 S. Ct. at 2024 
(government can meet its burden with in camera affidavits in order to avoid 
identification of sources in Exemption 7(D) withholdings); Keys v. United 
States Dep’t of Justice . 830 F.2d at 349 (no requirement to produce Vaughn 
Index in "degree of detail that would reveal precisely the information that the 
agency claims it is entitled to withhold 1 '); Doe v. United States Dep’t of Justice . 
790 F. Supp. 17, 21 (D.D.C. 1992) ("[A] meaningful description beyond that 
provided by the Vaughn code utilized in this case would probably lead to dis- 
closure of the identity of sources."). 


-349 - 






LITIGATION CONSIDERATIONS 


some form of affidavit, declaration or index virtually always accompanies the 
defendant agency’s motion for summary judgment. 154 Efforts to compel the 
preparation of Vaughn indices prior to the time of an agency’s dispositive mo- 
tion are typically denied as premature. 165 

In Camera Inspection 

In camera examination of documents is specifically authorized in the 
statutory language of the FOIA, 166 but it certainly is the exception and not the 


164 See, e.g, . Tannehill v. Department of the Air Force . No. 87-1335, slip 
op. at 1 (D.D.C, Aug. 20, 1987) (standard practice is to await filing of agen- 
cy’s dispositive motion before deciding whether additional indexes will be 
necessary); British Airports Auth, v. CAB . 2 Gov’t Disclosure Serv. (P-H) 

11 81,234, at 81,654 (D.D.C. June 25, 1981) ("standard practice which has 
developed is for the Court to commit the parties to a schedule for briefing sum- 
mary judgment motions," with "defendant typically filling] first and simultane- 
ously with or in advance of filing submitting] supporting affidavits and indi- 
ces"). 

16i See, e.g. , Miscavige v. IRS , slip op. at 3287 ("The plaintiffs early 
attempt in litigation of this kind to obtain a Vaughn Index ... is inappropriate 
until the government has first had a chance to provide the court with the infor- 
mation necessary to make a decision on the applicable exemptions."); Franken- 
berrv v. United States Deo’t of Justice . No. 87-3284, slip op. at 2 (D.D.C. 

Feb. 23, 1988) (motion to compel Vaughn Index prior to summary judgment 
motion denied as premature); Covington & Burling v. Farm Credit Admin. , 

No. 87-2017, slip op. at 1 (D.D.C. Oct. 23, 1987) (whether case warrants 
Vaughn Index is "question of fact that can only be determined" after dispositive 
motion is filed); Stimac v. United States Dep’t of Justice . 620 F. Supp. 212, 
213 (D.D.C. 1985) (motion to compel Vaughn Index denied as premature on 
ground that "filing of a dispositive motion, along with detailed affidavits, may 
obviate the need for indexing the withheld documents"); see also Government 
Accountability Project v. NRC . No. 87-2053, slip op. at 1 (D.D.C. Aug. 13, 
1987) ("[UJntil defendant files an answer this Court is unable to determine pre- 
cisely what will be contested and whether a Vaughn Index is appropriate and 
proper. But see also Rosenfeld v. United States Dep’t of Justice . No. C-90- 
3576, slip op. at 18-19 (N.D, Cal, Feb. 18, 1992) (no "indication that the pro- 
vision of material justifying claimed exemptions should be delayed until a 
dispositive motion has been filed by the government") (appeal pending); 
Providence Journal Co. v. United States Dep’t of the Army . 769 F. Supp. 67, 
69 (D.R.I. 1991) (contention that Vaughn Index must await dispositive motion 
found to be "insufficient and sterile" where agency "has not even indicated 
when it plans to file such a motion”); Hansen v. United States Dep’t of the Air 
Force . No. 91-0099, slip op. at 3 (D.D.C. Apr. 15, 1991) (unfair to allow 
government months to prepare its case and then force plaintiff to formulate his 
entire case within two weeks). 

165 5 U.S.C. § 552(a)(4)(B) (1988). 
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rule. 167 Where an agency meets its burden by means of sufficiently detailed 
affidavits, in camera review may be deemed unnecessary and inappropriate. 168 
It has been held that "when agency affidavits are insufficiently detailed to 
permit meaningful review of exemption claims, and when evidence of agency 
bad faith is before the court," in camera inspection may be appropriate. 169 
Most appellate courts have applied the same, or a very similar, standard for 
evaluating the necessity of in camera submissions. 170 

At the broad discretion of the trial judge, in camera examination can be 
ordered even if a Vaughn Index is filed. 171 This may occur where the record 


167 See NLRB v. Robbins Tire & Rubber Co. . 437 U.S. 214, 224 (1978) 
("The in camera review provision is discretionary by its terms, and is designed 
to be invoked when the issue before the District Court could not be otherwise 
resolved . . . ."); Miscavige v. IRS . No. 92-8659, slip op. 3284, 3286 (11th 
Cir. Sept. 17, 1993) (in camera review "is discretionary and not required, 
absent an abuse of discretion") (to be published); Ingle v. Department of Jus- 
tice, 698 F.2d 259, 266 (6th Cir. 1983); see also PHE. Inc, v. United States 
Dep’t. of Justice, 983 F.2d 248, 252-53 (D.C. Cir. 1993) (in camera review 
generally disfavored, but permissible on remand arising from inadequate affida- 
vit); S chiller v. NLRB . 964 F.2d 1205, 1209 (D.C. Cir. 1992) (in camera 
review, "though permitted under FOIA and sometimes necessary, is generally 
disfavored"); Lykins v. United States Dep’t of Justice . 725 F.2d 1455, 1463 
(D.C. Cir. 1984) (in camera examination not substitute for government’s obli- 
gation to provide detailed indexes and justifications); Cooley v. Department of 
t he Navy , No. 85-1045, slip op. at 4 (D.D.C. Dec. 30, 1985) ("Considerations 
other than efficiency alone must dictate whether the judge should undertake an 
in camera inspection."). 

168 See, e. g.., Young v. CIA . 972 F.2d 536, 538 (4th Cir. 1992); Silets v. 
United States Dep’t of Justice . 945 F.2d 227, 229-32 (7th Cir. 1991) (en banc), 
cert, d enied., 112 S. Ct. 2991 (1992); Vaughn v. United States . 936 F.2d 862, 
869 (6th Cir. 1991) (in camera review "neither favored nor necessary where 
other evidence provides adequate detail and justification"); Local 3. Int’l Bhd. 
ofJElec, Wo rkers v. NLRB . 845 F.2d 1177, 1180 (2d Cir. 1988); Brinton v. 
Department of State . 636 F.2d 600, 606 (D.C. Cir. 1980), cert, denied . 452 
U.S. 905 (1981). 

169 Lam Lek Chong v. PEA . 929 F.2d 729 (D.C. Cir. 1991) (citing Carter 
v. United States Dep’t of Commerce . 830 F.2d 388, 392 (D.C. Cir. 1987)); 
seeu,e. : g., D_qw Jones & Co. v, FBI . No. 85-0097, slip op. at 6-7/(D.D.C. Jan. 
5, 1988) (in camera inspection ordered following submission of agency’s second 
inadequate affidavit); cf\ Silets v. United States Dep’t of Justice . 945 F.2d at 
231 (mere assertion, as opposed to actual evidence, of bad faith on part of 
agency found insufficient to warrant court’s in camera review). 

170 See Silets v. United States Dep’t of Justice . 945 F.2d at 229 (collecting 
cases). 

171 But see J.P. Stevens & Co. v. Perrv . 710 F.2d 136, 142 (4th Cir. 1983) 
(district court’s in camera inspection held to be error where Exemption 7(A) 

(continued...) 
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in the case is too vague or the agency’s claims of exemption are too sweep- 
ing. 172 In camera inspection is also appropriate where the description of with- 
held information in the Vaughn Index conflicts with other public agency state- 
ments regarding the nature of the material withheld. 173 However, an agency 
should first have an opportunity to submit its public affidavit. 174 Neverthe- 
less, by conducting in camera inspection, a district court necessarily establishes 
an adequate factual basis for determining the applicability of the claimed ex- 
emptions, regardless of the adequacy of an agency’s affidavit. 175 


171 (... continued) 

Vaughn affidavit was sufficient to show "interference" category-by-category); 
Lead Indus. Ass’n v. OSHA . 610 F.2d 70, 87-88 (2d Cir. 1979) (in camera 
inspection order found to be abuse of discretion); Norwood v. FAA . No. 83- 
2315, slip op. at 15-16 (W.D. Tenn. Dec. 11, 1991) (proffered in camera 
inspection rejected where "extensive declarations submitted . . . provide suffi- 
cient information to enable the Court to rule on the application of the asserted 
FOIA exemptions"), affd in part, rev’d in part on other grounds . 993 F.2d 570 
(6th Cir. 1993), 

172 King v. United States Dep’t of Justice . 830 F.2d 210, 225 (D.C. Cir. 
1987); see, e.g. . Weissman v. CIA . 565 F.2d 692, 697-98 (D.C. Cir. 1977); 
Miscayige v. IRS , No. CV-91-3721, slip op. at 8-9 (C.D. Cal. Dec. 9, 1992); 
Dow Jones & Co. v. FBI , slip op. at 6-7; Struth v. FBI . 673 F. Supp. 949, 956 
(E.D. Wis. 1987). 

173 See, e.g. . Mehl v, EPA , No. 90-1377, slip op. at 9-10 (D.D.C. Aug. 

26, 1992). 

174 See In gle v. Department of Justice . 698 F.2d at 264 ("‘In camera inspec- 
tion requires effort and resources and therefore a court should not resort to it 
routinely on the theory that "it can’t hurt".’" (quoting Rav v. Turner . 587 F.2d 
1187, 1195 (D.C. Cir. 1978))); Hoch v. CIA . 593 F. Supp. 675, 680 (D.D.C. 
1984) ("In camera proceedings are a last resort . . . particularly in national se- 
curity situations."), aff’d . 907 F.2d 1227 (D.C. Cir. 1990) (table cite); Schles- 
inger v. CIA . 591 F. Supp. 60, 67-68 (D.D.C. 1984) (selective in camera re- 
view undertaken in Exemption 1 case to determine whether classification and 
agency justifications for withholding were proper where public disclosure would 
compromise national security); see also Meeropol v. Meese . 790 F.2d 942, 
958-59 (D.C. Cir. 1986) (upholding district court decision to sample only one 
percent of voluminous documents). 

175 National Wildlife Fed’n v. United States Forest Serv. . 861 F.2d 1114, 
1116 (9th Cir. 1988); see City of Va. Beach v. United States Dep’t of Com- 
merce . 995 F.2d 1247, 1252 n.12 (4th Cir. 1993) ("By conducting in camera 
review, the district court established an adequate basis for its decision. "). 

Contra Wiener v. FBI . 943 F.2d 972, 979 (9th Cir. 1991) ("In camera review 
of the withheld documents by the court is not an acceptable substitute for an 
adequate Vaughn index.”), cert, denied . 112 S. Ct. 3013 (1992). 
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Although there is no per se rule requiring in camera inspection, 176 it 
has been found to be appropriate where only a small volume of records is in- 
volved, 177 and where it is the only method by which the district court could 
properly review a privacy claim under Exemption 6. 173 Similarly, where a 
discrepancy exists between representations in the Vaughn Index and other mate- 
rial that the agency has publicly disclosed, in camera inspection has been held 
to be an appropriate method by which to resolve that inconsistency. 179 Addi- 
tionally, an in camera description of a sample of a larger number of documents 
has been found appropriate where national security concerns make detailed, 
public affidavits impracticable. 180 On the other hand, it has been held that in 
camera review is not a procedure to be employed as a means of determining 
whether a requester should be charged duplication fees. 181 

In limited circumstances, in camera, ex parte, oral testimony may be 


176 See Young v,’ CIA . 972 F.2d at 539 ("this rule would eviscerate the 
discretion Congress gave district courts in section 552(a)(4)(B)"); Vaughn v. 
United States . 936 F.2d at 868-69; Center for Auto Safety v. EPA . 731 F.2d 
16, 20 (D.C. Cir. 1984) (in camera inspection not required under Exemption 
5). 

177 See Maynard v. CIA . 986 F.2d 547, 558 (1st Cir. 1993); Carter v. 
United States Dep’t of Commerce . 830 F.2d at 393; Currie v. IRS . 704 F.2d 
523, 531 (11th Cir. 1983); Allen v. CIA . 636 F.2d 1287, 1291-92 (D.C. Cir. 
1980); Simon v. United States Dep’t of Justice . No. 89-2117, slip op. at 4 
(D.D.C. Sept. 14, 1990); see also Agee v. CIA . 517 F. Supp. 1335, 1336 
(D.D.C. 1981) (selective in camera review). But see Young v. CIA . 972 F.2d 
at 549 (rejecting per se rule which would require in camera review "whenever 
the examination could be completed quickly"). 

178 See Public Citizen Health Research Group v. United States Dep’t of 
L a b or , 591 F.2d 808, 809 (D.C. Cir. 1978); see also Webermanv. NS A . 668 
F.2d 676, 678 (2d Cir. 1982) (in camera inspection of classified affidavit ap- 
propriate where "[disclosure of the details . . . might result in serious conse- 
quences to the nation’s security"). But see Landfair v. United States Dep’t of 
the Army , No. 85-1421, slip op. at 9-10 (D.D.C. Mar. 27, 1986) (no in cam- 
era inspection necessary "irrespective of the number of documents involved" 
where affidavits appear adequate). 

179 See Mehl v. EPA . 797 F. Supp. 43, 46 (D.D.C. 1992). 

180 See, e.g. . Wilson v, CIA . No. 89-3356, slip op. at 5-6 (D.D.C. Oct. 

15, 1991) (50-document sample of approximately 1000 pages withheld in whole 
or in part, selected equally by parties, for in camera explanation); Wilson v. 
Department of Justice . No. 87-2415, slip op. at 4 (D.D.C. June 13, 1991) 
(sample of eight of approximately 80 withheld documents, to be selected equal- 
ly by each side, for detailed in camera description). But cf. Lame v. United 
States Dep’t of Justice . 654 F.2d 917, 927 (3d Cir. 1981) (in camera sampling 
of criminal law enforcement documents held insufficient). 

181 §££ Larson v. United States Dep’t of Justice . No. 85-2991, slip op. at 2 
(D.D.C. Sept. 30, 1986). 
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permitted, particularly in cases where documents contain national security infor- 
mation, because providing a more informative public description of the docu- 
ments would risk revealing the very information the agency states is exempt 
from disclosure under the FOIA. 182 When in camera testimony is taken, how- 
ever, it should be transcribed and maintained under seal. 183 

Summary Judgment 


Summary judgment is the procedural vehicle by which virtually all FOIA 
cases are resolved, 184 Motions for summary judgment are governed by Rule 
56 of the Federal Rules of Civil Procedure, which provides, in part, that the 
"judgment sought shall be rendered forthwith if the pleadings, depositions, an- 
swers to interrogatories, and admissions on file, together with the affidavits, if 
any, show that there is no genuine issue as to any material fact." 185 As long 
as there are no material facts at issue and no facts "susceptible to divergent 
inferences bearing upon an issue critical to disposition of the case," summary 
judgment is appropriate. 186 The Court of Appeals for the District of Colum- 
bia Circuit has held that “a motion for summary judgment adequately under- 
pinned is not defeated simply by bare opinion or an unaided claim that a factual 
controversy persists." 187 In addition, "summary judgment need not be denied 


182 See, e.g. . Stein v. Department of Justice . 662 F.2d 1245, 1255 (7th Cir. 
1981); Agee v. CIA , 517 F. Supp. at 1338; see also Arieff v. United States 
D ep’t of the Navy . 712 F.2d 1462, 1469-71 (D.C. Cir. 1983); North Am. 
Man/Bov Love Ass’n v, FBI . 3 Gov’t Disclosure Serv. (P-H) J 83,094, at 
83,639 (S.D.N.Y. July 9, 1982), af£d, 718 F.2d 1086 (2d Cir. 1983) (table 
cite). 


183 See Pollard v. FBI . 705 F.2d 1151, 1154 (9th Cir. 1983); Physicians for 
Socia l Responsibility v. United States Dep’t of Justice . No. 85-0169, slip op, at 
3-4 (D.D.C. Aug. 23, 1985); cf Martin v. United States Dep’t of Justice . No. 
85-3091, slip op. at 3 (3d Cir. July 2, 1986) (nonexempt portion of in camera 
transcript ordered disclosed). 


184 See Struth v. FBI , 673 F. Supp. 949, 953 (E.D. Wis. 1987) ("Summary 
judgment is commonly used to adjudicate FOIA cases."). 

185 Fed. R. Civ. P. 56(c). 


186 Alyeska Pipeline Serv. Co. v. EPA . 856 F.2d 309, 314 (D.C. Cir. 
1988); see, e.g. , Patterson v. IRS . No. 90-1941, slip op. at 3 (S.D. Ind. Nov. 




3. 1992) ( TTlhc disnuted fact r nnc t nntonmp ,r V 
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Su pply. Inc, v. Department of the Air Force . No. 86-2044, slip op. at 3-4 
(D.D.C. Sept. 29, 1987); Windels. Marx. Davies & Ives v. Department of 
Commerce . 576 F. Supp. 405, 409-11 (D.D.C. 1983). 


187 Alyeska Pipeline Serv. Co. v. EPA . 856 F.2d at 314 (footnote omitted); 
see also Duckworth v. Department of Navv . No. 91-15921, slip op. at 2 (9th 
Cir. Sept. 10, 1992) ("‘Conclusory allegations unsupported by factual data will . 
not create a triable issue of fact.’" (quoting Marks v. United States . 578 F.2d 
261, 263 (9th Cir. 1978))); Gale v. FBI . 141 F.R.D. 94, 96 (N.D. 111. 1992) 

(continued...) 



LITIGATION CONSIDERATIONS 


automatically in the face of non-substantive factual disputes, such as those that 
are , . , ‘metaphysical’ in nature." 188 

In a FOIA case, the agency has the burden of justifying nondisclo- 
sure, 189 and it must sustain its burden through the submission of detailed affi- 
davits which identify the documents at issue and explain why they fall under the 
claimed exemptions. 190 The widespread use of Vaughn Indexes, of course, 
means that affidavits, in the form of Vaughn Indexes, will nearly always be 
submitted in FOIA lawsuits, notwithstanding Rule 56’s language making affida- 
vits optional in general. 

As one court has put it, ’’[sjummary judgment is available to the defend- 
ant in a FOIA case when the agency proves that it has fully discharged its ob- 
ligations under the FOIA, after the underlying facts and the inferences to be 
drawn from them are construed in the light most favorable to the FOIA request- 
er." 191 Summary judgment may be granted solely on the basis of agency affi- 
davits if they are clear, specific and reasonably detailed, if they describe the 


1S7 (. . .continued) 

(plaintiff s "own self-serving statements [alone] are insufficient to create a 
genuine issue of material fact barring summary judgment"); Lawyers Alliance 
for Nuclear Arms Control v. Department of Energy . No. 88-CV-7635, slip op. 
at 3-5 (E.D. Pa. Dec. 17, 1991) (plaintiffs reliance on "inadmissible hearsay" 
statements insufficient to preclude summary judgment where rebutted by gov- 
ernment's "highly persuasive” sworn statements). But see Washington Post Co. 
v. HHS . 865 F.2d 320, 325-26 (D.C. Cir. 1989) (summary judgment found to 
be inappropriate, in Exemption 4 case, where affidavits conflicted on "critical 
factual issue" of whether government’s information-gathering ability would be 
impaired by disclosure); Washington Post Co. v. United States Dep't of State . 
840 F.2d 26, 29 (D.C. Cir. 1988) (summary judgment found to be inappropri- 
ate "when litigants quarrel over key factual premises"), vacated on petition for 
reh'g en banc . 898 F.2d 793 (D.C. Cir. 1989). 

188 Lombardo v. United States Dep’t of Justice . No. 87-2652, slip op. at 2 
(D.D.C. June 22, 1988); see In re Wade . 969 F.2d 241, 249 n.ll (7th Cir. 
1992) ("speculation would not defeat the summary judgment motion”); Trenerrv 
v. IRS . No. 90-C-444, slip op. at 3 (N.D. Okla. Jan. 7, 1992) ("plaintiff must 
do more than vituperatively hypothesize"), aff d in pertinent part, rev’d in part 
& remanded in part sub nom. Trenerrv v. Department of the Treasury . No. 92- 
5053, slip op. at 3-4 (10th Cir. Feb. 5, 1993). 

189 See, e.g. . United States Dep’t of Justice v. Reporters Comm, for Free- 
dom of the Press . 489 U.S. 749, 755 (1989); Coastal States Gas Corp. v. De- 
partment of Energy . 617 F.2d 854, 868 (D.C. Cir. 1980); Epps v. United 
States Dep’t of Justice . 801 F. Supp. 787 , 789 (D.D.C. 1992). 

190 SfiS King v. United States Dep’t of Justice . 830 F.2d 210, 217 (D.C, 

Cir. 1987); Vaughn v. Rosen . 484 F.2d 820, 826-28 (D.C. Cir. 1973), cert- 
denied . 415 U.S. 977 (1974). 

191 Miller v. United States Dep’t of State . 779 F.2d 1378, 1382 (8th Cir. 
1985). 
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withheld information in a factual and nonconclusory manner, and if there is no 
contradictory evidence on the record or evidence of agency bad faith. 192 If all 
of these requisites are met, such affidavits are usually accorded substantial 
weight by the courts. 193 

However, in a controversial two-to-one panel opinion, the D.C. Circuit 
indicated that, at least in the Exemption 4 context, it would give great weight to 
the rebuttal evidence of the requester and therefore require particular specificity 
in the affidavit of a company that submitted information to the FDA that both 
the agency and the company argued was protectible pursuant to Exemption 
4. 194 In the event of a trial on a contested issue of fact, it will be decided by 
a judge alone because a FOIA requester is "not entitled to a jury trial." 195 

In certain circumstances, opinions or conclusions may be asserted in 
agency affidavits, especially in cases in which disclosure would compromise 
national security, 196 On the other hand, "[c]ourts have consistently held that a 


192 See, e.g. . Hayden v. NSA . 608 F.2d 1381, 1387 (D.C. Cir. 1979), cert- 
denied . 446 U.S. 937 (1980); Hemenwav v. Hughes . 601 F. Supp. 1002, 1004 
(D.D.C. 1985) (in FOIA cases, summary judgment does not hinge on existence 
of genuine issue of material fact, but rather on basis of agency affidavits if they 
are reasonably specific, demonstrate logical use of exemptions and are not con- 
troverted by evidence in record or by bad faith) (applying standard developed in 
national security context to Exemption 6); see also In re Wade . 969 F.2d at 246 
("Without evidence of bad faith, the veracity of the government’s submissions 
regarding reasons for withholding the documents should not be questioned."). 

193 See, e.g. . Gardeis v. CIA . 689 F.2d 1100, 1104 (D.C. Cir. 1982); 
Taylor v. Department of the Army . 684 F.2d 99, 106-07 (D.C. Cir. 1982); 
Schreibman v. United States Dep’t of Commerce . 785 F. Supp. 164, 165 
(D.D.C. 1991). 

194 See Greenberg v. FDA . 803 F.2d 1213, 1217-18 (D.C. Cir. 1986) 
(plaintiff "introduced evidence that placed material issues of fact in dispute"); 
see also Washington Post Co. v. HHS . 865 F.2d at 325-26 ("competing ex- 
perts’ affidavits as to the effect of disclosure" held to constitute "genuinely con- 
troverted factual issue" under Exemption 4); MCI Telecommunications Corn, v. 
GSA, No. 89-746, slip op. at 15-16 (D.D.C. Mar. 25, 1992) ("fact-intensive 
question" under Exemption 4 as to whether disclosure will cause submitter 
competitive harm precludes summary judgment). 

195 Clarkson v. IRS . No. 8:88-3036, slip op. at 8 (D.S.C. May 10, 1990). 

196 See Gardeis v. CIA . 689 F.2d at 1106 (there is "necessarily a region for 
forecasts in which informed judgment as to potential harm should be respect- 
ed"); Halperin v. CIA . 629 F,2d 144, 149 (D.C. Cir. 1980) ("courts must take 
into account . . . that any affidavit of threatened harm to national security will 
always be speculative"); Hoch v. CIA . 593 F. Supp. 675, 683-84 (D.D.C. 
1984), aff’d . 807 F.2d 1227 (D.C. Cir. 1990) (table cite); see also Moore v. 
FBI . No. 83-1541, slip op. at 2 (D.D.C. Aug. 30, 1984) (FBI sufficiently 
identified "particular incident” given national security nature of documents), 
aff’d . 762 F.2d 138 (D.C. Cir. 1985) (table cite). 


) 
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requester’s opinion disputing the risk created by disclosure is not sufficient to 
preclude summary judgment for the agency when the agency possessing the 
relevant expertise has provided sufficiently detailed affidavits." 197 

Rule 56(e) of the Federal Rules of Civil Procedure provides that the 
affidavit must be based upon the personal knowledge of the affiant, must dem- 
onstrate the affiant’s competency to testify as to matters stated, and must set 
forth only facts which would be admissible in evidence. (A federal statute 
specifically permits unsworn declarations (i.e., without notarizations) to be util- 
ized in all cases in which affidavits otherwise would be required. 198 ) "Gratu- 
itous recitations of the affiant’s own interpretation of the law," however, are in- 
appropriate. 199 

In FOIA cases, the affidavit of an agency official who is knowledgeable 
about the way in which information is processed should satisfy the personal 
knowledge requirement. 200 Similarly, in instances in which an agency’s 
search is questioned, an affidavit of an agency employee responsible for coordi- 
nating the search efforts should be sufficient to fulfill the personal knowledge 


197 Smith v. FBI . 673 F. Supp. at 954; see, e.g. . Goldberg v. United States 
Dep’t of State . 818 F.2d 71, 78-79 (D.C. Cir. 1987) (under Exemption 1), 
cert, denied . 485 U.S. 904 (1988); Spannaus v. United States Dep’t of Justice . 
813 F.2d 1285, 1289 (4th Cir. 1987) (under Exemption 7(A)); Curran v. De- 
partment of Justice . 813 F.2d 473, 477 (1st Cir. 1987) (under Exemption 7(A)); 
Gardels v. CIA . 689 F.2d at 1106 n.5 (under Exemptions 1 and 3); Windels, 
Marx, Davies & Ives v. Department of Commerce . 576 F. Supp. at 410-11 (un- 
der Exemptions 2 and 7(E)); see also Lindsev v. NSC . No. 84-3897, slip op. at 
3 (D.D.C. July 12, 1985) (plaintiff cannot defeat summary judgment by saying 
that he will raise genuine issue "at a time of his own choosing"). 

198 28 U.S.C. § 1746 (1988); see Summers v. United States Dep’t of Jus- 
tice . 999 F.2d 570, 572-73 (D.C. Cir. 1993). 

199 Alamo Aircraft Supply, Inc, v. Weinberger . No. 85-1291, slip op. at 3 
(D.D.C. Feb. 21, 1986). 

200 See, e.g., Spannaus v. United States Dep’t of Justice . 813 F.2d at 1289 
(declarant’s attestation "to his personal knowledge of the procedures used in 
handling [the] request and his familiarity with the documents in question" held 
sufficient); Coleman v. FBI . No. 89-2773, slip op. at 8-9 (D.D T C. Dec. 10, 

1991) ("The law does not require the affiant preparing a Vaughn Index to be 
personally familiar with more than the procedures used in processing the partic- 
ular request."), summary affirmance granted . No. 92-5040 (D.C. Cir. Dec. 4, 

1992) ; United States Student Ass’n v. CIA . 620 F. Supp. 565, 567-68 (D.D.C. 
1985); Laborers’ Int’l Union v. United States Dep’t of Justice . 578 F. Supp. 

52, 55-56 (D.D.C. 1983) (affiant competent where observations based on re- 
view of investigative report and upon general familiarity with the nature of 
investigations similar io that documented in requested report), affd . 772 F.2d 
919 (D.C. Cir. 1984); Founding Church of Scientology v. Levi . 579 F. Supp. 
1060, 1064 (D.D.C. 1982); Ramo v. Department of the Navy . 487 F. Supp. 
127, 130 (N.D. Cal. 1979), affd, 692 F.2d 765 (9th Cir. 1982) (table cite). 
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requirement. 201 Likewise, in justifying the withholding of classified informa- 
tion under Exemption 1, the affiant is required only to possess document-clas- 
sification authority for the records in question, not personal knowledge of the 
particular substantive area that is the subject of the request. 202 However, affi- 
ants must establish that they are personally familiar with all of the withheld rec- 
ords, 203 and should not be selected merely because they occupy a particular 
position in the agency. 204 


201 See, e.g.. Mavnard v, CIA . 986 F.2d 547, 560 (1st Cir. 1993) ("[A]n 
agency need not submit an affidavit from the employee who actually conducted 
the search, instead, an agency may rely on an affidavit of an agency employee 
responsible for supervising the search.”); SafeCard Servs.. Inc, v. SEC . 926 
F.2d 1197, 1202 (D.C. Cir. 1991) (employee "in charge of coordinating the 
[agency’s] search and recovery efforts [is] most appropriate person to provide a 
comprehensive affidavit"); Meeropol v. Meese . 790 F.2d 942, 951 (D.C. Cir. 
1986) (supervisor/affiant properly relied on information provided by personnel 
who actually performed search); Carnev v. United States Dep’t of Justice . No. 
92-CV-6204, slip op. at 12 (W.D.N.Y. Apr. 27, 1993) ("There is no basis in 
either the statute or the relevant caselaw to require that an agency effectively 
establish by a series of sworn affidavits a ‘chain of custody’ over its search 
process. The format of the proof submitted by defendant-declarations of su- 
pervisory employees, signed under penalty of perjury— is sufficient for purposes 
of both the statute and Fed. R. Civ. P. 56.") (appeal pending); Spannaus v. Unit- 
ed States Dep’t of Justice . No. 85-1015, slip op. at 7 (D. Mass. July 13, 1992) 
(where third party claimed to have knowledge of additional documents, affidavit 
of agency employee who contacted that party found sufficient); Pennsylvania 
Dep’t of Pub. Welfare v. HHS . No. 84-690, slip op. at 3-4 (M.D, Pa. Nov. 

10, 1985) (affidavits of supervisory officials who directed search held ade- 
quate); cf, Mehl v. EPA . 797 F. Supp. 43, 46 (D.D.C. 1992) (while agency 
employee with "firsthand knowledge" of relevant files was appropriate person 
to supervise search undertaken by contractor, affidavit must specifically de- 
scribe search). 

202 Holland v. CIA . No. 91-1233, slip op. at 15-16 (D.D.C. Aug. 31, 

1992); McTigue v. United States Dep’t of Justice . No. 84-3583, slip op. at 8-9 
(D.D.C. Dec. 3, 1985), affd . 808 F.2d 137 (D.C. Cir. 1987). 

203 See Sellar v. FBI . No. 84-1611, slip op. at 3 (D.D.C. July 22, 1988). 

204 Seg Timken Co. v. United States Customs Serv. . 3 Gov’t Disclosure 
Serv. (P-H) | 83,234, at 83,975 n.9 (D.D.C. June 24, 1983) (affiant merely 
sampled documents that staff had reviewed for him). 
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Discovery 

Discovery is greatly restricted in FOIA actions. 205 It is generally limit- 
ed to the scope of an agency’s search, 206 its indexing and classification proce- 
dures, and similar factual matters. 207 Discovery may also be appropriate 
when the plaintiff can raise sufficient question as to the agency’s good faith in 
processing or in its search. 208 However, in all cases, determinations of wheth- 


205 Center for Nat'l Sec. Studies v. Office of Inden. Counsel . No. 91-1691, 
slip op. at 3 (D.D.C. Mar. 2, 1993) ("In the context of FOIA cases, discovery 
is generally inappropriate."); see In re Shackelford . No. 93-25, slip op. at 1 
(D.D.C. Feb. 19. 1993) ("plaintiffs effort to depose two former FBI agents, 
now retired, concerning the purpose and conduct of the investigation of John 
Lennon over 20 years ago, is beyond the scope of allowable discovery in a 
[FOIA] action"). 

206 Weisberg v. United States Dep’t of Justice . 627 F.2d 365, 371 (D.C. 
Cir. 1980) (discovery appropriate to inquire into adequacy of document search); 
Exx on Corp. v. FTC . 384 F. Supp. 755, 760 (D.D.C. 1974) (discovery limited 
to adequacy of search for identifiable records). 

M7 Church of Scientology v. IRS . 137 F.R.D. 201, 202 (D. Mass. 1991); 
Murphy v. FBI. 490 F. Supp. 1134, 1136 (D.D.C. 1980); see Washington Post 
C.Q^v , United States Dep’t of Justice . No. 84-3581, slip op. at 1-2 (D.D.C. 
Aug. 2, 1990) (permitting discovery, in Exemption 7(B) case, on issue of 
whether it is more probable than not that disclosure would seriously interfere 
with fairness of pending or "truly imminent” trial or adjudication); Silverberg 
V- HHS, No. 89-2743, slip op. at 2-3 (D.D.C. June 26, 1990) (permitting dis- 
covery, in Exemption 4 case, of responses by private drug-testing laboratories 
to agency’s inquiry concerning whether their "performance test results" are 
customarily released to public); ABC v. IJSIA . 599 F. Supp. 765, 768-70 
(D.D.C, 1984) (agency head ordered to submit to deposition on issue of wheth- 
er transcripts of tape-recorded telephone calls constitute "personal records" or 
"agency records"). But see also Local 3. Int’l Bhd. of Elec. Workers v. 

NLRB, 845 F,2d 1177, 1179 (2d Cir. 1988) (discovery may be permitted to 
determine whether complete disclosure was made and whether exemptions 
properly applied). 

208 See ) .„e.g J ,, Church of Scientology v. IRS . 991 F.2d 560, 563 (9th Cir. 
1992) (finding abuse of discretion in district court’s denial of discovery in light 
of "the special disadvantages facing this FOIA plaintiff," including "the ques- 
tionable sufficiency of the Vaughn Index, the apparent evasiveness of the IRS 
responses [and] the slim showing of a need for as extensive a cloak of secrecy 
as the Government claimed"); Armstrong v. Bush . 139 F.R.D. 547, 553 
(D.D.C. 1991) (discovery permitted to test government’s claim that request for 
electronically stored records "would place an unreasonable burden on the agen- 
cy"); Van Strum v. EPA . 680 F. Supp. 349, 350-51 (D. Or. 1987) (discovery 
appropriate where documents received by anonymous source raise "valid con- 
cerns" of affiant’s credibility and good faith of search); cf. Spannaus v. United 
States Dep’t of Justice, No. 85-1015, slip op. at 7 (D. Mass. July 13, 1992) 
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er discovery should be permitted -and, if so, the type and extent of such discov- 
ery— are vested in the sound discretion of the district court. 209 


Such factual issues can properly arise, if at all, only after the government 
moves for summary judgment and submits its supporting affidavits and memo- 
randum of law. 210 For example, one court entered a protective order barring 
discovery until the defendant had an opportunity to submit a second Vaughn 
affidavit, even after the court had found that the agency’s affidavit was insuffi- 
cient to establish the adequacy of the agency’s search. 21 * At least one court 


108 (... continued) 

(discovery denied where "[pjlaintiff has not offered any evidence to rebut the 
presumption of good faith that is accorded to [defendant’s affidavit detailing its 
search]"). 


209 North Carolina Network for Animals. Inc, v. United States Dep’t of 
Agric. . No. 90-1443, slip op. at 12 (4th Cir. Feb. 5, 1991) ("The district court 
should exercise its discretion to limit discovery in this as in all FOIA cases, and 
may enter summary judgment on the basis of agency affidavits when they are 
sufficient to resolve issues ...."); see, e.g. . Trenerrv v. United States Dep't 
of Treasury . No. 92-5053, slip op, at 10 (10th Cir. Feb. 5, 1993); Mavnard v. 
CIA, 986 F.2d 547, 567 (1st Cir. 1993); Gillin v. IRS . 980 F.2d 819, 823 (1st 
Cir. 1992) (per curiam); Nolan v. United States Dep’t of Justice . 973 F.2d 843, 
849 (10th Cir. 1992); Meeropol v. Meese . 790 F.2d 942, 960-61 (D.C. Cir. 
1986); Poland v.. CIA, 607 F.2d 339, 352 (D.C. Cir. 1978), cert, denied . 445 
U.S. 927 (1980). 


210 See, Miscavige v. IRS . No. 92-8659, slip op. 3284, 3287 (11th 
Cir. Sept. 17, 1993) ("The plaintiffs early attempt in litigation of this kind . . . 
to take discovery depositions is inappropriate until the government has first had 
a chance to provide the court with the information necessary to make a decision 
on the applicable exemptions.") (to be published); Farese v. United States Dep’t 
of Justice . No. 83-938, slip op. at 6 (D.C. Cir. Aug. 12, 1987) (affirming de- 
nial of discovery filed prior to affidavits because discovery "sought to short- 


circuit the agencies’ review of the voluminous amount of documentation re- 
quested"); Simmons v. United States Dep’t of Justice . 796 F.2d 709, 711-12 
(4th Cir. 1986); Military Audit Project v. Casev . 656 F.2d 724, 750 (D.C. Cir. 
1981); Church of Scientology v. IRS . 137 F.R.D. at 202; Stone v. FBI . No. 
87-1346, slip op. at 2 (D.D.C. Jan. 19, 1988); Fern v. Department of Justice . 
No. 86-1279, slip op. at 2 (D.D.C. Oct. 3, 1986); Citizens for Envtl’ Quality. 
Inc, v. United States Dep’t of Agric . . No. 83-3763, slip op. at 2 (D.D.C. May 
24, 1984), summary judgment granted . 602 F. Supp. 534 (D.D.C. 1984); 
M urphv v. FBI . 490 F. Supp. at 1 137; Diamond v. FBI . 487 F. Supp. 774, 
777-78 (S.D.N.Y. 1979), affd on other grounds . 707 F.2d 75 (2d Cir. 1983), 
cert, denied . 465 U.S. 1004 (1984). 


211 Founding Church of Scientology v. United States Marshals Serv. . 516 F. 
151, 156 (D.D.C. 1980). But see Center for Nat’l Sec. Studies v. INS . 


Supp. 

No. 87-2068, slip op. at 2 (D.D.C. July 27, 1988) (plaintiff permitted discov- 
ery on issue of due diligence even pnor to filing of government’s affidavits); 

(continued...) 
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has afforded a higher standard for Exemption 1 cases, stating the ”[i]t would be 
inappropriate to open this up to inadvertent statements by ... a deponent in a 
national security area." 2 ’ 2 In any event, the "trial court has broad discretion 
... to stay discovery until preliminary questions that may dispose of the case 
are determined." 213 

A FOIA plaintiff should not in any case be permitted to extend his dis- 
covery efforts into the agency’s thought processes for claiming particular ex- 
emptions. 214 Moreover, discovery should not be permitted where a plaintiff 
seeks thereby to obtain the contents of withheld documents, the issue that lies at 
the very heart of a FOIA case. 215 Nevertheless, in one Exemption 4 case the 
court permitted the plaintiffs counsel to review an in camera submission, sub- 


211 (... continued) 

Shurberg Broadcasting of Hartford. Inc, v. FCC . 617 F. Supp. 825, 832 
(D.D.C. 1985) (court permitted discovery after receiving Vaughn affidavit and 
determining that there was a genuine issue as to thoroughness of agency’s 
search); Exxon Coro, v. FTC . 384 F. Supp. 755, 758-60 (D.D.C. 1974) (court 
permitted discovery by interrogatories when affidavits raised questions regard- 
ing adequacy of search, but denied further discovery after answers to interroga- 
tories, together with entire record in case, resolved such questions), remanded . 
527 F.2d 1386 (D.C, Cir. 1976) (table cite). 

2,2 McTigue v. United States Deo’t of Justice . No. 84-3583, slip op. at 8 
(D.D.C. Dec. 3, 1985), affd . 808 F.2d 137 (D.C. Cir. 1987) (table cite). 

213 Petrus v. Brown . 833 F.2d 581, 583 (5th Cir. 1987) (granting stay of 
discovery pending determination of proper party defendant). 

214 See Pearson v. Bureau of Alcohol. Tobacco & Firearms . No. 85-3079, 
slip op. at 1-2 (D.D.C. Sept. 22, 1986); Murphy v. FBI . 490 F. Supp. at 1136 
(citing United States v. Morgan . 313 U.S. 409, 422 (1941)). 

215 See, e.g. . Local 3. Inf 1 Bhrt. of F.lec. Workers v. NLRB . 845 F.2d at 
1179 (plaintiff not entitled to discovery which would be tantamount to disclo- 
sure of contents of exempt documents); Pollard v. FBI . 705 F.2d 1151, 1154 
(9th Cir. 1983) (discovery denied where directed to substance of withheld docu- 
ments at issue); Curcio v. FBI . No. 89-941, slip op. at 3-4 (D.D.C. Mar. 6, 
1990) (same); Moore v. FBI . No. 83-1541, slip op. at 6 (D.D.C. Mar. 9, 

1984) (court denied discovery requests which "would have to go to the sub- 
stance of the classified materials" at issue, noting that " [t]his is precisely the 
case when the court can and should exercise its discretion to deny that discov- 
ery"), affd . 762 F.2d 138 (D.C. Cir. 1985) (table cite); Laborers’ Infl Union 
v. United States Dep’t of Justice . 578 F. Supp. 52, 56 (D.D.C. 1983) (objec- 
tions to interrogatories sustained where answers would "serve to confirm or 
deny the authenticity of the document held by plaintiff"), affd . 772 F.2d 919 
(D.C. Cir. 1984); £f Indiana Coal Council v. Hodel . 118 F.R.D. 264, 265-66 
(D.D.C. 1988) (discovery of legal research system barred as a request for law, 
not factual information). But cf. Public Citizen v. EPA . No. 86-0316, slip op. 
at 7 (D.D.C. Oct. 16, 1986) ("While plaintiff has no right to material about 
deliberative processes, it at the least has a right ... to know if the material it 
seeks justifies a deliberative process privilege,"). 
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ject to the terms of a restrictive protective order. 216 

Discovery also should not be permitted where the plaintiff is plainly using 
the FOSA lawsuit as a means of questioning investigatory action taken by the 
agency or the underlying reasons for undertaking such investigations. 217 
Courts will refuse to "allow [a] plaintiff to use this limited discovery opportun- 
ity as a fishing expedition [for] investigating matters related to separate law- 
suits." 21 * 


Discovery should be denied altogether if the court is satisfied from the 
agency’s affidavits that no factual dispute remains, 219 and where the affidavits 
are "relatively detailed" and submitted in good faith. 220 Consequently, discov- 
ery should routinely be denied when the plaintiff’s "efforts are made with [noth- 
ing] more than a ‘bare hope of falling upon something that might impugn the 
affidavits’" submitted by the defendant agency. 221 In any event, curtailment 
of discovery is particularly appropriate where the court takes in camera inspec- 


216 Lederle Lab, v. HHS . No. 88-249, slip op. at I (D.D.C. May 2, 1988). 

217 See Williams v. FBI , No. 90-2299, slip op. at 7-8 (D.D.C. Aug. 6, 
1991); Donohue v. United States Dep’t of Justice . No. 84-3451, slip op. at 4 
(D.D.C. May 16, 1986); see also Frvdman v. Department of Justice . No. 78- 
4257, slip op. at 3-4 (D. Kan. Jan. 3, 1990) (discovery concerning electronic 
surveillance investigative practices denied). 

218 Tannehill v. Department of the Air Force . No. 87-1335, slip op. at 4 
(D.D.C. Nov. 12, 1987) (discovery limited to determination of FOIA issues, 
not to underlying personnel decision); see also Morrison v. United States Dep’t 
o fJustice . No. 87-3394, slip op. at 4 (D.D.C. Apr. 29, 1988) (denying deposi- 
tions and refusing to "sanction a fishing expedition" where plaintiff argued 
newspaper article evidenced waiver of Exemption 5, but article actually 
”raise[d] precisely the opposite inference"). 

219 Goland v. CIA . 607 F,2d 339, 352 (D.C. Cir. 1978), vacated in part & 
reh’g denied . 607 F.2d 367 (D.C. Cir. 1979), cert, denied . 445 U.S. 927 
(1980); see also Stone v. FBI , slip op. at 2. 

220 See SafeCard Servs.. Inc, v. SEC . 926 F.2d 1197, 1200-02 (D.C. Cir. 
1991) (affirming decision to deny discovery as to adequacy of search on ground 
that agency’s affidavits were sufficiently detailed); Military Audit Project v. 
Casey. 656 F.2d at 751 (affirming trial court’s refusal to permit discovery 
where plaintiffs had failed to raise "substantial questions concerning the sub- 
stantive content of the [defendants’] affidavits"); Freeman v. United States 
Dep’t of Justice . No. 90-2754, slip op. at 3 n.3 (D.D.C. July 12, 1991) (plain- 
tiff’s "conjecture and unsupported allegation" that agency has "motive" to pre- 
vent release of responsive records held insufficient basis for discovery concern- 
ing adequacy of search); see also Gardels v. CIA . 689 F.2d 1100, 1106 & n.5 
(D.C. Cir. 1982); Murphv v. FBI . 490 F. Supp. at 1136-37. 

221 C enter for Nat’l Sec. Studies v. Office of Indep, Counsel , slip op. at 5 
(quoting Founding Church of Scientology v, NSA . 610 F,2d 824, 836-37 n.101 
(D.C. Cir. 1979)); see Military Audit Project v. Casev . 656 F.2d at 751-52. 
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inspection. 222 

Finally, it should be noted that in appropriate cases, the government can 
conduct discovery against the requester, 223 but there is no jurisdiction under 
the FOIA to permit either party to take discovery against a private citizen. 224 

Waiver of Exemptions in Litigation 

As noted above, the FOIA directs district courts to review agency actions 
de novo. 225 Thus, an agency is not barred from invoking a particular exemp- 
tion in litigation merely because that exemption was not cited in responding to 
the request at the administrative level. 226 

Failure to raise an exemption in a timely fashion in litigation at the dis- 
trict court level, however, may result in a waiver. Although an agency should 
not be required to plead its exemptions in its answer, 227 it has been held that 


222 Sge Mehl v. EPA . 797 F. Supp. 43, 46 (D.D.C. 1992) (in camera re- 
view, rather than discovery, employed to resolve inconsistency between repre- 
sentations in Vaughn Index and agency’s prior public statements); Laborers* 

Int’l Union v. United States Dep’t of Justice . 772 F.2d at 921. 

223 See In re Enaram . No. 91-1722, slip op. at 6-7 (4th Cir. June 2, 1992) 
(per curiam) (discovery regarding how plaintiff obtained defendant’s document 
permitted as relevant to issue of waiver under Exemption 5); Weisberg v. Unit- 
ed States Dep’t of Justice . 749 F.2d 864, 868 (D.C. Cir. 1984). 

224 See Kurz-Kasch. Inc, v. POD . 113 F.R.D. 147, 148 (S.D. Ohio 1986). 

225 5 U.S.C. § 552(a)(4)(B) (1988). 

226 See, e.g. . Young v. CIA . 972 F.2d 536, 538-39 (4th Cir. 1992); Gula 
v, Meese . 699 F. Supp. 956, 959 n,2 (D.D.C. 1988); Farmworkers Legal 
Servs. v. United States Dep’t of Labor . 639 F. Supp. 1368, 1370-71 (E.D.N.C. 
1986); Illinois Inst, for Continuing Legal Educ. v. United States Dep’t of La- 
bor , 545 F. Supp. 1229, 1236 (N.D. Ill, 1982); Dub in v. Department of the 
Treasury . 555 F. Supp. 408, 412 (N.D. Ga. 1981), affd . 697 F.2d 1093 (11th 
Cir. 1983) (table cite); see also Conoco Inc, v. United States Dep’t of Justice . 
521 F. Supp. 1301, 1306 (D. Del. 1981) (agency is not barred from asserting 
work-product claim under Exemption 5 merely because it had not acceded to 
plaintiffs demand for Vaughn Index at administrative level), affd in part, rev’d 
in part & remanded . 687 F.2d 724 (3d Cir. 1982). But cf. AT&T Info. Svs. v. 
GSA, Bio F.2d 1233, 1236 (D.C. Cir. 1987) (in "reverse" FOIA context- 
where standard of review is "arbitrary [and] capricious" based upon "whole" 
administrative record— agency may not initially offer at litigation stage its rea- 
sons for refusal to withhold material); Giidav v. United States Dep’t of Justice . 
No. 85-292, slip op. at 5 (D.D.C. July 22, 1985) (agency rationale asserted in 
litigation over denial of fee waiver cannot correct shortcomings of administra- 
tive record). 

227 See, e.g. . Johnson v. Federal Bureau of Prisons . No. 90-H-645-E, slip 

(continued...) 




- 363 - 


f. 


LITIGATION CONSIDERATIONS 

"‘agencies [may] not make new exemption claims to a district court after the 
judge has ruled in the other party’s favor,’ nor may they ‘wait until appeal to 
raise additional claims of exemption or additional rationales for the same 
claim.’" 228 Thus, an agency’s failure to preserve its exemption claims can 
lead to serious waiver consequences as FOIA litigation progresses, not oniy 
during the initial district court proceedings, 229 but also at the appellate lev- 
el, 230 and even following a remand. 231 


227 (... continued) 

op. at 4-5 (N.D. Ala. Nov. 1, 1990); Farmworkers Legal Servs. v. United 
States Dep’t of Labor . 639 F. Supp. at 1371; Berrv v. Department of Justice . 
612 F. Supp. 45, 47 (D. Ariz. 1985); see also American Fed’n of Gov’t Em- 
ployees v. United States Dep’t of Commerce . 907 F.2d 203, 206-07 (D.C. Cir. 
1990). But see Ray v. United States Dep’t of Justice . 908 F.2d 1549, 1557 
(11th Cir. 1990) (going so far as to suggest that all exemptions must be raised 
by defendant agency "‘in a responsive pleading”' (quoting Chilivis v. SEC . 673 
F.2d 1205, 1208 (11th Cir. 1982))), rev’d on other grounds sub nom. United 
States Dep’t of State v. Rav . 112 S. Ct. 541 (1991). 

218 Senate of P.R. v. United States Dep’t of Justice . 823 F.2d 574, 580 
(D.C. Cir, 1987) (quoting Holy Spirit Ass’n v, CIA . 636 F.2d 838, 846 (D.C. 
Cir. 1980), vacated in part as moot . 455 U.S. 997 (1982)). 


229 See, e . g., Ray v. United States Dep’t of Justice . 908 F.2d at 1551 (new 
exemption claims waived when raised for first time after district court ruled 
against government on its motion for summary judgment); Miller v. Sessions . 
No. 77-C-3331, slip op. at 2 (N.D, 111. May 2, 1988) ("misunderstanding" on 
part of government counsel of court’s order to submit additional affidavits held 
insufficient to overcome waiver; motion for reconsideration denied); Nishnic v. 
United States Dep’t of justice . No. 86-2802, slip op. at 2-3 (D.D.C. Oct. 20, 
1987) (defendant’s motion for reconsideration to present additional affidavits, 
exemptions and evidence under seal denied as defendant had "ample oppor- 
tunity” to present all FOIA defenses at earlier stage of litigation); Powell v. 
United States Dep’t of Justice . No. C-82-326, slip op. at 4 (N.D. Cal. June 14, 
1985) (government may not raise Exemption 7(D) for documents declassified 
during pendency of case when only Exemption 1 raised at outset). 


230 gee^ e.^, J ordan v. United States Dep’t of Justice . 591 F.2d 753, 779- 
80 (D.C. Cir. 1978) (en banc) (refusing to consider government’s Exemption 7 
claim first raised in a "supplemental memorandum" filed one month prior to 
appellate oral argument). 


231 See, e.g. . Fendler v. Parole Comm’n . 774 F.2d 975, 978 (9th Cir, 

1985) (government barred from raising Exemption 5 on remand to protect pre- 
sentence report because it was raised for first time on appeal); Ryan v. Depart- 
ment of Justice . 617 F.2d 781, 792 & n.38a (D.C. Cir. 1980) (government 
barred from invoking Exemption 6 on remand because it was raised for first 
time on appeal); see also Benavides v. United States Bureau of Prisons . 995 
F.2d 269, 273 (D.C. Cir. 1993) (”[T]he government is not entitled to raise 
defenses to requests for information seriatim until it finds a theory that the court 
will accept, but must bring all its defenses at once before the district court.") 
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The effect of these holdings is somewhat mitigated by the Court of Ap- 
peals for the District of Columbia Circuit’s observation in Jordan v. United 
States De partment of Justice that if the government "through pure mistake" 
failed to assert the proper exemption in district court and the information in- 
volved was of a very sensitive nature and was "highly likely" to be protected by 
an exemption, then the appellate court would have discretion under 28 U.S.C. 

§ 2106 to remand the case for such further proceedings "as may be just under 
the circumstances." 232 

Sometimes, changes in factual circumstances may dictate revisions of an 
agency’s exemption position-for example, where an agency’s Exemption 7(A) 
withholding is rendered moot by intervening factual developments. 233 Simi- 


231 (... continued) 

(Privacy Act access case). Compare Washington Post Co. v, HHS . 795 F.2d 
205, 208-09 (D.C. Cir. 1986) ("privilege" prong of Exemption 4 may not be 
raised for first time on remand— even though "confidential" prong was previous- 
ly raised— absent sufficient extenuating circumstances) and Washington Post Co. 
v •. HHS , 865 F.2d 320, 327 (D.C. Cir. 1989) (agency prohibited from raising 
new aspect of previously raised prong of Exemption 4) with Lame v. United 
States Dep't of Justice . 767 F.2d 66, 71 n.7 (3d Cir. 1985) (new exemptions 
may be raised first on remand, as compared to raising new exemptions on ap- 
peal). 

232 591 F.2d at 780; §§e Rvan v. Department of Justice . 617 F.2d 781, 792 
(D.C. Cir. 1980) (following Jordan , rejects exemption not raised at district 
court; no "extraordinary circumstances" to warrant relief under 28 U.S.C. 

§ 2106); see also Oklahoma Publishing Co. v. HUD . No. 87-1935-P, slip op. 
at 4 (W.D. Okla. June 17, 1988) (because Exemption 6 found applicable to 
material originally ordered disclosed, court held exemption not waived-to pro- 
tect subject— but imposed sanctions on defendant and counsel); Washington Post 
Cq, v. DQD, No. 84-2402, slip op. at 5 (D.D.C. Apr. 11, 1988) (permitting 
agency to raise new Exemption 1 claim for records previously found not pro- 
tected by Exemption 5, where disclosure "could compromise the nation’s for- 
eign relations or national security" (citing Jordan v. United States Dep’t of 
Justice, 591 F.2d at 780)). B ut cf , Schanen v. United States Dep’t of Justice . 
798 F.2d 348, 349-50 (9th Cir. 1986) (although government’s Rule 60(b) mo- 
tion, based on procedural errors, was properly denied, government may with- 
hold identities of informers and DEA agents due to possibility of imminent 
harm to those individuals; government subject to attorney fees, fyowever). 

233 See, e.g. . Chilivis v. SEC . 673 F.2d 1205, 1208 (11th Cir. 1982) (gov- 
ernment not barred from invoking other exemptions after reliance on Exemption 
7(A) rendered untenable by conclusion of underlying law enforcement proceed- 
ing); Donovan v. FBI . 625 F. Supp. 808, 809 (S.D.N.Y. 1986) (same); accord 
Senate of P.R. v. United States Dep’t of Justice . 823 F.2d at 581 (making no 
"broad pronouncement" on whether conclusion of law enforcement proceedings 
used to justify Exemption 7(A) claim will always be sufficient factual change, 
court found, based upon showing of good faith by agency, that trial judge did 
not abuse discretion in allowing agency to advance, other exemptions); see also 

(continued. . .) 
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larly, an agency should be able to belatedly assert new defenses if there is "an 
interim development in applicable legal doctrine." 234 

In the district court, exemption claims should, of course, be substantiated 
by adequate Vaughn submissions. (See discussion of " Vaughn Index," above.) 
Failure to submit an adequate Vaughn affidavit, however, should not result in a 
waiver of exemptions and justify the granting of summary judgment against an 
agency. 235 The most prudent practice for agency defendants, though, is to en- 
sure that their initial Vaughn affidavits contain detailed justifications of every 


233 (... continued) 

Ch urch. of .Scientology v. IRS . 816 F. Supp. 1138, 1157 (W.D. Tex. 1993) ("If 
the investigation is open ... at the time of the request, the documents are 
exempt. Furthermore, the agency is not required to monitor the investigation 
and release the documents once the investigation is closed and there is no rea- 
sonable possibility of future proceedings." (citing Bonner v. United States Dep ’t 
of State . 928 F.2d 1148, 1152 (D.C. Cir. 1991))). But see Curcio v. FBI . No. 
89-941, slip op. at 10-11 (D.D.C. Nov. 2, 1990) (government barred from rais- 
ing new exemptions where it originally relied entirely upon Exemption 7(A)) 
(motion for reconsideration pending); gft Washington Post Co. v. HHS . 795 
F,2d at 208 (fact that court recommended in previous decision, in dicta, that 
HHS raise new argument could not be considered "extraordinary circumstance" 
that would justify actually raising argument on remand). 

234 Jordan v. United States Dep’t of Justice . 591 F.2d at 780; see also Cot- 
ner v. United States Parole Comm’n . 747 F.2d 1016, 1018-19 (5th Cir. 1984) 
(new exemptions may be asserted when remand due to "fundamental" change in 
government’s position "not calculated to gain any tactical advantage in this 
particular case"); Carson v. United States Dep’t of Justice . 631 F.2d 1008, 

1015 n.29 (D.C. Cir. 1980) (declining to preclude consideration of particular 
FOLA exemptions on remand where, in holding that presentence report was 
agency record of Parole Commission for purposes of FOIA, court was "em- 
bark[ing] upon previously uncharted territory"). But see Lvkifls v. Rose . 608 
F. Supp. 693, 695 (D.D.C. 1984) ("interim developments” justification for new 
exemptions does not include losses in instant case or rejection of alternative 
defense). 

235 Sge Coastal States Gas Corp. v. Department of Energy . 644 F.2d 969, 
982 (3d Cir. 1981) (abuse of discretion to refuse to consider revised index and 
instead award "partial judgment" to plaintiff, even though corrected index was 
submitted one day before oral argument on plaintiffs "partial judgment" mo- 
tion); eft Wilkinson v. FBI . No. 80-1048, slip op. at 3 (C.D. Cal. June 17, 
1987) (after providing government 30 days to further justify exemptions, and 
after reviewing those subsequent declarations, court found same faults with new 
declarations as with original ones and ordered in camera review). But see 
Carroll v, IRS . No. 82-3524, slip op. at 28 (D.D.C. Jan. 31, 1986) (holding 
affidavits insufficient and affording agencies no further opportunities to re-assert 
their claims; " [ajfter years of litigation, die suit must be resolved"). 
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exemption planned to be asserted on the basis of all known facts. 236 By the 
same token, courts also have held that they will not consider issues raised for 
the first time on appeal by FOIA plaintiffs. 237 

Attorney Fees and Litigation Costs 

The FOIA is one of more than 100 different federal statutes which con- 
tains a "fee-shifting" provision permitting the trial court to award reasonable 
attorney fees and litigation costs if the plaintiff has "substantially prevailed" in 
litigation. 238 This provision, added as part of the 1974 FOIA amendments, 
requires courts to engage in a two-step substantive inquiry: (I) Is the plaintiff 
eligible for an award of fees and/or costs? (2) If so, is the plaintiff entitled to 
it? 239 The award of fees is discretionary with the court, once the threshold of 
eligibility has been crossed. 240 

As a preliminary matter, it should be noted that S U.S.C. § 552(a)(4)(E) 


236 See Coastal States Gas Corp. v. Department of Energy . 644 F.2d at 981 
(suggesting that agencies might be restricted to one index); see also ABC v. 
USIA . 599 F. Supp. 765, 768 (D.D.C. 1984) (flatly denying government’s re- 
quest to first litigate "agency record" issue and to raise other exemptions only if 
threshold defense fails). 

237 See, e.g.. Curran v. Department of Justice . 813 F.2d 473, 477 (1st Cir. 
1987) (in camera inspection of records not considered when raised for first time 
on appeal); Wightman v. Bureau of Alcohol. Tobacco & Firearms . 755 F.2d 
979, 983 (1st Cir. 1985) (appointment of counsel not considered when raised 
for first time on appeal); Bush v. Webster . No. 85-4262, slip op. at 2-3 (5th 
Cir. Feb. 10, 1986) (government’s lack of expeditious handling of case raised 
for first time on appeal); Kimberlin v. United States Dep’t of the Treasury . 774 
F.2d 204, 207 (7th Cir. 1985) (issue of deletions taken pursuant to FOIA ex- 
emptions raised for first time on appeal). But see Carter v. United States Dep’t 
of Commerce . 830 F.2d 388, 390 n.8 (D.C. Cir. 1987) (appellate court sua 
sponte considered new theories of public interest in its Exemption 6 balancing 
not raised by plaintiff at district court); Farese v. United States Dep’t of Jus- 
tice, No. 86-5528, slip op. at 9-10 (D.C. Civ. Aug. 12, 1987) (plaintiff not 
estopped from challenging use of specific exemptions at appellate stage where 
he merely argued at trial level that agency failed to meet its burden of establish- 
ing documents exempt). 

238 5 U.S.C. § 552(a)(4)(E) (1988). 

239 See Tax Analysts v. United States Dep’t of Justice . 965 F.2d 1092, 1093 
(D.C. Cir. 1992); Church of Scientology v. United States Postal Serv. . 700 
F.2d 486, 489 (9th Cir. 1983). 

240 See, e.g. . Young v. Director. CIA . No. 92-2561, slip op. at 4 (4th Cir. 
Aug. 10, 1993); Mavnard v. CIA . 986 F.2d 547, 567 (1st Cir. 1993); Tax 
Analysts v. United States Dep’t of Justice . 965 F.2d at 1094 ("sifting of [fee] 
criteria over the facts of a case is a matter of district court discretion"); Weis- 
berg v. United States Dep’t of Justice . 745 F.2d 1476, 1495 (D.C. Cir. 1984); 
Church of Scientology v. United States Postal Serv. . 700 F.2d at 489. 
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provides for the assessment of fees and costs reasonably incurred in litigating an 
action under the FOIA. Accordingly, fees and other costs may not be awarded 
for services rendered at the administrative level. 241 Similarly, fees are not re- 
coverable for services rendered in related rulemaking proceedings. 242 

The vast majority of courts have held that 5 U.S.C. § 552(a)(4)(E) does 
not authorize the award of fees to a pro se nonattorney . 243 Previously, only 
the Court of Appeals for the District of Columbia Circuit had unqualifiedly 
approved the award of fees to pro se nonattorney litigants. 244 Following the 
Supreme Court’s decision in Kav v. Ehrler . 245 however, the D.C. Circuit con- 
cluded in Benavides v. Bureau of Prisons , that it was "constrained" to reverse 
its position. 246 It observed that "absent congressional intent to the contrary, 
the Supreme Court believes that the word ‘attorney,’ when used in the context 
of a fee-shifting statute, does not encompass a layperson proceeding on his own 
behalf." 247 In rejecting the plaintiffs contention that the "the fee provision in 


241 See Newport Aeronautical Sales v. Department of the Navy . No. 84- 
120, slip op. at 8 (D.D.C. Apr. 17, 1985); Associated Gen. Contractors v. 
ERA, 488 F. Supp. 861, 864 (D. Nev. 1980); £f Kennedy v. Andrus . 459 F. 
Supp. 240, 244 (D.D.C. 1978) (no fees for services rendered at administrative 
level under Privacy Act of 1974), affd, 612 F.2d 586 (D.C. Cir. 1980) (table 
cite). But_see Mahler v, IRS . No. 79-3238, slip op. at 1 (D.D.C. Mar. 28, 
1980) (one-page order granting pro se plaintiffs unopposed motion for attorney 
fees for work done at administrative level). 

242 See Newport Aeronautical Sales v. Department of the Navy , slip op. at 
8; see also Nichols v. Pierce . 740 F.2d 1249, 1252-54 (D.C. Cir. 1984) (no 
fees awarded where plaintiff was successful in APA rulemaking action in which 
FOIA had not been referenced or primarily relied upon). 

243 See, e.g „ Carter v, VA . 780 F.2d 1479, 1481 (9th Cir. 1986); DeBold 
v. Stimson , 735 F.2d 1037, 1041-43 (7th Cir. 1984); Wolfel v. United States . 
711 F.2d 66, 68 (6th Cir. 1983); Clarkson v. IBS . 678 F.2d 1368, 1371 (11th 
Cir. 1982); Cunningham v, FBI . 664 F.2d 383, 384-88 (3d Cir. 1981); Barrett 
v. Bureau of Customs . 651 F.2d 1087, 1089 (5th Cir. 1981), cert, denied . 455 
U.S. 950 (1982); Crooker v. United States Dep’t of Justice . 632 F.2d 916, 
920-21 (1st Cir. 1980); Burke v. Department of Justice . 432 F. Supp. 251, 253 
(D. Kan. 1976), affd, 559 F.2d 1182 (10th Cir. 1977); cf. Crooker v. EPA . 
763 F.2d 16, 17 (1st Cir. 1985) (pro se FOIA plaintiff may not collect fees 
under Equal Access to Justice Act). 

244 See Cox v- United States Dep’t of Justice . 601 F.2d 1, 5-6 (D.C. Cir. 
1979); Holly v. Acree . 72 F.R.D. 115, 116 (D.D.C. 1976), affd sub nom. 
Holly v. Chasen . 569 F.2d 160 (D.C. Cir. 1977) (table cite). 

245 111 S. Ct. 1435, 1436-37 (1991) (holding that 42 U.S.C. § 1988 (1988), 
a fee-shifting statute similar to FOIA, does not authorize payment of fees to pro 
se attorney litigants). 

246 993 F.2d 257, 259 (D.C. Cir. 1993). 

247 IcL 


- 368 - 



LITIGATION CONSIDERATIONS 


FOIA is designed principally to deter government noncompliance," 248 the 
D.C, Circuit declared: "To the extent that the fee-shifting provision in FOIA 
helps deter violations of the law, that result is only a serendipitous by-product 
of encouraging aggrieved individuals to obtain an attorney." 249 

In the wake of Kav and Benavides , the scant residual authority approving 
attorney fees awards to a pro se plaintiff may be regarded as tenuous, at best. 
An earlier decision of the Court of Appeals for the Second Circuit implicitly 
held open the possibility of an award of attorney fees to a pro se litigant, al- 
though affirming the district court’s denial of fees in that particular case. 250 
In a subsequent decision, however, the Second Circuit appeared to retreat from 
even this equivocal position. 251 

Although in its decision in Benavides the D.C. Circuit specifically re- 
fused to comment on the availability of fees to pro se plaintiffs who are attor- 
neys, 252 it should be noted that in Kav v. Ehrler . the Supreme Court specifi- 
cally ruled that even a pro se attorney is ineligible for a fee award under 
42 U.S.C. § 1988, 253 implicitly endorsing a line of cases that had reached the 
same conclusion under the FOIA. 254 It is significant that in Kav v. Ehrler . 
the Supreme Court employed reasoning virtually identical to that of Falcone v. 
IRS , 255 a FOIA decision upon which the district court in Kav v. Ehrler had 


248 li; see al so Sellers v. Bureau of Prisons . No. 93-5090, slip op. at 1 
(D.C. Cir. July 27, 1993) (applying principle of Kay and Benavides to deny 
fees to prevailing pro se plaintiff in Privacy Act litigation). 

249 993 F.2d at 260. 

250 Crooker v. United States Dep't of the Treasury . 634 F.2d 48, 49 (2d 
Cir. 1980). 

251 See Kuzma v. United States Postal Serv. . 725 F.2d 16, 17 (2d. Cir.) 
(emphasizing that Crooker was limited decision in which court had merely 
"held out the possibility that a pro se litigant might be entitled to some fee 
award if he could show that he had foregone an opportunity to earn ‘regular 
income for a day or more in order to prepare and pursue a pro se suit’ " (quot- 
ing Crooker . 634 F.2d at 49)), cert, denied . 469 U.S. 831 (1984). 

252 993 F.2d at 260. 

253 111 S. Ct. at 1436-39. 

254 See, e.g. . Aronson v. HUD . 866 F.2d 1, 4-6 (1st Cir. 1989) (denying 
fee awards for pro se attorney); Rotondo v. FBI . No. 88-3035, slip. op. at 2 
(6th Cir. Aug. 24, 1988) (same); Falcone v. IRS . 714 F.2d 646, 647-48 (6th 
Cir. 1983) (same), cert, denied . 466 U.S. 908 (1984). But see Cazalas v. 
United States Dep’t of Justice . 709 F.2d 1051, 1055-57 (5th Cir. 1983) (grant- 
ing fee awards for pro se attorney); Cuneo v. Rumsfeld . 553 F.2d 1360, 1366 
(D.C. Cir. 1977) (same). 

255 714 F.2d at 647-48. 
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relied in originally denying pro se attorney fees. 256 


Under the circumstances, it appears reasonable to conclude that the Su- 
preme Court’s rationale in Kay v. Ehrler would preclude an award of fees to 
any pro se FOIA litigant. 257 In the only post-Kay. decision to address this is- 
sue thus far, the court reasoned: "Because substantially similar policies under- 
lie the attorneys’ fees provisions of FOIA and section 1988, Kay strongly sup- 
ports a denial of fees under FOIA to pro se attorney plaintiffs." 258 The appli- 
cability of these principles to the FOIA is further buttressed by the Supreme 
Court’s practice of construing similarly worded fee-shifting statutes "uniform- 
ly.” 259 In contrast to the apparent prohibition against pro se fees, however, it 
has been firmly held that a state is eligible to recover attorney fees under the 
FOIA. 260 

Unlike with attorney fees, the law is settled that costs of litigation can be 
reasonably incurred by, and awarded to, even a pro se litigant who is not an 
attorney. 261 As the D.C. Circuit has noted, tt [t]he fixing of costs, if any, is 
handled routinely under 28 U.S.C. § 1920. " 262 More recently, "costs" in a 


256 111 S. Ct. at 1436-38 & n.4; seg Benavides . 993 F.2d at 260 ("In dis- 
cussing Falcone , the Supreme Court in Kav says absolutely nothing to suggest 
(hat . . . considerations affecting the disposition of fee claims under FOIA and 
section 1988 should be viewed differently."). 

257 See 111S. Ct. at 1438 (observing that "awards of counsel fees to pro se 
litigants-even if limited to those who are members of the bar-would create a 
disincentive to employ counsel" and that "policy of furthering the successful 
prosecution of meritorious claims is better served by a rule that creates an 
incentive to retain counsel in every such case"). 

258 Manos v. United States Dep’t of the Air Force . No. 92-3986, slip op. at 
5-6 (N.D. Cal, Aug. 13, 1993) (recognizing prior split in circuits and even 
between district courts within Ninth Circuit regarding pro se attorney fee 
awards, but adopting blanket prohibition against such awards in light of Kay.). 

259 City of Burlington v, Daeue . 112 S. Ct. 2638, 2641 (1992) ("[0]ur case 
law construing what is a ‘reasonable’ fee applies uniformly to all [similar fee 
statutes]."), 

260 See, e.g. . Texas_v. ICC , 935 F.2d 728, 734 (5th Cir. 1991); Assembly 
of Cal, v. United States Dep’t of Commerce . No. Civ-S-9 1-990, slip op. at 13- 
14 (E.D. Cal. May 28, 1993) ("Although the Assembly may have more re- 
sources than some private citizens, this does not mean the Assembly is any less 
restricted with respect to allocating its resources.") 

261 See Carter v. VA , 780 F.2d at 1481-82; DeBold v. Stimson . 735 F.2d at 
1043; Clarkson v. IRS . 678 F.2d at 1371; Crooker v. United States Dep’t of 
Justice . 632 F.2d at 921-22; see also Trenerrv v. United States Dep’t of Treas- 
ury, No. 92-5053, slip op. at 10-12 (10th Cir. Feb. 5, 1993). 

262 Gregory v, FDIC . 631 F.2d 896, 900 n.8 (D.C. Cir. 1980); see also 
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FOIA case have been interpreted to include the fees paid to a special master ap- 
pointed by the court to review documents on its behalf. 263 Of course, if it pre- 
vails, even the government may recover its costs pursuant to Rule 54(d) of the 
Federal Rules of Civil Procedure. 264 

To be eligible for a fee award, the plaintiff must "substantially prevail" 
within the meaning of 5 U.S.C. § 552(a)(4)(E). The determination of whether 
the plaintiff has substantially prevailed is "largely a question of causation." 265 
Though a court order compelling disclosure is not a condition precedent to an 
award of fees, the plaintiff must prove that prosecution of the suit was reason- 
ably necessary to obtain the requested records and that a causal nexus existed 
between the suit and the agency’s disclosure of the records. 266 The mere fil- 
ing of the lawsuit and the subsequent release of records does not necessarily 
mean that the plaintiff substantially prevailed. 267 Indeed, eligibility for a fee 


262 (,.. continued) 

Kuzma v. IRS , 821 F.2d 930, 931-34 (2d Cir. 1987) (finding that reimbursable 
costs included photocopying, postage, typing, parking and transportation ex- 
penses, in addition to filing costs and marshal’s fees awarded at trial level). 

263 See Washington Post v. POD . 789 F, Supp. 423, 424 (D.D.C. 1992) 
(apportioning master’s fees equally between plaintiff and government). 

264 S ee^e. g., Donohue v. United States Dep’t of Justice . No. 84-3451, slip 
op. at 1-2 (D.D.C. Mar. 7, 1988) (granting government’s bill of costs for re- 
imbursement of reporter, witness and deposition expenses); see also Baez v. 
United States Dep’t of Justice . 684 F.2d 999, 1005-06 (D.C. Cir. 1982) (en 
banc) (assessing costs of appeal against unsuccessful plaintifD. 

265 Weisberg v. United States Dep’t of Justice . 745 F.2d at 1496; Church of 
Scientology v. Harris . 653 F.2d 584, 587 (D.C. Cir. 1981). 

266 See, e.g ., Maynard v. CIA . 986 F,2d at 568; Cox v. United States 
Dep’t of Justice . 601 F.2d at 6 (citing Vermont Low Income Advocacy Coun- 
cil, Inc, v, Userv . 546 F.2d 509, 513 (2d Cir. 1976)); Cuneo v. Rumsfeld . 553 
F.2d at 1366); cf Transit Performance Eng’g v. Department of Transp. . No. 
92-722, slip op. at 4 (D.D.C. June 26, 1992) (no causation where "undisputed 
evidence [showed] that the officials who decided to release the documents were 
not even aware that a lawsuit had been filed until after the requested documents 
were released"); National Wildlife Fed’n v. Department of the Interior . No. 83- 
3586, slip op. at 9-12 (D.D.C. Aug. 19, 1988) (fees denied where plaintiffs 
failed to prove that suit played "catalytic role” in prompting Congress to amend 
FOIA fee waiver provision). 

267 See Maynard v. CIA . 986 F.2d at 568 (production of documents by two 
agencies after suit filed held "not determinative" as to causation); Weisberg v. 
U nited States Dep’t of Justice . 745 F.2d at 1496; Frve v. EPA . No. 90-3041, 
slip op. at 8 (D.D.C. Aug. 31, 1992) ("while plaintiffs lawsuit appears to have 
served as a catalyst for EPA’s eventual disclosures, it is not at all clear that it 
was the cause " of EPA’s voluntary disclosure); see also Gray v. United States 
pee’t.of Agric., No. 91-1383, slip op. at 3 (D.D.C. Mar. 27, 1992) (agency’s 

(continued. . .) 



LITIGATION CONSIDERATIONS 


award may be lacking where the plaintiff could reasonably have obtained the 
same information through other means, 268 or where the release resulted from 
events independent of the lawsuit, 269 or where it was due to routine, though 
delayed, administrative processing. 270 Of course, if a requester unconditional- 


267 (... continued) 

granting of fee waiver on administrative appeal after plaintiff "precipitously 
filed” court complaint-involving "new and time-consuming issue” in context of 
"blunderbuss request"— held insufficient to establish plaintiff as prevailing par- 
ty). 

268 See, g.g. . Murtv v. OPM . 707 F.2d 815, 816 (4th Cir. 1983) ("tele- 
phone call of inquiry as to what had happened to his request . . . would have 
produced the same result as the law suit"); Palmer v. Sullivan . No. H-C-91-13, 
slip op. at 3 (E.D. Ark. July 8, 1991) (fees denied where "telephone call or 
follow-up letter could easily have avoided this lawsuit"); Mendez-Suarez v. 

Vgles, 698 F. Supp. 905, 907 (N.D. Ga. 1988) (fees denied where "the pen- 
dency of the discovery requests conclusively demonstrates that the information 
sought was available through means other than the filing of a FOIA claim"); see 
also Nicolau v. United States Dep’t of Justice . 699 F. Supp. 1063, 1066 
(S.D.N.Y. 1988) (fees denied where "no reason to believe that the suit was 
necessary for the actions of the [agency] . . . [ijndeed, it is not even clear that 
those individuals in the [agency] were aware of the suit at the time the docu- 
ments were turned over"). 

269 See, e.g. . Ostrer v. FBI . No. 83-0328, slip op. at 12 (D.C. Cir. Jan. 

19, 1988) (no causation where release of records was due to change in factual 
circumstances during course of litigation); Pyramid Lake Paiute Tribe of Indi- 
ans v. United States Dep’t of Justice . 750 F.2d 117, 119-21 (D.C. Cir. 1984) 

(release by senator of his letter to Attorney General held not caused by filing of 
FOIA suit); Public Law Educ. Inst, v. United States Dep’t of Justice . 744 F.2d 
181, 183-84 (D.C. Cir. 1984) (no causation where government exercised its 
discretion to release requested document in unrelated, non-FOIA suit); Nation- 
wide Bldg, Maintenance. Inc, v. Sampson . 559 F,2d 704, 712 n.34 (D.C. Cir. 

1977) ("[W]here the government can show that information disclosed after 
initial resistance was nonetheless exempt from the FOIA a plaintiff should not 
be awarded attorney fees."); Pfeiffer v. CIA . No. 87-1279, slip op. at 2-3 
(D.D.C, Oct. 23, 1991) (”[P]ermittmg attorneys’ fees for the voluntary release 
of exempt material would have a chilling effect. "). But see Phoenix Newspa- 
pers, Inc, v. FBI . No. 86-1199, slip op. at 4-5 (D. Ariz. Dec. 12, 1987) (fact 
that plaintiffs acquired documents independently does not preclude them from 
substantially prevailing; a "contrary determination is inconceivable as the gov- 
ernment would be able to foreclose the recovery of attorney’s fees whenever it 
chose to moot an action" by releasing records after having denied disclosure at 
administrative level). 

270 See, e_.g, , Van Strum v. EPA . No. 91-35404, slip op. at 5 (9th Cir. 

Aug. 17, 1992) (no causation where, in litigation, agency disclosed 18,000 

pages within two months after narrowing of request); Weisberg v. United States ( 

Dep’t of Justice . 848 F.2d 1265, 1268-71 (D.C. Cir. 1988) (no causation where 
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ly waives his right to fees as part of a settlement, he cannot go back on his 
agreement. 271 


270 (... continued) 

majority of records were released as result of administrative processing and not 
suits); Varelli v, FBI . No. 88-1865, slip op. at 3-4 (D.D.C. July 13, 1992) 

(fees denied where disclosures resulted from " [t]he lengthy and thorough review 
of plaintiffs request [whichl was initiated by the FBI well before the filing of 
this suit and proceeded throughout the pendency of the normal administrative 
process"); Arevalo-Franco v, INS . 772 F. Supp. 959, 961 (W.D. Tex. 1991) 
(requesters "generally" held not to have substantially prevailed when they 
"know that administrative problems are causing the delay . . . and file lawsuits 
anyway"); Alliance for Responsible CFC Policy. Inc, v. Costle . 631 F. Supp. 
1469, 1470 (D.D.C. 1986) (fees denied where agency’s "failure to disclose in 
timely fashion appears to be ‘an unavoidable delay accompanied by due dili- 
gence in the administrative processes’ and not the result of agency intransi- 
gence" (quoting Cox v. United States Dep’t of Justice . 601 F.2d at 6)); Lovell 
V, Department of Justice . 589 F. Supp. 150, 153-54 (D.D.C. 1984) (fees de- 
nied even though plaintiff waited three years before filing suit and records were 
released only several months thereafter); Simon v. United States . 587 F. Supp. 
1029, 1032 (D.D.C. 1984) (fees denied where ’’routine administrative inertia or 
unavoidable delay in identifying and assembling the information requested was 
the reason for defendants’ belated compliance"); Bubar v. FBI . 3 Gov’t Dis- 
closure Serv. (P-H) 83,218, at 83,930 (D.D.C. June 13, 1983) (fees denied 

even though over 5,400 pages of records released pursuant to revised process- 
ing procedures after suit filed, because plaintiff "failed to meet his burden of 
showing that the filing of this lawsuit caused the release of the additional docu- 
ments"); Liechty v. CIA . 3 Gov’t Disclosure Serv. (P-H) ] 82,482, at 83,193 
(D.D.C. Sept. 16, 1982) (fees denied where plaintiff ”offer[ed] no evidence 
other than his conclusory allegations that the filing of this suit ‘actually provok- 
ed’ the release of the 424 documents provided by the CIA without an order of 
the court”). But see Northwest Coalition for Alternatives to Pesticides v. Reil- 
ly, No. 90-707, slip op. at 2-4 (D.D.C. May 28, 1992) (government’s claim 
that disclosure was made in course of "administrative processing" rejected 
where agency failed to respond to plaintiffs letters of administrative appeal); 
Church of Scientology v. IRS . 769 F. Supp. 328, 330 (C.D. Cal. 1991) (not- 
withstanding agency appeal backlog, plaintiff eligible where government denied 
documents initially, had yet to respond to administrative appeal, and released 
documents only following order to produce Vaughn Index); Muffoletto v. Ses- 
sions, 760 F. Supp. 268, 274 (E.D.N.Y. 1991) (lawsuit provided "impetus" for 
FBI to act, "even if simply to negotiate ... in a more expeditious manner"); 
Harrison Bros. Meat Packing Co. v. United States Dep’t of Agric. . 640 F. 
Supp. 402, 405-06 (M.D. Pa. 1986) (holding it "ludicrous" for government, 
after "suddenly and inexplicably" releasing records, to assert mootness to avoid 
paying fees after having denied disclosure at administrative level); Des Moines 
Re gister & Tribune Co. v. United States Dep’t of Justice . 563 F. Supp. 82, 85 
(D.D.C. 1983) (delay of over three years from submission of request to date 
records were released held not reasonable). 

271 See National Se_nior Citizens Law Ctr. v. Social Sec. Admin.. 849 F.2d 
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A requester may also be deemed not to have substantially prevailed where 
the records disclosed were "not significant in terms of the overall FOIA re- 
quest.'' 272 Considering a contention that an agency’s release of documents 
was so de minimis as to preclude an award of attorney fees, the D.C. Circuit 
has stated that the "sheer volume of [aj release is not determinative," and re- 
manded the case for the trial court to "explain why it believes the release of 
eleven pages [out of the 1,500 pages at issue] is of such substance and quality 
as to make [plaintiff) eligible for an attorney’s fee award." 273 

On the other hand, in some instances, a plaintiff might be deemed to have 
substantially prevailed even if no records are released. For example, if the 
lawsuit results in a fee waiver, 274 expedited processing, 275 or a significant 
change in the agency’s FOIA policies, 276 the plaintiff may be eligible for a fee 


27 '(...continued) 

401, 402-03 (9th Cir. 1988). But see also Fitzgibbon v. Agency for Int’l Dev. . 
No. 87-1548, slip op. at 2-3 (D.D.C. Mar. 26, 1992) (in FOIA context, stipu- 
lation in which plaintiff renounces any claim for "costs or fees" precludes 
claims for court costs only and does not waive plaintiffs right to seek attor- 
ney’s fees). 

272 Weisberg v. United States Dep’t of Justice . 848 F.2d at 1270-71; see 
Maynard v. CIA . 986 F.2d at 568 (court-ordered "disclosure of a single name 
was of minimal importance when compared with plaintiff’s overall FOIA re- 
quest"); Wavland v. NLRB . No. 3-85-553, slip op. at 3 (M.D. Tenn. May 19, 

1986) ; Nuclear Control Inst, v. NRC . 595 F. Supp. 923, 926 (D.D.C. 1984); 
Braintree Elec. Light Dep’t v. Department of Energy . 494 F. Supp. 287, 291 
(D.D.C. 1980). But see also Church of Scientology v. Harris . 653 F.2d at 589 
("no reason in law or logic to discount significance of' 108 envelopes and 
transmittal slips). 

273 Union of Concerned Scientists v. NR C. 824 F.2d 1219, 1226 (D.C. Cir. 

1987) ; see also McTigue v. United States Dep’t of Justice . No. 84-3583, slip 
op. at 5 (D.D.C. Aug. 20, 1987) ("While it is true that a court must assess the 
quality of information released as well as the volume, the information obtained 
in this action was scant under either standard.") (citation omitted). 

274 See, e.g. . Wilson v. United States Dep’t of Justice . No. 87-2415, slip 
op. at 2 (D.D.C. Sept. 12, 1989), appeal dismissed . No. 89-5206 (D.C. Cir. 
Mar. 9, 1990); Ettlinger v. FBI . 596 F. Supp. 867, 879-82 (D. Mass. 1984). 

275 See Exner v. FBI . 443 F. Supp. 1349, 1353 (S.D. Cal. 1978) (primary 
basis for awarding fees was plaintiffs success in obtaining court-ordered expe- 
dited processing), affd, 612 F.2d 1202 (9th Cir. 1980). 

276 See, e.g. . Halperin v. Department of State . 565 F.2d 699, 706 n. 1 1 
(D.C. Cir. 1977) (suit caused agency to revise its manner of recording "off-the- 
record" briefings, even though litigation caused no records to be disclosed); 
Washington Post v. POD . 789 F. Supp. at 425 (plaintiff "substantially pre- 
vailed" where government produced several key documents and "has undertaken 
to reexamine 2,000 more that had been previously withheld"); Birkiand v. Ro- 
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award. 

Even if a plaintiff satisfies the eligibility test, a court still must exercise 
its equitable discretion in separately determining whether that plaintiff is entitled 
to an award, 277 This discretion is guided by four criteria: (1) the public bene- 
fit derived from the case; (2) the commercial benefit to the complainant; (3) the 
nature of the complainant’s interest in the records sought; and (4) whether the 
government’s withholding had a reasonable basis in law. 278 "Because these 
factors are intended to foster multiple congressional goals, no single factor is 
dispositive." 279 It should be noted that these four entitlement factors have 
nothing to do with determining an appropriate fee amount and, as such, they 
cannot be considered in that entirely separate analysis. 280 

The "public benefit” factor "‘speaks for an award [of attorney fees] 
where the complainant’s victory is likely to add to the fund of information that 
citizens may use in making vital political choices.”' 281 Accordingly, a perti- 


276 (... continued) 

tary piaza,.. Xpc., 643 F. Supp. 223, 225-26 (N.D. Cal. 1986) (suit necessary to 
force agency to comply with FOIA’s subsection (a)(1) requirements); Bollen v. 
Smith , No. 82-2424, slip op. at 3-4 (W.D. Pa. May 27, 1983) (suit was found 
necessary to force FBI to admit it had no records; during administrative process 
it had refused to confirm or deny the existence of the requested records); see 
also Crooker v. United States Parole Comm’n . 776 F.2d 366, 367 (1st Cir. 
1985) (suit ultimately resulted in disclosure of records by causing Solicitor 
General to abandon prior position that presentence reports were not "agency 
records" subject to FOIA). But cf. Hendricks v. United States Dep’t of Justice . 
No. 92-5621, slip op. at 2 (E.D. Pa, July 29, 1993) (in absence of agency bad 
faith, plaintiff did not "substantially prevail" where filing suit clarified that 
records that agency previously "withheld" did not, in fact, exist). 

277 See Young v. Director. CIA , slip op. at 4 ("Even if a plaintiff substan- 
tially prevails, however, a district court may nevertheless, in its discretion, 
deny the fees."); Texas v. ICC . 935 F.2d at 733 ("The district court did not 
specify which of the criteria [plaintiff] failed to satisfy. But so long as the 
record supports the court’s exercise of discretion, the decision will stand."). 

278 Tax Analysts v. United States Dep’t of Justice . 965 F,2d at 1093; 

Church of Scientology v. United States Postal Serv. . 700 F.2d at 492; Fenster 
v. Brown . 617 F.2d 740, 742-45 (D.C. Cir. 1979); Cuneo v. Rumsfeld . 553 
F.2d at 1364-66. 

279 Re public of New Afrika v, FBI . No. 78-1721, slip op. at 2 (D.D.C. 

Apr. 29, 1987) (denying plaintiffs motion for reconsideration); see, e.g. . Weis- 
ker v. United States Dep’t of Justice . No. S-89-543, slip op. at 11-17 (E.D. 

Cal. Mar. 7, 1990) ("balancing" all four factors held to be proper approach). 

280 See Long v, IRS . 932 F.2d 1309, 1315-16 (9th Cir. 1991). 

281 Fenster v. Brown . 617 F.2d at 744 (quoting Blue v. Bureau of Prisons . 
570 F.2d 529, 534 (5th Cir. 1978)); see Texas v. ICC . 935 F.2d at 733-34 
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nent consideration is "the degree of dissemination and likely public impact that 
might be expected from a particular disclosure." 282 Where the information re- 
leased is already in the public domain, this factor does not weigh in favor of a 
fee award, 283 

The second factor requires an examination of whether the plaintiff had an 
adequate private commercial incentive to litigate its FOIA demand even in the 
absence of an award of attorney fees. 284 The third factor, often evaluated in 


281 (... continued) 

("little public benefit" in disclosure of documents that fail to reflect agency 
wrongdoing; "Texas went fishing for bass and landed an old shoe. Under the 
circumstances, we decline to require the federal government to pay the cost of 
tackle. "); Muffoletto v. Sessions . 760 F. Supp. at 277 (public benefit in com- 
pelling FBI to act more expeditiously is "remote and of little consequence"); 
Mendez-Suarez v, Veles . 698 F. Supp. at 908 ("[Though] the treatment of 
Cubans at the Atlanta penitentiary is a matter of public concern [it] is by no 
means certain . . . that significant public benefit inures from disclosure of 
information concerning an incident between inmates at the penitentiary."); 
Brainerd v. Department of the Navy . No. 87-C-4057, slip op. at 6 (N.D. 111. 
Apr. 21, 1988) ("[Though] disclosure of the requested information could con- 
ceivably benefit the plaintiffs co-workers . . . , this does not strike the Court 
as the kind of disclosure which FOIA was intended to facilitate."); Sage v. 
NLRB , No. 85-943-CV-W-6, slip op. at 6 (W.D. Mo. Nov. 4, 1987) (finding 
insufficient public benefit where suit "was essentially one to assist a private 
litigant with discovery problems in a related [unfair labor practices] suit for 
damages"); Guam Contractors Ass’n v. United States Dep’t of Labor . 570 F. 
Supp. 163, 168 (N.D. Cal. 1983) ("[m]erely incidental or inevitable public 
benefits of disclosure from a FOIA suit . . . will not automatically satisfy [the 
requirement of subsection (a)(4)(E)}”). But see Aronson v. HUD . 866 F.2d at 
3 (public interest served by disclosure to "private tracer" of information con- 
cerning mortgagors who were owed "distributive share" refunds). 

282 Blue v. Bureau of Prisons . 570 F.2d at 533; Church of Scientology v. 
IRS, 769 F. Supp. at 331 (recognizing public interest in "the apparently im- 
proper designation of a religion as a ‘tax shelter’ project”); sge Republic of 
New Afrika v. FBI . 645 F. Supp. 117, 121 (D.D.C. 1986). 

283 See, e.g. . Tax Analysts v. United States Dep’t of Justice . 965 F.2d at 
1094 (district court did not abuse its discretion in finding that more prompt 
reporting by Tax Analysts of additional 25% of publicly available district court 
tax decisions was "less than overwhelming" contribution to public interest). 

284 See, e.g. . Fenster v. Brown . 617 F.2d at 742-44 (fees denied to law 
firm which obtained disclosure of government auditor’s manual used in review- 
ing contracts of the type entered into by firm’s clients); Chamberlain v. Kurtz . 
589 F.2d 827, 842-43 (5th Cir.) (plaintiff who faced a $1.8 million deficiency 
claim for back taxes and penalties "needed no additional incentive" to bring 
FOIA suit against IRS for documents relevant to his defense), cert, denied . 444 
U.S. 842 (1979); Frye v. EPA . slip op. at 9 (fees denied where "plaintiff does 
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tandem with the second factor, militates against awarding fees in cases where 
the plaintiff had an adequate personal incentive to seek judicial relief. 285 In- 
deed, it is "logical" to read the second and third factors together "where a 
private plaintiff has pursued a private interest. 1,286 To disqualify a fee appli- 
cant under the second and third factors, "a motive need not be strictly commer- 


284 (. . .continued) 

not effectively dispute that the prime beneficiaries of the information requested 
will be commercial entities with commercial interests that either are, or might 
become, his clients"); Lyons v, OSHA . No. 88-1562, slip op. at 5 (D. Mass. 
Dec. 2, 1991) ("As a general rule, courts should not award fees if the requester 
is a large corporate interest."); Hill Tower. Inc, v. Department of the Navy . 

718 F. Supp. 568, 572 (N.D. Tex. 1989) (plaintiff who had filed tort claims 
against government arising from aircraft crash "had a strong commercial inter- 
est in seeking [related] information [as] it was [its] antenna that was damaged 
by the crash"); Isometrics, Inc, v. Orr . No. 85-3066, slip op. at 9 (D.D.C. 

Feb. 27, 1987) (bidder’s commercial benefit advanced considerably more than 
public interest when it received competitor’s winning bid). But see Aronson v. 
HUP . 866 F.2d at 3 ("potential for commercial personal gain did not negate the 
public interest served" by private tracer’s lawsuit since "failure of HUD to 
comply reasonably with its reimbursement duty would probably only be dis- 
closed by someone with a specific interest in ferreting out unpaid recipients"). 

285 See, e.g. . Frye v, EPA . slip op. at 10 (where plaintiff was partner in 
environmental law firm, his "proffer that he frequently writes and lectures on 
environment[al] law without pay is insufficient to overshadow his obvious per- 
sonal and pecuniary interest in his request 1 '); Muffoletto v. Sessions . 760 F. 
Supp, at 275 (rejecting plaintiffs entitlement to fees on grounds that ”[t]he 
plaintiff s sole motivation in seeking the requested information was for discov- 
ery purposes, namely, to assist him in the defense of a private civil action”); 
Adams v. United States . 673 F. Supp. 1249, 1259 (S.D.N.Y. 1987) (fees de- 
nied where "private self-interest motive" and "[potential] pecuniary benefit" to 
plaintiff were sufficient inducement to bring suit); Republic of New Afrika v. 
FBI, 645 F. Supp. at 121 (purely personal motives of plaintiff-to exonerate its 
members of criminal charges and to circumvent civil discovery-dictated against 
award of fees); Simon v. United States . 587 F. Supp. 1029, 1033 (D.D.C. 

1984) (use of FOIA as substitute for civil discovery "is not proper and this 
court will not encourage it by awarding fees"); Guam Contractors Ass’n v. 
United States Dep’t of Labor . 570 F. Supp. at 169 (fee award improper where 
plaintiff "used the FOIA as a ‘headstart’ for discovery"). But see Crooker v. 
Un ited States Parole Comm’n . 776 F. 2d at 368 (third factor found to favor 
plaintiff where "interest was neither commercial nor frivolous; instead his inter- 
est was to ensure that the Parole Commission relied on accurate information in 
making decisions affecting his liberty"). 

286 Church of Scientology v. United States Postal Serv. . 700 F.2d 486, 494 
(9th Cir. 1983). 
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cial; any private interest will do." 287 

The fourth factor counsels against a fee award where the agency "had a 
reasonable basis in law for concluding that the information in issue was exempt 
and that it had not been recalcitrant in its opposition to a valid claim or other- 
wise engaged in obdurate behavior." 288 In general, an agency’s legal basis 
for withholding is "reasonable" if any pertinent authority exists to support the 
claimed exemption. 289 Even in the absence of supporting authority, withhold- 
ing may also be "reasonable" where no precedent directly contradicts the agen- 
cy’s position. In an illustrative example, the D.C. Circuit has upheld a district 
court’s finding of reasonableness when there was "no clear precedent on the 
issue," 290 even though the district court’s decision in favor of the agency’s 
withholding was reversed unanimously by the court of appeals, which decision, 
in turn, was affirmed by a near-unanimous decision of the United States Su- 


287 lax. A nalysis v. United States Dep’t of Justice . 965 F.2d at 1095 
("‘[PJlaintiff was not motivated simply by altruistic instincts, but rather by its 
desire for efficient, easy access to [tax] decisions.’" (quoting Tax Analysts v. 
United States Dep’t of Justice . 759 F. Supp. 28, 31 (D.D.C. 1991))). But see 
Assembly of Cal, v. United States Dep’t of Commerce , slip op. at 12 (where 
state legislature sought information to challenge federal census count, fees not 
precluded by fact that benefits may thereby accrue to state in that "plaintiffs did 
not stand to personally benefit but acted as public servants"). 

288 Cuneo v. Rumsfeld . 553 F.2d at 1365-66; see LaSalle Extension Univ. 

V • j.'TC, 627 F.2d 481, 484-86 (D.C. Cir. 1980); Fenster v. Brown . 617 F.2d 
at 744; Frye v. ERA , slip op. at 11 ("[T]he district court may still deny fees 
and costs upon finding that the government had a colorable legal basis for con- 
cluding that the information in issue was exempt and that the government had 
not been recalcitrant in its opposition to a valid claim or otherwise engaged in 
obdurate behavior."); Palmer v. Derwinski . No. 91-197, slip op. at 9-10 (E.D. 
Ky. June 10, 1992) ("[Agency] also exhibited good faith in providing substan- 
tially all of the requested documents, and in redacting only limited portions 
which were arguably subject to specific identifiable exemptions. "); see also 
Blue v. Bureau of Prisons . 570 F.2d at 534 (factor points in favor of fee award 
"if an agency’s nondisclosure was designed to avoid embarrassment or thwart 
the requester"). 

289 See Adams v. United States . 673 F. Supp. at 1259-60; see also Ameri- 
can Commercial Barge Lines Co. v. NLRB . 758 F.2d 1109, 1112-14 (6th Cir. 
1985); Republic of New Afrika v. FBI . 645 F. Supp. at 122; United Ass’n 
of Journeymen & Apprentices. Local 598 v. Department of the Army . 841 F.2d 
1459, 1462-64 (9th Cir. 1988) (withholding held unreasonable where agency 
relied on one case that was "clearly distinguishable" and where "strong contrary 
authority [was] cited by the [plaintiff]"); Core v. United States Postal Serv. . 

No. 82-280-A, slip op. at 7 (E.D. Va. May 2, 1984) (agency’s refusal to dis- 
close information, contravening Department of Justice disclosure guidelines 
published in FQIA Update , held to raise "a question as to the reasonable basis 
in law" for withholding). 

290 Tax Analysts v. United States Dep’t of Justice . 965 F.2d at 1096-97. 


- 378 - 



LITIGATION CONSIDERATIONS 


preme Court. It should also be noted that where the delay in releasing records, 
rather than the agency’s substantive claim of exemption, is challenged, this 
factor does not favor a fee award so long as the agency has not engaged in 
"obdurate behavior or bad faith." 291 

If a court decides to make a fee award, its next task is to determine an 
appropriate fee amount. The starting point in this endeavor is to multiply the 
number of hours reasonably expended by a reasonable hourly rate-a calculation 
which yields what is termed the "lodestar" fee amount, 292 Not all hours ex- 
pended will be deemed to have been "reasonably" expended. For example, 
courts have directed attorneys to subtract hours spent litigating claims upon 
which the party seeking the fee did not ultimately prevail. 293 In such a case, 
a distinction has been made between a loss on a legal theory where "the issue 
was all part and parcel of one [ultimately successful] matter," 294 and a reject- 


291 Republic of New Afrika v. FBI . 645 F. Supp. at 122; see Frye v. EPA . 
slip op. at 11-13 (although agency failed to adequately explain plaintiffs more 
than two-year wait for final response (delay previously found "unreasonable" by 
court), agency’s voluntary disclosure of documents two days before Vaughn 
Index deadline did not warrant finding of "obdurate" behavior absent affirma- 
tive evidence of bad faith); Alliance for Responsible CFC Policy, Inc, v. Cos- 
tie . 631 F. Supp. at 1471; Simon v. United States . 587 F. Supp. at 1032 
("[WJithout evidence of bad faith, the court declines to impose a fee award to 
sanction sluggish agency response."); Guam Contractors Ass’n v. United States 
Dep’t of Labor . 570 F. Supp. at 170; see also Ridlev v. Director. Secret Serv. . 
2 Gov’t Disclosure Serv. (P-H) 1 82,176, at 82,536 (D.D.C. Feb. 16, 1982) 
(mere inadvertent withholding of records should not be considered "unreason- 
able" for purposes of this factor), affd . 692 F.2d 150 (D.C. Cir. 1982) (table 
cite). But see Miller v. United States Dep’t of State . 779 F.2d 1378, 1390 (8th 
Cir. 1985) ("While these reasons [for delay) are plausible, and we do not find 
them to be evidence of bad faith . . . they are practical explanations, not rea- 
sonable legal bases."); United Merchants & Mfrs. v. Meese . No. 87-3367, slip 
op. at 3 (D.D.C. Aug. 10, 1988) (unnecessary for plaintiff to show "that de- 
fendant was obdurate in order to prevail” where there was "no reasonable basis 
for defendant to have failed to process plaintiffs application for nearly a 
year”). 

292 See Hensley v. Eckerhart . 461 U.S. 424, 433 (1982) (civil rights case); 
Copeland v. Marshall . 641 F.2d 880, 891 (D.C. Cir. 1980) (en banc) (Title 
VII case). 

293 See Hensley v. Eckerhart . 461 U.S. at 434-40; Copeland v. Marshall . 
641 F.2d at 891-92. 

294 Copeland v. Marshall . 641 F.2d at 892 n.18; see National Ass’n of 
Concerned Veterans v. Secretary of Defense . 675 F.2d 1319, 1327 n.13 (D.C. 
Cir. 1982) (as modified); National Ass’n of Atomic Veterans. Inc, v. Director. 
Defense Nuclear Agency . No. 81-2662, slip op. at 7 (D.D.C. July 15, 1987) 
(because plaintiff "clearly prevailed" on its only claim for relief, it is "entitled 
to recover fees for time expended Qn the few motions upon which it did not 
prevail"). 
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ed claim that is "truly fractionable" from the successful claim. 295 

Additionally, prevailing plaintiffs are obligated to exercise sound billing 
judgment; the Supreme Court has emphasized that "[cjounsel for the prevailing 
party should make a good-faith effort to exclude from a fee request hours that 
are excessive, redundant, or otherwise unnecessary." 296 It should be remem- 
bered, however, that where attorney fees are awarded, the hours expended by 
the plaintiff pursuing the fee award also are ordinarily compensable. 297 


Courts will accept affidavits from local attorneys to support hourly rates, 
but they should be couched in terms of specific market rates for particular types 
of litigation and they must be well documented. 298 The most recent articula- 
tion of the proper rate standard, at least within the D.C. Circuit, was set forth 
in Save our Cumberland Mountains. Inc, v. Hodel . 299 which, in overruling 
Laffev v. Northwest Airlines. Inc. . 300 held that the "prevailing market rate 
method heretofore used in awarding fees to traditional for-profit firms and pub- 
lic interest legal services organizations shall apply as well to those attorneys 
who practice privately and for profit but at reduced rates reflecting non- 


295 See, e.g, . Weisberg v. Webster . No. 78-322, slip op. at 3 (D.D.C. June 
13, 1985); Newport Aeronautical Sales v. Department of the Navy , slip op. at 
10-11; see also Weisberp v. United States Dep’t of Justice . 745 F.2d at 1499 
(no award for issues in which plaintiff did "not ultimately prevail” and for 
"non-productive time"); Steenland v. CIA . 555 F. Supp. 907, 911 (W.D.N.Y. 
1983) (award for work performed after release of records, where all claims of 
exemptions subsequently upheld, "would assess a penalty against defendants 
which is clearly unwarranted"); Aeee v. CIA . No. 79-2788, slip op. at 1 
(D.D.C. Nov. 3, 1982) ("plaintiff is not entitled to fees covering work where 
he did not substantially prevail"); Dubin v. Department of the Treasury . 555 F. 
Supp. 408, 413 (N.D. Ga. 1981) (fees awarded "should not include fees for 
plaintiffs’ counsel for their efforts after the release of documents by the Gov- 
ernment . . . since they failed to prevail on their claims at trial"), affd . 697 
F.2d 1093 (11th Cir. 1983) (table cite). But see Badhwar v. United States 
De p’t of the Air Force . No. 84ri54, slip op. at 3 (D.D.C. Dec. 11, 1986) 

(" [Defendants’ attempts to decrease [fees] on the grounds that the plaintiffs did 
not prevail as to all issues raised ... are not persuasive. [The FOIA] requires 
only that the plaintiff should have ‘substantially prevailed.’"). 

296 Hensley v. Eckerhart . 461 U.S. at 434, quoted in Assembly of Cal, v. 
United States Dep’t of Commerce , slip op. at 26. 

297 See Copeland v. Marshall . 641 F.2d at 896; see, e.g. . Assembly of Cal, 
v. United States Dep’t of Commerce , slip op. at 37-39; Katz v. Webster . No. 
82-1092, slip op. at 4-5 (S.D.N.Y. Feb. 1, 1990). 

298 See National Ass’n of Concerned Veterans v. Secretary of Defense . 675 
F,2d at 1325. 

299 857 F.2d 1516 (D.C. Cir. 1988) (en banc) (Surface Mining Control and 
Reclamation Act case). 

300 746 F.2d 4 (D.C. Cir. 1984), cert, denied . 472 U.S. 1021 (1985). 
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The lodestar calculation is strongly presumed to yield the reasonable 
fee. 302 Indeed, the Supreme Court has placed stringent limitations on the 
availability of any fee "enhancement" (sometimes termed a "multiplier") above 
the lodestar figure, based upon the quality of representation and the results 
obtained. 303 Except in Powell v. Department of Justice . 304 a quality en- 
hancement has never been awarded in a FOIA case. 305 

Although it previously has been held that a fee enhancement as compen- 
sation for the risk in a contingency fee arrangement might be available in FOIA 
cases, 306 the Supreme Court has now clarified that such enhancements are not 
available under statutes authorizing an award of attorney fees to a "prevailing or 
substantially prevailing party," such as the FOIA. 307 


301 857 F.2d at 1524. 

302 See Pennsylvania v. Delaware Valley Citizens' Counsel for Clean Air . 
478 U.S. 546, 564-65 (1985) [hereinafter Delaware Valiev II (Clean Air Act 
case); Blum v. Stenson . 465 U.S. 886, 897 (1984) (civil rights case). 

303 Seg Delaware Valley I . 478 U.S. at 565 (quality enhancements appropri- 
ate "only in certain ‘rare’ and ‘exceptional’ cases, where supported by ‘specific 
evidence’ on the record and detailed findings by the lower courts” (quoting 
Blum v. Stenson . 465 U.S. at 898-901)). 

304 No. C-82-326, slip op. at 22-23 (N.D. Cal. Sept. 19, 1985) (pre- Dela- 
ware. Valley I decision awarding fee enhancement based upon "superior repre- 
sentation”). 

305 See, e.g. . National Ass’n of Atomic Veterans. Inc, v. Director. Defense 
N uclear Agency , slip op. at 12-13 (fee applicant bears "heavy burden of proof’ 
to justify quality enhancement; court "not convinced that this is the ‘rare or ex- 
ceptional’ case where an upward adjustment is appropriate" (quoting Murray v. 
Weinberger . 741 F.2d 1423, 1428 (D.C. Cir. 1984))); Newport Aeronautical 
Sales v. Department of the Naw . slip op. at 17 (" Blum v. Stenson makes clear 
that only the most exceptional cases will warrant an increase to the lodestar."). 

306 See, e.g. . Weisberg v. United States Dep’t of Justice . 848 F.2d at 1272 
(ruling that two-part test fashioned in Justice O’Connor’s concurring opinion in 
Pennsylvania v. Delaware Valley Citizens’ Council for Clean A.ir . 483 U.S, 

711, 731-34 (1987), is applicable to FOIA cases); Allen v. FBI . 751 F. Supp. 
255, 256 (D.D.C, 1990) (100% fee enhancement awarded in FOIA case); see 
also McKenzie v. Kennickell . 875 F. 2d 330, 334 (D.C. Cir. 1989) (Title VII 
case). 

307 City of Burlington v. Dague . 112 S. Ct. at, 2641 (prohibiting contingen- 
cy enhancement in environmental fee-shifting statutes and noting that case law 
"construing what is a ‘reasonable’ fee applies uniformly to all [federal fee- 
shifting statutes]"); see also King v. Palmer . 950 F.2d 771, 775 (D.C. Cir. 
1991) (en banc) (pre- Citv of Burlington Title VII contingency enhancement case 

(continued...) 
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While "interim" attorney fees may be sought before the conclusion of a 
suit, 308 a majority of courts have declined to award them, absent extenuating 
circumstances, due to the inefficient and "piecemeal" nature of such relief. 309 
Where interim fees are approved, however, payment of the fees need not await 
the final judgment in the action. 310 It should also be noted that where all sub- 
stantive legal issues have been resolved by the district court, the mere pendency 
of an application for fees does not preclude appellate review of the district 
court’s decision on the merits. 311 


307 (... continued) 

which anticipated result later reached by Supreme Court! , cert, denied . 112 S. 
Ct. 3054 (1992). 

308 See Rosenfeld v. United States . 859 F.2d 717, 723-27 (9th Cir. 1988); 
Washington Post v. POD . 789 F. Supp. at 424-25; Allen v POD . 713 F, 

Supp. 7, 11-12 (D.D.C. 1989). 

309 See, e.g, . Irons v, FBI . No. 82-1143-G, slip op. at 9-10 (D. Mass. June 
26, 1987) (no interim fees where government has not "resisted actively, or 
through egregious delay, compliance with a proper document request"); Shan- 
mugadhasan v. Arms Control & Disarmament Agency . No. 84-3033, slip op. at 
2 (D.D.C. Aug. 9, 1985) (interim fees denied as "premature"); Hvdron Lab.. 
Inc, y. EPA . 560 F. Supp. 718, 722 (D.R.I. 1983) (refusing to deal "piece- 
meal" with questions concerning entitlement to attorney fees); Letelier v. Unit- 
ed States Dep’t of Justice . 1 Gov’t Disclosure Serv. (P-H) 1 80,252, at 80,631 
(D.D.C. Oct. 2, 1980) (interim award "would likely result in duplication of 
effort, as fees might be requested at successive stages"); Biberman v. FBI . 496 
F. Supp. 263, 265 (S.D.N.Y. 1980) (interim fees are exceptional and "because 
of the inefficiency of such a procedure, such an award ought to be made only in 
those cases in which it is necessary to the continuance of the litigation which 
has proven to be meritorious at the time of the application"). But see Wilson v. 
United States Dep’t of Justice , slip op. at 3 (interim fees awarded "for time 
spent addressing the fee waiver question" on which plaintiff prevailed); Allen v. 
FBI, 716 F. Supp. 667, 669-72 (D.D.C. 1989) (awarding interim fees for work 
leading toward "first phase" release of nonexempt documents, but declining to 
award them as to all such documents not yet released); Allen v. POD . 713 
F.2d at 12-13 (awarding interim fees, but only "for work leading toward the 
threshold release of non-exempt documents” and holding that ”[ajny claims for 
fees resulting from a dispute over the applicability of a particular exemption to 
specific documents (a phase two dispute) would only be cognizable at the end of 
the litigation"); Powell v. United States Dep’t of Justice . 569 F. Supp. 1192, 
1200 (N.D, Cal. 1983) (four factors to be considered, in court’s discretion, for 
award of interim fees: degree of hardship on plaintiff and counsel; existence of 
unreasonable delay by government; length of time case already pending; and 
length of time required before litigation is concluded). 

310 Rosenfeld v. United States . 859 F.2d at 727; Washington Post v. POD . 
789 F. Supp. at 425. 

311 See McDonnell v. United States . No. 91-5916, slip op. at 9 (3d Cir. 

Sept. 21, 1993) ("Even if a motion for attorney’s fees is still pending in the 

(continued...) 
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Finally, it should be noted that in a case decided under Title VII, but 
logically applicable to the FOIA as well, the Supreme Court has held that, 
absent an express waiver, a private party cannot recover interest against the 
federal government. 312 Indeed, a fee enhancement to compensate counsel for 
delay in receiving fees was deemed “interest" and, accordingly, was denied in 
Weisberg v. Department of Justice . 313 


Sanctions 


Although the FOIA does not authorize any award of monetary damages to 
a requester, either for an agency’s unjustified refusal to release records, 1 314 or 
for allegedly improper disclosure of information, 315 the Act does provide that, 
in certain narrowly prescribed circumstances, agency employees who act arbi- 
trarily or capriciously in withholding information may be subject to disciplinary 
action. Subsection (a)(4)(F) of the FOIA, as amended, provides: 

Whenever the court orders the production of any agency records 
improperly withheld from the complainant and assesses against the 
United States reasonable attorney fees and other litigation costs, 
and the court additionally issues a written finding that the circum- 
stances surrounding the withholding raise questions whether agency 
personnel acted arbitrarily or capriciously with respect to the with- 
holding, the Special Counsel [of the Merit Systems Protection 
Board] shall promptly initiate a proceeding to determine whether 


31 '(...continued) 

district court, that motion does not constitute a bar to our exercise of jurisdic- 
tion under § 1291." (citing Budinich v. Becton Dickinson & Co. . 486 U.S. 

196, 198-202 (1988))) (to be published); see also Anderson v. HHS . No. 92- 
4125, slip op. at 4 (10th Cir. Aug. 27, 1993) ("‘We think it indisputable that a 
claim for attorney’s fees is not part of the merits of the action to which the fees 
pertain.’" (citing Budinich . 486 U.S. at 200)) (to be published). 

312 Library of Congress v. Shaw . 478 U.S. 310, 314 (1986). 

3,3 848 F,2d at 1272. 

314 Thompson v. Walbran . 990 F.2d 403, 405 (8th Cir. 4993); Papich v. 
United States Parole Comm’n . No. 92-790, slip op. at 1 (D.D.C. June 23, 
1993); Duffy v. United States . No. 87-C-10826, slip op. at 31-32 (N.D. 111. 
May 29, 1991) ("money damages is not a remedy authorized in the FOIA"); 

Daniels. v. St. Louis Veterans Admin. Regional Office . 561 F. Supp. 250, 251 

(E D. Mo. 1983); Diamond v. FBI . 532 F. Supp. 216, 233 (S.D.N.Y. 1981), 
affd on other grounds . 707 F.2d 75 (2d Cir. 1983), cert, denied . 465 U.S. 
1004 (1984). 

315 Sterling v. United States . 798 F. Supp. 47, 48 & n.2 (D.D.C. 1992) 
(neither FOIA nor Administrative Procedure Act authorize award of monetary 
damages for alleged improper disclosure) (appeal pending). 
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disciplinary action is warranted against the officer or employee who 

was primarily responsible for the withholding. 316 

Thus, there are three distinct jurisdictional prerequisites to the commence- 
ment of a Special Counsel investigation under the FOIA: (1) the court must 
order the production of agency records found to be improperly withheld; (2) it 
must award attorney fees and litigation costs; and (3) it must issue a specific 
"written finding" of suspected arbitrary or capricious conduct. 3 ’ 7 In one case, 
Miller v, Webster , it was found that the circumstances surrounding the with- 
holding of small portions of three documents did "suggest that the agency deci- 
sion was arbitrary and capricious." 313 Despite having ordered disclosure of 
this information and awarding attorney fees, the court refused to refer the "al- 
leged violation" to the Merit Systems Protection Board, citing the common law 
maxim of " de minimis non curat lex " (the law takes no notice of trifling mat- 
ters). 319 Nevertheless, the viability and importance of this sanction provision 
should not be overlooked by agency FOIA personnel, 320 

Additionally, the Special Counsel of the Merit Systems Protection Board 
is authorized by a provision of the Whistleblower Protection Act of 1989 to in- 
vestigate certain allegations concerning arbitrary or capricious withholding of 
information requested under the FOIA. 321 A significant distinction between 
this provision and subsection (a)(4)(F) of the FOIA is that the former does not 
require a judicial finding— indeed, no lawsuit need even be filed to invoke this 


316 5 U.S.C. § 552(a)(4)(F) (1988). 

317 See, e.g. . Simon v. United States Pep’t of Labor . No. 83-3780, slip op. 
at 2-3 (D.D.C. Mar. 21, 1984) (court refused to issue "sanctions” finding 
where all requested records had been produced in their entireties, because it 
could not order production of any records); Emerv v. Laise . 421 F. Supp. 91, 
93 (D.D.C. 1976) (same), affd sub nom. Emerv v. Reinhardt . No. 76-1973 
(D.C. Cir. Oct. 26, 1977); see also Wilder v. IRS . 601 F. Supp. 241, 243 
(M.D. Ala. 1984) (although disclosure delayed, no sanctions imposed because 
all material released); Idaho Wildlife Fed’n v. Forest Serv. T 3 Gov’t Disclosure 
Serv. (P-H) f 83,271, at 84,058 (D.D.C. July 21, 1983) (no sanctions where 
agency records not improperly withheld); Norwood v. FA A . No. 83-2315, slip 
op. at 20 (W.D. Tenn. Dec. 11, 1991) (where court denies fees on ground that 
plaintiff is pro se, "the issuance of written findings pursuant to 5 U.S.C. 

§ 552(a)(4)(F) would be inappropriate since both prerequisites have not been 
met"), affd in part, rev’d in part on other grounds . 993 F.2d 570 (6th Cir. 
1993). Contra Rav v. United States Dep’t of Justice . 716 F. Supp. 1449, 1451- 
52 (S.D. Fla. 1989) ("court order" requirement satisfied even though no record 
found to be improperly withheld). 

318 No. 77-C-3331, slip op. at 4 (N.D. 111. Oct. 27, 1983). 

319 Id, 

320 See FOIA Update . Summer 1983, at 5. 

321 5 U.S.C. § 1216(a)(3) (Supp. IV 1992). 
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other sanction procedure. 322 

Finally, as in all civil cases, courts may exercise their discretion to im- 
pose sanctions on FOIA litigants and government counsel who have violated 
court rules or shown disrespect for the judicial process. 323 In determining 
whether to impose sanctions on plaintiffs, district courts review the number and 
content of court filings and their effect on the courts as indicia of frivolousness 
or harassment. 324 ”[M]ere litigiousness alone does not support the issuance of 
an injunction" against filing further lawsuits. 325 For example, as a sanction 
under Rule 1 1 of the Federal Rules of Civil Procedure, a frequent FOIA re- 
quester who filed more than forty-nine FOIA lawsuits over eight years and who 
routinely failed to oppose motions to dismiss, was ordered to justify in any sub- 
sequent lawsuits why the principle of res judicata did not bar the intended 
suit. 326 


Considerations on Appeal 

As a threshold matter, particularly in view of the exceptionally high 
percentage of FOIA cases decided by means of summary judgment, it should 
always be remembered that not all orders granting judgment to a party on a 


322 See H.R. Rep. No. 1717, 95th Cong., 2d Sess. 137 (1978), reprinted in 
1978 U.S.C.C.A.N. 2723, 2870 ("[TJhis provision is not intended to require 
that an administrative or court decision be rendered concerning withholding of 
information before the Special Counsel may investigate allegations of such a 
prohibited practice."). 

323 Sge,.ex., Schanen v. United States Dep’t of Justice . 798 F.2d 348, 350 
(9th Cir. 1986) (although exemption claims ultimately upheld, government 
ordered to pay plaintiffs attorney fees and costs due to government counsel’s 
failure to competently defend claims); Oklahoma Publishing Co. v. HUD . No. 
87-1935-P, slip op. at 7 (W.D. Okla. June 17, 1988) (attorney fees assessed 
against government when counsel failed to comply with scheduling and disclo- 
sure orders); Hill v. Department of the Air Force . No. 85-1485, slip op. at 7 
(D.N.M. Sept. 4, 1987) (because of unreasonable delay in processing FOIA 
request, documents ordered processed at no further cost to plaintiff), aff d on 
other grounds . No. 86-2418 (10th Cir. Mar. 30, 1988); see also Van Bourg. 
Allen. Weinberg & Roger v. NLRB . 762 F.2d 831, 833 (9th Cir. 1985) (warn- 
ing that sanctions will be imposed if plaintiffs counsel again "fails to inform us 
about material facts or procrastinates in obeying our orders”); cfi Center for 
Nat’ 1 Sec, Studies v. INS . No. 87-2068, slip op. at 2 (D.D.C. July 27, 1988) 
(discovery ordered against government for failure to comply with previous 
estimates of processing time and to explain discrepancies in time estimates), 

324 See. e,g. . In re Powell . 851 F.2d 427, 431-34 (D.C. Cir. 1988) (per 
curiam). 

325 IcL at 434. 

326 Crooker v. United States Marshals Serv. . 641 F. Supp. 1141, 1143 
(D.D.C. 1986). 
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FOIA issue are immediately appealable. 327 

Once a case is on appeal, it is necessary for the government to obtain a 
stay of any trial court disclosure order. The government’s motion for such a 
stay should be granted as a matter of course in FOIA cases, as denial would 
destroy the status quo and would cause irreparable harm to the government 
appellant by mooting the issue on appeal, whereas granting such a stay causes 
relatively minimal harm to the appellee. 328 


327 See, e.g. . Church of Scientology Int’l v. IRS . 995 F.2d 916, 921 (9th 
Cir. 1993) (court ruling that document is nonexempt, without accompanying 
disclosure order, held nonappealable); Ferguson v. FBI . 957 F.2d 1059, 1063- 
64 (2d Cir. 1992) (while "partial disclosure orders in FOIA cases are appeal- 
able," fact that district court may have erred in deciding question of law does 
not vest jurisdiction in appellate court where no disclosure order has yet been 
entered and, consequently, no irreparable harm would result); Center for Nat’l 
Sec. Studies v. CIA . 711 F.2d 409, 413-14 (D.C. Cir. 1983) (no appellate jur- 
isdiction to review district court order granting summary judgment to defendant 
on only one of twelve counts in complaint because district court order did not 
affect "predominantly all " merits of case and plaintiffs did not establish that 
denial of relief under 28 U.S.C. § 1292(a)(1) (1988) would cause them irrepa- 
rable injury); see also Summers v. United States Dep’t of Justice . 925 F.2d 
450, 453 (D.C. Cir. 1991) (grant of stay of proceedings under Open America 
not appealable "final decision"); Rosenfeld v. United States . 859 F.2d 717, 727 
(9th Cir. 1988) (award of interim attorney fees not appealable); Hinton v. FBI . 
844 F.2d 126, 129-33 (3d Cir. 1988) (form of Vaughn order not appealable); In 
re Motion to Compel filed bv Steele . 799 F.2d 461, 464-65 (9th Cir. 1986); 
Metex Corp. v. ACS Indus. . 748 F.2d 150, 153 (3d Cir. 1984); Green v. De- 
partment of Commerce . 618 F.2d 836, 839-41 (D.C. Cir. 1980). But see also 
John Doe Corp. v. John Doe Agency . 850 F.2d 105, 107-08 (2d Cir. 1988) 
(finding district court order denying motion for disclosure of documents, prepa- 
ration of Vaughn Index and answers to interrogatories appealable, and reversing 
on merits), rev’d . 493 U.S. 146 (1989); Irons v. FBI . 811 F.2d 681, 683 (1st 
Cir. 1987) (allowing government to appeal motion for partial summary judg- 
ment for plaintiff, stating that appellate jurisdiction vests at time order is made 
for government to turn over records). 

328 See, e.g. . Assembly of Cal, v. United States Dep’t of Commerce . No. 

S9 1-990, slip op. at 3 (E.D. Cal. Aug. 20, 1991) (order granting preliminary 
injunction and refusing to stay disclosure), stay denied . No. 91-16266 (9th Cir. 
Aug. 30, 1991), stay granted . 112 S. Ct. 19 (1991); Rosenfeld v. United States 
Dep’t of Justice . Ill S. Ct. 2864 (1991) {full stay pending appeal granted); 

John Doe Agency v. John Doe Corp. . 488 U.S. 1306, 1307 (Marshall, Circuit 
Justice 1989) (granting stay based upon "balance of the equities"); see also Prov- 
idence Journal Co. v. FBI . 595 F.2d 889, 890 (1st Cir. 1979); Antonetli v. 

FBI . 553 F. Supp. 19, 25 (N.D. III. 1982); see generally FOIA Update . Sum- 
mer 1991, at 1-2. But see Manos v. United States Dep’t of the Air Force . No. 
93-15672, slip op. at 2 (9th Cir. Apr. 28, 1993) (stay of district court disclo- 
sure order denied where government "failed to demonstrate . . . any possibility 
of success on the merits of its appeal," despite appellate court’s recognition that 

(continued...) 
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In reviewing FOIA decisions, appellate courts most commonly determine 
(1) whether the district court had an adequate factual basis for its determination, 
and (2) assuming the existence of an adequate factual basis, whether the court's 
determination was clearly erroneous. 329 Arguably, however, the legal stand- 
ard of review for cases in which the district court awarded summary judgment 
should be more akin to de novo review. 330 Nevertheless, a trial court deci- 
sion refusing to allow discovery will be reversed only if the court abused its 
discretion. 331 Similarly, a "reverse" FOIA case— which is brought under the 
Administrative Procedure Act— is reviewed only with reference to whether the 
agency acted in a manner that was "arbitrary, capricious, an abuse of discre- 
tion, or otherwise not in accordance with law,” based upon the "whole [ad- 


328 (... continued) 

such denial would render appeal moot); Powell v. United States Dep’t of Jus- 
tice, No. C-82-326, slip op. at 5 (N.D. Cal. June 14, 1985) (denying stay of 
decision ordering release of, inter alia, classified information, because of gov- 
ernmental delay and "obfuscation"), stay denied . No. 85-1918 (9th Cir. July 
18, 1985), stay denied . No. A-84 (Rehnquist, Circuit Justice July 31, 1985) 
(undocketed order). 


329 See, e.g. , McDonnell v. United States . No. 91-5916, slip op. at 2 (3d 
Cir. Sept. 21, 1993) (to be published); Miscavige v. IRS . No. 92-8659, slip op. 
3284, 3285 (11th Cir. Sept. 17, 1993) (to be published); Van Strum v. EPA . 
No. 91-35404, slip op. at 2 (9th Cir. Aug. 17, 1992); Silets v. United States 
Dep’t of Justice, 945 F.2d 227, 232 n.2 (7th Cir. 1991) (en banc), cert, denied . 
112 S. Ct. 2991 (1992); National Wildlife Fed’n v. Forest Serv. . 861 F.2d 
1114, 1116 (9th Cir. 1988); Spannaus v. United States Dep’t of Justice . 813 
F.2d 1285, 1288 (4th Cir. 1987); Villanueva v. United States Dep’t of Justice . 
782 F.2d 528, 530 (5th Cir. 1986); International Bhd. of Elec. Workers v. 
HUD, 763 F.2d 435, 435-36 (D.C. Cir. 1985); see also Payne Enters, v. Unit- 
ed States, 837 F. 2d 486, 494 (D.C. Cir. 1988) (abuse of discretion standard); 
DeBold v. Stimson . 735 F.2d 1037, 1040 (7th Cir. 1984) (trial court’s factual 
finding that aft requested records had been produced was not clearly erroneous 
and would therefore not be reversed on appeal). 


330 


See Anderson v. HHS . 907 F.2d 936, 942 (10th Cir. 1990) ("[W]e must 
review de novo the district court's legal conclusions that the requested materials 
are covered by the relevant FOIA exemptions."); Aronson v, HUD . 822 F.2d 
182, 188 (1st Cir. 1987); 10 Charles A. Wright et ah. Federal Practice and 
Procedure § 2716 (1983); see also Bowers v. United States Dep’t of Justice . 

930 F,2d 350, 353 (4th Cir.) (appellate review de novo on question of law), 
cert, denied . 112 S. Ct. 308 (1991); Kaganove v. EPA . 856 F.2d 884, 886’(7th 
Cir. 1988) (same), cert, denied . 488 U.S. 1011 (1989). 


331 See Church of Scientology v. IRS . 991 F.2d 560, 562 (9th Cir. 1993); 
Meeropol v, Meese . 790 F.2d 942, 960 (D.C. Cir. 1986); Northrop Corp. v. 
M cDonnell Douglas Corp. . 751 F.2d 395, 399 (D.C. Cir. 1988). 
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ministrative] record. " 332 

It is noteworthy that in routine FOIA cases where the merits and law of a 
case are so clear as to justify summary disposition, summary affirmance or re- 
versal may be appropriate. 333 Other procedures are available for discharging 
the appellate court’s functions in unusual procedural circumstances. 334 

Lastly, Rule 39(a) of the Federal Rules of Appellate Procedure is applied 
to award costs to the government when it is successful in the FOIA appeal; the 
Court of Appeals for the District of Columbia Circuit has held that the pre- 
sumption in Rule 39(a) favoring such awards of costs is fully applicable in 
FOIA cases. 335 


"REVERSE" FOIA 

A "reverse" FOIA action is one in which the submitter of information- 
usually a corporation or other business entity that has supplied an agency with 
data on its policies, operations or products-seeks to prevent the agency from 
releasing the information to a third party in response to a FOIA request. 1 The 
agency’s decision to release the information will ordinarily "be grounded either 
in its view that none of the FOIA exemptions applies, and thus that disclosure 
is mandatory, or in its belief that release is justified in the exercise of its discre- 
tion, even though the information falls within one or more of the statutory 


332 AT&T Info. Svs. v. GSA . 810 F.2d 1233, 1236 (D.C. Cir. 1987); see 
Reliance Elec, Co. v. Consumer Prod. Safety Comm’n . 924 F.2d 274, 277 
(D.C. Cir. 1991). 

333 See, e.g. . Taxpayers Watchdog. Inc, v. Stanley . 819 F.2d 294, 297 
(D.C. Cir. 1987) (per curiam); Walker v, Washington . 627 F.2d 541, 545 
(D.C. Cir.) (per curiam), cert, denied . 449 U.S. 994 (1980). 

334 See, e.g. . Constanav. Brooks & Smith v. NLRB . 851 F.2d 839, 842 
(6th Cir. 1988) (inappropriate to vacate district court order, after fully complied 
with, when attorney fees issue pending; proper procedure is to dismiss appeal); 
Larson v. Executive Office for United States Attorneys . No. 85-6226, slip op. 
at 4 (D.C. Cir. Apr. 6, 1988) (when only issue on appeal is mooted, initial 
lower court order should be vacated without prejudice and case remanded). 

335 Ses Baez v. United States Dep’t of Justice . 684 F.2d 999, 1005-07 
(D.C. Cir. 1982) (en banc). 

1 Sge CNA Fin. Corp. v. Donovan . 830 F.2d 1132, 1133 n.l (D.C. Cir. 
1987), cert, denied . 485 U.S. 977 (1988); eft Gulf Oil Corp. v. Brock . 778 
F.2d 834, 838 (D.C. Cir. 1985) (when FOIA request withdrawn while case on 
appeal, dispute that was once before court became moot); Sterling v. United 
States . 798 F. Supp. 47, 48 (D.D.C. 1992) (once record has been released, 
"there are no plausible factual grounds for a ‘reverse FOIA’ claim") (appeal 
pending). 
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exemptions." 2 


"REVERSE” FOIA 


The landmark case in the reverse FOIA area is Chrysler Corp. v. 
Brown . 3 in which the Supreme Court held that jurisdiction for a reverse FOIA 
action cannot be based on the FOIA or the Trade Secrets Act 4 (a broadly word- 
ed criminal statute prohibiting disclosure of "practically any commercial or 
financial data collected by any federal employee from any source 1 ' 5 ), but that 
such actions can be brought under the Administrative Procedure Act (APA). 6 
Accordingly, reverse FOIA plaintiffs ordinarily argue that an agency’s contem- 
plated release would violate the Trade Secrets Act and thus would "not be in 
accordance with law" or would be "arbitrary and capricious" within the mean- 
ing of the APA. 7 

In Chrysler , the Supreme Court specifically did not address the "relative 
ambits" of Exemption 4 and the Trade Secrets Act, nor did it determine wheth- 
er the Trade Secrets Act qualified as an Exemption 3 statute. 8 Almost a dec- 
ade later, the Court of Appeals for the District of Columbia Circuit, after re- 
peatedly skirting these difficult issues, "definitively" resolved them. 9 With re- 


* CNA . 830 F.2d at 1134 n.l. 

3 441 U.S. 281, 292-317 (1979). 

4 18 U.S.C. § 1905 (1988). 

5 CNA . 830 F.2d at 1140. 

6 5 U.S.C. §§ 701-706 (1988); see, e.g. . Kansas Gas & Elec. Co. v. NRC . 
No. 87-2748, slip op. at 3 (D.D.C. July 2, 1993) ("party seeking to prevent 
disclosure . . . must rely on other sources of law, independent of FOIA, to 
justify enjoining disclosure"); Environmental Technology. Inc, v. EPA . 822 F. 
Supp. 1226, 1228 (E.D. Va. 1993); see also McDonnell Douglas Corp. v. 

Eis§, No. 92-2211, transcript at 32 (D.D.C. Sept. 30, 1992) (bench order) 
(submitter sought injunction under APA to prevent agency from making public 
announcement of exercised option price in government contract awarded to 
submitter) (motion for reconsideration pending). 

7 See. a _g,g,, Acumenics Research & Technology v. Department of Justice . 
843 F.2d 800, 804 (4th Cir. 1988); General Elec. Co. v. NRC . 750 F.2d 1394, 
1398 (7th Cir. 1984); Lvkes Bros. S.S. Co. v. Pena . No. 92-2780, slip op. at 5 
(D.D.C. Sept. 2, 1993); General Dynamics Corp. v. United States Dep’t of the 
Air Force, 822 F. Supp. 804, 806 (D.D.C. 1992) (appeal pending); McDonnell 
Douglas Corp. v, NASA . No. 91-3134, transcript at 6 (D.D.C. Jan. 24, 1992) 
(bench order) (appeal pending); Raytheon Co. v. Department of the Navv . No. 
89-2481, slip op. at 4 (D.D.C. Dec. 22, 1989); cf Kansas Gas & Elec. Co. v. 
NRC, slip op, at 4 (holding that submitter’s "unsuccessful earlier attempt" to 
suppress disclosure in state court "effectively restrains it" from raising same 
arguments again in reverse FOIA action). 

8 441 U.S. at 319 n.49. 

9 See CNA . 830 F.2d at 1134. 
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gard to the Trade Secrets Act and Exemption 3, the D.C. Circuit held that the 
Trade Secrets Act does not qualify as an Exemption 3 statute under either of 
that exemption’s subparts, particularly as it acts only as a prohibition against 
"unauthorized" disclosures. 10 Indeed, because "agencies conceivably could 
control the frequency and scope of its application through regulations adopted 
on the strength of statutory withholding authorizations which do not themselves 
survive the rigors of Exemption 3," the D.C. Circuit found it inappropriate to 
classify the Trade Secrets Act as an Exemption 3 statute. 11 (For a further dis- 
cussion of this point, see Exemption 3, above.) 

In addition, the D.C, Circuit ruled that the scope of the Trade Secrets 
Act is not narrowly limited to that of its three predecessor statutes, and that 
instead, its scope is "at least co-extensive with that of Exemption 4." 12 Thus, 
information falling within the ambit of Exemption 4 would also fall within the 
scope of the Trade Secrets Act. 13 Accordingly, in the absence of a regulation 
authorizing disclosure— which would remove the Trade Secrets Act’s disclosure 
prohibition 14 — a determination that requested material falls within Exemption 4 
is tantamount to a determination that the material cannot be released, because to 
do so would violate the Trade Secrets Act, 15 To the extent information falls 
outside the scope of Exemption 4, the D.C. Circuit found that there was no 
need to determine whether it nonetheless still fits within the outer boundaries of 
the Trade Secrets Act. 15 Such a ruling was unnecessary because the FOIA it- 
self would provide the necessary authorization to release any information not 


10 Id, at 1141. 

11 Id, at 1139-40. 

12 M, at 1151; accord McDonnell Douglas Coip. v. Rice , transcript at 35; 
General Dynamics Corp. v. United States Dep’t of the Air Force . 822 F. Supp. 
at 806. 

13 See, e.g. . Raytheon Co. v. Department of the Navy , slip op. at 4. 

14 See, e.g. . St. Mary’s Hosp.. Inc, v. Harris . 604 F.2d 407, 409-10 (5th 
Cir. 1979); Jackson v. First Fed. Sav. . 709 F. Supp. 887 , 890-94 (E.D. Ark. 
1989); cf. South Hills Health Svs. v. Bowen . 864 F.2d 1084, 1093 (3d Cir. 
1988) (rejecting challenge to validity of Trade Secrets Act disclosure regulation 
as unripe). 

15 CNA . 830 F.2d at 1151-52; accord Pacific Architects & Eng’rs v. United 
States Dep’t of State . 906 F.2d 1345, 1347 (9th Cir. 1990) (where release of 
requested information is barred by the Trade Secrets Act, agency "does not 
have discretion to release it"); Environmental Technology. Inc, v. EPA . 822 F. 
Supp. at 1228 (Trade Secrets Act "bars disclosure of information that falls 
within Exemption 4”); General Dynamics Corp. v. United States Dep’t of the 
Air Force . 822 F. Supp. at 806 (finding that Trade Secrets Act "is an indepen- 
dent prohibition on the disclosure of information within its scope”); see also 
FOIA Update . Summer 1985, at 3 (discussing Trade Secrets Act bar to discre- 
tionary disclosure under Exemption 4). 

16 CNA . 830 F.2d at 1152 n.139. 
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falling within one of its exemptions. 17 

In Chrysler , the Supreme Court held that the APA’s predominant scope 
and standard of judicial review-review on the administrative record according 
to an arbitrary and capricious standard-should "ordinarily" apply to reverse 
FOIA actions. 18 Indeed, the D.C. Circuit has strongly emphasized that judi- 
cial review in reverse FOIA cases should be based on the administrative record, 
with de novo review reserved for only those cases where an agency’s adminis- 
trative procedures were "severely defective." 19 

More recently, the D.C. Circuit reaffirmed its position on the appropriate 
scope of judicial review in reverse FOIA cases, holding that the district court 
"behaved entirely correctly" when it rejected the argument advanced by the 
submitter— that it was entitled to de novo review because the agency’s factfind- 
ing procedures were inadequate--and. instead confined its review to an examina- 
tion of the administrative record. 20 The Court of Appeals for the Ninth Cir- 
cuit, likewise rejecting a submitter’s challenge to an agency’s factfinding proce- 
dures, recently held that judicial review based on the administrative record was 
appropriate in a reverse FOIA suit. 21 

Because judicial review in reverse FOIA cases is ordinarily based on a 
review of an agency’s administrative record, it is vitally important that agencies 


17 Id, 

18 441 U.S. at 318; accord Reliance Elec. Co. v. Consumer Prod. Safety 
Comm’n . 924 F.2d 274, 277 (D.C. Cir. 1991). 

19 National Ore, for Women v. Social Sec. Admin. . 736 F.2d 727, 745 
(D.C. Cir. 1984) (per curiam) (McGowan & Mikva, JJ., concurring in result); 
accord Acumenics Research & Technology v. United States Dep’t of Justice . 

843 F.2d at 804-05; Bumside-Ott Aviation Training Ctr.. Inc, v. United States . 
617 F. Supp. 279, 282-84 (S.D. Fla, 1985); cf, Alcolac. Inc, v. Wagoner . 610 
F. Supp. 745, 749 (W.D. Mo. 1985) (agency confidentiality determination 
upheld as "rational"). But see Carolina Biological Supply Co. v. United States 
De p’t of Agric, . No. 93CV00113, slip op. at 4 & n,2 (M.D.N.C. Aug. 2, 

1993) (applying de novo review after observing that standard of review issue 
presented close "judgment call"); Artesian Indus, v. HHS . 646 F. Supp. 1004, 
1005-06 (D.D.C. 1986) (court flatly rejected position advanced by both parties 
that it base its decision on agency record according to arbitrary hnd capricious 
standard). 

20 CNA , 830 F.2d at 1162; see, e.g. . General Dynamics Corp. v. United 
States Dep’t of the Air Force . 822 F. Supp. at 806-07; McDonnell Douglas 
Corp, v. NASA , transcript at 6 (recognizing that court has "very limited scope 
of review"); International Computaprint Corp. v. United States Dep’t of Com- 
merce . No. 87-1848, slip op. at 12-13 (D.D.C. Aug. 16, 1988); Davis Corp. v. 
United States . No. 87-3365, slip op. at 5 (D.D.C. Jan. 19, 1988). 

21 Pacific Architects & Eng’rs v. United States Dep’t of State . 906 F.2d at 
1348. 
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take care to develop a comprehensive one. 22 Indeed, the Court of Appeals for 
the Seventh Circuit once chastised an agency for failing to develop an adequate 
record in a reverse FOIA action. Although recognizing that procedures de- 
signed to determine the confidentiality of requested records need not be "as 
elaborate as a licensing," it found that the agency’s one-line decision rejecting 
the submitter’s position "validates congressional criticisms of the excessive 
casualness displayed by some agencies in resolving disputes over the application 
of exemption 4. " 23 

Likewise, two other reverse FOIA cases had to be remanded back to the 
agency for development of a more complete administrative record before the 
court could conduct its review. In one, the D.C. Circuit reversed the decision 
of the district court, which had permitted an inadequate record to be supple- 
mented in court by an agency affidavit, holding that because the agency had 
failed at the administrative level to give a reason for its refusal to withhold 
certain price information, it was precluded from offering a " post-hoc rationali- 
zation" for the first time in court. 24 The D.C. Circuit emphasized that judicial 
review in reverse FOIA cases must be conducted on the basis of the "admini- 
strative record compiled by the agency in advance of litigation. 1 ’ 25 Of course, 
agency affidavits that do "no more than summarize the administrative record" 
are permissible. 26 v 

In another case, the D.C. Circuit affirmed the decision of the district 
court to remand the case back to the SEC for further proceedings because the 
court was unable to perform its "reviewing function" in the absence of a com- 


22 Sge Reliance Elec, Co. v. Consumer Prod. Safety Comm’n . 924 F.2d at 
277 (court "cannot properly perform" its reviewing function "unless the agency 
has explained the reasons for its decision"). Compare McDonnell Douglas 
Cprp. v., NASA . transcript at 6 (agency’s action fourid arbitrary and capricious 
based on insufficient agency record) with General Dynamics Corp. v. United 
States Dep’t of the Air Force . 822 F. Supp. at 806 (agency’s action found not 
to be arbitrary and capricious based upon "lengthy and thorough" administrative 
record). 

23 General Elec. Co. v. NRC . 750 F.2d at 1403 (case remanded for elabo- 
ration of basis for agency’s decision). 

24 AT&T Info. Svs. v, GSA . 810 F.2d 1233, 1236 (D.C. Cir. 1987). 

25 li.; see also General Dynamics Corp, v. United States Dep’t of the Air 
Force, 822 F. Supp. at 805 n. 1 (refusing to allow submitter to supplement 
record). 

26 Hercules. Inc, v. Marsh . 839 F.2d 1027, 1030 (4th Cir. 1988); accord 
Lykes Bros. S.S, Co. v. Pena , slip op. at 16 (agency affidavit that "merely 
elaborates" on basis for agency decision and "provides a background for under- 
standing the redactions" proposed, found permissible); see also, e.g. . Interna- 
t ional Computaprint Corp. v. United States Dep’t of Commerce , slip op. at' 12 
n.36. 
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plete administrative record. ?7 In that decision, the D.C. Circuit also rejected 
the SEC’s argument that a reverse-FOIA plaintiff bears the burden of proving 
the nonpublic availability of information, finding that it is "far more efficient, 
and obviously fairer" for the burden to be placed on the party who claims that 
the information is public. 28 It also upheld the district court’s requirement that 
the SEC prepare a document-by-document explanation for its denial of confi- 
dential treatment. 29 Specifically, the D.C. Circuit found that the agency’s 
burden of justifying its decision "cannot be shirked or shifted to others simply 
because the decision was taken in a reverse-FOIA rather than a direct FOIA 
context.” 30 Moreover, it observed, in cases where the public availability of 
information is the basis for an agency’s decision to disclose, the justification of 
that position is "inevitably document-specific." 31 

Rather than order a remand, the District Court for the District of Colum- 
bia has recently ruled against an agency— even going so far as to permanently 
enjoin it from releasing the requested information~on the basis of a record that 
it found insufficient under the standards of the APA. 32 Specifically, the court 
noted that the agency "did not rebut any of the evidence produced" by the sub- 
mitter, "did not seek or place in the record any contrary evidence, and simply 
ha[d] determined" that the evidence offered by the submitter was "insufficient 
or not credible." 33 This, the court found, "is classic arbitrary and capricious 
action by a government agency.” 34 

Conversely, this same court upheld an agency’s disclosure determination 
on the basis of an administrative record that demonstrated that the agency "spe- 
cifically considered" and "understood" the arguments of the submitter and 
"provided reasons for rejecting them. " 35 In so ruling, the court took note of 
the "lengthy and thorough" administrative process, during which the agency 


27 .Occidental Petroleum Coro, v. SEC . 873 F.2d 325, 346 (D.C. Cir. 
1989); see algo Reliance Elec. Co. v. Consumer Prod. Safety Comm’n . 924 
F.2d at 278-81 (remanding case due to inadequacy of agency’s administrative 
record). 

28 Occide ntal Petroleum Coro, v. SEC . 873 F.2d at 342. 

29 hjL at 343-44. 

30 IsL at 344. 


32 McDonnell Douglas _Corp. v, NASA , transcript at 5-6, 10; see also Envi- 
ronmental Technology. Inc, v. EPA . 822 F. Supp. at 1230 (without even ad- 
dressing adequacy of agency record, court perfunctorily granted submitter’s 
motion for permanent injunction). 

33 McDonnell Douglas Coro, v, NASA , transcript at 6. 

34 r<L 

35 Qgne ral Dynamics Corp._v, United States Dep’t of the Air Force . 822 F. 
Supp, at 807. 
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"repeatedly solicited and welcomed" the submitter’s views oh the applicability 
of a FOIA exemption. 36 This record demonstrated that the agency’s action' , 
was not arbitrary or capricious. 37 

Administrative practice in potential reverse FOIA situations is generally 
governed by an executive order issued six years ago. Executive Order No. 
12,600 requires federal agencies to establish certain predisclosure notification 
procedures which will assist agencies in developing adequate administrative rec- 
ords . 34 The executive order recognizes that submitters of proprietary informa- 
tion have certain procedural fights and it therefore mandates that notice be 
given to submitters of confidential commercial information whenever the agency 
"determines that it may be required todisclose" the requesteddata. 39 

Once submitters are notified under this procedure, they must be given a 
reasonable period of time within which to object to disclosure of any of the re- 
quested material. 40 If that objection is not sustained by the agency, the sub- 
mitter must be notified in writing and given a brief explanation of the agency’s 
decision. 41 Such a notification must be provided a reasonable number of days 
prior to a specified disclosure date, which gives the submitter an opportunity to 
seek judicial relief. 42 This executive order mirrors in many ways the policy 
guidance issued by the Department of Justice in June 1982, 43 and for most 
federal agencies it reflects what already was existing practice. 44 

This executive order predates the decision of the D.C. Circuit in Critical 
Mass Energy Project v. NRC . 45 and thus does not contain any procedures for 
notifying submitters of voluntarily provided information in order to determine if 


36 li. at 806. 

37 Id*, at 807; accord Lvkes Bros. S.S. Co. v. Pena , slip op. at 15 (agency 
"provided considerable opportunity* for submitters to "contest the proposed 
disclosures, and provided sufficient reasons on the record for rejecting" submit- 
ters’ arguments). 

38 3 C.F.R. 235 (1S88) (applicable to all executive branch departments and 
agencies), reprinted in 5 U.S.C. § 552 note (1988) and in FOIA Update. Sum- 
mer 1987, at 2-3. 

39 Exec. Order No. 12,600, § 1. 

40 Id, § 4. 

41 U, § 5. 

42 Id, 

43 Sss FOIA Update . June 1982, at 3. 

44 See FOIA Update . Fall 1983, at 1; see also FOIA Update . Summer 1987, 

at 1. 

45 975 F.2d 871 (D.C. Cir. 1992) (en banc), cert, denied . 113 S. Ct. 1579 
(1993). 
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that information is "of a kind that would customarily not be released to the 
public by the person from whom it was obtained." 46 (For a further discussion 
of this new "customary treatment" standard, see the Applying Critical Mass 
subsection of Exemption 4, above.) As a matter of sound administrative prac- 
tice, however, agencies should employ procedures analogous to those set forth 
in Executive Order No. 12,600 when making determinations under this "cus- 
tomary treatment" standard. 47 Accordingly, if an agency is uncertain of the 
submitter’s customary treatment of information, the submitter should be notified 


and given an opportunity to provide the agency 


uritln o riocrrintinn rtf itc frpuL 
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ment-including any disclosures that are customarily made and the conditions 
under which such disclosures occur. 48 The agency should then make an objec- 
tive determination as to whether or not the "customary treatment" standard is 
satisfied. 49 


The procedures set forth in Executive Order No. 12,600 do not provide a 
submitter with a formal evidentiary hearing. This is entirely consistent with 
what has now become well-established law, i.e., that an agency’s procedures 
for resolving a submitter’s claim of confidentiality are not inadequate simply 
because they do not afford the submitter a right to an evidentiary hearing. 50 
Agencies should be aware, though, that confusion and litigation can result from 
using telephone conversations as a short-cut method of avoiding scrupulous ad- 
herence to these submitter-notice procedures. 51 

Similarly, the procedures in the executive order do not provide for an ad- 
ministrative appeal of an adverse decision on a submitter’s claim for confiden- 
tiality. The lack of such an appeal right has not been specifically considered by 
the D.C. Circuit, but it was recently addressed by the District Court for the 
District of Columbia, which flatly rejected a submitter’s contention that an 
agency’s decision to disclose information " must " be subject to an administrative 
appeal. 52 


The Court of Appeals for the Fourth Circuit had an opportunity to con- 
front this issue in Acumenics Research & Technology v. Department of Jus- 


46 975 F.2d at 879. 

47 See FOIA Update, Spring 1993, at 6-7 ("Exemption 4 Under Critical 
Mass: Step-By-Step Decisionmaking"); see also idL at 3-5 ("OIP Guidance: 
The Critical Mass Distinction Under Exemption 4 "). 

48 S(»e i/t at 7 

49 ML 

50 Na tional Qrg, for Women v. Social Sec. Admin. . 736 F.2d at 746; 
accord CNA . 830 F.2d at 1159. 

51 SfiBvp.gi, Federal Elec. Corp. v. Carlucci . 866 F.2d 1530, 1531-33 
(D.C. Cir. 1989). 

52 Lyj ces Bros. S.S. Co. v. Pena , slip op. at 6. 
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tice. 53 There, in analyzing Department of Justice regulations which do not 
provide for an administrative appeal, the Fourth Circuit found that the proce- 
dures provided for in the regulations— namely, notice of the request, an opportu- 
nity to submit objections to disclosure, carefiil consideration of those objections 
by the agency, and issuance of a written statement describing the reasons why 
any objections were not sustained-in combination with a "face-to-face meeting 
that, in essence, amounted to an opportunity to appeal [the agency’s] tentative 
decision in favor of disclosure," were adequate. 54 The Fourth Circuit, how- 
ever, expressly declined to render an opinion as to whether the procedures im- 
plemented by the regulations alone would have been adequate. 55 

Likewise, the Court of Appeals for the Ninth Circuit has upheld the 
adequacy of an agency’s factfinding procedures that did not provide for an ad- 
ministrative appeal per se. 56 In that case, the agency’s procedures provided 
for notice and an opportunity to object to the request, for consideration of the 
objection by the agency followed by a written explanation as to why the objec- 
tion was not sustained, and then for another opportunity for the submitter to. 
provide information in support of its objection. 57 After independently review- 
ing the record, the Ninth Circuit found that such procedures were adequate. 58 
Accordingly, it held that the agency’s decision to disclose the information did 
not require review in a trial de novo. 59 
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59 Id, 
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Between FOIPA Personnel; 

With Other FBIHQ Divisions; 

Correction/Expungement of FBI Records : (MEM0ll4); : § 

Correspondence : (MEMO 15 ) 

Annotating Correspondence by LTs/PLSs; 

Annotating Request Letters by RTSS; 

Classification of Notes and Addenda; 

Placing Initial Correspondence on Record: ( See Memo 40) 

Counter-Intelligence Program (COINTELPRO) : (MEMO ; 89) | 


Court Orders : (MEMO :M||I 


David Dellinger et.al., (Chicago Seven) : ( See Memo 26) 

National Caucus of Labor Committees (NCLC) ; 

National Lawyers Guild (NLG) ; ' 

Spartacist League/Spartacus Youth League; 

Southern Christian Leadership 

Conference (SCLC) : ( See Memo :26V 

Credit Bureau Reports : (MEMO 56) 

See also Personnel Files; ( See Memo 69); 

Criminal Investigative Analysis Program (CIAP) ; (MEMO 6 6 ). 
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Cross-reference policy; 

Cross-reference policy pursuant to Appeal: 

JEA Form 7? Report of Drug Property Collected, 

Purchased or Seized ; 

leath, Proof of . (MEMp^g3> 

J_eath Row Requests : (MEMO ..2). 

defunct Agencies or Departments ; .(MEMO 1 18 ) 

department of the Army : (MEMO 90) 

Classified Info to Army Intelligence Agency (AIA) ; 

department of Health and Human Services : • (MEMO'^IS ^ 

Social Security Information; 

department of Justice Appointment Files (File 


Classification ‘'77") : (MEMO 36) 

department of Justice, Civil Rights Division : (MEMO 2 0 ) 

[department of Justice, Criminal Division : (MEMO;' 21) 

Direct Response Referrals; 

Foreign Agents Registration List; 

department of Justice. Pardon Attorneys Office : (MEMO 35) 

Release of Pardon Applications; 


[dissemination Letter to Secret Service (FD-376) : 

(MEMO 73). 


(MEM0f42) 












Document Classification Unit (DCU) ; (MEMO 22) 





Classification Review of Documents Previously 
Examined by DCU; 

Classification of Notes and Addenda; 

DCU "Regular Review" or "Walk-up"; 

Review; 


Notification to DCU of Prior Releases of Information; 
Sensitive Compartmented Information (SCI) Material; 
Submitting Files to DCU for Review; 


Fj^le__Classif ications Requiring DC U 


Draft Board Information : ((]^MOf;76:)' 

Drug Enforcement Administration (PEA) : (MEMO- '23.) 


bnr> 


DEA Form 7; 



{MEMO ; 56) 


Duplicate Documents. Processing of : (MEMO 24) 

Duplication of ; (MEMO 25): 

FOIPA Related Records {Original FBI Files) ; 
Microfilm/Microfiche Records; 

Processed Material; 

Special File Room Files,- 


Electronic Surveillance (ELSUR) Records : (MEMO ,26) 

Criminal, Security and FCI Investigations; 

Index Records; 

Information pertaining to Martin Luther King, Jr. and 

the Southern Christian Leadership Conference (SCLC) 
New Haven Elsurs NH 605-R* and NH 687-R*; 

Records in the Matter of David Dellinger, Et . Al . , 
(Chicago Seven) ; 

Searches and Reviews; 

Types of Electronic Surveillance; 

Executive Secretariat Control Data Sheets : ;(MEM(|!|2i!i^ 

Exclusions : .(MEMO 28)' 
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Exempti on (b) (3) : (MEMO 29 ) 

Examples of (b) (3} Statutes: 

Grand Jury Information; 

Intelligence Sources and Methods; 

Internal Revenue Code; 

Juvenile Delinquency Act; 

Juvenile Justice and Delinquency Prevention Act (JJDPA) 
National Driver Register; 

National Drivers Records Act; 

National Security Agency; 

Pen Registers/Trap and Trace Devices ; 

Pre- sentence Reports; 

Title III, Wiretap Intercepts; 

Trap and Trace Device; 

Visa and Permits; Issuance or Refusal of; 

Examples Which are Not (b) (3} statutes; 

E xemption (b) (7) (A) : (MEMO. , 3 0 ) 

Exe mpti o n (b) (7) (D) : {MEMO' 31 J 

Caution Statements ( See Memo ’7.) ; 

General Overview of " Exemption (b) (7) (D) ; 

Informant File Numbers; 

Mosaic Theory ; 

Foreign Agencies and Authorities; 

State/Local Law Enforcement Agencies Requesting 
Confidentiality 

Witnesses - Protection of Information Provided in 

Confidence to the FBI by Persons Who Subsequently 
Testify in Criminal Trials ( See Memo 87); 

Exemption (b) (7) (E) : (MEMO 32) 

List of Possible Investigative Techniques; 

Exemption m (1) : (MEMOg"33): 

CIA Records; 

Expedited Requests : '(MEMO 1 2 ) 

E xpungement /Correct ion of FBI Records : (MEMO 14)- 


Federal Youth Correction Act (FYCAl : :(toM<d-i:29); 


FYCA is not a (b) (3) Statute; 


Fees : {MEMO' 11), 

Failure to Submit Fees When Multiple Requests with One 
Requester 

Field Offices : (MEMO, 3 4) 

Contact with Field Office Personnel; 

Files Transmitted to FBIHQ-Use of Green File Fronts; 
Furnishing Field Division With a Copy of the FOIPA 

Disclosure Letter for Their Information 1 > 

Procedures for Field Office FOIPA Requests - 
(Searches and Referral to FBIHQ) ; 

EUL&-G2 a a s_if i c a t ion . "6 7 11 : (MEMO 69) 

Personnel Files; 

Unsuccessful Applicants ( See Memo A\ 

File Classification "73" : 

Pardon Application Investigative Background Files; 

Release of Pardon Applications; 

File Classification "77” : (MEMO 361 

DOJ Appointment Files; 

Judicial Appointment Files; 

File Classification >l 92" : (MEMO 37) 

Anti -Racketeering Investigative Files; 

Fi le Classification '■ 1 5 7 ,T ; : (MEMOl 2t2|: 

Civil Rights/Unrest Investigations (Initial DCU Review is 
not Required for Entire File} ; 

File Classification 11 161" : (MEMO 38) 

Special Inquiry Investigations; 

File Classification "IS?” : (MEMO 39) 

Civil Suits and Administrative Claims; 

File Classification 11 252 " ; (MEMO 66) 

Violent Crime Apprehension Program-VICAP; 


* 
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Files; Information Concerning : 


Duplication of FBI Records { See Memo 25) ; 

Field Office Files Transmitted to FBIHQ - Use of Green 
Cover Sheets; see Field Office ( See Memo 34); 

File HQ 62-117290 (HSCA) (See Memo 51); 

Legat Files; How to Obtain ( See Memo 63).; 

Personnel Files of Current or Former FBIHQ Employees 
( gee Memo 69) ; 

Personnel Type Records Maintained at the FBI Academy, 
Quantico, Virginia ( See Memo 69)1 ; 

Special File Room Files ( See Memo. 75?') ; 

Filing of FOIPA Material ; 

Classification of Notes and Addenda; 

Placing Initial Correspondence on Record; 

Preparing Mail for File; 

Previously Released FOIPA Material; 

Financial Sources; ;i|MESiCp^6|s 



Foreign Agents Registration List : (MEMO 21) 

Foreign Countries; Investigations in : (MEMO 6 0 ) 

Foreign Intelligence Surveillance Court (FISC) : ;.{MEMO . } 4l>, 
Application; 

Minimization procedures; 

Certification; 

Primary order; 

Secondary order; 

Foreign Police Agencies and Authorities : (MEMO 31)' 


Forms : 

Executive Secretariat Control Data Sheets: .(MEMO 27) 

DEA Form 7 - Report of Drug Property Collected, 

Purchased or Seized: (MEMO 23). 

FD -190 Special Agent (SA) Interview Form: 

FD-I90a Support Applicant Interview Form: ;(MEMO 77) 

FD-376 Dissemination letter to Secret Service: (MEMO 42) 
FD-430 Bank Robbery Summary Report: (MEMO' 43) 

FD-450 Computerized Telephone Number File: (MEMO 82). 

FD-497 Polygraph Examination Worksheet: (MEMO 71) 
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Forms (C ontinued! r 


FD-498 Polygraph Examination Report: (MEMO ,<71 ) 

FD-510 SA Applicant Interview Board Background 
Information Form: (MEMO ?7) 

FD- 511 SA Applicant Dimension Evaluation: 

FD-515 Accomplishment Report: (MEMO 44) 

FD- 524 Polygraph Zone Comparison Numerical 
Analysis Data: (MEMO '71V 

FD-525 Polygraph Review Modified General 
Question Test : (MEMO. .71) 

FD- 7 61 Public Corruption Data Transmittal Form: {MEMO '45) 

FD-799 Clerical Selection 3attery (CSB) : (MEMO 7?V 

FD - 800 Clerical Selection Battery (CSB): {MEMO" 77)' 

OPCA-25 Abandoned Cases - Transmit Processed Documents 
to File: (MEMOlli^; 

Fugitive Requesters : {MEMO ,4$) 




Fusion Energy Foundation ( FEF1 : V mFm O : TK : y 

S£.a nd. Jury Information (b) (3) : {MEMO :%9) : 

Liaison with : (Classified MEMO 47) 

Green File Front on Field Office Files, Use of : ^ME|^|3l|| 

Handwritten Interview Notes. Special Acrent : (MEMO 59) 

High Visibility Communications : 

H istorical Processing : { MEMO : : 49)' : 

H oover Official & Confidential (O & Files : (ME MQ^S OV 

House Select Committee on Assassinations (HSCA) : (MEMO 31 ) 


File 62-117290; 

LCN Figures Processed for; 

WSK Hunter Project (Bureau Source^ ^^fr: (Classified MEMO 8) 

Identification Records : (MEMO 52) 

NCIC and III printouts; 

NCIC Message Keys and ORI numbers ; 

Processing Identification Records in FBI files; 

Immigration and Naturalization Service ( INS) ; |ME1^ll5i|)i 

Informal Access Review of Personnel Files : (MEMO 69} 
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.Informant File Requests: HHiiHI 



Initials /Names of FBI Employees • (MEMO 78) 
Institutional Sources : 



Financial Sources 

Intelligence So urces and, Methods of the FBI /CIA : 

Exemption (b) (3) : ( See Memo 29) 

Xnteregtinq C ase. (I . C .) Memoranda Located in 
Bureau Files : 

Internal Revenue Code : 

Exemption (b) (3) : ( See Memo 29) 

Internal Revenue Service (IRS) : (MEMO 58); 

Social Security Numbers ; 

Xnteistat e Identification Index (III) printouts : (M2MO?S2i: 

Interview Notes^... Special Agent (Handwritten) ; (MEMO 59) 

Investigations : (MEMO .60) 

Compromising the Investigation of an Organization 
Through Disclosure of a Member's file; 

In Foreign Countries; 

Multiple Subject; 

.Iran -Contra /Front Door Material : (MEMO €1) 

Juaicial . Appointment Files ("77" Classifications) : ||||||| J||| 
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s' 


Juveniles : (MEMOl-29 ) 


Juvenile Delinquency Proceedings; FOIPA Requests 
Relating to; 

Juvenile Delinquency Act ( JDA) ; 

Juvenile Justice and Delinquency Prevention Act 
(JJDPA) ; 

tA 

bne 

La._ Costa Hostra (LCN) : Miimmmm 

Processing Files of LCN Figures; 

l aboratory. Notes ; 

L&GATS (Legal Attaches) : 

Leg al Attaches (LEGATS) : 



Investigations in Foreign Countries ( See Memo 0 ) 

Legat Files; How to Obtain and Search for ( See Memo 63) 

MgCTF (Missing and Exploited Children Task Force) : (MEMO 56) 

Maf ia/Oraanized Crime ; 

Anti -Racketeering Investigative Files ( See Memo 37) 
Mail Covers : (MEMO- 6,4) 


Main File Equivalents ; (MEMO 81). 

Man agement Aptitude Program (MAP) 


Manuals. FBI : (MEMO ' 65) i 

List of processed FBI Manuals; 


(MEMO .69). 


Medical Records of FBI Employees : 

Metropolitan Psychiatric Group : (MEMO 73) 

Microfilm Records : ,(MEMD ; ;25) 

Missing and Exploited Children Task Force (MECTF) : (MEMO' "66 1 

Multiple Subject Investigations : (MEMO 60) 

NCAVC (National Center for the Analysis of 
Violent Crime : (MEMO 66) 
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NCIC. (National Crime Information Center) : (MEMO' 67) 

NH 605 -H* : (MEMO„ 26), 

NH 687-R* : (MEMO; 2 6} 

Name s, and Initials, Special Agent and Support Employee : (MEMO 78) 

National Caucus of Labor Committees (NCLC) : (MEMO " IS )- 

N a.tLi . Pnal Center- for the Analysis of Violent 
__Crime (NCAVC) : ;$EM0<65 % 

Child Abduction and Serial Killer Unit (CASKU ) • 

Criminal Investigative Analysis Programs (CIAP) ; 

Missing and Exploited Children Task Force (MECTF) ; 

Profiling and Behavioral Assessment Unit (PBAU) ; 

Violent Crime Apprehension Program (VICAP) ; 

Nationa l Crime Info r mation Center (NCIC) : ;(MEMp||7 

NCIC Entries For Missing Children 
NCIC Message Keys/Originating Agency 

Identifiers (ORIs) ( See Memo 52) 

Stop Index (or Notice) Placed in NCIC 

National Driver Register : (MEMO 29) 

National Drivers Records Act : ( MEMO 2 9 ) 

National Lawyers Guild (NLG) : (MEMO 16) 

N ational Security Agency (NSA) : (MEMO 6:8) 

Referral Policy; 

Public Law 86-36 Section 6(a) : ( See Memo 29) 

Notes : 


Classification of Notes and Addenda ( See Memo 22) 
Laboratory Notes ( See Memo '62); 

Special Agent Interview Notes ( See Memo, 59), 

ORI Numbers : (MEMO 52 ) 

Organized Crime /Mafia 

Anti -Racketeering Investigative Files ( See Memo 37) 
Organizational File; Compromising the Investigation : (MEMO 60) 
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P-BAtT (Profilina_and. Behavioral Assessment Unit) : 

Pardon Attorney s Office, Department of Justice : (MEMO 35) 

P_en Registers : p^M^§| 

Personnel Files : (MEMO "69) 

Career Board Minutes ; 

CIA Name Checks in Suitability /Applicant Files; 

Credit Bureau Reports; 

Current Employees ; 

Former Employees; 

Informal Access; 

Medical Records ; 

Personnel Type Records From the FBI Academy, Quant ico; 
Psychological Services; 

Sending Processed Material to File; 

Photographs and Autopsy Reports : (MEMO 5); 

Photograph Albums. FBI : 3MEJg|3$$ 

Police Department's : (MEMO 31) 

Requesting Confidentiality; 


Polygraph Examinations : (MEMO 71) 

List of Questions; 

Polygraph Charts; 

Polygraph Examination Worksheet (FD-497) ; 

Polygraph Examination Report (FD-498) ; 

Polygraph Zone Comparison Numerical Analysis Data (FD-524) 
Polygraph Review Modified General Question Test (FD-525 ) ; 

Pre-Sentence Reports : (MEMO 29)' 


Previously Processed Material (Preprocessed) ; (MEMO 7,2) 

Assignment of Preprocessed Requests; 

Filing of Previously Released FOIPA Material; 

Proof of Death; 

Profiling and Behavioral Assessment Unit ( PB AU ) (MEMO 66) 


Psychological Services to FBI Employees : (MEMO 73) 


Doctors 

Metropolitan Psychiatric Group; 


b (o 


Public Corruption Data Transmittal Form (FD-761) : 
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Radiograms Originating Prior to 1955 : 

Rap__Sheats — LXdentif ication Records) : (MEMO 52,) 

Processing of Rap Sheets, NCIC and III printouts 
NCIC Message Keys and ORI Numbers 

Reading Room, FOIPA : (Memo 74) 

Adding Preprocessed Material to Reading Room; 

General Information Concerning the FOIPA Reading Room; 

Referrals -Ge neral Policy (Federal Government only) : J||C$JK)i75) 

FBI Documents Containing Other Agency Information (known as 
"Consultation" Referrals) ; 

Other Agency Documents (known as "Direct Response” 

Referrals) ; 

Sensitive Information Contained in Referral Documents; 
Referrals (Specific) -Federal Government Agencies : 

(See Agency Title} 

Report of Drug Property Collected, Purchased or Seized; 

PEA For m 7: 

Requests : 

Assignment of Requests for Previously Processed 
Material: ■'%. (MEMO 72) 

Closing a FOIPA Request: ;(ME3to 

Field Office Requests; Referral to FBIHQ for 
processing: (MEMO 11)- 
Filing of FOIPA Material: (MEMO 40) 

For Informant Files: (MEMO 9) 

Multiple Subjects; Closing for failure to submit 
fees: (MEMO 11) 

Third Party Requests; (MEMO 83) 

Searches : 

Procedures for Field Office FOIPA Requests Referred 
to FBIHQ (See MEMO 34 V . 

Secret Material : ( See MEMO 10) 

Selective Service System : (MEMO- 76). 

Draft Board Information 
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Sensitive Compartmented Information (SCI) : {MEMO' 10 } 

Downgraded by DCU; 

Filing of; 

Referrals of; 

Transfer of; 

Upgraded by DCU; 


Doctor 1 s 


{m£KO 73 j§ L 


Socia l .Security. Information : 

Department of Health and Human Services: {MEMO/ 19) 

Southern Christian Leadership Conference (SOLO {MEMO 16) 

Spartacist League; Spartacus Youth Leacnie : 

S.e.e Court Orders (MEMO 16) ; 

Special . Acrent/ Suppor t Appl icant Interview Forms /Testing- 
Material : (MEMO 77) 


Specia l .Agent Interview Notes (Handwritten) : (MEMO 59) 

S pecie! Ag e nt /Suppor t Emp loyee Karnes and initials (FBI 


Employees) : HffiMO.78) 


S pecial File Room ( SFR) : (MEMO 79) 

Statute s; protection by ; 

-See Exemption (b) (3) (MEMO. 2 9} ; 
St op Index (or Notice) Placed in NCIC : 


See NCIC (MEMO. 67) ; 

Su bpoena Puces Tecum : .(MEMO 80} 

Substantial Equivalents of Main Files : llffiMOfWl); 

Support Appl icant/Special Agent Interview Forms/Testina 
Material : (MEMQ If) 

Telegra ms /Teletypes Originating Prior to 19 55 : |SpiE^p2|5 

Telephone Application : (MEMO. 82) 

Third Party Privacy; 10 0 year old rule : 

See Historical Processing {MEMO 49) ; 
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Third Party Requests /Information ; 
Tlp-.offg: 


(MEMO -83) 


See Exclusions (MEMO 28) ; 

Title XXI Intareepbs : 

S.e.e Electronic Surveillance (MEMO 26}.; 
Exemption (b)(3) (MEMO' 2.9) ; 

Top Secret Material : 

-S_e.e. Classified Material ;(.SE^p2 : 10');; 

Trap and Trace Devices: 

Ssg. Exemption (b)(3) (MEMO 2 9) ; 

.See Investigative Techniques (MEMO 32) ; 

Un dercover Operations : (Memb 64) 



Liaison with : 


See Liaison with (MEMO 47) ; 

United States Labor Party (USI.P) ? 

See Court Orders (MEMO, 15) ; 

Unsuccessfu l Job Applicants, Background Investigations 
for : (MEMO, .4 ) 


VICAP (Violent Crime,, Apprehension Program) : (MEMO 66) 

Violent Crime Apprehension Program (VICAP) : (MEMO *6 6) 

Visual Investigation Analysis (VIA) Chart : ( MEM0;<;85) 

Definition of; 

Duplication of; 

Visas and Permits, Issuance or Refusal of : 

See Exemption (b) (3) (MEMO 29) ; 

Walk-up Program of DCU : 


White House Referrals/Consultations : (MEMO 86) 





Wiretaps : 


Electronic Surveillance (MEMO, 26} 

Exemption (b)(3) ;(MEM0;^2S();' 

Hi_tnegg es. ; - Protection of Information Provided in 

. Confidence — to the FBI by Persons who SuHoai-pjently 
Testify in Criminal Trial : .(MEMO |gj|| 

Wsrld Wa r II Censorship., Documents : (Memo 88) 

National Archives and Records Administration Guidelines for 
Processing World War II Censorship Documents 



FOIPA Manual Numbered Memo Index 

(Numerical) 


1 Abstracts 

2 Accelerated Processing 

3 Appeals, Administrative 

4 Applicants 

5 Autopsy Reports and Photographs 

6 Bureau Teletypes, Telegrams and Radiograms Originating Prior 

to 1955 

7 Caution statements 

8 Central Intelligence Agency 

9 Classification Stamps, Use of 

10 Classified Material, Handling of and Transmittal of 

11 Closing a FOIPA Request 

12 Congressional Documents 

13 Coordination of FOIPA Releases 

14 Correction/Expungement of FBI Records 

15 Correspondence 

16 Court Orders 

17 Cross-References 

18 Defunct Agencies or Departments 

19 Department of Health and Human Services 

20 Department of Justice, Civil Rights Division 

21 Department of Justice, Criminal Division 

22 Document Classification Unit 

23 Drug Enforcement Administration 

24 Duplicate Documents, Processing of 

25 Duplication 

26 Electronic Surveillance Records 

27 Executive Secretariat Control Data Sheet 

28 Exclusions 

29 Exemption (b) (3) 

30 Exemption (b) (7) (A) 

31 Exemption (b) (7) (D) 

32 Exemption (b) (7) {£) 

33 Exemption (j) (1) 

34 Field Offices 

35 File Classification "73" 

36 File Classification "77" 

37 File Classification "92" 

38 File Classification "161" 

39 File Classification ”197" 

40 Filing of FOIPA Material 

41 Foreign Intelligence Surveillance Court 

42 FD-376 Dissemination Letter to Secret Service 

43 FD-430 Bank Robbery Summary Report 

44 FD- 515 Accomplishment Report 

45 FD-761 Public Corruption Data Transmittal Form 

46 Fucryj^^^Requesters 

47 Liaison with olD 

48 High Visibility Communications 

49 Historical Processing 



FOIPA Manual Numbered Memo Index 

(Continued) 


50 Hoover Official and Confidential Files 

51 House Select Committee on Assassinations 

52 Identification Records 

53 Immigration and Naturalization Service 

54 

55 

56 

57 Interesting Case Memoranda Located in Bureau Files 

58 Internal Revenue Service 

59 Interview Notes, Special Agent 

60 Investigations 

61 iran-Contra/Front Door Material 

62 Laboratory Notes 

63 Legal Attaches 

64 Mail Covers 

65 Manuals, FBI 

66 National Center for the Analysis of Violent Crime 

67 National Crime Information Center 

68 National Security Agency 

69 Personnel Files 

70 Photograph Albums, FBI 

71 Polygraph Examinations 

72 Previously Processed Material 

73 Psychological Services to FBI Employees 

74 Reading Room, FOIPA 

75 Ref errals -General Policy (Federal Government Only) 

76 Selective Service System 

77 Special Agent/Support Applicant Interview Form/Testing 

Material 

78 Special Agent/Support Employee Names and Initials 

79 Special File Room 

80 Subpoena Duces Tecum 

81 Substantial Equivalents of Main Files 

82 Telephone Application 

83 Third Party Requests/Information 

84 Undercover Operations 

85 Visual Investigation Analysis Chart 

86 White House Referrals/Consultations 

87 Witnesses, Protection of 

88 World War II Censorship Documents 

89 Counter-Intelligence Program (COINTELPRO) 

90 Department of the Army 
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FOIPA 

MFMO 1 

MANUAL 

IVllZ/lVlVy I 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Abstracts 

Date: March 31, 1998 



Abstracts are 3x5 inch forms (Attachment 1) which were designed to summarize in one 
or two sentences the content of any serialized or recorded document and to facilitate the filing, 
accountability and location of all important mail placed in a file. Abstracts were previously 
prepared in duplicate except for communications in personnel matters wherein a single abstract 
was required. The preparation of abstracts was discontinued on 10/16/79 for investigative 
files and on 4/11/89 for personnel and applicant matters. 


Abstracts of mail were previously filed in two ways: 


(1) Numerical Order by file and serial number. 

(These abstracts were maintained in the Numbering Unit where they were filed 
by the Bureau file number. They have since been boxed and sent to an off-site 
location and are not available for use.) 


(2) Al phabetical bv their origin 

(These abstracts, which cover approximately 1959-1979, are still being utilized 
and are maintained at Pickett Street in file cabinets. Abstracts of mail originating 
prior to 1959 may be found on microfilm.) 


The Alphabetical abstracts were broken down into several categories with the mail being 
filed alphabetically under its respective category (incoming mail was filed alphabetically by 
source and outgoing by addressee): 


(a) Field Offices 

(b) Special Agent reports (filed by Agent’s name) 

(c) U.S. Government Agency 

(d) Local and State (filed by State - usually police reports) 

(e) Foreign Governments (filed by country) 

(f) Private citizens (filed by last name first, e.g.. Smith, John) 



FOIPA Numbered Memo 1 

Page 2 

Abstracts 

The personnel and applicant matter abstracts are maintained at an off-site location 
and are not available for use. 

In 1979, the Automated Incoming Mail Serialization (AIMS) System became 
operational. This system provides computerized positive accountability for each serial placed on 
record in FBI files. Information maintained in AIMS includes the date, subject, type of 
communication, status of the case, file classification, source and destination of every document. 
AIMS provides virtually all of the data describing a document which is contained on abstracts 
with the exception of the narrative portion. Therefore, mall generated after 1979 and entered 
into the AIMS system is accessible through the Automated Case Support (ACS) System. 


Purpose and Procedures for Abstract Checks 

The purpose of an Abstract check is to ascertain the specific file and serial numbers) of 
documents located within Bureau files. This is an extremely useful means of locating FBI 
documents that have been referred from other government agencies to the FBI for processing 
under the FOIPA. 

For Abstract checks to be conducted at Pickett Street on mail dated 1959-1979, 

Form 4-860 (currently referred to as OPCA-13), Attachment 2, to this memorandum must be 
completed and contain the following information: 

(1) The origin of the document 

(2) The date of the document 

(3) The subject matter 

(4) Indicate whether the mail is incoming to FBIHQ or outgoing and the type of mail 

(e.g., Airtel, teletype, Special Agent report, etc.) 

For Abstract checks on mail prior to 1959, the same Form 4-860 (OPCA-13) should be 
completed and searched in the Micrographics Unit, Roon^Q^ extensionfBUby the 
LT/PLS. Currently, this unit is in the process of destroying the older abstracts. 

Mail generated after 1979 can be reviewed on the computer through the ACS 
System. If the LT/PLS does not have access to a computer to search the ACS System, he/she 
may s ubmit Form 4-860 (OPCA-13) to the Service Unit located in the Special File Room, Room 
SSfe and they will conduct the search and advise the LT/PLS of the file number(s) on the 
records. 



^Sampl e. o~P ou n ...Ahs{yajJl 


3ar6Aa Pi I £ AituYiEfR 


TyptsT" 


J*— 


Status oPcAse 


25-16350-10 

10 

11/28/79 

SAC, DN 




ROBERT SMITH- 

Subject 

resides 

Subject 

born 1/25/49 at NYC, NY. Subject 
at 3186 New Haven St. NYC, NY. 
was apprenended without incident. 



C 




■ 
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MEMO 1 - ATTACHMENT 1 



4-860 (Rev. 9-21-94) 


FOIPA SECTION 

REQUEST FOR ABSTRACT CHECK 

Date: 

□ To: Service Unit □ Return to: Name: Ext. 

Room 5991 Room p 6361 Q 6362 Q 4356 

Room Q 4362 p 4366 □ 


Type of Communication Date 


Results of Search: 


Subiect or Title 

File Where Located 

J- ] Airtel From: 



□ Letter 


□ LHM 

p Memo To: 



P | Teletype 


□ Report of: 





Subject or Title 

jMrgctnmtaiB n tt i — u\ n 



P Airtel From: 



.etter 


□ LHM 

□ Memo To: 



□ Teletype 


□ Report of: 




iauuifii&SiiiH 

Subject or Title 

wmzmmam mmm 


File Where Located 

□ Airtel From: 



PI Letter 


□ LHM 

j - ] Memo To: 



p Teletype 


P Report of: 
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FOIPA 

MPMO 9 

MANUAL 

Ivir/mU z 


To : All FB I F OEP A Personnel 

From: J. Kevin O’Brien 

Subject: Accelerated Processing 

Date: March 31, 1998 


Accelerated Processing 

Individuals seeking accelerated processing of their requests should be advised that the 
established policy of the FBI is to process requests based upon the approximate order of 
receipt, to the extent consistent with sound administrative practices. Use of the chronological order 
system is an equitable procedure; however, exceptions may arise and must be recognized 
See, Open America v. Watergate Special Prosecutor's Office, et al.. 547 F. 2d 605 (D.C. Cir. 1976). 

Priority processing will only be considered where there is some demonstrated exceptional 
need or urgency. These exceptional needs and urgencies are outlined below and are also addressed 
in the attached reprints of the Attorney General’s press release “ Attorney General Reno Moves to 
Expedite Exceptional FOIA Requests ” (Attachment 1) and the FOIA Update from September, 
1983, (Attachment 2) which should be included in the response to a request for accelerated 
processing. 

1 . ) A loss to life or saftey 

2. ) Loss of substantial due process rights 

3. ) Widespread and exceptional media interest in the requested information 

4. ) Involves possible questions about the government's integrity which affects 

public confidence 

Where such factors have been presented, the decision to grant or deny the request for 
accelerated processing will be made by the FOIPA Section Chief or the DOJ Director of Public 
Affairs. 

Death Row Inmates FOIPA Requests to be Expedited 

Effective October 13, 1994, all requests from death row inmates will be expedited. Such 
requests will be identified by the Initial Processing Unit and immediately sent to the Request 
Management Unit (RMU) for preparation of the case for assignment to a Disclosure Unit. These 
requests will then be assigned to tire Disclosure Units on a rotational basis for immediate 
processing. 
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FOIA UPDATE 


OIP Guidance 


When to Expedite FOIA Requests 

Aa asue bound la be confronted sooner or kter by aB compelling justification can east for special FOIA treatment, 
ederal agencies a whether to livr certain rtcoesiers Low of Substantial Due Procaa Rights 


federal agencies m whether to give certain requesters 
expedited treatment under the Freedom of Information Act. 
Became the granting of a request tar expedition necessarily 
works to the direct disadvantage of other FOIA requesters, 
the merits of such requests should be ****•« carefully. 

The FOIA requires that federal agencies determine whether 
to release requested records within JO working days, but that 
period may be extended for aa additional 10 working days 
whenever any of three statutorily defined '‘unusual circum- 
stances* exist. 5 U.S.C. t5S2(aX6XB). Many agencies art 
often unable to meet these deadlines due to such (acton as the 
number of requests received, the volume of records sought, 
decentralized recordkeeping procedures, and limitations on 
resources— -often coupled with the need for a line-by-line 
review of sensitive documents. The U.S. Court of Appeals for 
the D C. Circuit has recognized this problem and has 
specifically approved the equitable practice of handling 
requests on a "first-in. first-out" bash. Set Opm America v. 
Watergate Special Prosecution Force, 547 F.2d 605. 614-16 
(D.C. Cir. 1976). citing 5 U.S.C. J552UK6KC). 

At the same time, however, the D.C. Circuit in Open 
America recognized that some FOIA requests necessarily 
involve a far greater degree of urgency than others and that 
when a requester can show "exceptional need or urgency." his 
request should be processed out of turn. 547 F.2d at 616. The 
Open America decision did not specify any particular 
circumstance which might constitute "exceptional need or 
urgency." so decisions on whether to grant expedition have 
been left for agency FOIA officers to make on a ease-by-case 
basis. Several years of administrative practice in this area, 
though, together with at least some specific judicial 
precedents, have served to develop the following guidelines 
and considerations. 

Threat to Life or Snfety 

First. FOIA processing should be expedited whenever h is 
demonstrated that an individual's life or personal safety 
would be jeopardized by the failure to proces s a request 
immediately. Of the handful of court derisions to hare 
ordered expedited processing, almost all have fallen into this 
category. Sir. eg- Easter v. FBI. 445 F. Supp. 1349, 1353 
(S.D. Cal. 1971) (plaintiff obtained expedited tr eatm e n t after 
leak of information exposed her to harm by organized crime 
figures), eff'd. 612 FJd 1202 <*b Or. I960); Ckmm *. 
Kelley. 427 F. Suj% 10. II (D.D.C 1976) (plaintiff faced 
multiple criminal cregn carrying possible death penalty in 
state court). At ttjfcrtminirn~r r level the Department of 
Justice has uppUl request to facilitate disclo su r e of 
medical information about a child's father vital to the child* 
e me rge ncy medical treatment. Another agency aptsd to 
process immediately a request from the parents of e young 
woman believed to be faring a serious threat to her life in the 
custody of a cub. To be sure. FOIA requests involving 
substantiated "tife-or-death" matters are rare, but no more 


Lorn of Substantial Due Procss* Rights 

As a general rule, a request also should be expedited if it is 
shown that substantial due process rights of the requester 
would be impaired by the failure to proems immediately and 
that the information sought is not otherwise available. 
Indeed, the practices of many federal agencies reflect such 
concern for the due process rights of requesters. At the Justice 
Department's Drug Enforcement Administration, for ex- 
ample. the portion of s drug offender's file that is relevant to 
an upcoming parole hearing is routinely processed for release 
out of turn under the FOIA. Similarly, other agencies 
regularly expedite FOIA requests for information needed in 
contract award protests so that filing deadlines can be met. 

It is not sufficient, however, for a requester merely tc allege 
that requested records are "needed" in connection with some 
judicial or administrative proceeding, rather, the immediate 
use of the FOIA must be shown to be critical t, the 
preservation of a substantial right. See Rivero v. DEA. 2 
CDS SI8IJ65 at 81.953 (D.D.C. 1981) ("A pending civil suit 
does not generally qualify a FOIA demand for expedited 
processing."). Indent, in Mitsubishi Electric Corp. v. 
Department of Justice. 39 A* L.Rep.2d (PAF) 1 133. 1 140-42 
(D.D.C. 1976). the court pointedly refused to order expedited 
processing where a requester had not availed itielf of existing 
civil discovery mechanisms for obtaining the records sought. 
In connection with criminal proceedings- weak “due process* 
claims have likewise been found inadequate. See. eg.. 
Gonzalez v. DEA. 2 CDS 1)81.016 at 81.069 (D.D.C 1980) 
(use of FOIA as dis covery tool to aid standard post-judgment 
attack on criminal conviction held insufficient); Buber v. 
United States Department of Justice. 3 CDS 4183-221 
(D.D.C. 1981) (need for documents for preparation as witness 
in criminal trial held insufficient). 


Beyond shore two narrow categories, it is unclear to what 
extent agencies have the discretion to grant requests for 
expedition under any other circumstances. Only one judicial 
dwrision has ve n t u re d beyond there categories— Sr/rertrr v. 
IRS. 3 CDS «12J!S at 13.302-03 (D-D.C. 1982). where ■ 
court a ota ewha t perfunctorily ordered immediate disdosun 
of a record related to imminent action by Congress 
Moreover, agencies should not forget the interests of al 
requesters in having their requests treated equitably, as well a: 
the public interest in the integrity of FOIA processing. Sn 
Mitsubishi Electric Corp. v. D ep a rtm ent of Justice, supra. ¥ 
Ad.L, Rep.2d (PAF) at 1142 (Expedited processing. *1 
granted, will adversely impact upon tbe conflicting interest 
of numerous individuals whose requests and appeals wer 
filed [earlier}."). Because a derision to take a FOIA requa 
out of turn necessarily entails further delay for othc 
requesters wasting patiently in line, simple fairness demand 
that it be made only upon otreful scrutiny of truly exceptions 
c ir c u m st ances. 
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To: All FBI FOIPA Personnel 

From; J. Kevin O’Brien 

Subject: Appeals, Administrative 

Date: March 3 1,1998 

A ppeals to be Filed Within 60 Days from the Release Date 


DOJ regulations state that “the requester may appeal the denial of the request to the 
Attorney General within 60 days of his receipt of a notice denying his request .” (28 C.F.R. 

§ 16.8) The Office of Information and Privacy (OIP), previously accepted and adjudicated 
appeals filed late, but now enforces the 60-day time limit. Since OIP cannot determine the date 
the requester actually received notice of the denial (unless the requester tells OIP), in fairness to 
requesters they have adopted a rule that an administrative appeal received 60 days or more after 
the date of the final release and notice of denial will be deemed to be filed late, and will be 
dismissed. 

In those cases where OIP can determine the date of the release from readily available 
information (i.e., where the requester mentions it in his appeal letter to OIP), OIP will apply this 
rule and not send late filed appeals to the FBI. All other appeals from FBI cases will still be sent 
to the FBI in the normal course of business. 

Therefore, in order to avoid needless work by LTs/PLSs in gathering files and preparing 
for appeal adjudication, only to find out that the appeal was filed 60 or more days after the 
release, and OIP is willing to dismiss the appeal, the LT/PLS, who handled the request will take 
the following initial step: 

Unless it is clear on the appeal correspondence that it was timely filed, the LT/PLS will 
review their case folder or the FOIPA computer to determine the date of the release/denial. If 
this search reveals the appeal was filed 60 or more days after the final release, the LT/PLS will 
return the appeal correspondence to OIP with a notation of the date of release and that the appeal 
was filed 60 days or more after the release. Off will then advise the requester that his appeal 
will not be considered. 

If the search reveals that the appeal was filed prior to 60 days of the date of the release 
letter, the appeal will be handled and adjudicated in the usual manner. 
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General Procedures for Handling Appeals 


When an appeal has been submitted by a requester to OIP, the Field Coordination Team 
(FCT) will be notified of the appeal. The FCT will then identify the LT/PLS who is handling or 
handled the case and will forward a copy of the appeal letter to the LT/PLS. FCT will document 
this information in the appeal folder, including the date the LT/PLS was notified of the appeal. 

It is encouraged and recommended that the appeal review be handled by the PLS within ten 
working days from notification of the appeal. However, an appeal should not be scheduled until 
all files, processed documents, and any other pertinent materials have been located. Once all of 
the material is available, the LT/PLS is to schedule the appeal in the appointment book 
maintained in FCT by providing their name, extension, appeal number, and the approximate 
number of pages for review. On the date that the appeal has been scheduled, a DOJ appeals 
attorney will contact the LT/PLS for the material to be reviewed. 

If during the appeal review, a determination is made to release additional material, that 
release may be made by either the PLS or the DOJ Attorney. If the release is to be made by the 
PLS, the additional release should not be made until a copy of the DOJ’s adjudication letter has 
been received. Regardless of who makes the release, the PLS should ensure a copy of the final 
DOJ letter and the additional release is retained in the 190 file. 

In addition to the above procedures, when an appeal involves classified 
information where (b)(1) was cited to the requester, that information must be further reviewed 
during the appeal stage by the Departmental Review Committee (DRC). OPCA-33 form 
(formerly 4-809) must be completed by the PLS and submitted to DCU along with a copy of the 
original DCU addendum and all pertinent files containing the classified material. Following 
DRC’s review, any information which is declassified must be reviewed by the PLS for possible 
release or application of other FOIA exemptions. If information has been declassified by DRC 
and is now being withheld from disclosure pursuant to an exemption other than (b)(1), the OIP 
attorney is to review these excisions for their appropriateness. Upon completion of the entire 
DRC process, the requester must be advised in writing of the outcome and provided with copies 
of documents that contain any changes in processing. A copy of OPCA-33 form is attached. 


Information From Other Agencies 

For information which originated with another agency, notice to a requester of his right 
to appeal should advise him that any appeal concerning another agency's information should be 
sent to the appeal authority of that agency. The PLS should ensure throughout the appeal 
process that we are dealing only with information which originated with the FBI. 
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Classification Appeals Involving Referrals 

When conducting a classification review, DCU prepares an addendum noting the results 
of the review. If appropriate, instructions are given regarding the referral of FBI documents to 
other agencies. Disclosure PLSs are responsible for making such referrals promptly. 

In those cases where a classification decision is appealed, the results of the referral must 
be recorded prior to presentation of the appeal to the DRC. If the referral has not been made, 
DRC will instruct that it be done promptly. The results of the referral and the original 
documents are to be sent to the DCU for presentation to the DRC. DCU will note the 
classification action taken by DRC on the original documents. 


Coordination of Headquarters/Field Office Appeals 

If it is determined that a field office appeal involves an ongoing HQ request or appeal, 
the FCT Regional Program Manager, the PLS and his or her Team Captain will determine if the 
field office appeal should be assigned to the HQ PLS to ensure consistency in processing and 
coordination of the request and the appeal. Otherwise, if there are no apparent conflicts or 
problems, the FCT will routinely handle the field office appeal. 


Exemption (b)(7)(A) Appeals 

If a (b)(7)(A) case has been appealed, and the case is now closed, the processing of the 
material should commence after consultation with the OP attorney. The appeal should be closed 
on the appeals statistical sheet under the “reversed” category. 


A ppeals Involving Preprocessed Cases 

From time to time, a PLS may handle a request which was previously processed 
(“preprocessed”) for another requester. Preprocessed cases are assigned to the Disclosure Units 
for prompt handling, since they do not require any processing, but rather, just duplicating the 
material for release. However, in several instances, the preprocessed cases were originally 
processed prior to the Landano/Reno guidelines. If requesters appeal any denials contained in 
the preprocessed material and DOJ/OIP remands the case for processing under the 
Landano/Reno guidelines, this action will involve reprocessing the case for any additional 
information to be released. It is the policy of the FOIPA Section to reopen the request and place 
it in the backlog based on the date of receipt of the initial request letter. These cases will then 
wait their turn in the queue along with those which require initial processing. 
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A ppeals Involving the Cross-Reference Policy 

The FOIPA Section’s policy for processing requests is to only process identifiable main 
files even though cross-references for the subject may exist. Requesters are advised of this 
policy, and occasionally, will appeal this procedure. If an appeal by a requester includes an 
appeal of the cross-reference policy, the PLS should process the cross-reference(s) at this time. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Applicants 

Date: March 31, 1998 

Background Investigations for Unsuccessful Job Applicants 

When unsuccessful applicants for the FBI seek to determine why they were not hired, 
they are often told to submit FOIPA requests to the FBI for their background investigative file. 
This expedient response presents the following problems: 

1) It takes much longer for the FOIPA Section to process a file than it would take a 
personnel officer or applicant coordinator to write a responsive letter; 

2) Processing an entire file is much more expensive than drafting a letter; and 

3) Records from the processed file may not inform the requester why he was not hired, 
especially in those cases where relevant information would be redacted or the applicant was just 
not as competitive a candidate as those hired. 

This problem is being addressed by both the Special Agent Applicant Unit and the 
Bureau Support Applicant Unit, by advising field personnel who deal with applicant matters of 
the following: 

1) If the applicant achieves an unsuccessful score in either an examination or interview, 
field applicant personnel will advise the applicant of the passing scores and the waiting period to 
be retested; 

2) If the applicant was simply not as competitive a candidate as those hired, field 
applicant personnel will advise the applicant what must be done to become competitive; and 

3) If the applicant was not hired due to derogatory information from the background 
investigation, the applicant's inquiry will be referred to the Personnel Resources Unit at FBIHQ. 
In those cases where the derogatory information came from credit, arrest, academic, or 
employment records, the Personnel Officer will advise the applicant of the specific reason he 
was not hired. 
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Further, at FB1HQ, FOIPA letters from applicants denied employment will be sent to the 
Unit Chief . of either the Special Agent Applicant Unit or the Bureau Support Applicant Unit if 
the requester is seeking the reason he or she was not hired. If the respective Unit cannot give the 
reason for denied employment (i.e., source giving derogatory information), then the letter will be 
returned to the FOIPA Section to be handled. 

Periodically, we will receive FOIPA requests for records on FBI background 
investigations conducted on individuals applying or being appointed for other federal 
government positions (i.e., DOJ positions, DEA, Special Inquiries for White House 
appointments). If the requester, a non-FBI applicant, clearly indicates in the letter that he is 
primarily interested in determining why he was not hired for government employment, and the 
releasable records would not clearly indicate the reason for that decision, then a letter should be 
sent to the requester advising him of this and that an FOIPA release would not be very 
informative. The letter should explain that, although the FBI may conduct background 
investigations for another agency, the FBI does not make hiring decisions for that agency. The 
letter should suggest that the requester contact the official who made the hiring decision at the 
other agency and explain the situation to him or her. We cannot, of course, refuse to process an 
FOIPA request, so the requester must be asked if he would still like his request processed. 

A final point concerns verification of the identity of the requester. If the requester’s 
address in the request letter is identical to the address documented in the background 
investigative file, then it is not necessary to obtain a notarized signature or a certificate of 
identity from the requester. 

Source Information in AppHcant/Background 
Type Files - Confidentiality? 

In some instances, applicant files compiled after September 27, 1975, the effective date 
of the Privacy Act, will not indicate whether a source of information requested confidentiality. 
Often it is felt that many of these sources would want confidentiality because of the type of 
information (i.e., derogatory information) being provided to the FBI. Therefore, if this situation 
occurs and there is a concern in the release of the information, it is suggested that the PLS 
contact the field office Case Agent prior to releasing the material. If the field Agent indicates the 
source did request confidentiality and it was overlooked in documenting it on the typed interview 
statement, it should be made a matter of record in the applicant/background file. In processing 
this material, the identity of the source and any information which would tend to identify the 
source should be protected. If the field Agent is unable to articulate or provide proof that 
confidentiality was requested the information must be released. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Autopsy Reports and Photographs 

Date: March 3 1,1998 

When processing FBI records pursuant to a third party request which contain autopsy 
reports and/or related photographs, initially deny those reports and/or photographs in order to 
protect the privacy interests of the heirs of the victim under Exemption (b)(6) and/or (b)(7)(C). 
Further, the PLS should identify to the requester on OPCA Form 20, the Deleted Page Sheet, an 
explanation under the “For your information” portion of the form, as to what the deleted material 
contains and the graphic nature of the material. 

If the request is from the heirs’ and/or family member of the victim, the requester should 
also be notified of what is contained in the material, such as any graphic photographs or 
summary autopsy reports. Once the heir and/or family member is fully advised of the contents 
and still requests a copy of the material, it will be forwarded to them. 

One exception to the preceding paragraphs would be in those instances where the 
Coroner and/or Medical Examiner provided the autopsy reports and related photographs in 
confidence or there was a circumstance of foreseeable harm and implied confidentiality could be 
considered. In those situations, the autopsy reports and/or related photographs should be 
withheld pursuant to Exemption (b)(7)(D) in addition to the citing of (b)(6) and/or (b)(7)(C). 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Bureau Teletypes, Telegrams and Radiograms Originating Prior to 1955 

Date: March 31, 1998 

Handling of Bureau Teletypes. Telegrams and Radiograms 
Originating Prior to 1955 

Certain information contained in Bureau teletypes, telegrams and radiograms originating 
prior to 1955 requires special handling to insure sensitive information is deleted prior to release 
pursuant to an FOIPA request. 

To insure proper handling, the above described communications should be reviewed by 
the DCU whether located in Security or Criminal files prior to release. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Caution Statements 

Date: March 31, 1998 


When processing FBI documents pursuant to the FOIPA, caution statements may appear 
on the document such as “ ARMED AND DANGEROUS .” In most cases, these statements are 
typed with upper case letters and/or underlined and usually appear at the bottom portion of the 
document, however, they may be found elsewhere. When caution type statements appear on a 
document, the PLS should thoroughly research the file(s) before releasing any statement in order 
to determine whether or not the statement was obtained from a confidential source. If the 
source’s identity is not recorded and the statement appears to be singular in nature, the PLS 
should consider protecting the statement under exemption (b)(7)(D). 

The following is an example of where the caution statement was released to the requester 
without excision: “ARMED AND DANGEROUS, SUBJECT MAY TAKE RETALIATION 
AGAINST SENTENCING JUDGE.” On appeal, a review of the HQ file failed to determine the 
source of the information and the field office was telephonically requested to search its file. 
Through the review of the field office file, it was determined the source was the subject’s 
mother, who had recevied the information from the subject’s brother, and had alerted the FBI on 
a very confidential basis. Had this been known prior to the release, the caution statement would 
not have been disclosed. 
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To: All FBI FOEPA Personnel 

From: J. Kevin O’Brien 

Subject: Central Intelligence Agency (CIA) 

Date: May 15, 1998 

Referral of CIA Information (U) 

The CIA has a representative currently assigned to the EBI’s FOIPA Section, Litigation 
Unit, who can review CIA operational-type information in FBI files eliminating the need for the 
PLS to refer the information to the CIA. The CIA representative will make a release 
determination or classification/declassification decision only on documents or information 
that has never been reviewed or previously referred to the CIA. The procedures for 
directing all such referrals to the CIA representative are as follows: (U) 

1) Provide the following information on a routing slip: (U) 

a) FOIPA Number; 

b) Subject of Request; 

c) Name of PLS, Room Number and Extension. (U) 

2) Mark or highlight the CIA information that requires review. (U) 

3) Provide a photocopy of the referral document along with any background information 
necessary to determine the origin of the CIA information. (U) 

4) Leave the referral package in the CIA incoming box in the Litigation Unit. (U) 

aJ!iM£f w . s.p 7 dj, 

REASON: 1.5 {HE) 

DECLASSIFY ON: X / General Refer ra l .Policy (U) 



INPOKifLIT ON CONTAINED 
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In an effort to satisfy CIA concerns and at the same time hopefully shorten the time it 
takes the CIA to respond to our referrals, the following agreement has been made with the CIA 
for their material that cannot be handled by the CIA representative in the Litigation 
Unit: (U) 

The PLS will hold in abeyance each FOLA/PA response to the requester for a period of 
60 days starting from the date of the referral to the CIA. A referral may encompass FBI 
documents containing CIA information sent to the CIA for coordination which are 
to be returned for our response to the requester, or documents referred for direct 
response. (U) 

The PLS will provide two copies (one redacted copy, one clean copy) of the referred 
documents/pages, The PLS will attempt to furnish the CIA with enough information 
to help them locate the records and determine what the investigation is about. The PLS 
will either process the pertinent documents/pages to be referred as they plan to release 
them to the requester or advise the CIA what they plan to release and/or deny. Tins 
facilitates their review. (U) 

The CIA, upon receipt of the referral, will review the material. If the CIA determines 
that the material warrants further treatment, the CIA Coordinator’s office will notify the 
FBI within the 60-day period stipulated above. This notification will include an 
identification of the affected portions of the material, applicable exemptions and statutes 
and the responsible authority for the determination reached by the CIA (U) 


The absence of such CIA notice to the FBI within the stipulated time will indicate full 
CIA concurrence with the FBI’s proposed action. (U) 
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QA Name Check Information fill 


When the PLS locates information in an FBI document which indicates that & name check 
was made with the CIA, this fact may be released by the PLS without coordination with the CIA, 
provided the check reveals that the CIA has no record, no information or no trace . However, if 
this same name check shows that coordination was effected with a CIA person by name or with a 
CIA component, the document should be reviewed by the CIA representative currently assigned 
to the Litigation Unit prior to release. References to major CIA components, at the Directorate 
or Office level, or the titles of their Directors, may be released without referral or coordination. 









Bureau S nnrrr^P 1 1 null r Project (II) 


Bureau Sourc^jjp (Hunter Project) was a CIA mail opening operation for foreign mal 
in New York City. When mal was opened which was of interest to the FBI, the content of thi : 
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/S^tRET 

letter was furnished to the FBI. Such material was consistently stamped “Secret”. Project 
Hunter has been discontinued by the CIA and both its existence and its nature publicly 
acknowledged by that agency. The CIA called this mail intercept program HTLINGUAL. (U) 


On 5/13/98, Information and Privacy Office, CIA, advised they want the documents 
referred to the CIA. The agency indic ated that in almost all instances the information would be 
declassified and released in its ’ 


classihcat 
mail,! 


' not possible to rule out an item retaining 

^o^^^^^fi^nhM^^^^^ieitei^^^cquire^oi^nterc^tionof 


0 $^ 


CIA Employee Names and Component Designations (U) 

By letter dated 3/1-6/76, Mr. Gene F. Wilson, Information and Privacy Coordinator, CIA, 
requested we ensure that all CIA employee names and component designations are deleted from 
any CIA document, or from any other document containing CIA information, which is being 
released to a requester through the FBI, after such documents have been coordinated with the 
CIA. (U) 

Such deletions are authorized under Exemptions (b)(3) of the FOIA, and (j)(l) of the PA. 
The (b)(3) exemption applies to the Director’s statutory obligations to protect from disclosure 
intelligence sources and methods, as well as the organization, functions, names, official titles, 
salaries and number of personnel employed by the CIA, in accordance with subsection 102(d)(3) 
of the National Security Act of 1947 (Public Law 86-36 Section 6(a)}, and section six of the 
CIA Act of 1949 (50 U.S.C. Section 403), respectively. (U) 


CIA Operational Files (U) 

Operational files of the CIA are exempt from the provisions of the FOIA which require 
publication or disclosure, or search or review in connection therewith (See 50 U.S.C. Section 
431). The term “operational files” means: (U) 

1) files of the Directorate of Operations which document the conduct of foreign 
intelligence or counterintelligence operations or intelligence or security liaison arrangements or 
information exchanges with foreign jgovemments or their intelligence or security services; (U) 


2) files of the Directorate for Science and Technology which document the means by 
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which foreign intelligence or counterintelligence is ejected through scientific and te chni cal 
systems; and (U) 



3) files of the Office of Security which document investigations conducted to determine 
the suitability of potential foreign intelligence or counterintelligence sources; except that files 
which are the sole repository of disseminated intelligence are not operational files. This law 
applies to any FOIA request for records, even if made prior to the enactment of the 
aforementioned statute. (U) 


CIA Presence Abroad (U) 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Classification Stamps, Use of 

Date: March 31, 1998 


Referral Form OPCA-6 

When referring classified information to other agencies, OPCA-6 referral form letter 
must be properly marked to indicate the level of classification of the information contained in the 
referral document(s). If the referral document contains unredacted “classified” information, 

(i.e., “Confidential” information) then all copies of the referral form should be stamped to 
indicate the highest level of unredacted classified information. For example... “Confidential” on 
both the front and back of the form at the top and bottom of the page, “Confidential 
Material Attached” and “This Communication Is Unclassified Upon the Removal of 
Classified Enclosures” stamps are to be placed on the front of the form at the bottom. See 
Attachment 1. 

If no exposed classified information is contained in the copy of a document being 
referred to the other agency, there is no reason to place the above stamps on the referral form 
letter. For example, an FBI document consisting of one page was surfaced during the processing 
of a request and the document contains one paragraph of other agency information. Lets assume 
that paragraph one of the referral document contains classified FBI information which has been 
deleted/blacked-out by the FBI, paragraph two is bracketed because it contains the other agency 
information which the FBI wants the other agency to review, and paragraph three is left in 
because it contains information being released to the requester, do not send the document to 
the other agency with the classification stamps on the referral form since there is no 
classified material on the copy of the document being sent to the other agency. 


Disclosure Form QPCA-16 

When the (b)(1) block is checked on the OPCA-16 disclosure form, it will be necessary 
for the tickler and the yellow conies only to be properly marked to indicate the highest level of 
classification contained in the processed (red-out) documents. For example, if the highest level 
of classification indicated by the DCU addendum is “Secret,” then the “Secret” stamp should 
be placed on both the front and back and at the top and bottom of the page of the tickler 
and yellow copies. The “Secret Material Enclosed” and “This Communication Is 
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Is Unclassified Upon Removal of the Enclosures” stamps are to be placed on the bottom of 
the front of both copies. Do not place the classification stamps on the copy of the disclosure 
letter going to the requester. See Attachment 2. 


Electronic Communications fECl 

There will be times when classification stamps will be placed on ECs. For example, if the 
Electronic Surveillance (Elsur) Indices search slip is classified and the LT/PLS is enclosing the search 

slip to the EC going to the field ofifice(s). The “ Material Attached” and “This 

Communication Is Unclassified Upon Removal of the Enclosures” stamps will need to be placed on all 
copies of the EC. The classification level will be indicated on the EC when it is prepared. 

For information concerning the transmittal of classified material also review Memo 10 
concerning the “Handling and Transmittal of Classified Material.” 





OPCA-6 (12-3-96) 



CONFIDENTIAL 


U.S. Department of Justice 

Federal Bureau of Investigation 
935 Pennsylvania Ave.,N.W. 


Washington, D.C. 20535-0001 


To: 


From: Chief 

Freedom of Infonnation/Privacy Acts (FOIPA) Section 
Federal Bureau of Investigation 

Subject: FOI/PA Request of 

FBI FOI/PA# Re: 

In connection with review of FBI files responsive to the above request, the following was surfaced: 

□ _________ unclassified document(s) which originated with your agency is/are being referred to 

you for direct response to the requester. We will advise the requester that your agency will correspond 
directly concerning this matter, and request that you furnish us a copy of your letter to the requester 
reflecting final determination regarding the document(s). (See index A). 

□ FBI document(s) containing information furnished by or related to your agency. Please 

review this information (outlined in red) and return the document(s) to us, making any deletions you 
deem appropriate, and citing the exempt ion(s) claimed. (See index B). 

□ classified document(s) which originated with your agency is/are being referred to you 

for direct response to the requester. We will advise the requester that your agency will correspond directly 
concerning this matter, and request that you furnish us a copy of your letter to the requester reflecting 
final determination regarding the document(s). Additionally, please advise us if the classification of the 
document(s) is changed so that we may amend our files. (See index C). 

□ ______ classified FBI document(s) containing information furnished by or related to your agency. 

Please review this information (outlined in red) and return the document (s) to us, making any deletions 
you deem appropriate, citing the exemption(s) claimed, and advising if the document(s) still warrant(s) 
classification. (See index D). 

□ Please note that some of the enclosed documents contain deletions made by this Bureau. The 
appropriate exemption appears next to the redacted information. Please advise the requester they 
may appeal these denials to the following address: Co-Director, Office of Information and Privacy, 

U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530-0001. 

A copy of the requester’s initial letter and any other significant correspondence is enclosed for your 

convenience. If you have any questions concerning this referral, please contact 

on (202) 324- . The FBI file number appearing on the lower right-hand comer of the 

enclosed document(s) as well as on the Index Listing (see reverse) should be utilized during any 
consultation with this Bureau concerning this referral. 

Additional Remarks: : — — 


Enclosure(s) ( ) 


CONFIDENTIAL 


(Index Listing on Reverse) 


MEMO 9 - ATTACHMENT 
(FRONT) 

CONFIDENTIAL MATERIAL ENCLOSED 


THIS COMMUNICATION IS UNCLASSIFIED 
UPON THE REMOVAL OF CLASSIFIED ENCLOS 



CONFIDENTIAL 


Index A: 


Index B: 


Index C: 


Index D: 


MTMO 9 - ATTACHMENT 1 
(BACK) 



* 





OPCA-16 (12-3-96) 




U.S. Department of Justice 


Federal Bureau of Investigation 
935 Pennsylvania Ave.,N.W. 


Washington, D.C. 20535-0001 


Subject of Request; 

FOIPA No. /190- 


Dear Requester; 

Enclosed are copies of documents from FBI records. Excisions have been made to protect 
information exempt from disclosure pursuant to Title 5, United States Code, Section 552 (Freedom of 
Information Act) and/or Section 552a (Privacy Act). In addition, where excisions were made, the 
appropriate exempting subsections have been cited opposite the deletions. Where pages have been withheld 
in their entirety, a deleted page information sheet has been substituted showing the reasons or basis for the 
deletion. The subsections cited for withholding information from the enclosed documents are marked below: 



Section 552 


Section 552a 

H (b)(1) 

• • 

□ (b)(7)(A) 

□ (d)(5) 

□ (b)(2) 


□ (b)(7)(B) 

□ (j>(2) 

□ (b)(3) __ 


_ □ (b)(7)(C) 

□ (h)(1) 



_ □ (b)(7)(D) 

□ (k)(2) 



_ □ (b)(7)(E) 

□ (k)(3) 



_ □ (b)(7)(F) 

□ (k)(4) 

□ (b)(4) 


□ (b)(8) 

□ 00(5) 

n (b)(5) 


□ (b)(9) 

□ 00(6) 

□ (b)(6) 



□ 00(7) 


(See Form OPCA-16a, enclosed, for an explanation of these exemptions.) 

Pursuant to your request, page(s) were reviewed and page(s) are 

being released. 

During the review of material pertinent to the subject of your request, documents were located 
which 

O originated with another Government agency(ies). 

These documents were referred to that agency(ies) for review and direct response to you. 

O contain information furnished by another Government agency(ies). You will be advised by the 
FBI as to the releasability of this information following our consultation with the other 
agency(ies). 


MEMO 9 - ATTACHMENT 2 
(FROST) 



THIS COMMUNICATION IS UNCLASSIFIED 
UPON THE REMOVAL OF CLASSIFIED ENCLOSUR 


SECRET MATERIAL ENCLOSED 


* 




O If you desire, you may appeal any denials contained herein. Appeals should be directed in 
writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justice, Flag 
Building, Suite 570, Washington, D.C. 20530-0001 within thirty days from receipt of this letter. 
The envelope and the letter should be clearly marked "Freedom of Information Appeal" 
or 'Information Appeal." Please cite the FOIPA number assigned to your request so that it 
may be easily identified. 

□ The enclosed material is from the main investigative file(s) in which the subject of your request 
was the subject of the investigation. There are additional references to the subject(s) of your 
request in files relating to other individuals, organizations, events or activities. These additional 
mentions or references have not been reviewed to determine if, in fact, they are identifiable 
with the subject(s) of your request. Our experience has shown that such references are 
frequently similar to information contained in the processed main filefs). We will process these 
references if you now make a specific request for them. However, because of a significant 
increase in FOIPA requests and an expanding backlog, we have given priority to the processing 
of main investigative files and can only complete the processing of these additional references 
as time and resources permit. 

□ See additional information which follows, 


Sincerely yours, 


Chief 

Freedom of Information- 
Privacy Acts Section 

Office of Public and Congressional Affairs 


Enclosures ( ) 
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i P^ MEMO 1 0 

MANU A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Classified Material, Handling and Transmittal of 

Date: March 3 1,1998 

Handling Top Secret/Sensitive Compartmented 
Information (TS/SCD and ELsur Records 

A. Information Upgraded bv Document Classification Unit (PCUt 

1 . When DCU reviews information in FBI Headquarters (FBEHQ) files which requires 
classification at the TS or SCI level and which has not been marked previously (such as 
documents dated prior to July 1, 1977), DCU will mark the information. DCU will also locate 
and mark any other FBIHQ files containing the same document, then hand carry these files to the 
Special File Room (SFR). (If there is outside agency information within the file or document, 
the information must be referred to the outside agency before being sent to the SFR) 

2. The SFR will remove the original TS/SCI document from the file for retention in the 
SFR and prepare a Custody Control Form, FD-50ia, for each document. They will then stamp 
the file front “TOP SECRET FILE EXISTS.” 

3. When the LT/PLS is advised by DCU that a document is upgraded to TS, the LT/PLS 
will obtain a copy of the document from the SFR. (See the "Special File Room" numbered 
memorandum for procedures when the SFR advises the LT/PLS that he/she does not have the 
appropriate clearance to review the document.) 

B. Information Downgraded bv DCU 

When DCU discovers that information in a document maintained by the SFR is no longer 
classified at the TS/SCI level, DCU will take the FD*501a and document to the SFR. The SFR 
will make a notation on the SFR copy of the FD-501a, remove the FD-501a form from the 
document and retain the FD-501a. The document will be returned to the PLS to complete the 
FOIPA processing. 

Thereafter, the document will be routed to the SFR so that they can remove the serial 
charge-out and put the downgraded document in the proper investigative file. 
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C. Referrals of TS/SCI Information 

1 . When FBI information in other-asencv documents is classified at the TS/SCI level, 
regardless of the date of the document, DCU will have the SFR remove the document from the 
file and stamp the file front “TOP SECRET FILE EXISTS.” At the request of the Disclosure 
PLS, the SFR will copy the document. The PLS will prepare a referral to the other agency with 
directions to delete exempt FBI-originated information from its document. Once the referral has 
been finalized, the PLS will take all copies of the referral form (OPCA-6) and the enclosure(s) to 
the SFR where an FD-502a will be prepared. The SFR will place a note in the margin of the 
yellow copy to indicate that the originals of the enclosures are retained in the SFR. Do not 
retain copies of the TS/SCI documents behind the yellow of the referral form. The SFR will 
handle the delivery of other agency referrals with the exception of NSA. NSA referrals will be 
handled by the PLS who will hand deliver the material to the FBI’s NSA Liaison Agent in Room 

(See the "Special File Room" numbered memorandum for procedures when the SFR 
advises the LT/PLS that he/she does not have the appropriate clearance to review the document.) 

2. When other-agency information in FBI documents is classified TS and/or contains 
SCI, DCU will not automatically act to have the TS/SCI information removed from the file, but 
will await notification from the other agency of its intent to retain the classification. Thus the 
FBI document will be retained in the file until after the PLS sends a referral to the other agency, 
and the other agency responds to the referral. The PLS will take all copies of the referral form 
(OPCA-6) and the enclosure(s) to the SFR where an FD-502a will be prepare by the SFR. Do 
not retain copies of the TS/SCI documents behind the yellow of the referral form. 

a. If the other agency indicates that the information is to retain its classification, the PLS 
will hand carry the referral response along with the original FBI document to DCU. DCU will 
update the classification in the FBI document and hand carry the file to the SFR for filing in the 
SFR. The PLS will obtain a copy of the document from SFR in order to complete the processing 
of the FOIPA request. (See paragraph A.3.) 

b. If the other-agency information is downgraded below the TS level or no longer 
considered SCI, DCU will handle the document as described in paragraph B above. 

D. Handling Disclosure Packages with TS/SCI 

When the red-outs of a disclosure package contains TS/SCI material, the TC will date 
stamp all copies of the disclosure form, place appropriate stamps on the original and the yellow 
file copy, but the TC will not package the material or send it to the Mail Services Unit (MSU). 
The PLS will hand cany all copies of the disclosure form (OPCA-16) and all enclosure(s), 
including the black-outs, to the SFR, who will then prepare an FD-501a. Once this has been 
handled the original disclosure form and the black-outs can be packaged for mailing. 
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E. Transfer of TS/SCT Information 

If a TS/SCI document (that is not filed in a TS folder or file maintained by the SFR) 
needs to be reviewed by another individual, it is the responsibility of the person who has the 
document to ensure that the person to whom the document is transferred has a "need to know" 
and, if it is SCI, the necess ary SCI access. This can be accomplished by calling the Personnel 
Security Unit on extension^BBBI To transfer the TS/SCI document, call the SFR on extension 
Mfc Any TS/SCI document must be hand carried to another individual. When not being 
used, the TS/SCI document must be maintained in a combination safe when it is outside of the 
SFR. 


F. Filing TS/SCI And Elsur Documents 

It is the policy of Information Resources Division that when any part of a document or 
enclosure to a document is TS, the entire serial is treated as TS. Therefore, when a TS document 
is in a FOIPA disclosure package (processed documents), the SFR considers the entire disclosure 
package as TS. The FOIPA disclosure form should be stamped “Top Secret” on the top and 
bottom and “Top Secret Material Attached" and “This Communication Is Unclassified Upon the 
Removal of Classified Enclosures”on the bottom by the PLS. Similar handling is given to Elsur 
records. The disclosure package should be hand carried to the SFR for filing in their portion of 
the 190 file. Be aware that any original document or yellow/white file copy that is stamped 
“Top Secret” or has “Top Secret” material attached must be filed in the SFR. 


Transmittal of Classified Materials Within FBIHO 

All FBIHQ employees are reminded of the importance of properly handling classified 
information in order to prevent the loss or disclosure of that information. The following 
procedures should be adhered to in all cases involving the routing of classified information 
within FBIHQ: 

Top Secret ITS 1 ! Documents or documents containing Sensitive Compartmented 
Information (SCD must have an attached form FD-501a and be hand-carried in an envelope 
when being moved within FBIHQ. SCI documents must be hand-carried by an individual who 
has been cleared for SCI access. TS and SCI documents must never be placed in outgoing 
mailboxes or routed through MSU. 

Confidential and Secret documents may be placed in outgoing mailboxes and be 
delivered by MSU, but must be inside a messenger envelope. 
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Transmittal of Classified Materials Outside FBIHO 

TS and SCI documents being sent outside FBIHQ must have an attached form FD-502a 
and be hand-carried to the Special File Room (RoomQ^ for recording and packaging. These 
documents will be delivered by a designated FBI courier or the Defense Courier Sendee. If the 
package is designated for the Washington Metropolitan area, delivery will be handled by the FBI 
courier. For this reason, there must be a point of contact listed on the address label. If the PLS 
does not know who the point of contact is for a particular agency, the PLS should contact the 
agency for this information. If the designated addressee is outside of the Washington 
Metropolitan area, delivery will be handlelby the Defense Courier Service. 

Confidential and Secret Documents being sent to FBI offices must be placed in a 
messenger envelope and then routed to MSU, Room 1B341. Confidential and Secret documents 
being sent to other government agencies (including DOJ) must be placed in a messenger 
envelope and routed to MSU, Room 1B341, for recording, receipting, and packaging. However, 
if the TC packages this material, the TC should place a sticky on the outside mailing envelope 
indicating whether there is “Confidential” or “Secret” material inside the package, and place in a 
messenger envelope or hand carry to the MSU. 

Everyone has a responsibility to protect classified information. Additional information 
concerning the handling and marking of classified information can be found in the MIOG, Part 
II, Sectio n 26, “Classified National Security Information and Material.” Questions may be 
directed t JBW BBBBMt Information Systems Security Unit, National Security Division, 

VA extension^BBfc Questions regarding mail room pro cedures may be directed to MSU, 

_L Information Resources Division, extension^BBjRoom 1B006. 




M A N U A L 


MEMO 11 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Closing a FOIPA Request 

Date: March 31, 1998 

Closing an FBIHO FOIPA Request and 
Advising Field Offices of Final Disclosure 

A FOIPA request may be closed through processing when there is no further action to be 
taken by the PLS on the request. An example of this is when a final disclosure has been made, 
including responses to final determinations on any and all documents referred for consultation: 

A request may also be closed administratively in situations where the requester fails to respond 
within 60 days to an action sought by the LT/ PLS. For example, if there is no response from the 
requester after asking for their willingness to pay for duplication fees prior to processing the 
material or if the requester provided his or her willingness to pay and then never responded to 
the “cost” or “money” letter. It is suggested that the LT/PLS maintain the case folder and all 
pertinent mail or files after closing a request for a minimum of 60 to 90 days. If after this time 
no further communication has been received, any original mail should be sent to the 190 file and 
all FBI files returned to the Filing Unit or the field office(s). 

Furthermore, when a FBIHO request is closed, wherein a release of information was 
made, an information copy of the final disclosure letter should be forwarded to the field office in 
which the greater portion of the investigation was conducted. The disclosure letter should 
contain a brief note to the field office identifying the Bureau file(s) processed and any details 
which may be relevant to the request, a requester or the files processed. There will be certain 
cases where it would not be necessary to notify the field office of a release, such as, third party 
historical interest cases, requests on deceased individuals or personnel files. If in doubt on 
whether to provide a copy of the letter to the field office, resolve the doubt in favor of furnishing 
the field with a copy. 

Closing Field Office FOIPA Requests When Referred to FBIHO 

On many occasions, FOIPA requests are made directly to a field office for subject 
matters and records of interest. If the request is for records maintained in the field office only 
and the responsive file(s) contain 500 pages or less, that field office will process the file(s), make 
the release or denial of any material and close the case. Requests of 501 pages or more are to be 
referred to FBIHQ by Electronic Communication (EC) for handling. Upon referring these 
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requests to FBIHQ, the field office will no longer maintain their 190 file in a pending status as in 
the past, but rather, close the 190 field office file by the date of the EC. It is ultimately the 
responsibility of the FBIHQ PLS processing the case to ensure all issues in the request letter and 
further correspondence which pertain to your subject matter have been addressed, Once the 
processing of the case has been completed or if interim releases are made, the field office which 
originally referred the request should be provided with a copy of the disclosure letter(s) for their 
190 file. 


Abandoned Cases - Use of Form OPCA-25 

(Transmitting Processed Documents to File) 

To close FOIPA requests when material has been prepared for release and the requester 
has abandoned fees, withdrawn the request, etc., OPCA-25 (previously referred to as Form 
4-780) should be completed in order to document the reason for closing the case and to send the 
processed material to the 1 90 file. Attached is copy of OPCA-25 which should be utilized for 
this purpose. 


Closing of Multiple Requests from One Requester 
When Failure to Submit Fees 

Some requesters submit numerous requests (multiple requests) for information 
concerning various subject matters. When these requesters do not submit requested fees, no 
further processing of their requests should be done. Further, do releases should be made to these 
individuals until they pay the requested fees. A stop should be placed with RTSS to insure that 
the FBI’s FOIPA Section does not accept further requests from the requester. If payment of fees 
is not made within 60 days from the date of the FBI’s request for payment, all of this individual’s 
requests should be closed for failure to pay requested fees. 
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MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Congressional Documents 

Date: March 31, 1998 

Occasionally FBI files contain documents which were generated by Congress such as 
transcripts of Congressional hearings which were held either in executive (closed to the public) 
or open sessions. The issue is whether those documents are "agency records" subject to access 
under the Freedom of Information Act (FOIA) or Privacy Act (PA). 

The FOIA and PA only apply to records maintained by agencies within the Executive 
Branch of the Federal Government. Records maintained by Congress (the Legislative Branch! 
are not subject to FOIPA processing. The test which is used to determine whether a document is 
an agency record or a Congressional record was established in Paisley v. Central Intelligence 
Agency, 712 F.2d 686 (D.C. Cir. 1983). In that case, the court focused on the following factors: 
1) whether at the time Congress created the document, it placed any indicia of control or 
confidentiality on the face of the document (a congressional document is one generated by any 
official body of Congress {i.e., a committee}, or by a member acting on behalf of an official 
body of Congress, but not a document generated by an individual Congressman on behalf of a 
constituent); 2) whether the hearing or activity which generated the document was conducted 
under any special conditions of secrecy (e.g., executive session documents); and, 3) whether the 
document was sent to the agency under contemporaneous and specific instructions from 
Congress limiting its use or disclosure. The Court further remarked that if Congress neither 
created the document nor physically possessed the document, it would be difficult to find the 
document a Congressional record. 

If it is determine under this test that a document in an FBI file is a Congressional record, 
the requester should be advised of the existence of the document and it cannot be accessed under 
the FOIPA. If the document is an "agency record,” it is subject to the provisions of the FOIPA 
and should be processed accordingly. See Department of Justice v. Tax Analysts. No. 88-782 
(U.S.S. Ct. June 23, 1989). 

Note that an FBI-originated document may contain Congressional or Judicial information 
such as direct quotes from an Executive Session hearing, which may not be accessible under the 
FOIPA. In making that determination, consideration should be given as to how the FBI acquired 
the information, whether any restrictions were placed on the derivative Congressional or Judicial 
material or if there would be a substantial harm in the disclosure of the information. 


FOIPA 
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MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Coordination of FOIPA Releases 

Date: March 31, 1998 

Coordination of FOIPA Releases with Other Divisions 


From time to time material proposed for release will have to be coordinated and reviewed 
by other investigative or administrative divisions at FBIHQ. This is particularly true in 
organized crime, sensitive FCI, and terrorist cases where the material being processed, even 
though a closed investigation, may relate to a pending matter on another individual or 
organization. The substantive division and/or field office must always be consulted when 
processing records which are part of an active investigation, even if the case has been ongoing 
for a number of years. It is also necessary to contact the Laboratory Division whenever the 
material being processed relates to a sophisticated scientific laboratory technique (especially 
those in support of FCI investigations), or the Finance Division on contract matters. 

In addition, any material being processed which relates to a matter currently in litigation 
(197 classification), or which relates to an OPR inquiry (62 and 263 classifications) should be 
closely coordinated with and reviewed by personnel in the Office of General Counsel and/or 
OPR prior to release. /See Memo 39 for further information on processing 197 files for lawsuits 
involving civil actions or administrative claims.) 

A note should be included on the file copy of the disclosure letter identifying the 
persons(s) consulted, the date, and whether or not they requested to review the material prior to 
release. 


Coordination of FOTP A Releases Between Paralegal Specialists 

LTs and PLSs should be alert for documents/information which have been previously 
processed or are currently being processed, as well as, requests which are subject to aggregate 
fees. It is imperative that these requests be coordinated by all LTs and PLSs when necessary. 
This will enable the handling of the FOIPA releases, requests and/or requesters in a consistent 
and accurate manner. 
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M A N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Correction / Expungement of Information in FBI Files 

Date: March 31, 1998 


When an incoming letter requests a correction, change or destruction of information in 
FBI records, it should be referred on the same day to PLS in the Field Coordination 

Team (FCT) who ha ndles all correction and amendment requests. Every effort should be made to 
provided PLS^HHRwith the following: 

1) all correspondence between the Bureau and the requester 

2) the actual excised (processed) documents of the material released to the 
requester 

PLSs are expected to cooperate in any way possible in locating the above material and 
resolving the request, as the Privacy Act requires a response and notification of the FBI’s 
intentions within ten working days after the date of receipt of the request. 

Furthermore, there are times when a citizen requests only an addition to his or her file 
clarifying material which was submitted to the FBI. In such cases, the PLS should follow the 
above procedures and promptly refer the request to the FCT. 

The only person who can make a request for amendment/correction is the subject of the 
record. However, even improper requests, such as repeated submissions of written data fro m an 
organization for inclusion in the organizational file, should be coordinated with PLSm^ fcb 
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MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Correspondence 

Date: March 3 1,1998 


Annotating Correspondence bv LTs/PLSs 

When action has been taken by the LT or PLS on correspondence from FOIPA requesters, 
a penciled notation should be made on the incoming communication showing the action taken, the 
date of the action, and the initials of the person who took the action. This notation should be 
made at the lower left margin of the document. If, after reviewing the correspondence, the 
supervisor determines no acknowledgment is necessary, this notation should also be documented 
on the mail and initialed for filing. Proper notations on the incoming communication will help the 
190 Processing Subunit recognize that necessary action has been taken and that the 
correspondence is ready to be sent to the 190 file. 

Also, insure that notations of any action taken in response to teletypes, radiograms, and 
other communications are recorded on the original communication since, in most cases, copies of 
these communications are destroyed. Copies with notations of action taken held for reference 
purposes by supervisory personnel should not be sent for filing, but destroyed, unless the copy is 
designated for a Bureau file other than the file where the original communication is maintained. 


Annotation of Incoming FOIPA Request Letters 
bv the Request Tracking and Statistics Subunit (RTSS> 


When RTSS receives a request letter, the FOIPA database will be searched to determine if 
the requester has made a previous request and/or if the subject has been previously requested. The 
results of the search will be noted on the bottom left comer of the request as follows: 


NOTATION 

NP 

PR 

PS 

Poss 190 


MEANING 

No previous request by requester and/or subject 
Previous requester (consider aggregate fees if multiple) 
Previous subject 

Possible 190 file exists, however RTSS is unable to 
determine if same requester 
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If there is a previous history of either the requester or subject, RTSS will affix the appropriate 
computer printout(s) to the letter. 

Incoming mail concerning requests which have been closed administratively will be 
handled by RTSS in one of two ways. If the request was closed for no notary, insufficient 
information, no fees guaranteed, or abandoned fees, RTSS will reopen the old request if 
warranted. If the request was closed administratively for any other reason, such as a no record or 
withdrawn, RTSS will open a new request. However, if a request was closed by a Disclosure 
PLS through processing and the same requester writes in about the same subject matter, if 
necessary, RTSS will confer with the Disclosure PLS and/or team captain for instructions on 
opening, reopening or assignment of the case. 

When correspondence assigned to a LT in RMU is identified as a previous request on the 
same subject matter, they will indicate the name and team of the PLS who previously processed 
the request. If the processed materia! is maintained in the FOEPA Reading Room, RMU will 
handle the new request. ( If the previous request is still pending in Disclosure, the LT should 
consult with the PLS handling the prior request for a response to the new request. RMU will then 
direct the new request to the PLS handling the subject matter. If the previous request has been 
closed, RMU will consult with Disclosure to determine if fees are at issue. If there 
are no fees involved, RMU will designate the new request to the same PLS who previously 
processed the subject. 


Classification of Notes and Addenda 


Classification regulations require that any notes or addenda which are added to a 
communication/correspondence, or to certain copies of it should be treated separately. In order 
to comply with these regulations, the following guidelines should be followed: 

1 . When classifiable national security information is set forth in a note or 
addendum to a communication, the note or addendum should be prepared on a 
separate page. This allows for independent classification marking of the note or 
addendum. 

2. Top Secret or Sensitive Compartmentalized (SCI) Information should be avoided in a 
note or addendum. If possible, every effort should be made to exclude all classifiable 
information from the note or addenda. 
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To: All FBI FOIPA Personnel 

From; J. Kevin O’Brien 

Subject: Court Orders AfTecting FBI Processing of FOIPA Requests 

Bate: March 31, 1998 

National Caucus of Labor Committees (NCLC) 
United States Labor Party (US LP) 
Fusion Energy Foundation (FEF) 


Since 1975, the NCLC has been involved in civil litigation with the FBI in the matter of 
L yndon H. LaRouche, Jr. v. Clarence M. Kellev. Civil Action Number 75-CIV-6010, (S.D.N.Y. 
1975) One of the issues in the litigation concerns accessibility, by parties other than plaintiffs, of 
investigative records maintained by the FBI regarding NCLC. 

On March 5, 1979, the Court ordered that the FBI could not release to requesters under 
the FOIPA or make public generally any of the documents pertaining to the NCLC. This order 
includes documents pertaining to the USLP and the FEF, whether contained in NCLC main files 
or in other files such as SDS, SWP, or CPUSA. All employees should remain alert for any 
information pertaining to NCLC, USLP, and FEF so that releases of documents are not 
inadvertently made. See "Attachment 1" for a copy of the Court Order included for your review 
and assistance. 


National Lawyers Guild 

On 10/13/89, an Order of Settlement and Dismissal was entered in National Lawyers 
Guild v. Attorney General. 77 Civ. 999 (U.S.D.C., S.D.N.Y.). The settlement requires in part 
that the FBI's investigative files on the National Lawyers Guild (NLG) be maintained in secure 
storage at FBIHQ until they are transferred to the National Archives and Records Administration 
(NARA) in or after the year 2025. Covered are the following records: 

(1) all Headquarters, Field Office and Legat main files on the NLG and its 
projects (see Appendix A), including all enclosures behind the files 
(EBF's) and bulky exhibits; 

(2) electronic surveillance (ELSUR) logs contained in the Headquarters and 
Field Office main file of ROBERT SILBERSTEIN, including all EBFs; 
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(3) reference cards and any similar computerized or non-computerized 
reference system capable of locating NLG-related information in files other 
than the NLG main file; 

(4) references to the NLG in the ELSUR Index and any informant file indices; 
and 

(5) any copies of the foregoing documents and any summaries thereof which 
may be included in the FBI litigation file (62-117572). 

This portion of the Order, which is limited to documents created prior to 10/13/89, prohibits the 
FBI from using, or granting access to, these records prior to their transfer to NARA, subject to 
the following exceptions: (1) The records can be used by the government to defend itself in civil 
actions for activities prior to 10/13/89; and 2) The records can be used to respond to FOIA 
requests from the NLG submitted on or after 1/1/94. All other FOIA requests for these records 
should be denied. 

Another portion of the Order covers records on an individual, created prior to 3/1/77, 
which reflect an affiliation with the NLG. Included are main files on the individual, cross- 
references to the NLG, and serials which are see-referenced to the individual and accessed 
through the name of the individual. (At this time these records are still being identified.) The FBI 
may not use, release, or disclose these records, within or outside the Government, except with the 
authorization of the individual mentioned in the records. 

In order to clarify this Order, the following points should be noted: 1) The NLG may not 
receive information on one of its individual members; 2) An individual member may not receive 
information from an NLG file; 3) The NLG may not authorize release of information pertaining 
to it to a third party, and; 4) Cross-references to the NLG, as opposed to one of its members, are 
not protected by the Order. Only the reference cards, or equivalent finding aids, are protected. 

Most of the records covered by this Order will be stored in the Special File Room (SFR). 
If you have any questions as to whether specific records are covered, please contact your Team 
Captain first, and then your Unit Chief, for guidance. If a determination cannot be made at 
that level, then the Civil Litigation Unit of the Office of General Counsel should be consulted. 

Denial letters should cite the full caption of the NLG case and advise that the Order of 
Settlement and Dismissal dated 10/13/89 prohibits the FBI from releasing the requested records. 

See Memorandum dated 8/9/90, designated as "Attachment 2," for a copy of the Court 
Order and a list of the National Projects and Committees, and individuals of the NLG protected 
under this Court Order. In addition, a memorandum dated 5/13/85 is attached for informational 
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purposes on handling NLG material and a list of NLG Organizations with the known file numbers 
which are protected under the Court Order is also included in this attachment.. 

Spartacist League: Spartacus Youth League 

On 1 1/30/84, settlement was reached in a civil action against the Department of Justice 
and the FBI by referenced Leagues. (FBIHQ Airtel to All SACS, 12/18/84, Captioned 
"SPARTACIST LEAGUE; SPARTACUS YOUTH LEAGUE; JAMES M. ROBERTSON AND 
SUSAN ADAMS V. ATTORNEY GENERAL OF THE UNITED STATES, et al., (U.S.D.C., 
S.D.N.Y.) CIVIL ACTION NO. 83-CIV-7680.) 

In the settlement agreement, the FBI agreed to change its characterization of the 
Spartacist League. The text of the new characterization is provided below. Effective 1 1/30/84, 
all PLSs are instructed to advise the requester that a new characterization exists and should 
include the court-approved characterization in the disclosure letter of any future FOIPA releases 
containing a prior Spartacist League characterization. 

"The Spartacist League (SPL), a Marxist political organization, was founded in 1966. The 
historical and theoretical roots of the SPL derive from the early Communist Party, U.S.A. 
and the Socialist Workers Party. The immediate precursor of the SPL was the Revolutionary 
Tendency of the Socialist Workers Party. The SPL has an official youth section named the 
Spartacus Youth League." 

" The SPL was once the subject of an FBI domestic security investigation. The investigation 
was closed in 1977, however, and it did not result in any criminal prosecution." 
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RATIONAL CAUCUS OF LABOR COMMITTEES 

The Rational Caucus of Labor Committees (RCLC) 
was a violence-oriented, self -described "organization of 
revolutloziary socialists" which was formed in 1969 with 
its stated aim to identify with American workers 'and orient 
then toward' a socialist America. Zn its attempt to become 
the dominant Left group in the United States, RCLC members 
have attacked attendees at meetings, demonstrations , 
conferenees and conventions of various c ommun ist. Trotskyist 
and socialist organisations because it contended that it is 
neeessaxy to use violence to achieve socialism. According 
to statements made by LX H MARCUS, Rational Chairman, RCLC 
will have gained stete power in the United States by 1979 end 
by the year 2000 in the world. RCLC, which was headquartered in 
Rev York City, had chapters in more than 40 eities 
in this counrty and had affiliated chapters in. five foreign 
countries . 


RCLC utilised its front group, the Horth American 
Unemployed and Welfare Rights Organization (KUWPO) , to attract 
poor people to its philosophy; its youth group, the Revolutionary 
Youth Movement (KYM) , to organise ghetto youths; and its 
political arm, the United States Labor Party (0SLP) , to conduct 
political campaigns aimed et acquainting the general public 
with the. activities of RCLC. 

The FBI ceased investigating thi RCLC in September, 
1577, pursuant to the Attorney General's Guidelines lor 
Domestic Security Investigations. Therefore, receipt of an 
allegation that an individual is a member of the RCLC would no 
longer warrant an FBI investigation. 

For your additional information, the RCLC has a 
- pending suit against the FBI in the Southern District of * 

Rev York. Attached. is a copy of the Stipulation and Order 
Number 75 Civ. 6010 (MJL) governing what information may be 
disseminated concerning this organization. You may desire 
to consult Assistant' united States Attorney Steven E. Obus, 

' -Southern District' ©fT : Rew York, for information regarding 
the pending ’ suit! ■'•■7:'?''= • r-‘V: x • 
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ATTORNEY GENERAL, et al. 
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CIVIL ACTION NO. 77 CIV 999 (PKL) 
MAJOR CASE NO. 41 
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PURPOSE : To request that Information Management Division (IMD) 

conduct a search of general indices to identify any 
person on the attached list that has an individual file 
reflecting activities in or affiliation with the National Lawyers 
Guild (NLG) and its projects and to appropriately label the file 
to insure compliance with the attached settlement. 


RECOMMENDATION : • (1) That IMD conduct a search of general indices 

to determine whether any individual on the 
attached list has a file identifiable with the NLG or its 
pro j ects . 
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(2) That IMD place a copy of the attached settlement in 
each file identified or otherwise appropriately label each file to 
insure compliance with the attached settlement. 


APPROVED: 
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DETAILS : On 10/12/90, the parties to the captioned civil action 

entered into the attached Settlement and Stipulation of 
Dismissal. The Settlement was approved by the Court on 10/13/90. 
In addition to a general prohibition on the use or dissemination 
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Memorandum from Legal Counsel to Assistant Director, 
Information Management Division 
Re: National Lawyers Guild v. Attorney General, et al. 


of information on the NLG or its projects, the court approved 
settlement provides that present or former NLG members may request 
that their individual files which reflect Guild affiliation or 
activities .be similarly withheld, pursuant to this provision, the 
NLG has compiled the attached list of individual NLG members who 
have requested relief under 8c (iv) of the Settlement. 1 

Accordingly, IMD is requested to identify any individual 
on the attached list who has a file reflecting NLG affiliation or 
activities which was created prior to 3/1/77. Any identified file 
should be appropriately labeled to insure non-disclosure as 
required by the settlement. Please advise Legal Counsel Division 
as to the results of the indices search, including the number of 
individual files identifiable with the NLG, individuals for whom 
no file could be located or are not identical, and the actions 
taken to comply with the order. In addition, please preserve all 
search slips in case we are required to respond to the Court 
regarding our compliance. It is likely that no files will be 
identified with a substantial number of the individuals on the 
attached list. Finally, inasmuch- as the Settlement applies to 
all FBI files, the Field should also be requested to conduct 
indices searches and to appropriately label their files. 

We recognize that this is a time-consuming chore that is 
being imposed on IMD during a time of limited resources. Never- 
theless, we have made this commitment to the court and we are 


1 8c (iv) provides in part: 

c. The federal agencies which are parties defendant to this 
action (specifically, the FBI, the Central Intelligence Agency, 
the National Security Agency, the Internal Revenue Service, the 
Office of Personnel Management, the Postal Service, and the 
Departments of Defense, Justice, State, the Treasury, the Army, 
the Navy and the Air Force) shall not use, release or disclose, 
within or outside the Government: 

(iv) any portion of any document or record created prior to 
March 1, 1977, or the information contained therein, to the extent 
that it mentions the Guild affiliation or Guild activities of any 
individual, provided, however, that because of the federal 
defendants 1 representation of the practical impossibility of 
assuring compliance with such broad restrictions, the following 
limitations shall apply: 


2 



Memorandum from Legal Counsel to Assistant Director, 
Information Management Division 
Re: National Lawyers Guild v. Attorney General, et al. 


obligated to comply irrespective of the unreasonably large number 
of individuals. Therefore your cooperation will be appreciated. 

Any questions regarding this matter may be directed to 
Supervisory Special Agent WILLIAM. D. CHASE, Administrative Law 
Unit, LCD, at extension *¥ 623 *. 
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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 
---------------- - ~x 

NATIONAL LAWYERS GUILD , : 

Plaintiff, : 

- against - : 

ATTORNEY GENERAL OP THE : 

UNITED STATES , et al, ( 

Defendants. 
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i OCT 13 





•i 


STIPULATION AND 
ORDER OP SETTLEMENT 
AND DISMISSAL 


77 Civ. 999 (PKL) 


X 


IT IS HEREBY STIPULATED AND AGREED by and among the 
parties as follows: 

1. The parties agree to settle and compromise this 
action on the terms indicated below. 


2. This action is hereby dismissed with prejudice as 
to all defendants except the City of New York, i.e . , the "federal 
defendants. " 


3. Plaintiff hereby releases and forever discharges, 

a 

and for its administrators, successors and assigns releases and 
forever discharges, the United States of America, its depart- 
ments, agencies and past or present officials, officers and 
employees (and their heirs, executors, administrators, successors 
and assigns) from all claims whatsoever, in law, admiralty, or 

equity, which plaintiff and its administrators, successors and 

✓ 

assigns hereafter can, shall or may have for, upon or by reason 
of any surveillance, investigation, disruption, or similar 
conduct by the Federal Bureau of Investigation ("FBI") directed 
toward the National Lawyers Guild (the •Guild") at any time prior 
to the date of this stipulation; provided, however, that 
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plaintiff is entitled to rely upon the federal defendants' 
representations set forth in paragraph 7 below, and any claim 
based upon any conduct of the federal defendants inconsistent 
with such representations shall not be barred by the above 
release. 

4. Each party shall bear the costs and expenses of 
this litigation as they have been incurred or paid as of the date 
of this stipulation and no costs or expenses shall be taxed sub- 
sequently. Plaintiff and its attorneys waive all claims for 
attorneys' fees and expenses in connection with the prosecution 
of this action. 

5. This stipulation and agreement does not constitute 
an admission by the plaintiff that any of the conduct of the 
federal defendants was lawful,, or an admission by the federal 
defendants or any of their present or former officials, officers 
or employees that any of their conduct was unlawful or legally 
actionable. 

6. Without conceding the legality or illegality of 
any of the federal defendants' actions, the parties agree that 
the discovery in this case has shown the following: 

a. The FBI engaged in extensive activities with 
respect to the Guild for the period 1940 through March 1975, and 
in the course of those activities generated voluminous files on 
the Guild. 

b. It appears more likely than not that between 
1940 and 1951 the FBI surreptitiously entered the Guild's 
national office approximately 7 times without judicial warrant or 
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Attorney General authorization and copied the Guild's internal 
records. Some of the material thus obtained provided the 
Government in advance with drafts of a report the Guild was 
planning to release criticizing FBI surveillance practices* and 
with details of the Guild's related public campaign calling for 
an investigation of the FBI. The FBI used this material in an 
effort to counter the Guild's report even before its issuance. 

c. The FBI without judicial warrant maintained a 
wiretap on the Guild's national office telephone between 1947 and 
1951. 

d. Information derived fro.m the surreptitious 
entries formed a material part of the information placed before 
the Attorney General for his consideration in deciding whether to 
initiate proceedings to designate the Guild as a subversive 
organization under the Federal Employment Loyalty Security 
Program, Executive Order 10450. Such designation proceedings 
were begun in 1953. 

e. The FBI received information from an 
informant on the national executive board of the Guild in 1953 
and 1954 who reported on its deliberations and discussions with 
counsel concerning the Guild's defense of the EO 10450 admini- 
strative designation proceedings and its conduct of related 
litigation against the Government. 

t , 

f. In 1958, the Department of Justice determined 
that on the basis of the evidence then available it was unable to 
go forward with the designation proceedings, and the Attorney 
General therefore rescinded the proposal to designate the Guild 
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as a subversive organization under EO 10450. There were no 
further proceedings against the Guild under EO 10450. 

g. The FBI continued its activities with respect 
to the Guild after the designation proceedings were discontinued 

J 

in 1958. A Department of Justice review conducted in 1972 of 
the FBI’s files on the Guild for the preceding five years 
concluded that there was no basis at that time for an 

f 

investigation of the Guild under the Internal Security Act of 
1950. In 1974-1975 the FBI, with Department of Justice 
authorization, conducted a preliminary inquiry concerning the 
Guild's prison work without discovering any basis for a further 
investigation . 

h. Alleged or suspected criminal wrongdoing was 
not the predicate or reason for FBI activity concerning the 
Guild. No criminal prosecutions of the Guild were ever author- 
ized or undertaken by the Department of Justice. 

i. From 1940 through the early 1970's, the FBI 
placed Guild members on its Security Index, Adex and related 
indices because of their leadership positions in the Guild or, in 
some cases, because of their membership in the Guild in con- 
junction with their actual or suspected membership in other 
organizations . 

j. The FBI engaged in certain COINTELPRO and 
similar- disruptive operations against the Guild and Guild 
members. The FBI used information it had derived from its other 
activities with respect to the Guild and Guild members for that 


purpose. 
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k. The FBI over several decades provided 

information from its files on the Guild affiliation and 
activities of individuals to the National Conference of Bar 
Examiners at the request of the NCBE. 

l. Further, at various times in its activities 
with respect to the Guild, the FBI used numerous informants and 
confidential sources, including Guild members and staff and third 
parties in contact with the Guild; obtained Guild bank records 
from banks with which the Guild had banking relations; obtained 
information from the National Conference of Bar Examiners and 
from some character committees; monitored trash covers on the 
Guild; and obtained information about the Guild from its 
surveillance of the law offices of some Guild members, which 
surveillance included use of trash covers, wiretaps, informants 
on the temporary or permanent staff of the law offices, bank 
records and surreptitious entries. 

m. The conclusions stated here do not imply that 
the FBI did or did not engage in other activities. 

7. The federal defendants represent as follows: 
a. There is not now, and has not been since 
March 1977, any FBI investigation or preliminary inquiry of any 
nature of the Guild or its chapters, or of its projects, 

activities or enterprises readily identifiable as such or of 

/ 

individuals based upon their Guild affiliation or activities, and 
the FBI does not presently have information warranting any such 
investigation or preliminary inquiry. 


- 5 - 
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b. To the extent, if any-, that FBI inquiries or 
investigation of third parties has resulted in surveillance or 
acquisition of information about the Guild since March 1, 1977, 
no information so acquired has been stored in FBI investigative 
(jLi®,* » non-litigation) main files on the Guild or its projects 
(as specified in Appendix A hereto) or see-referenced or 
otherwise indexed to the Guild or its projects, except as may 
have been disclosed to the plaintiff in this litigation. 

c. There have been no additions to FBI investi- 
gative ( i.e . , non-litigation) main files on the Guild or its 
projects (as specified in Appendix A) or to see-references on the 
Guild or its projects, since March 1977. except as may have been 
disclosed to the plaintiff in this litigation. 

d. The FBI is not now, and has not since March 
1977, engaged in any activities intended to disrupt or impede the 
activities of the Guild or the Guild activities of its members, 
or the activities of individuals based upon their Guild 
affiliation. 


e. The FBI does not now, and has not since March 
1977, used Guild members as informants or confidential sources 

4 

with respect to matters involving the Guild or Guild activities, 
placed wiretaps or pen registers on Guild telephones. 


surreptitiously entered Guild premises, obtained 
bank records, maintained mail covers on Guild mai 
trash covers on the Guild, obtained access to Gui 
at mailhouses used by the Guild, otherwise secure 


access to Guild 
1, maintained 
Id information 
Id mailing or 
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membership lists of the Guild or obtained phone records on the 
Guild’s phones. 

f. Since March 1/ 1977, and presently, the FBI 
has not provided information on the Guild affiliation or 
activities of individuals to the National Conference of Bar 
Examiners or to bar admission committees. 

8. The federal defendants agree to the following' 
disposition of their files concerning the plaintiffs 

a. For purposes of this provision, the "FBI 
files on the Guild" means Headquarters, Field Office and Legat 
main files on the National Lawyers Guild and its projects (as 
specified in Appendix A) ; wiretap logs included in the main file 
on Robert Silberstein; EBF’s to the Guild main files and the 
wiretap logs in the Silberstein main file; the see-reference 
cards and any other similar computerized or non-computerized 
reference capable of locating Guild-related information in files 
other than main files on the Guild, as well as references to the 
Guild in the Elsur Index and any indices to the informant files; 
and copies of the foregoing and any summaries thereof included in 
the FBI file on this litigation (62-117572) . It is limited to 
documents created prior to the date of this stipulation. 

b. Within 180 days after the date of this 
stipulation, the FBI shall place all copies of the "FBI files on 
the Guild* in its possession or custody in secure storage under 
the supervision of the Deputy Assistant Director, Legal Counsel 
Division, and shall not dispose of, or permit access to, such 
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files before the year 2025. At that time the files may be 
transferred to the National Archives and Records Service. 

c. The federal agencies which are parties 

defendant to this action (specifically, the FBI, the Central 

/ 

Intelligence Agency, the’ National Security Agency, the Internal 
Revenue Service, the Office of Personnel Management,* the Postal 
Service, and the Departments of Defense, Justice, State, the 
Treasury, the Army, the Navy and the Air Force) shall not use, 
release or disclose, within or outside the Government: 

(i) any "FBI files on the Guild" 
readily identifiable as such, or copies 
thereof, in their possession or custody? 

(ii) any portion of any document 
or record which is shown on its face to have 
been generated, prior to the date of this 
stipulation, in the course of any FBI 
activities directed in whole or in part 
toward the Guild, to the extent it concerns 
the Guild or its activities or the Guild 
.affiliation or Guild activities of any 
individual; 

(iii) any information contained in 
(i) and (ii) or reasonably identifiable as 
Having been derived from (i) and (ii); or 


* The Office of Personnel Management is substituted as a party 
defendant in place of the Civil Service Commission pursuant to 
Rule 25 of the Federal Rules of Civil Procedure. 
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(iv) any portion of any document 
or record created prior to March 1, 1977, or 
the information contained therein, to the 
extent that it mentions the Guild affili- 
ation or Guild activities of any individual, 
provided:, however, that because of the 
federal defendants' representation of the 
practical impossibility of assuring 
compliance with such broad restrictions, the 
following limitations shall apply: 

(a) With respect to documents or 
records of defendant federal agencies 
other than the FBI, this subparagraph 
(iv) shall apply only to such documents 
or records as are contained in a file 
the subject of which is either the 
Guild or a "Requesting Individual* (as 
defined below) . 

(b) With respect to documents or 
records of the FBI, this subparagraph 
(iv) shall apply only to such documents 
or records as are contained in a main, 
file the subject of which is a 
■Requesting Individual" (as defined 
below) , or in a volume containing 
see-references to the Guild, or in 
serials which are see-referenced to a 

- 9 - 
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Requesting Individual (but only to the 
extent that such serials are accessed 
through the name of the Requesting 
Individual,} 

(c) A "Requesting Individual" is 
a present or former Guild member who 

r 

requests, in writing, that this sub- 
paragraph (iv) be applied to him or 
her, and who includes in such request 
his or her full name, any previous 
names, date and place of birth, and 
social security number. Such infor- 
mation is required to identify relevant 
documents and records and will not be 
used for any other purpose. Requests 
must be sent to plaintiff's counsel and 
forwarded by them to counsel for the 
federal defendants within 180 days of 
the date of this stipulation. 

d. Nothing herein shall preclude any agency from 
returning to the FBI any "FBI files on the Guild" or copies 
thereof in its possession (in which event the FBI shall handle 
such files ais provided in subparagraph (b} above), or from 
disposing of any files by either destroying them in the ordinary 
course of business, or transferring them t'o the National Archives 
and Records Service in or after the year 2025. The United States 
Attorney's Office for the Southern District of New York will 
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return any copies of the "FBI files on the Guild" in its 
possession to the FBI within 90 days of the date of this 
Stipulation. 

e. If, upon the application of a third party, 
subparagraphs (b) or (c) above, or any portion thereof, shall be 
invalidated by any- court, no other provision of this stipulation 
and order shall thereby be affected. 

f. Anything in this stipulation to the contrary 
notwithstanding, the Department of Justice may have access to and 
use of any of the documents and records described in sub- 
paragraphs (a) , (b) and (c) above to the extent relevant and 
material to the defense of the United States or any of its 
departments, agencies, officers or employees in any judicial or 
administrative proceedings the gravamen of which arises from 
conduct alleged to have occurred prior to the date of this 
stipulation. Appropriate records shall be maintained of any such 
use. Upon completion of the litigation for which the records 
were necessary, they and any records derived from them shall be 
restored to the status quo ante except if they were filed as part 
of the court record in the litigation. 

g. Nothing in this stipulation shall preclude 
the Guild from requesting the release to it, under the Freedom of 
Information Act or any successor statutes, of those portions of 
the "FBI files on the Guild" not previously released to it, or 
the FBI from releasing the same to the Guild if appropriate under 
such statutes; provided, however, that the Guild shall make no 
such request prior to January 1, 1994. 


* 
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h. Nothing in this stipulation shall preclude the 

federal defendants from releasing or disclosing any document or 

file at the request or with the authorization of the subject of 

such document or file. 

Dated: * New York, New .York 

dPc-Jo n., 1989 

RABINOWITZ, BOUDIN, STANDARD, 

KRINSKY & LIEBERMAN, P.C. 


By: 

740 Broadway at Astor Place 
New York, New York 10003 
Telephone: (2121. 554-1111 

BENITO ROMANO 

United States Attorney for the 
Southern District of New York 
Attorney for Federal Defendants 


By: 

Assistant United States Attorney 
One St. Andrew's Plaza 
New York, New York 10007 
Telephone: (212) 791-9175 


£ 
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NATIONAL LAWYERS QPILD 


National Projaots t Committees 

National Labor Project 
National Labor Committee 
Labor Law Center Task Force. 

National Labor Lav Center 

Lahor Committee 

National Immigration Project 

National Interim Commission on Oppression of Women 
National Committee to Combat Women's Oppression (NCCWO) 
National Committee on Women's Oppression 
Police Crimes Task Force 
Task Force on Minority Legal Resources 
International Committee 
Prison Task Force 
National Prison Network 
Military Law Project 
■Military Law Office 
Military Law Task Force 

Military law Of fice/Hilitary Law Task' Force 

Summer Projects Committee 

NIG Law Student Clearinghouse 

Lav Students in Action 

National Housing Task Force 

Legal Services Task Force 

Task Force on Minority Adms. 

Puerto Rico Project 
Puerto Rico Subcommittee 

Instituto Puertorriqueno de Derechos Civiles 
Grand Jury Project 

Affirmative Action/Anti-Discrimination Committee 
Anti-Fascist Contact 
Anti-Nuke Legal Project 
Anti-Semitism Task Force 

Housing Contact 
Immigration Project 

Subcommittee on China, International Committee 
Subcommittee on Cuba, International Committee 
Cuba Subcommittee 

Subcommittee on Southern Africa, International Committee 
Subcommittee on Vietnam, International Comaittee 
Law Student Organiting Committee 
Legal Workers Caucus 

National Committee Against Gov't Repression t Police Crimes 

Prison Committee 

Red Baiting Task Force 

Theoretical Studies on the Lav and the State 
Theoretical Studies Committee 
Central America Task Force 
Civil Liberties Committee 
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NATIONAL LATCYERg OOI tD 


National Energy Project 

People's Energy Project 

Subcommittee on Racist Croups 

The Public Eye 

Irish Task Porce 

Ireland Task Force 

Middle East Subcommittee 

South African Subcommittee 

Travel Subcommittee 

Visa (Denial Project 

Third World Caucus 

Criminal Lav Task Force 

Criminal Justice Committee 

Economic Rights Task Force 

International Debt Crisis Subcommittee 

Legal Services Task Force 

Anti-Sexism Task Force 

Cay Rights Subcommittee 

Gay Rights Task Force 

AIDS Network 

Committee on Native American Struggles (C0NAS5 

Rethinking Indian Lav 

Anti-Represssion Task Force 

Faculty Network 

Asia Subcommittee 

Chile Task Force 

Disinformation 6 Information Restriction 

International Lav Subcommittee 

Peace £ Disarmament Subcommittee 

Phillippines Subcommittee 

Relations - International Organizations 

Central America Refugee Defense Fund (CARDF) 

Movement Support Network 
Rural Justice Committee 
50th Anniversary Committee 
Air War Project 
Attica Legal Defense 
Attica Brothers Offense-Defense 

Attica Memorial Day Rally, Buffalo, N.Y., 9/14/74 
Attica Now 

Attica Brothers Legal Defense, AKA Attica Defense Committee 
Committee for Legal Assistance in the South, AKA Committee to 
Aid Southern Lawyers 
Grand Jury Defense Office 
Midnight Special 
Military Legal Center 

National Electronic Surveillance Project 
Selective Service Law Committee 
Southeast Asia Military Law Office 
Wounded Knee Offense/Defense Committee 
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OFCA-20 (12-3-96) XXXXXX 

xxxxxx 

xxxxxx 

FEDERAL BUREAU OF INVESTIGATION 
FOEPA 

DELETED PAGE INFORMATION SHEET 

Page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated, 
explain this deletion. 


Deletions were made pursuant to the exemptions indicated below with no segregable material available for 
release to you. 

Section 552 Section 552a 


□ (b)(1) 

□ (b)(7)(A) 

□ (d)(5) 

□ (b)(2) 

□ (b)(7)(B) 

□ (j)(2) 

□ (b)(3) 

^ (b)(7)(C) 

□ (h)(1) 


□ (b)(7)(D> 

n (k)(2) 


□ (b¥7¥El 

□ (k)(3) 

□ (k)(4) 


□ (b)(7)(F) 

□ (b)(4) 

□ (b)(8) 

□ (h)(5) 

□ (b)(5) 

□ (b)(9) 

□ (k)(6) 

yc (b)(6) 


□ (h)(7) 


□ Information pertained only to a third party with no reference to the subject of your request or the subject of your 
request is listed in the title only. 


□ Documents originated with another Government agency(ies). These documents were referred to that agency(ies) 
for review and direct response to you. 


Pages contain information furnished by another Government agency(ies). You will be advised by the FBI as 
to the releasability of this information following our consultation with the other agency (ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be advised as to the 
disposition at a later date. 


Pages were not considered for release as they are duplicative of 

Page(s) withheld for the following reason(s): Q &u, jy d rMVflVJLa/ ft/ft/LtfcL 

TjCfes rrrstLJt^Xn L v) •* 

□ The following number is to be used for reference regarding these pages: 


xxxxxxxxxxxxxxxx 

X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXX 

xxxxxx 

xxxxxx 

xxxxxx fbi/doj 



ORGANIZATIONS 
(and known file numbers) 


1) National Lawyers Guild 
HQ 100-7321 


2) Southeast Asia Military Law Office 
aka Peoples House 

SF 100-75891 


3) Committee for Legal Aid in the South 

aka Committee to Aid Southern Lawyers 

DE 100-31330 


4) Selective Service Law Committee 

HQ 25-579217 
LA 100-71639 
BH 100-5696 
CO 100-605 
LA 25-81540 
SF 100-61391 


5) Demonstration Known as Air War Project 

NK 100-54465 
PH 100-53960 


6) Military Legal Center 
NY 100-174506 


7) Attica Legal Defense Committee , AKA- 
HQ 157-30240 

Al 100-23968 Attica Brothers Defense Group 
AL 157-1469 Attica Defense Committee 
AL 157-1637 Attica Memorial Day Rally 
BS 100-46777 Attica Brothers Legal Defense 
BS 157-5301 Attica Memorial Day Rally 
BU 157-1495 Attica Brothers Legal Defense 
Attica Defense Committee 



bu 157-2236 Attica Memorial Day Rally 
BU 175-83 Attica Defense Committee 
CG 100-55519 Attica Memorial Day Rally 
DE 157-10230 Attica Defense Committee 
DE 157-10825 Attica Memorial Day Rally 
IP 100-26923 Attica Trial Demonstration 
IP 100-27006 Attica Brothers Legal Defense 
MI 175-54 Attica Defense Committee 
MP 157-4142 Attica Memorial Day Rally 
NK 100-56734 Attica Memorial Day Rally 
NY 157-10646 Attica Defense Committee 
PG 157-2332 Attica Memorial Day Rally 
PH 157-9270 Attica Memorial Day Rally 
SF 157-10735 Attica Memorial Day Rally 
WFO 100-58764 Demonstration Sponsored By The 

Washington Area Attica Brothers 
Legal Defense Committee 


8) Midnight Special 

HQ 100-460251 
NO 100-18762 
BU 100-21461 
MI 100-18382 
NY 100-179625 
SF 100-79556 
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Assistant Director p,* 

Records Management Division (RMD) 

Legal Counsel 

NATIONAL LAWYERS GUILD v. 

ATTORNEY GENERAL OF THE UNITED STATES , ET AL. 
(U.S.D.C. , S.D.N.Y. ) 

CIVIL ACTION NO. 77-CXV-0999 (PKL) 

MAJOR CASE 41 


5/13/85 
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PURPOSE ? To provide further explanation to the Freedom of 
Information/Privacy Acts Section (FOIPA) , RMD, concerning Pretrial 
J3r<?er 1 15 (PTO 11§) issued in the captioned civil litigation! 

RECOMMENDATION : That FOIPA follow guidelines set forth in this 

'memorandum. 


APPROVED: 

Cm. l**v. 

Dirtclar _______ 

E*es. AO-Air. 

Exes ADKv. 

E««s. AO-mS -'-vS. _____ 


Lrbs't'wy 

Lc:s. C- x 
Q;< ©ICcrj. 
a ; A.:& 

R*s ;M. 

Tec»i Sor.«._ 

''jr-r.j 


DETAILS : As FOIPA is aware, PTO 115 Supersedes Pretrial Order 1J1D, 

which prohibited the FBI from releasing to persons not a party to 
the NLG litigation any document produced to plaintiff as part of 
discovery. PTO 115 has considerably lessened the burden on the 
FBI, and particularly on FOIPA. This memorandum will outline the 
provisions of PTO 115 and will address several questions still 
outstanding. 

A) Coverage of PTO 115s 

1) PTO 115 prohibits the release to third party requesters 
of any document filed in Headquarters or fiel£ main files on the 
NLG. or one of tho (Refer to number Cl below for a 

list of the projects.) This prohibition, of course, would include 
requests specifically for materials on the NLG or the projects. 
However, first- person requesters may be provided documents from these 
files if those documents are referenced to them. This exception is 

2 - Mr. Monroe 

Attention: Mr. Hall . 

Attention: Mr. VBBl ®(o 

1 - Mr. Kelley 
1 - Mr.MMB 
1 - Mr. vHHHHIF h(o 
1 - Third Party Disclosure Folder 

(7) (CONTINUED - OVER) 
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Memorandum from Legal Counsel to Assistant Director, 
Records Management Division (RMD) 

Res National Lawyers Guild v. 

Attorney General of the United States, et al. 


reiterated in number B2 below. Also, see references to the NLG 
and projects appearing in' other files could not be released to 
persons requesting material about the NLG or projects. As discussed 
in number B3 below, though, these same documents could be released 
if the request was on another subject. 

2) If we refuse to release documents pursuant to PTO 115, 
we should inform the requester that the NLG can waive the provisions 
of the order and grant access. A request for such a waiver should 
be directed to MICHAEL KRINSKY or JONATHAN MOORE, of the law firm 
Of RABIN0WIT2, BOUDIN, STANDARD, KRINSKY & LIEBERMAN, 740 Broadway 
at Astor Place, New York, NY 10003, telephone (212) 254-1111. If 
the requester does not receive permission for access from the 
NLG, he would still have the right to intervene in the litigation 
to gain access. 

B) Material Covered by PTO 100 not Covered by PTO 115: 

1) None of the files or see references relating to the 

71 member "Representative Group" are covered by PTO 115. Requesters 
may be given normal access to these materials. 

2) First party requesters may receive see references to 
themselves filed in NLG main files and files on the projects. 

FOIPA should process these documents as they normally would handle 
see references to first party requesters. 

9b 

3) Documents which incidentally happen to be see referenced 
to the NLG or projects, and which appear in files not on the NLG 

or projects, may be released to first or third party requesters 
who have made requests on subjects other than the NLG or projects. 

C) Issues Left Outstanding 

1) In issuing PTO 115, the Court directed both sides to 
the litigation to come to an agreement on a definitive list of 
the NLG projects inasmuch as there has been some dispute over the 
inclusion of certain projects. Plaintiff's counsel has yet to 
respond to our request for a final list. Once that list is received, 
it will be immediately forwarded to FOIPA. In the interim, however, 
the following list should be used. 


(CONTINUED - OVER) 
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a} Committee to Assist Southern Lawyers, a/k/a 
Committee to Aid Southern Lawyers, a/k/a 
Committee of Legal Aid in the South 

b) The Midnight Special (We have found that there 
were two publications in the 1970s which were named The Midnight 
Special and which the FBI investigated. One was affiliated with 
the NLG and is the publication in question here. The other was 
affiliated with the Students for a Democratic Society (SDS) and 

is not covered by PTO 115. The NLG publication was directed towards 
prisoners of the nation's penitentiaries.) 

c) The National Electronic Surveillance Project. 

d) Attica Legal Defense Committee 

e) Wounded Knee Offense/Defense Committee 

f) Selective Service Law Committee 

g) Grand Jury Defense Office 

h) Southeast Asia Military Law Office, aka the 
People's House 

2) Another issue has been presented to the Court for 
resolution. We are unsure whether PTO 115 covers two classes of 
documents. Th e first class i s made up of ser ials appear ing in 
files other than those on the NLG or projects and which carry in_ 
fcheir t itles the name of The nlg or one of the projects . Xhe-T 
secomLni^ss nog umenti^is made up of serials appearing in file s. 
[ other than those onfhe NLG~or projects, wnicji do not carry the — 
jriame n? NT/: nr n roHects in titles, b at ~w hioh-i n . d i c ..afce~-~ 

In - their copy counts that copies, had been channelized to ^ 

*on tne nlg or" One of the proi ects^ clearly, first party requesters 

can be gTverT'aCCSSS to TRIse^ocuments under the terms of PTO 115. 
At this point, however, we are not certain whether these documents 
can be released to third party requesters, although we suspect 
that the Court will not object to such releases. * FOIPA will be 
immediately informed of the Court's decision. In the meantime, 
FOIPA should not release these two classes of documents to third 
party requesters. 


(CONTINUED - OVER) 
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sstions in this regard should be addre 
^/extension 453^orto Legal Technician 
ce, extension 
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MEMO 17 


M A N U A L 


To: 

From: 

Subject: 

Date: 


The FBI FOIPA Section cross-reference policy is as follows: 

When a FOEPA request was received prior to approximately 2/20/97, the CPU Legal 
Assistant listed main files and identifiable cross-references. During the processing of the 
responsive material, PLSs will initially process only the "main" files which are identified on the 
request search slip. If cross-references also exist, the PLS should advise the requester of the 
existence of the cross-references and that he should separately request the cross references if he 
wants them processed. Each Unit will maintain a log of all requests received for processing of 
cross-references. Those references will be processed as time and resources permit. However, if 
the requester appeals the FBI’s cross-reference policy, the PLS should process all cross references 
pursuant to that appeal. 

If there are only cross-references listed on the search slip, then the PLS should process 
those cross-references. If there are numerous cross-references (15 or more) listed on the search 
slip, which are identifiable to the subject matter, the PLS may want to discuss with their Team 
Captain about producing a "sampling" of the material for the requester. In this regard, the 
requester could be advised of a release being a "sampling" of references, how many existing 
references remain to be processed and if they are still interested in receiving the rest of the 
material. 

For FOIPA requests received after approximately 2/20/97, cross-references will no 
longer be listed on the search slip. The File Assistant will not advise requesters as to the existence 
of cross-references nor will they advise requesters that a description of any such references will be 
furnished to the requester at a later date. 


Ail FBI FOIPA Personnel 
J. Kevin O’Brien 

\ 

Cross-References 
March 31, 1998 

CROSS-REFERENCE POLICY 
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MEMO 1 8 


MANUAL 


To: AH FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Defunct Agencies or Departments 

Date: March 31, 1998 


Information From Defunct Agencies or Departments 

On occasion, information appears in FBI files which was obtained from other U.S. 
Government agencies which have been abolished, transferred, or terminated. Referrals or 
consultation concerning this information can usually be made if the functions of the former agency 
were transferred to another department or agency of the U.S. Government. The list of Defunct 
Agencies can be located in Appendix C of the U.S. Government Manual, of which copies of this 
Appendix have been reproduced and provided to all PLS’s for inclusion into the FOIPA manual. 
If the functions of the former agency were not transferred to another agency, the records from the 
defunct agency are probably at the National Archives and Records Administration (NARA). 
Referral questions should be directed to Director of Records Declassification Division, telephone 
number 9-301-713-6620. 

DOJ has also made the following partial list of defunct offices of the DOJ available, as 
well as the current record holder or component now responsible for their functions. 

DEFUNCT COMPONENTS OF DOJ CURRENT RECORD HOLDER 

Administrative Division Justice Management Division 

Bond and Spirit Division Criminal Division 

Bureau of Criminal Identification FBI 

Bureau of Narcotics and Dangerous Drugs DEA 

Bureau of Prohibition Criminal Division 


Bureau of War Risk Litigation 


Civil Division 


FOIPA Numbered Memo 18 
Page 2 

Defunct Agencies or Departments 
DEFUNCT COMPONENTS OF DOJ 
Civil Liberties Unit 
Claims Division 

Communications and Records Section 

Criminal Statistical Bureau 

Customs Division 

Department of Veterans Insurance 

Internal Security Division 

Office of Alien Property 

Office of Criminal Justice 

Office of Policy and Planning 

Office of the Special Prosecutor 

Public Lands Division 
Special War Policies Unit 
War Contract Division 


CURRENT RECORD HOLDER 
Civil Rights Division 
Civil Division 

Justice Management Division 
FBI 

Civil Division 
Civil Division 
Criminal Division 
Civil Division 

Office for Improvements in the 
Administration, of Justice 

Office for Improvements in the 
Administration of Justice 

National Archives and Records 
Administration 

Land and Natural Resources Division 
Criminal Division 
Criminal Division 


War Division 


Criminal Division 
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MEMO 19 


H A H U A L 

To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Department of Health and Human Services 

Date: March 31, 1998 


Social Security Information in FBI Files 


Effective 1 1/21/88, Russell Roberts, Director, FOIPA Division, Department of Health and 
Human Services, advised that information from Social Security records which is contained in FBI 
files may be released to first party requesters. Such material is to be denied to all third party 
requesters under FOIA exemptions (b)(6) and/or (b)(7)(C). Furthermore, Social Security 
numbers of deceased individuals are releasable. 


It is to be noted that this type of information is occasionally set forth in our records as 
ba attributed to a symbol source, for exampleQSBSSSSSSSSS* When processing this 
material for release to first party requesters, the symbol numbers are to be excised pursuant to 
FOIA exemption (b) (2). 
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MEMO 20 


M A 

N U A L 

To: 

All FBI FOIPA Personnel 

From: 

J. Kevin O’Brien 

Subject: 

Department of Justice, Civil Rights Division 

Date: 

March 31, 1998 


The Department of Justice, Civil Rights Division, has requested that the FBI provide a 
clean copy of documents originated by their agency along with the redacted (blacked-out or 
highlighted) referral copy. 
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== MEMO 2 1 

MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Department of Justice, Criminal Division 

Date: March 31, 1998 


Direct Response Referrals 

When referring documents to the Criminal Division for their direct response, any FBI 
information you wish redacted should be highlighted and/or bracketed along with the request that 
the stated exemptions be asserted on behalf of the FBI. Do not black out the information. 


Foreign Agents Registration List 

On 4/29/76, Mr. O’Shea, Criminal Division, Department of Justice, advised the Foreign 
Agents Registry is a public record and is available to anyone having an interest in it. 
Consequently, there is no necessity for referring material or contacting the Department regarding 
the release of information derived from examination of the list of persons or organizations 
registered as agents of a foreign government as required by the Foreign Agents Registration Act 
of 1938. 
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MEMO 22 


M A N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Document Classification Unit (DCU) 

Date: March 31, 1998 


Submitting Files to DCU 

Effective July 9, 1997, Legal Technicians (LTs) in the Request Management Unit are 
responsible for submitting FBIHQ and/or the field office file(s) which may warrant or require 
classification review to DCU. OPCA -18 form should be completed and attached to the file(s) 
submitted for review. All forms should have the appropriate "PA" or "FOIA" box checked, to 
notify DCU whether the review is for a Privacy Act or Freedom of Information Act request. 

DCU personnel will then conduct a preliminary review of the file(s) and determine if they actually 
warrant a classification review. If it is determined a review is necessary, the file(s) will be placed 
in the DCU backlog maintained in RMU. If it is determined a file does not warrant classification 
review, Form 4-774 (See Attachment 1) will be placed as the top serial of the file and will 
indicate this fact. The file(s) will then be returned to RMU to be placed in one of the three queues 
for the Section’s backlog. 

When submitting material for DCU review, LTs/PLSs are responsible for providing DCU 
with all raw files, EBFs and Bulky enclosures for classification review (for files, EBFs and Bulky 
enclosures maintained by the Special File Room (SFR) See Numbered Memo 79). This 
includes referrals from other government agencies of FBI documents or information which 
requires DCU review. The LT/PLS should submit all material requiring review to DCU as one 
package. Some exceptions to this would be if certain files/documents have been on locate for an 
extended period of time and cannot be found or if the case is in litigation with a Court deadline. 

Questions regarding this or any other DCU policy should be discussed with the DCU Unit 
Chief or Administrative Team Captain. 


DCU "Regular Review” or "Walk-Up" 

DCU will process all requests requiring classification review which involves SO pages or 
less, as part of its “walk-up” program. This program was designed as an administrative practice 
in order to allow cases involving minimal pages requiring classification review to be handled 
within a few days of being submitted to DCU, rather than sitting in the backlog for an extended 
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ALL. INFORMATION CONTAINED 
HF p T!N IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE. 
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Document Classification Unit (DCU) 

period of time. All other requests for DCU review of material containing over 50 pages will be 
conducted as a "regular review." 

For those requests which involve only certain "serials" needing classification review, 
OPCA-18 form should contain the list of the serials being requested for review as well as placing 
tabs (yellow "stickies") on the actual serials in the raw file. The same procedures stated above for 
establishing a case as a walk-up or regular review is also applied to the submission of "serials" for 
DCU review. 


File Classifications Requiring DCU Review 

Documents in the following classifications, surfaced as a result of a FOIPA request, 
should be processed through DCU. This classification list is not meant to exclude reviews 
involving other classifications. If it appears that a question of national security protection is 
involved, the documents should be forwarded to DCU regardless of the classification. 


2 

3 

9 

14 

61 

64 

65 

97 

98 
100 

by?* 

\it 102 

105 

108 

109 

110 
111 
112 
113 
117 
121 
134 

137 

138 


Neutrality Matters 

Overthrow or Destruction of the Government 

Nuclear Extortion 

Sedition 

Treason; Misprision of Treason 

Foreign Liaison 

Espionage 

Registration Act 

Sabotage 

Domestic S ecuritv/RevoIutionary Activities 



FCI - Foreign Travel Control 
Foreign Political Matters 
Foreign Economic Matters 

Foreign Social Conditions 


Foreign Funds 

Foreign Military and Naval Matters 
Atomic Energy Act 

Labor Management Relations Act - 1947 
Counterintelligence Assets 
Domestic Security Informants 
Loyalty Matters 
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155 

National Aeronautics and Space Act of 1958 


163 

Foreign Police Cooperation 


170 

Extremist Matters 


174 

Bombing Matters 


176 

Anti-Riot Laws* 


185 

Protection of Foreign Officials 


199 

International Terrorism 

200 

-203 

Foreign Counterintelligence Investigations 


205 

Foreign Corrupt Practices Act - 1977 


212 

Intelligence Community Support 

215 

-229 

Foreign Counterintelligence Investigations 


230 

Training Received - FCI 


239 

Training Received - Terrorism 


243 

Intelligence Identities Protection Act 

246 

-248 

Foreign Counterintelligence Investigations 


256 

Hostage Taking - Terrorism 


253 

Fraud and Related Activities-Ident Documents 
(FRAUD) - Terrorism 


256 

Hostage Taking by International Terrorists 


262 

Overseas Homicide/Attempted Homicide - 
International Terrorism 


265 

Acts of Terrorism in the United States - 
International Terrorists 


26 6 

Acts of Terrorism in the United States - 
Domestic Terrorists 


268 

Engineering Technical Matters - FCI 


270 

Cooperative Witnesses-Domestic Terrorism 
Extraterritorial International Terrorism-Cooperating Witness 


271 

Arms Control Treaty Matters 


277 

Adoptive Forfeiture Matters - Counter Terrorism 


278 

President's Intelligence Oversight Board 


279 

Biological Weapons - Anti-Terrorism 


283 

FCI 


284 

Economic Counterintelligence 


285 

Acts of Economic Espionage 


288 

Computer Investigations - Threat Analysis 


290 

Alien Terrorist Removal Court 


29! 

Animal Enterprise Protection Act 


292 

Domestic Emergency Support Team 


293 

Foreign Emergency Support Team 
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Document Classification Unit (DCU) 

*AU 176 classifications that are 25 years or older (prior to and including 1971) have been sent to 
the National Archives along with the index cards. 

Since minimal information from the files in the following list is classifiable, these files will 
be assigned directly to the FOIP A Section’s backlog for processing. However, prior to the PLS 
processing the file(s), he or she should peruse the file(s) first to determine if there is any 
information that may have been classified at the time the document originated or if there is 
information which appears to warrant classification. Should information of this type appear, the 
PLS will be responsible for sending the material to DCU for review. 


40 

67 

140 

157 

183 

259 

260 
261 
263 


Passport and Visa Matters 

Personnel Matters - Reinvestigation of FBI Personnel 
Security of Government Employees (SGE) 

Civil Unrest (SEE ATTACHMENT 2 ) 

RICO - Terrorism* 

Security Clearance Investigations Program 
Industrial Security Program 
Security Officer Matters 

Office of Professional Responsibility (OPR) Matters 


*Not all 1 83 (RICO) investigations need classification review. Only those investigations dealing 
with terrorism, foreign government sources (those listed on the Foreign Government 
Classification Guide #1 [G-l]) or information provided by foreign/domestic security 
informants/assets should be sent for DCU review. 

It is recognized that unique classification situations periodically arise which require special 
handling because of the unusual type of information or where short deadlines have been 
imposed. These situations should be brought to the attention of the DCU Unit Chief. 


Classification of Notes and Addenda 

Classification regulations require that any notes or addenda which are added to a 
communication/correspondence or to certain copies of it should be treated separately. In order to 
comply with these regulations, the following guidelines should be followed: 

1 . When classifiable national security information is set forth in a note or 
addendum to a communication, the note or addendum should be prepared on a 
separate page. This allows for independent classification marking of the note or 
addendum. 
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Document Classification Unit (DCU) 

2. Top Secret or Sensitive Compartmentalized Information (SCI) should be avoided in a 
note or addendum. If possible, every effort should be made to exclude all classifiable 
information from the note or addenda. 



Classification Review of Documents Previously Examined By DCU 

A classification review by DCU of previously classified documents, cross-references as 
well as main files, is required under any of the following circumstances: 

1 . The requester is unwilling to accept the prior classification. 

2. A classification review was conducted prior to 10/14/95, but no release was 

made and Communist Party Informants are involved. 

3. There has been no release of the previously classified documents and there is 

serious concern about the prior classification. 


Notification to DCU of Prior Releases of Information 

Generally, material which is already in the public domain cannot be classified. In some 
instances, however, material is being referred to DCU which already has been released in whole or 
part through another FOIPA release or civil litigation. 

If a prior release of material from all or even a portion of a file has already been made, it 
would be of great assistance to DCU if this fact were noted on the referral memorandum. Such 
information might be known to the PLS either through a review of the search slip, preliminary 
review of the file, or knowledge of other previously processed requests for the same information 
or portions thereof. Do not engage yourself in a research effort to make this determination, but 
note it only if readily available to you. 

Your cooperation in bringing this to the attention of DCU would be appreciated and 
should not only help in speeding up the classification process, but will assist in providing for a 
more uniform and consistent classification procedure. 


Mandatory Classification Review 

Included as Attachment 3 are some examples of requests for mandatory classification 
reviews from the National Security Council (NSC). These requests have previously been placed 
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Document Classification Unit (DCU) 


with FOIPA referrals to be handled in the queue. 


Requests for mandatory classification reviews are handled bv DCU and/or the Historical 
and Executive Re view Unit (HERUV These mandatory classifications require no action bv the 
£QffiA . D i sclosure Units . The mandatory reviews are to be completed within one year; therefore, 
it is essential that they be appropriately routed to DCU or HERU for handling. Outlined below 
are certain items which distinguish a request for mandatory review from a referral made to the 
Bureau in connection with an FOIPA request. 


--Mandatory review requests are usually made by a Presidential Library, Archives or 
NSC. 


—Letters requesting mandatory review will cite Section 3.6 of Executive Order 12958, 
which is the provision for mandatory review. 

—Letters requesting mandatory review will be delivered with a receipt requiring the 
signature of the recipient. 

—Letters requesting mandatory review will have enclosed “Certification of Citizenship” 
of the requester. 



Review of Special Compartmentalized Information (SCD Material 

Special security clearances are required in order to review or handle “Top Secret” files or 
documents which contain SCI material. If you should be notified that you do not have the 
appropriate clearance to review the classified material requested, one of the following PLSs 
should be contacted to conduct the review. It is recommended that the individual contacted to 
review the classified material be from the same Unit as the PLS handling the case. 


FOIPA Numbered Memo 22 
Page 7 

Document Classification Unit (DCU) 



Disclosure Units: 



Unit 1 
Unit 4 



- Unit 3 


Litigation Unit: Help Desk: 



DCU: 


All Team Captains in DCU are afforded SCI clearances. However, should there be any 
questions concerning classification matters on a case prior to DCU review, the LT or PLS should 
initially contact the DCU Administrative Team Captain. 

RMU: 


Currently, there are no RMU employees with the SCI clearance. If a RMU employee has 
been advised by the SFR that $ey do not have the proper clearance to review file material, they 
should contact one of the above Disclosure PLSs. 





4*774 ( 1 * 24 - 80 ) 


The following documents appearing In FBI tiles have been reviewed under the provisions of The Freedom of Information Act (FOIA) (Title 5, United States 
Code, Section 552); The Privacy Act of 1974 (PA) (Title 5, United States Code, Section 552a); and/or Uilgallon. 


□ FOIAJPA 

□ Litigation 

□ Executive Order Applied 

Requester 




Computer or Case Identification Number; 
Title of Case; 


Serials Reviewed; 




□ FOIA/PA 

□ Legation 

□ Executive Order Applied 

Reauester 




Computer or Case Identification Number: 
Title of Case: 


Serials Reviewed: 


e lease Location: *File_ 


Section 


□ FOIA1PA 

□ Litigation 

□ Executive Order Applied 

Reauester. 




Computer or Case Identification Number: 
Title of Case: ' 


Serials Reviewed 


Release Location: *Fite 

♦INDICATE IF FBIHQ OR FIELD OFFICE FILE NUMBER. 

(THIS FORM IS TO BE MAINTAINED AS THE TOP SERIAL OF THE RLE, BUT NOT SERIALIZED.) 
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4/15/94 


TO: J. Kevin O'Brien 

Section Chief 

Freedom of Information-Privacy Acts Section (FOIPA) 

FROM: 

Disclosure Unit 1, FOIPA Section 
SUBJECT: FOIPA HANDLING OF 157 CLASSIFICATION FILES 




Supervisory Paralegal Specialist 


RECOMMENDATION: That the current procedure requiring that DCU 

review all 157 files be modified. 


APPROVE:: 

c.:t- 

r . 

V 

c . . 

Director 

_ Fr.V; 


Ir.'c.P.! 

Deputy Dire:'.;: 





K; 


O'--" 

V — 



DETAILS : Reference is made to our conversation regarding the 

possibility of changing the procedure for handling files in the 
157 classification (Civil Unrest - Disorders and Demonstrations) . 
In particu lar, we discussed the FOIA request of Professor ■■■■■ 
■■■HpHfcfor records pertaining to James Meredith/Integration of 
the University of Mississippi. Responsive records consist of 230 
volumes (approximately 32,000 pages). The request was made in 
February 1991. Document Classification Unit (DCU) advised that 
this request is approximately number 238 in their backlog and 
will not come up for classification review for many months. 
Professor has made numerous calls regarding the status of 
this request and is now becoming quite impatient. 


1 



Consultation with DCU Unit Chief and ^ 

several team captains in both Disclosure an^5ci^ndicatea that 
information in 157 classification files is rarely classifiable 
under current guidelines. Therefore, I propose that records 
responsive to the above-mentioned request as well as most 157 
classification files no longer require complete DCU review as is 
required by Section Memo No. 103. Disclosure PLSs could list the 
symbol numbers of all informants appearing in the records and DCU 
could indicate whether any of the informants are classifiable. 
Disclosure could then request that DCU review only the documents 
in which a classifiable informant appears along with any other 
information that Disclosure determines to be possibly 
classifiable such as foreign police data. This would eliminate 
the need for a complete review of these files, thus minimizing 
DCU's backlog and allowing Disclosure to respond to requests on a 
more timely basis. 
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* 


Re; FOIPA Handling of 157 Classification Files 


It is recognized that there could be exceptions, in 
which case Disclosure could request that an entire 157 file be 
reviewed by DCU prior to Disclosure processing. 
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ATTACHMENT 

•NATIONAL SECURITY COUNCIL 

WASMNGT0N. O.C. 20506 


December 14, 1990 


MEMORANDUM FOR EMIL P. MOSCHELLA 

CHIEF, FOI/PA SECTION 
FEDERAL BUREAU OF INVESTIGATION 


SUBJECT: 




Declassification/Release Request of * 



The attached document has been requested under provisions of 
Executive -Order 1235 S. 

* - 
Please review the document and advise the National Security 
Council if, in your opinion, the document may be declassified 
and/or released. 


If you recommend the document or portions thereof should remain 
classified in the interest of national security or otherwise not 
releasable, please provide the NSC with the provisions of the 
appropriate sections of Executive Order 12356 on which your 
decision is based. If applicable, please provide downgrading 
recommendations as well. 


We ask that you return the document along with your recommenda- 
tions. Questions should be directed to Charlotte Palmer Seeley 
at (395-3103) . 

Additional comments for your information: NLE 90-124 document 9 

- the bracketed portions are CIA's recommendations . Please 
review remaining portions for your equities. 



Lr*\^harlotle Palmer Seeley 
y FOI/Mandatory Review officer 
v Information Policy Directorate 


Attachments: NLE 90-124, # 9 


UNCLASSIFIED 
KITH TOP SECRET 
ATTACHMENT 
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ATTACHMENT • 
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V. v 

NATIONAL SECURITY COUNCIL " • 

WASHINGTON. D C. 20506 


August 15, .1990 


MEMORANDUM FOR 


EMIL P. MOSCHELLA 

CHIEF, FOI/PA SECTION 

FEDERAL BUREAU OF INVESTIGATION 


SUBJECT: 



cation/Release Request of 



The attached document has been requested under provisions of 
the Freedom of Information Act. 


Please review the document and advise the National Security 
Council if, in your opinion, the document may be declassified 
and/or released. 


If you recommend the document or portions thereof should remain 
classified in the interest of national security or otherwise not 
releasable, please provide the NSC with the provisions of the 
appropriate sections of the Freedom of Information Act on which 
your decision is based. If applicable, please provide downgrad- 
ing recommendations as well. 

We ask that you return the document along with your' recommenda- 
tions. Questions should be directed to Charlotte Palmer Seeley 
at (395-3103). 

Additional comments for your information: The Criminal Division 

of the Justice Department recommended that you review the enclos- 
ed document. The Departments of State, Energy, and Defense have 
no objection to declassify and release in full. The proposed 
deletions of the Criminal Division are shown in red brackets. 

The document is also out to CIA. . 1 

Charlotte Palmer Seeley 
FOI/Mandatory Review Officer 
Information Policy Directorate 


Attachment: NND 899013-475 


C 
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attachment *~U ' £ 

• ■ NATIONAL SECURITY COUNCIL 

WASHNGTON. D.C. 20500 



. August 15/ 1990 


MEMORANDUM FOR EMIL P. MOSCHELLA 

CHIEF, FOI/PA SECTION ' 

FEDERAL BUREAU OF INVESTIGATION 


SUBJECT: 

\p l o 


Declassification /Release Request of 



The attached document has been requested under provisions of 


a f Tnfnf wi at'i r\r* 

die 4* 4. UtUViM Aii* Vi>«aiAUAVfl nvwi 


Please review the document and advise the National Security 
Council if, in your opinion, the document may be declassified 
and/or released. 


If you recommend the document or portions thereof should remain 
classified in the interest of national security or otherwise not 
releasable, please provide the NSC with the provisions of the 
appropriate sections of the Freedom of Information Act on which 
your decision is based. If applicable, please provide downgrad- 
ing recommendations as well. 



We ask that you return the document along with your recommenda- 
tions. Questions should be directed to Charlotte Palmer Seeley 
at (395-3103). 

Additional comments for your information: The Criminal Division' 

of the Justice Department recommended that you review the enclos 
ed document. The Departments of State, Energy, and Defense have 
no objection to declassify and release in full. The proposed 
deletions of the Criminal Division are shown in red brackets. 

The document is also out to CIA. 


— * — ci 

o.: k f , Vk 


J 

t 

-/ 


*-r 




•vV 


. . 'A-/. , 

A’/O' ' *• »>. 


C Attachment: NND 899013-475 


-Gha r-iot-t-e -P-a Imec— S-eele j 



FOl/Mandatory Review Officer 
Information Policy Directorate 
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== = MEMO 23 

M A N U A L 


To: All FBI F OIP A Personnel 

From: J. Kevin O’Brien 

Subject: Drug Enforcement Administration (DEA) 

Date: March 31, 1998 

DEA Form 7 (Report of Drug Property Collected. 

Purchased or Seized) 

As the FBI becomes more involved in drug investigations, FBI field offices have been 
utilizing DEA Form 7 (See Attachment 1) for transmitting evidence to the DEA Lab in Bureau 
drug cases. While it is properly a DEA form when used in a Bureau drug case, the top half of the 
form will be FBI information while the lower half will be the results of examination conducted by 
the DEA lab personnel. 


On 7-1 8-90 DEA, agreed that henceforth when any DEA Form 7 is located 

in a Bureau file in response to FOIPA requests, it should be referred to DEA for consultation. 

Upon receipt, DEA will review the Form 7 and 1) return it to the FBI with appropriate 
notations, if any; or, 2) if any overriding factors exist, will opt to handle it as a direct response. If 
the latter should occur, DEA will call the PLS and advise them that DEA will handle the response 
to the requester. 


*Using our standard referral letter (OPCA-6), check the second block "FBI documents 
containing information furnished by your agency." On the reverse side complete Index B with the 
FBI file and serial number of the document and further identify the referred document as a DEA 
Form 7 (See Attachment 2). 



j v:rr"' cvicjmo ZD* ATTACHMENT 1 

REPORT OF DRUG PROPERTY COLLECTED, PURCHASED OR SEIZED - -?• 


1. HOW OBTAINED (Chaek) □puccbM Qjspiturp •* Q*™* StmpU 

n L»b. 5*liur» n Monty Ft»*Hd ("") Come>ll*nj» S*npl» (Non-Crtmtnal) 

1 

BEIS 3 PiP 

Wmz&H 

z 

m 

Oihor (Spaclfyf - 

4. FILE TITLE 


E OBTAINED (City. S la t*y Country) 

6. CUSTOMS REFERRAL 


* v "USA "" 

Qo» NO. OR QsalxunNo. 
No. 

7. OATE PREPARED 

'/<>-/ S' 7 


<2Z 7AL 


•SV J 


APPROX. GROSS QUANTITY 1*. 

—————— - PurchM* 

13. SubmittM) cm 



16. WAS ORIGINAL CONTAINER SUBMITTED SEPARATE FRO 
REMARKS: ’ ' *"■ .... i — 


. t. » I ». « » • • .1 ■ * ««• * iM«/ * ’ 

- •**» »* . —I * , * * , ' 

*», • *• '! * -• ..I* ’ 

■. • ok • *!• . *1* '1 oP-.Ti. * 


18 VIITTEO BY SPECIAL AGENT ( Sifruy^t) 

LABORATORY El 

«_ No. PACKAGES.' ’ .19. RECEIVED FROM (Slgnotura A Data). 


22. RECEIVE O BY (Signature A Datt) 


N O (Ineludtd about) O YES ( If Ym. «n l«r txhtbtt no. and 

d**cr1int original container fully) 


X ANALYSIS SUMMARY AND REMARKS 


Gross Wt. : 39.8 gm t . 

Net Wt.: 17.1 gm 

Adulterants: — , — 


Drug Code: 7360.000 


Fingerprint evidence forwarded to^Fr 
'copy of letter attached' 





LABORATORY ANALYSIS t COMPARISON RE 


- attachment 1 


’WEIGHT PER UNIT ANALYZED 


ACTIVE ORUG INGREDIENT 

- (Xtta bttatiod on Common Noma) •' | 38. S li fi g t h I 39. Maawm I 30- Unit 


TOTAL NET RESERVE 


i 

(Bill 

[31T31J 

i Marl.1 






























OPCA-6 (12-3-96) 


U.S. Department of Justice 

Federal Bureau of Investigation 
935 Pennsylvania Ave.,N.W. 

Washington, D.C. 20535-0001 



To: 


From: Chief 

Freedom of Information/Privacy Acts (FOIPA) Section 
Federal Bureau of Investigation 

Subject: FOI/PA Request of 

FBI FOI/PA# Re: _____ . 

In connection with review of FBI files responsive to the above request, the following was surfaced: 

□ unclassified document(s) which originated with your agency is/are being referred to 

you for direct response to the requester. We will advise the requester that your agency will correspond 
directly concerning this matter, and request that you furnish us a copy of your letter to the requester 
reflecting final determination regarding the document(s). (See index A). 

□ FBI document(s) containing information furnished by or related to your agency. Please i 

review this information (outlined in red) and return the document(s) to us, making any deletions you j 
deem appropriate, and citing the exemptions) claimed. (See index B). J 

— * 

□ classified document(s) which originated with your agency is/are being referred to you 

for direct response to the requester. We will advise the requester that your agency will correspond directly 
concerning this matter, and request that you furnish us a copy of your letter to the requester reflecting 
final determination regarding the documents). Additionally, please advise us if the classification of the 
document(s) is changed so that we may amend our files. (See index C). 

□ classified FBI document(s) containing information furnished by or related to your agency. 

Please review this information (outlined in red) and return the document(s) to us, making any deletions 
you deem appropriate, citing the exemption(s) claimed, and advising if the document(s) still wanant(s) 
classification. (See index D). 

□ Please note that^some of the enclosed documents contain deletions made by this Bureau. The 
appropriate exemptibis^pears next to the redacted information. Please advise the requester they 
may appeal these denials' to the following address: Co-Director, Office of Information and Privacy, 

U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530-0001. 

A copy of the requester’s initial letter and any other significant correspondence is enclosed for your 

convenience. If you have any questions concerning this referral, please contact 

on (202) 324- . The FBI file number appearing on the lower right-hand comer of the 

enclosed document(s) as well as on the Index Listing (see reverse) should be utilized during any 
consultation with this Bureau concerning this referral. 

Additional Remarks: 


Enclosure(s) ( ) 


MEMO 23 - ATTACHMENT 2 (FRONT) 


(Index Listing on Reverse) 



Index A: 



Index B: 


HQ 12-3456-78 (DEA Form 7) 


Index C: 


Index D: 


MEMO 23 - ATTACHMENT 2 (BACK) 
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= MEMO 24 

M A N U A L 


To: All FBI FODPA Personnel 

From: J. Kevin O’Brien 

Subject: Duplicate Documents, Processing of 

Date: March 31, 1998 


Processing of Duplicate Documents 

With the increased number of FOP A requests being made to FBEHQ and the field offices, 
we are frequently encountering duplicate copies of the same document to be processed by the 
FOIPA Section. To process and release all copies of a single document not only causes an 
unnecessary duplication of effort, it also provides no additional substantive information to the 
requester. For reference purposes, duplicate documents are described as a document “recorded” 
or “serialized” at different locations within FBI record(s). (Duplicate documents should not be 
confused with additional “copies” of documents which are routinely provided by a reporting office 
and maintained within the same serial.) 

In processing duplicate documents, if handwritten notations or administrative markings on 
one document substantially alter the document or contain additional information to which the 
requester seeks access, only the copy which contains the consensus of pertinent information 
should be processed. For those documents considered as duplicates, OPCA Form 20 (Deleted 
Page Sheet) can be completed in order to identify that the withheld pages are being considered as 
duplicate to another document recorded and already processed at another location in an FBI file. 
The following language should be included in your disclosure letter as a further explanation to the 
requester: 

“Numerous documents in the file(s) that were processed pursuant to 

your request were found to be duplicate of those contained in the file(s) at 

which have also been processed. To minimize costs to both you and the Federal Bureau of 
Investigation, these duplicate documents have not been considered for release unless additional 
information was included on the duplicate document.” 



F 0 I P A 


MEMO 25 

MAH UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Duplication 

Date: March 31, 1998 

Duplication of FOIPA Related Records 

When responsive files are located for FOIPA requests, whether it be FBJHQ or field office 
files, they are duplicated by personnel in IPU’s Duplication Center. This is accomplished by 
completing and attaching OPCA Form 19 - Duplication Requisition Form to the file and 
forwarding it to the Duplication Center. The file will then be duplicated and returned to the 
LT/PLS. As a reminder, if the files to be duplicated are Personnel type files (i.e., 67, 263, 280, 
etc.), they must be transmitted in a messenger envelope. 

Files to be duplicated on a ''Special" basis must be hand delivered to the Duplication 
Center and given directly to the Supervisor who will personally keep control over the files. 

Either a pink "Special" tag should be affixed to the requisition form or "SPECIAL" should be 
written on the form in large red letters to denote that expedite duplication is requested. 

When requesting only certain serials to be duplicated, the serial numbers must be listed on 
the requisition form in vertical order, rather than horizontal order, directly under the 
word "Serials." 

REMINDER: Do not duplicate any files in which duplication fees could exceed $25 until a 
statement of willingness to pay has been received from the requester. 


Duplication of Special File Room Files 

When it is necessary to have files from the Special File Room (SFR) duplicated, the same 
form should be completed; however, the actual duplication will be performed by personnel in the 
SFR. Therefore, once the form is completed and attached to the file, the file should be hand 
carried to the SFR for duplication. The SFR will notify the LT or PLS once the duplication is 
completed in order to retrieve the material. 
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Duplication 


Duplication of Microfiche/Microfilm 

To have paper copies made of infor mation that is maintained on microfilm or microfiche, 
contact the Micrographics Unit on extension®^ Room An administrative duplication 

form must be completed for personnel of that unit to duplicate the material. This form can be 
completed over the phone by micrographics personnel or copies of the form can be sent to the LT 
or PLS for completion and return to the Unit. Once the material has been duplicated, it will be 
sent to the LT or the PLS through the Bureau mail, unless a request had been made to be notified 
for it to be picked up. 


Duplication of Processed Material 

Where duplication fees are applicable, materials should not be duplicated until the 
requested amount of money has been received from the requester. This will eliminate 
unnecessary duplication costs to the FBI in the event the requester should abandon the fees. 

Once responsive FOIPA files have been processed and fees, if applicable, have been 
received, the material may then be sent to the Duplication Center. At this time, the attached 
duplication form should be affixed to all volumes/sections in which duplication is requested. In 
addition to providing your name, date, extension and room number on this form, it should also 
indicate the number of copies requested, the subject matter, file number/section and any 
comments for special duplicating instructions, such as reducing the image to 98%, etc. 



FOIPA 


MEMO 26 


MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject; Electronic Surveillance (ELSUR) Records 

Date: March 31, 1998 


Types of Electronic Surveillance 

There are several forms of electronic surveillance. Following are a few examples: 1) a 
telephone wiretap records both sides of a conversation, 2) a microphone surveillance is when a 
small microphone is placed inconspicuously in a room to record conversations in the surrounding 
area, 3) a pen register records the telephone numbers being called by a monitored telephone, 4) a 
trap and trace is the opposite of a pen register, in that it determines the number of a telephone 
used to call a monitored telephone, 5) a transmitter (body recorder) is a device worn by a 
consenting individual or concealed in an item such as a purse, gym bag, attache, etc., and 6) a 
consensual monitoring means the FBI has the permission of the individual whose telephone is 
being monitored, or who has agreed to wear a body recorder. The transmitter (body recorder) 
may be worn by or concealed in an item carried by a consenting individual or by an FBI Special 
Agent. 


ELSUR Searches and Reviews 

When a request is made for a search of the electronic surveillance indices pursuant to a 
FOIPA request, RMU employees will complete the ELSUR form 0-63 (See Attachment 1) and 
forward it to the ELSUR Unit, Room^J^for the indices to be searched. The search will be 
limited to only retrieving Elsur information on those individuals considered as a target of the 
investigation and listed as a "principal" for the electronic surveillance. If records which may be 
identifiable to the subject of the request are located, an electronic communication must be sent 
to the appropriate field office(s) requesting a review of the field office file(s) to determine if it is 
identifiable to the requester/subject matter. The field office will notify RMU of the results of the 
review. If the material is not identifiable to the subject, RMU personnel will advise the 
requester that no responsive records were located which indicate the subject of the request 
has been the target of an ELSUR. If the records are identifiable. RMU will obtain a copy of 
the responsive material from the field office(s) to be maintained in the case folder until the time to 
be processed by the Disclosure PLS. 
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Electronic Surveillance (ELSUR) Records 

ELSUR Index Records 


A search of the ELSUR index can surface three types of references: 1) a principal means 
the individual/organization is the target of the ELSUR, 2) an overhear indicates the conversation 
of a third party (other than the principal) has been recorded and 3) a mention indicates that a 
participant of the recorded conversation mentioned the name of a third party. Form 0-63 (copy 
attached) should be used when requesting an ELSUR search. Under "REQUEST FOR 
SEARCH OF ELSUR INDEX FOR THE PURPOSE OF:" check the FOIPA block and write 
principals only next to it. 

ELSUR index records showing electronic coverage in foreign intelligence, counter 
intelligence or international terrorism investigations, should be carefully reviewed to determine 
whether or not the (c)(3) exclusion is appropriate before admitting the existence of the record. 
Where the mere existence of the electronic coverage is classified, the (c)(3) exclusion may be 
appropriate. 


ELSURS Conducted in Criminal, Domestic Security 
and FCI Investigations 

The history of electronic surveillance at the federal level is set forth in House of 
Representatives Report 95-1283 which pertains to the Foreign Intelligence Surveillance Act 
(FISA). This six page summary, which is available in the FOIPA library, explains the 
development of the FBI’s authority to use electronic surveillance in criminal, domestic security 
and foreign counterintelligence/intemational terrorism investigations. Each of these investigative 
programs has a specific date identified after which a court order is required to conduct electronic 
surveillance as follows: 

A) ELSUR Conducted in Criminal Investigations 

Prior to 6/19/68, electronic surveillance in criminal investigations was generally 
conducted without a court order. Effective 6/19/68, Title III of the Omnibus Crime Control and 
Safe Streets Act of 1968 (18 U.S.C. § 2510-2520) was enacted. With the establishment of this 
statute. Title III not only banned warrantless electronic surveillance in criminal investigations, it 
specified the offenses against which electronic surveillance could be used (18 U.S.C. § 2516). 

For electronic surveillance conducted in criminal investigations prior to 6/19/68 (pre-Title 
III), the following FOIA exemptions may be asserted depending upon the type of request being 
made: 
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1) When a request has been made bv a non-participant in the intercepted 
conversation. Exemption (b)(7)(C) and/or (b)(7)(D) may be asserted on 
information which would tend to identify an individual or source. 

2) When a request is made bv a participant in the conversation, the requester’s side 
of the conversation should be released, however, all conversations of a third party 
should be withheld pursuant to Exemption (b)(7)(C) if it would tend to identify 
the individual. If the release of information to a participant would pose potential 
harm or threaten the safety of the participant’s life, then, Exemption (b)(7)(F) 
can be considered to withhold the information. 

(In processing items 1 and 2, if any of the participants in the conversation are 
deceased, the information must be released. The only privacy interests left to be protected 
are those held by living persons who are mentioned in the conversation.) 

3) Exemption (b¥7yDI mav be asserted, in addition to (bXZXQ* f° r third party 
requests wherein the electronic surveillance was conducted with the consent of 
one of the parties to the conversation . However, if the requester is the party 
who gave the consent, then the requester should be given access to his/her side 
of the conversation as discussed in item 2. 

4) If the investigation in question or a related investigation is pending when the 
request is received, Exemption (b)(7)(A) is appropriate if release will interfere 
with enforcement proceedings. This may be the case when an organized crime 
investigation is involved. 

For those intercepts after 6/19/68, post-Title III, Exemption (b)(3) should be invoked in 
addition to the exemptions discussed above. 

B) ELSUR Conducted in Domestic Securitv/Terrorism Investigations 

In general, these investigations focus on organizations and individuals ("enterprises”), 
other than those involved in international terrorism or which have a nexus to a foreign 
government, whose goals are to achieve political or social change through activities that involve 
force or violence. 

Prior to 6/19/72, electronic surveillance in domestic security cases was generally 
conducted without a court order. On 6/19/72, the derision in United States v. United States 
District Court 407 U S. 297, changed this procedure. This decision, commonly called the Keith 
Case, mandated a court order in such cases. The Attorney General Guidelines on domestic 
security/terrorism investigations have, since 4/5/76, mandated that non-consensual electronic 


FOIPA Numbered Memo 26 
Page 4 

Electronic Surveillance (ELSUR) Records 

surveillance must be conducted pursuant to the warrant procedures and requirements of Title III 
of the Omnibus Crime Control and Safe Streets Act of 1968 (as amended). In other words, when 
members of the group being investigated commit, or intend to commit imminently, an offense 
specified in 18 U.S.C. § 2516, any non-consensual electronic surveillance conducted to 
investigate that offense must be conducted pursuant to a Title III court order. Therefore, the 
records from such intercepts conducted on or after 6/19/72, are withheld pursuant to 
Exemption (b)(3). 

For intercepts prior to 6/19/72, pre-Keith intercepts, or those involving the consent of 
one of the parties to the conversation, apply the principles discussed above regarding pre-Title III 
criminal investigations. 

C) ELSUR Conducted in Foreign Counterintelligence/International 
Terrorism Investigations 

Foreign Counterintelligence (FCI) investigations are conducted to protect against 
espionage and other intelligence activities, sabotage, or assassinations conducted by, or on behalf 
of foreign powers, organizations or persons, or international terrorist activities. 

International terrorism investigations are conducted for activities of the following nature: 

1 . Involve violent acts or acts dangerous to human life that are a violation of the 
criminal laws of the U.S. or of any State; or that would be a criminal violation if 
committed within the jurisdiction of the U.S. or of any State; 

2. Appears to be intended: 

a) to intimidate or coerce a civilian population; 

b) to influence the policy of a government by intimidating or coercion; or 

c) to affect the conduct of a government by assassination or kidnaping; and 

3. Occur totally outside the U.S., or transcend national boundaries in terms of the 
means by which they are accomplished, the persons they appear intended to 
coerce or intimidate, or the locale in which their perpetrators operate or seek 
asylum. 

The Foreign Intelligence Surveillance Act (FISA), which was enacted on 10/25/78, was 
the first legislation governing the use of electronic surveillance in these investigative programs. 
Prior to 10/25/78, pre-FISA, electronic intercepts were generally conducted without a court 
order. Post-FISA intercepts are generally conducted pursuant to a court order, but in rare 
cases are conducted without one. 
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Exemptions (b)(1), (b)(7)(A) and (b)(7)(C) may be applicable to records from pre-FISA 
intercepts. The Exemption (b)(1) and (b)(7)(C) implications are obvious, but those involving 
(b)(7)(A) are less so. The National Security Division, Division 5, should be consulted if necessary 
to determine whether the investigation in question is ongoing in another form or whether there is 
a related, pending investigation which may be impaired through disclosure. 

Post-FISA intercepts can be protected by these same exemptions, however, Exemption 
(b)(3) is also available. Application of Exemption (b)(3) is relevant when the records which 
resulted from the intercept can no longer be classified and Exemption (b)(1) can no longer be 
invoked. 

Consensual monitoring situations occurring prior to 10/25/78, which are not covered by 
the FISA, did not require a court order. The Attorney General Guidelines for FCI investigations 
state that FBIHQ may authorize consensual monitoring for up to 90 days, with extensions 
available if necessary. Although Exemption (b)(3) would not be available, the other exemptions 
discussed above could be applicable. 

Court Orders Prohibiting Disclosure of ELSUR Material 

When a request is received for records which are covered by a court order prohibiting 
disclosure, that information should be denied as the FBI has no discretion to release the records. 
There can be no "improper withholding" under these circumstances. See GTE Svlvania. Inc, v. 
Consumers Union . 445 U.S. 375 (1980). The court order should be cited as the basis for 
withholding the records. 

The following topics are listed for assistance in handling ELSUR material, particularly 
those topics which are known to involve court orders: 

ELSUR Information Pertaining to 
Martin Luther King. Jr.. and The Southern Christian 
Leadership Conference (SCLC) 

The United States District Court for the District of Columbia has ordered results of certain 
microphone and telephone surveillance of Dr. King and the SCLC turned over to the National 
Archives and sealed for fifty years, Lee v. Kellev. No. 76-1185, and SCLC v. Kelley, No. 76-1186 
(D.D.C. Jan. 31, 1977). This order includes paraphrased information obtained through electronic 
coverage which is included in documents such as letters, letterhead memoranda and reports. 

PLSs should be alert for documents reporting contacts between individuals and Dr. King 
or representatives of the SCLC. If the information reported could have originated from some 
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electronic coverage of Dr. King or the SCLC, consult with Supervisory PLS 



fc& 


ELSUR Records in the Matter of David Dellinger et al.. (Chicago Seven) 


On 2/26/74, a protective order was issued by the United States District Court for the 
District of Columbia in the matter of David Dellinger vs. John N. Mitchell, which placed 
restrictions on the release and dissemination of ELSUR documents and records involved in that 
case. The material in question dealt specifically with ELSUR coverage of the plaintiffs, David 
Dellinger, Jerry C. Rubin (deceased), Lee J. Weiner, John R. Froines, Abbott H. Hoffman aka 
Abbie Hoffman (deceased), Thomas E. Hayden, Rennard C. Davis aka Rennie Davis, as well as 
the Black Panther Party. Although the order did not specially prohibit the FBI from releasing 
documents involved in the case, the Court’s permission was sought each time such a disclosure 
was to be made. 

On 1 1/28/77, this Order was modified to permit dissemination of the logs and transcripts 
mentioned above pursuant to FOIPA requests by any person who was overheard or mentioned in 
any of these electronic surveillance. 


Release of Information from Wiretaps 
NH 605-R* and NH 687-R* 


Memorandum dated 1 1/28/80, advised that in the civil action of Miriam Abramovitz. et 
ah. v. James Ahem, et al., (U.S.D.C., D Conn.) Civil Action No. N77-207, an agreement was 
entered into by the government and the plaintiffs. In this agreement a complete copy of the logs 
and transcripts from NH 605-R* and NH 687-R* (wiretaps on the Black Panther Party in New 
Haven, Connecticut) was provided to the plaintiffs. In exchange, the plaintiffs dropped 
allegations of illegal activity by the Federal defendants (four Former FBI Special Agents) which 
arose out of the Federal wiretaps. 

Many of the 165 plaintiffs in this civil action are from the New Haven area and are 
represented by attorney John R. Williams. In addition, a number of them have made FOIPA 
requests, the processing of which may involve the same ELSUR logs, transcripts or information 
from NH 605-R* and NH 687-R*. 

In view of the release already made of the logs and transcripts, any information from these 
two wiretaps, including the source symbol numbers, can generally be released without excision to 
any individual who was a party to the conversation, a plaintiff in the civil action or known to be 
represented by John R. Williams. See Attachment 2 for the list of plaintiffs represented by Mr. 
Williams in the above-referenced civil suit. 
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ROUTE IN ENVELOPE 


TO: Records Management Division, ELSUR Index Date 

FROM: □ CID □ LCD □ INTO □ RMD □ Other 

(specify) 


Priority: □ Expedite, will pick up; 

□ Routine 

□ Date needed: 


REQUEST FOR SEARCH OF ELSUR INDEX FOR THE PURPOSE OF: 


□ Title III Application □ FBI □ DEA 

□ FISC Application 

□ Legal Motion (DOJ) 

K.FOIPA ? 


□ SPIN/DAPLI 

□ SPU 

□ Investigative Lead 

□ Other 

(specify) 


(One of the above must be checked before search will be conducted.) 


Requesting/Authorizing Agent 


Complete and Return to: 


Name 


Name 


Ext. Room TU 


NAME; TELEPHONE #; VIN; OR 

ADDRESS TO BE SEARCHED KNOWN ALIASES SEARCH RESULTS 


.file 

Searched by Date 
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ROUTE IN ENVELOPE 


FBI/ DOJ 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Executive Secretariat Control Data Sheet 

Date: March 31, 1998 

Executive Secretariat Control Data Sheet 

Attached is a copy of an Executive Secretariat Control Data Sheet. These control sheets 
are used by the Departmental Executive Secretariat to track certain incoming correspondence and 
replies. From time to time these sheets are retrieved during a search for records responsive to 
FOIPA requests. 

In processing the control sheets for release, it is not necessary to refer them to the 
Executive Secretariat for its determination, but please keep in mind that the sheets may contain . 
sensitive information that warrants protection in the same way as the underlying records. In many 
instances, the sheets simply describe the correspondence in a summary fashion and indicate the 
office(s) to which the correspondence is being directed. In other cases, however, they may 
include information that may be withheld under various FOIA exemptions (for example, to protect 
material that is predecisional and deliberative or that implicates personal privacy concerns.) 

The Executive Secretariat is no longer using the notation, “THIS DOCUMENT MUST 
BE DISPOSED OF BY SHREDDING,” so you do not need to be concerned about its 
significance on prior versions of the form. If you hav e any questions about processing the control 
•sheets, please do not hesitate to call DOJ/OEP at 514-^S^ 



DEPARTMENT OF JUSTICE 
EXECUTIVE SECRETARIAT CONTROL DATA SHEET 


From: POE, JOHN J. PAWTUCKET, MI 

To: AG. 

Date Received: 10-13-89 Date Due: NONE Control #: X9101317598 

Subject 6 Date 

10-01-89 LETTER REGARDING THE ISSUE OF IMMUNITY FOR CERTAIN 
KNOWN CRIMINALS INVOLVED WITH THE MARY K. DOE TRIAL WHICH IS 
SET FOR NOVEMBER 24, 1989. WRITER STATES THAT IMMUNITY 
SHOULD NOT BE GRANTED BASED ON THE CHANCE THAT DOJ MAY 
OBTAIN INFORMATION THAT MAY LEAD TO THE ARREST OF 
CRIME KINGPIN, JOE SCARFOOLA. 

NOTE!! THIS IS A 
Referred To: Date: 

(1) CRM; POLKA 10-13-89 

( 2 ) 

(3) 

(4) 

INTERIM BY: 

Sig. For: NONE 


emarks a 

INFO cc: OAG. 

(1) REPLY DIRECTLY TO THE WRITER. PROVIDE EXEC. SEC., ROOM 
4400-AA, WITH ONE COPY OF REPLY. 


Other Remarks: 

NOTE 1111! THIS IS JUST A TEST RECORD DESIGNED 

TO. ASSIST FOIA OFFICE IDENTIFY CERTAIN FIELDS THAT MAY 

EXPEDITE SEARCHING CAPABILITIES FOR COMPONENTS TASKED TO 

DO SEARCHED IN SUPPORT OF FOIA AND PRIVACY ACT. 

FILE: 


T E 

(5) 

( 6 ) 

(7) 

( 8 ) 


ST R E C 0 
Referred To: 


*** 


R D 
Date : 


DATE: 

Date Released: 


W/IN: 

PRTY: 

IB 

OPR: 

LON 


THIS DOCUMENT MUST BE DISPOSED OF BY SHREDDING 
************************************* ********* 


% 
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MEMO 28 


M A N U A L 


To: All FBI FOIP A Personnel 

From: J, Kevin O’Brien 

Subject: Exclusions ("Tip-ons") 

Date: March 31, 1998 


Exclusions, also known by the term "tip-offs," are special provisions to the FOIA which 
were designed to allow for the protection of sensitive law enforcement matters. The three 
provisions authorize federal law enforcement agencies to "treat the records as not subject to the 
requirements of the FOIA." In other words, if a case falls within the purview of an exclusion, the 
requester can legally be given a "no record" response even though an identifiable record exists. 
Thus, the use of the “no records responsive to your request” language in all no record responses. 

Listed below are the three provisions that may be implemented on law enforcement 
records. For further details, a review of the FOIA Guide and Privacy Act Overview publication 
provides an in-depth discussion and requirements for utilizing an exclusion. 

(c)(1) Exclusion — Whenever a request is made which involves access to records 
described in subsection (b)(7)(A) and (A) the investigation or proceeding involves a possible 
violation of criminal law; and (B) there is reason to believe that (i) the subject of the investigation 
or proceeding is not aware of its pendency, and (ii) disclosure of the existence of the records 
could reasonably be expected to interfere with enforcement proceedings, the agency may, during 
only such time as that circumstance continues, treat the records as not subject to the requirements 
of this section. 

(c)(2) Exclusion - Whenever informant records maintained by a criminal law 
enforcement agency under an informant’s name or personal identifiers are requested by a third 
party according to the informant’s name or personal identifier, the agency may treat the records as 
not subject to the requirements of the FOIA unless the informant’s status as an informant has been 
officially confirmed. 

(c)(3) Exclusion — Whenever a request is made which involves access to records 
maintained by the FBI pertaining to foreign intelligence or counterintelligence, or international 
terrorism, and the existence of the records is classified information as provided in Exemption 
(b)(1), the FBI may, as long as the existence of the records remains classified information, treat 
the records as not subject to the requirements of the FOIA. 
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Procedures in Handling Possible Exclusion Records 

For the most part, exclusions are rarely asserted on FBI records. In most instances, any 
consideration for the possible assertion of an exclusion will be initiated by the LT in RMU during 
the initial review of the file to determine if it is identifiable to the subject. On rare occasions, this 
may be determined alter a case has been assigned to a Disclosure Unit. 

If there is an indication by a review of the file that an exclusion might apply, immediately 
notify and discuss the case with your Team Captain. If the Team Captain is in agreement, then 
the FOIPA Exclusion Coordinator should be contacted and provided with the case folder along 
with the identifiable file(s). If an exclusion is appropriate, the LT or PLS will be advised by the 
Coordinator, who will in turn, handle all of the paperwork. If an exclusion is not necessary, the 
Coordinator will also advise the LT or PLS of such and routine processing of the file may be 
conducted. 
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manual 


To: AH FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Exemption (b)(3) 

Date: March 31, 1998 


Table of Contents 


I. Examples of Authorities Which are fbM3l Statutes 1 

Central Intelligence Agency • Personnel 1 

Central Intelligence Agency - Intelligence Sources and Methods 2 

Grand Jury information 2 

Intelligence Sources and Methods of the FBI 3 


Internal Revenue Code 

Juvenile Delinquency Act 

Juvenile Justice and Delinquency Prevention Act 

National Driver Register 

National Drivers Records Act 

National Security Agency 

Pen Registers / Trap and Trace Devices 

Pre-sentence Reports 

Title III, Wiretap Intercepts 

Visa and Permits; Issuance or Refusal of 

II. Examples of Authorities Which are Not (bV31 Statutes: 6 


Exemption (b)(3) should be cited to protect information which is prohibited from 
disclosure by statute. To qualify as a (b)(3) statute, the statute must be worded in a maimer that 
leaves no discretion on the issue, or establish specific criteria for withholding, or refer to 
particular types of matters to be withheld. 

I. Examples of Authorities Which are (b)(3) Statutes 

Central Intelligence Agency (CIA1 Personnel 

Section 6 of the Central Intelligence Agency Act of 1949, requires the Director of the 
CIA to protect from disclosure, “the organization, functions, names, official titles, salaries and 
numbers of personnel” employed by the CIA from public disclosure pursuant to 50 U.S.C., § 
403. 
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CIA Intelligence Sources and Methods 

50 U.S.C. § 403-3(c)(5) requires the Director of the CIA to protect its “intelligence 
sources and methods.” 


Grand .Turv Information 

Federal Rules of Criminal Procedure (FRCP) Rule 6(e) generally prohibits disclosure of 
matters occurring before a Federal grand jury. Since a FRCP is usually promulgated by the U.S. 
Supreme Court, the argument has been made that such a rule cannot be used as Exemption (b)(3) 
authority because no statute is involved. However, since Congress did enact Rule 6(e) by 
statute, the courts have held that Rule 6(e) can be used as an Exemption (b)(3) statute. 

The District of Columbia Circuit Court (D.C. Circuit) has limited the use of Rule 6(e) as 
an Exemption (bX3) statute, at least in that circuit. In order to prevent the Government from 
shielding information from the public simply by presenting the information to a grand jury, the 
D.C. Circuit has held that Rule 6(e) only prohibits the disclosure of information concerning the 
“inner workings” of the grand jury. Senate of Puerto Rico v. US. Department of Justice. 8233 F. 
2d 574, 582 (D.C. Cir. 1987). Included in the “inner workings” concept protected by 
Exemption (b)(3) are such items as grand jury transcripts or subpoenas, the identities of 
witnesses or jurors, the substance of testimony to the grand jury, the strategy or direction 
of a grand jury investigation, and the deliberations or questions of the jurors. . 

Records falling into such categories as grand jury transcripts and subpoenas are easy to 
recognize, but it is another matter to determine whether a record reveals the strategy or direction 
of a grand jury investigation. It can be especially difficult for someone not familiar with the 
investigation, with the background knowledge possessed by the subject concerning the matter 
under investigation. In Senate of Puerto Rico , for instance, the D.C. Circuit held that a release of 
all nonexempt records in an investigative file would not reveal the “inner workings” of the grand 
jury if the grand jury material was not labeled as such. Under those circumstances, the court 
reasoned the requester would be unable to even determine which records had been submitted to 
the grand jury. This overlooks the fact that a sophisticated requester can determine which 
records went to the grand jury if he has enough knowledge and experience to know which 
records could only be obtained with a grand jury subpoena. That, in turn, could reveal the 
direction of the grand jury investigation. 

Compounding the problem is the fact that most of the other circuit courts have not 
decided this issue. Furthermore, at the time a FOIPA request is initially processed, one cannot 
be certain in which circuit a disgruntled requester will eventually file suit. Without that 
information, one cannot determine which rule of law to apply. 
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In light of these problems, the following processing procedure will be followed. At the 
initial processing stage, Exemption (bX3) shall be applied to all properly stamped grand jury 
material. If it is obvious that records bearing the grand jury stamp were not actually submitted to 
mw giwid jury, that materia! should fcs reviewed for all other applicable FOIA. exemptions which 
may be invoked. However, this procedure should be discussed with the Unit Chief prior to 
disclosure of any material. 


Intelligence Sources and Methods of the FBI 

50 U.S.C., § 403-3(c)(5) authorizes not only the CIA, but other intelligence gathering 
agencies of the Federal Government, including the FBI, to protect their intelligence sources and 
methods. Often there is an overlap between the Exemption (b)(1) and Exemption (b)(3) 
protection of intelligence sources and methods. Citing these two exemptions in conjunction with 
one another is appropriate; however, either can be cited independently of the other. The 
Exemption (b)(3) protection has an equal force to the Exemption (b)(1) protection. Therefore, 
should Exemption (b)(1) be downgraded, Exemption (b)(3) could still be applied in situations 
where release of the information would jeopardize the FBI’s intelligence sources and methods. 

Foreign intelligence and counterintelligence investigations are vital aspects of the FBI’s 
law enforcement mission. When it engages in these activities, the FBI utilizes national security 
intelligence sources and methods and relies not only on the Executive Order, but also on 
Exemption (b)(3), 50 U.S.C. 403-3(c)(5) to protect these intelligence sources and methods from 
disclosure under the FOIA. 

With respect to intelligence sources in particular, the Supreme Court has held that the 
broadest possible protection is necessary in order for intelligence agencies to carry out their 
mission and to protect the intelligence process. The Court recognized that intelligence sources 
are diverse and are not limited to covert or secret agents but may include such open and 
innocuous sources as books, magazines, newspapers, and the citizens who travel abroad. As to 
all intelligence sources, the court held that they must be provided “an assurance of 
confidentiality that is as absolute as possible." 


Internal Revenue Code 


<^/ r T 

4V 


U.S.C. Section 6103 of the Internal Revenue Code protects tax records obtained from 
the Department of the Treasury. If tax records were obtained from a source other than the 
Department of the Treasury, then Exemptions (b)(6) and (b)(7)(C) should be considered in third 
party requests. See FOIA Update. Volume IX, No. 2, page 5. 
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Juvenile Delinquency Act and Juvenile Justice 
Delinquency Prevention Act (JJDPA) 

18 U.S.C. § 5038, ■which is known as the Juvenile Delinquency Act, protects records of 
juvenile delinquency proceedings. 

The attached memorandum of 1 1/17/87, from the Office of Information and Privacy 
(OIP), clarifies instructions regarding JJDPA documents. /See Attachment 1) 

In summary, OIP suggests that although the Juvenile Justice and Delinquency Prevention 
Act (JJDPA) qualifies as an Exemption (b)(3) statute, it should not be invoked to deny the 
juvenile access to his/her own file. Similarly, information pertaining to other adult subjects 
unrelated to the juvenile and reasonably segregable cannot be withheld. OIP further suggests 
that to ensure the privacy interests of juvenile offenders, Exemption (b)(7)(C) in conjunction 
with Exemption (b)(3) should be used to protect records showing a juvenile's arrest regardless of 
whether the juvenile was subsequently released or formally charged. 

OIP also notes that the JJDPA authorizes release of the final disposition to a victim or 
immediate members of a deceased victim's family. Should the court's sentence or court's 
disposition appear in the records (not the AUSA’s opinion concerning prosecution), it can be 
disclosed to the victim or deceased victim's family upon satisfactory proof of identity. 

Furthermore, the JJDPA should not be confused with the Federal Youth Corrections Act 
which is not an Exemption (b)(3) statute. Thus, the PLS must be certain under which statute the 
subject was prosecuted before it can be determined if Exemption (b)(3) applies. 


National Driver Register 

23 U.S.C., Section 206 (c) protects from third party requesters information obtained by 
the Secretary of Transportation for the National Driver Register concerning drivers who have 
committed serious traffic offenses. 

National Drivers Records Act 

On 2/3/88, National Highway Safety Administration, Department of Transportation, 
advised that the National Drivers Records Act is a (b)(3) statute, and any information furnished 
to the FBI from this system of records is exempt from THIRD PARTY access under (b)(3). 
Information from this system is releasable to a FIRST PARTY requester. 
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National Security Agency 


Public Law 86-16 Section. 6/ a'l nmfwte th<» oroaniTation of tHp- "Wstirvnal Semritu 
9 \ y r* Wil W *D' ' 1,ww * 4 

Agency, its function and activities, and the names, titles, salaries, and number of its employees. 


Pen Registers/Trap and Trace Devices 


Pen registers and trap and trace devices are opposite sides of the same coin. While a pen 
register determines a telephone number being called by the monitored telephone, a trap and trace 
device determines the number of a telephone being used to call the monitored telephone. 


Effective 1/18/87, 18 U.S.C., § 3123 mandated that a court order be obtained prior to 
installing or using a pen register or trap and trace device, unless the user of the telephone 
consents to the device. Pursuant to 18 U.S.C. Section 3 123(d), these court orders are sealed 
unless otherwise ordered by the court. If the file does not indicate the court order is unsealed, 
assume it is still sealed and deny pursuant to Exemption (b)(3). Furthermore, the telephone 
company responsible for the line is not to disclose either the existence of the device or the 
investigation unless otherwise ordered by the court. Therefore, Exemption (b)(3) of the FOIA 
)nuivt,u «« uiu disclosure the application order, the court order, the telephone number and 
the identity of the individual on which it was placed. Exemption (b)(7)(C) will still apply to 
protect the subscribers names and identifying information. 


Prior to 1/18/87, the date 18 U.S.C. § 3123 was established, it was DOJ policy to 
obtain a court order before using a pen register. However, those court orders were issued 
pursuant to Federal Rules of Criminal Procedure 57. Since no statute was involved. Exemption 
(b)(3) cannot be used to protect information concerning pen registers not covered by 
I8.U.S.C. Section 3123. In those situations and taking into account the implications of the 
Landan o decision. Exemption (b)(7)(D) will neither protect information obtained via a pen 
register prior to 1/1 8/87, nor will Exemption (b)(7)(D) protect the involvement of the telephone 
company regarding installation of the device. 


The same dates and procedures for invoking Exemption (b)(3) for the use of the trap and 
trace devices should be followed as stated for the pen registers. 


For the time neriod Tl n * i~ovf»twl Kv Kvpmntinn th<» liw of a rtmn r/»cric+<»r or a tran 

and trace device may be released. Exemption (b)(7)(E) will itot protect the use of the trap and 
trace devices or the pen registers as investigative tools because their general principles of 
operation have been widely publicized. Exemption (b)(7)(E) will apply for the technical or 
mechanical details regarding these devices. 
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Pre-sentence Reports 

1 8 U.S.C. § 4208(c) and Rule 32(c)((3)(A) of the Federal Rules of Criminal Procedure 
exempt those portions of a pre-sentence report pertaining to a probation officer’s sentencing 
recommendations, diagnostic opinions which would seriously disrupt a rehabilitation program if 
disclosed, information obtained upon a promise of confidentiality, and information which might 
result in harm to any person if disclosed. 

Title III. Wiretap Intercepts 

18 U.S.C., Section 2518 (8) governs the disclosure of information from Title III wiretap 
intercepts. This statute does not cover all wiretap intercepts. (See Electronic Surveillance 
Records, Memo 26, for a detailed discussion of the applicable exemptions for wiretaps.) 


Visas and Permits: Issuance or Refusal of 

8 U.S.C., § 1202(f) protects records pertaining to the issuance or refusal of visas and 
permits to enter the United States. Generally, all Visa/Permit matters are referred to the 
Department of State for handling. 


DL Examples of Authorities Which Are Not (b)(3) Statutes: 

1) Executive Orders and Federal Regulations do not qualify because they are not 
statutes. 

2) Federal Rules of Procedure promulgated by the Supreme Court generally do not 
qualify unless they are modified and specifically enacted into law by Congress, thus becoming 
“statutes.” See Fund for Constitutional Government v. National Archives and Records Service. 
656 F. 2d 856 (D.C. Cir. 1981). [See prior discussions of Rule 6(e) and Rule 32 of the Federal 
Rules of Criminal Procedure, which were specifically enacted into law by Congress.] 

3) 5 U.S.C., Section 551 of the Administrative Procedure Act does not qualify 
because it merely defines terms, (This section, which defines the term “Federal Agency,” 
apparently has been erroneously used to exempt documents prepared by the Judicial and 
Legislative Branches.) 

4) The Privacy Act is not an Exemption (b)(3) statute because Congress explicitly 
provided so in Public Law 98-477. 
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5) 28 U.S.C., Section 534 does not qualify because it does not expressly prohibit the 
disclosure of “rap sheets.” See Reporters Committee for Freedom of the Press v. Department of 
Justice. 816 F. 2d 730, at 736 n.9 (D.C. Cir. 1987). Note, however, that Exemptions (b)(6) and 
(b)(7)(C) may be used to protect third party requests for rap sheets of living subjects. 

6) The Copyright Act of 1976, 17 U.S.C., Section 101-810, does not qualify because it 
specifically permits public inspection of copyrighted documents. Note, however, that 
application of Exemption (b)(4) to copyrighted documents may be appropriate. For an overview 
of this issue, see FOIA Update. Fall 1983, at 3-5, “Copyrighted Materials and the FOIA.” 

7) The Federal Youth Corrections Act (FYCA) which began as 18 U.S.C. § 5005, is 
not an Exemption (b)(3) statute. Thus, a PLS must be certain under which statute the subject 
was processed, the previously mentioned Juvenile Justice Delinquency Prevention Act or the 
FYCA, before making a determination on whether Exemption (b)(3) applies or not. 

Furthermore, if the requester’s conviction was set aside under Section 5021 of the FYCA, one 
must determine whether the court issued an order for the record to be sealed. If conviction 
records have been ordered sealed, they should not be released pursuant to an FOIA or PA 
request. The PLS should advise the requester that records are sealed from disclosure pursuant to 
FYCA Court Order by citing the court case number and the date of the order (i.e., #84-726-CR- 
RYSKAMP, dated September 4, 1987). 
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TO: Bail P. Hoschella 

Chief, FOI/PA Section 
Records Management Division 
Federal Bureau of Investigation 

FROM: fejf$Richard L. Huff 

Co-Director 

Office of Information and Privacy 

SUBJECT: FOXA Requests Relating to 

Juvenile Delinquency Proceedings 

I wish to suggest a clarification of FBI FOI/PA memorandum 
Ko. 7os ( dated December 28, 1983, regarding 18 U.S.C. §5038, a 
provision of the Juvenile Justice and Delinquency Prevention Act. 
That memorandum authorizes use of Exemption 3 to withhold 
juvenile records "where the juvenile was charged formally." It 
has been generally construed to authorize a blanket withholding 
of all FBI files in which a juvenile is a captioned subject and, 
by some teams, to include withholding of such -files from the 
juvenile himself. 

As most recently revised, 18 U.S.C. §5038 (a), in pertinent 
part, states that "[throughout and upon completion ©f the 
juvenile delinquency proceeding, the record shall be safeguarded 
from disclosure to unauthorized persons. The records shall be 
released to the extent necessary to meet [six enumerated) 
circumstances." 1 Although we regard this statute as qualifying 
as an Exemption 3 statute it is our view that the juvenile cannot 
be considered to be an "unauthorized person" within the meaning 


1 of the six circumstances enumerated, five pertain to 
inquiries from agencies which are either government entitles or 
acting on behalf of the government such as a court, a law 
enforcement egency, an agency considering the juvenile for 
employment in a sensitive position or a treatment agency or 
facility to which the juvenile has been committed by the court. 
Presumably such Inquiries would be received through channels 
other than the FOIA. The effect on FOIA processing of the 
remaining provision, §5038(a)(6), is discussed below. 
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of the statutory language and that Exemption 3 cannot be' invoked 
to deny the juvenile access to his own file. Additionally, while 
the entire record of the juvenile court proceeding is protected, 
*n entire FBI file cannot be exempted simply because a juvenile 
appears as one of several captioned subjects. Information 
pertaining to other adult subjects which is unrelated to the 
juvenile and reasonably eegregable from information pertaining to 
the juvenile cannot be withheld under the Juvenile Justice and 
Delinquency Prevention Act. 

It is not absolutely clear whether a mere arrest involving a 
juvenile constitutes a juvenile delinquency proceeding triggering 
Exemption 3 protection. If not, this would produce the anomalous 
result of a juvenile who ia arrested and subsequently released 
receiving less protection than a juvenile who is formally 
charged. To ensure maximum protection for juveniles, in light of 
the express congressional concern for the privacy interests of 
juvenile offenders, Exemption 7(C) should be invoked in 
conjunction with Exemption 3 in such circumstances. 

Finally, I note that $5038 (a) (6) authorizes disclosure of 
juvenile records in response to "inquiries from any victim of 
such juvenile delinquency, or if the victim is deceased from the 
immediate family of such victim, related to the final disposition 
of such juvenile by the court in accordance with section 5037." 
Section 5037 pertains to sentencing of juveniles. Consequently, 
in the unusual instance in which a requester satisfactorily 
identifies himself as a victim or immediate member of a deceased 
victim's family, the sentence, should it appear in the file, can 
be disclosed. All other information pertaining to the juvenile 
must be withheld, however, even from the victim or the victim's 
survivors. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Exemption (b)(7)(A) 

Bate: March 31, 1998 

When reviewing a responsive files(s) pursuant to a FOIPA request, an important factor to 
initially determine is whether die investigation is ''pending 1 ' or "closed." If this cannot be determined by 
a review of the documents contained in the file(s), this information may be obtained through the 
Automated Case Support system located in the FBI Network. In some instances, this information may 
not be recorded in the ACS and it may be necessary to contact the field office which is the Office of 
Origin of the investigation in order to obtain the status. 

Generally when a responsive file(s) involves an ongoing investigation. Exemption (b)(7)(A) is 
cited to withhold the material from disclosure. This includes even the amount of material compiled 
during the investigation. Therefore, if (b)(7(A) is cited, the existing number of pages should not be 
revealed to the requester. 

On the other hand, it may be determined that certain portions of a pending investigation may be 
processed for release, but only after discussions and coordination with the substantive HQ Division or 
the field office Case Agent wherein a decision was made that release will not interfere with 
enforcement proceedings. Contact and coordination must always be conducted when dealing with 
pending investigations and the proposed release made available for review by either the Case Agent or 
the substantive HQ Division prior to disclosing any material to the requester. 

Further, even after an investigation is closed the (b)(7)(A) exemption may be applicable if 
disclosure could be expected to interfere with a related, pending enforcement proceeding. This not 
only applies to other pending federal cases, but may be applicable to the possibility of jeopardizing 
pending state or local criminal proceedings. In these instances, it will be necessary to obtain a solid 
justification for asserting the exemption in this case, and therefore, should be coordinated with the Case 
Agent and possible contact with the state/local authorities. 

In most cases, the (b)(7)(A) exemption is sufficient to guard against any impairment of law 
enforcement investigations or proceedings through the FOIA. However, FOIPA employees should be 
alert for situations in which the (c)(1) Exclusion could be asserted in lieu of Exemption (b)(7)(A) in 
order to protect even the existence of the investigation. Another consideration that should be kept in 
mind is the possible assertion of exemption (b)(7)(B) which protects records or information compiled 
for law enforcement purposes, the disclosure of which would deprive a person of a right to a fair trial 
or an impartial adjudication. CSee the DOJ FOIA Guide and Privacy Act Overview publication for an 
in-depth discussion of these provisions.) 
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MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Exemption (b)(7)(D) 

Date: March 31, 1998 


During the course of FBI investigations, numerous sources are contacted to obtain 
information. These sources may be individuals, institutions, foreign state or local law 
enforcement agencies, etc. All sources of information are nal confidential sources. Therefore, 
some sources of information are not protectable under Exemption (b)(7)(D). The standard for 
identifying confidential sources was established by the Supreme Court in the civil lawsuit 
U,S Department of Justice v. Landano. (113. Ct. 2014, May 24, 1993). 

Implied Confidentiality 

The Supreme Court made it clear that not all sources of information are entitled to a 
“presumption” of confidentiality. Instead, the Court ruled that implied confidentiality must be 
determined on a case-by-case basis. Therefore, the PLS must be able to articulate that the source 
had an expectation that he/she was providing information in confidence. 

Factors that figure prominently in determining implied confidentiality under the Landano 
standard are: 

1) nature of the_erime - investigations involving violent crimes, drug related, organized 
crime, terrorism, etc. 

2) source’s relationship to the crime - source’s relationship to the crime is such that 
there would be fear of reprisal if cooperation were known (e.g., physical harm, harassment, legal 
action, etc.). 

Once implied confidentiality has been established, the identity and the information 
provided by the source is technically and legally exempt from release under Exemption (b)(7)(D). 
However, a further review of the information provided by the source must be conducted pursuant 
to Attorney General Janet Reno’s policy of discretionary release (hereafter referred to as the Reno 
policy). The Reno policy requires consideration of a discretionary release of any information 
which is technically and legally exempt with an eye towards “foreseeable harm.” That is, 
(b)(7)(D) information which would not tend to identify tbe source and there is no 
“foreseeable harm” in releasing the information could be subject to discretionary release. 
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IlUPP St instances, it will no longer be appropriate to protect the source of 
information under Exemption (b)(7)flD) in the following situations when it is an exchange of 
“routine information”: 

1) Police Departments (PD) negative record checks, arrest records 

(Exception: Exemption (bX7)(D) may be applied to actual PD records which contain information 
from their investigation or intelligence reports. 

2) State and local agencies (marriage records, court documents, Department of Motor 
Vehicles, Board of Elections, etc,) 

3) Credit Bureau reports 

(Ex ggptian which are protected under expressed confidentiality.) 

4) Commercial Institutions (schools or college registrars, utility companies (telephone, 
electric, gas companies}, insurance companies, etc.) 

If any of the above information indicates that the material may not be released to the public or 
Otherwise used without the production of a subpoena duces tecum, then Exemption (b)(7)(D) 
should be utilized to protect the identity of the source and, if necessary, the information since this 
statement is paramount to an expressed assurance of confidentiality. 

Exemption (b)(7)(C) should continue to be applied to protect information, the release of 
which would be an unwarranted invasion of privacy, i.e., the name of the individual who provided 
the information and information pertaining to third parties. 

Expressed Confidentiality 

The Landano ruling did not affect instances where an expressed assurance of 
confidentiality was granted to the source. The identity of and the information provided by these 
sources may be protected by the first and second clauses of Exemption (b)(7)(D), respectively. 
However, the Reno policy should be applied to the source’s information and discretionary 
releases made where there is no “foreseeable harm” to the confidential source. The following are 
examples of sources granted an expressed assurance of confidentiality: 

I) T-symbols and permanent symbol source numbers - assert exemptions (b)(2) and 
(b)(7)(D) for human sources. For non-human sources (i.e., techs, mikes, telephones, etc.) assert 
only exemption (b)(2), unless doing so will identify human sources. (See. Mosaic Theory, 
infra .) 


2) Paid informants 
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3) Potential Security Informant (PSI) and Potential Criminal Informant (PCI) 

4) Specifically stated “Request Identity,” “Protect Identity by Request (PIBR),” 
“Confidentiality Requested,” etc. 

5) Foreign Agencies/Authorities (Refer to the G-l Guide) 


Informant File Numbers 

It is also important to protect the file number of an informant case as well as any other 
material which would identify the informant. The informant file designations are shown below: 

134 - Security Informant 
137 - Criminal Informant 
170 - Extremist Informant 
270 - Cooperative Witness 

FOIA exemptions (b)(7)(D) and (b)(2) are appropriate to protect these file numbers. 


Mosaic Theor y 

Once it has been established that Exemption (b)(7)(D) is being utilized for informant 
information, the PLS should be aware of the “mosaic theory,” which involves the analysis of 
apparently innocuous bits of information to identify sensitive sources, methods or investigative 
direction. The PLS should become familiar with the overall investigation and any related files to 
be processed. He/she should be aware of the informant information and its reappearance later in 
the same investigation or any related files abbreviated or written in paraphrased form. If this 
information is singular in nature or would tend to identify the source, even though the normal 
identifiers are not indicated (i.e., the source’s name, symbol number, etc.), then the information 
may be exempt pursuant to Exemption (b)(7)(D) under the mosaic theory. 


F ftrai gn Agencies and Authorities 

In many instances, foreign police departments or foreign authorities are classified; 
however, several are not. The PLS should refer to the G-l Classification Guide to identify 
foreign agencies/authorities (listed in alphabetical order by countries) cooperating with the FBI 
and whether confidentiality has been requested. In those cases where a foreign agency/authority 
is not classified, it is the responsibility of the PLS to insure the level of protection requested by the 
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foreign agency/authority is honored (i.e., some may request only their identity be protected, while 
others do not mind that their cooperation is made public and they may or may not request their 
information be protected, Others may request that neither their cooperation nor their information 
be made public). If the foreign agency/authority is not listed on the G-l Guide and there is no 
indication on the document of whether confidentiality was requested, the PLS should review the 
material to determine if there was implied confidentiality and process accordingly. 


Entice Departments/Sheriff Offices Requesting Confidentiality 


In processing FBI records, the following police departments and sheriff offices have 
requested confidentiality for their identity and information provided: 



For a further discussion and an in-depth review of exemption (b)(7)(D), please refer to the 
Freedom of Information Act Guide and Privacy Act Overview publication provided by the 
Department of Justice. 
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MAH UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Exemption (b)(7)(E) 

Date: March 31, 1998 

With the Freedom of Information Reform Act of 1986, Exemption (b)(7)(E) was 
strengthened to allow for protection of all law enforcement information which would disclose 
techniques and procedures for law enforcement investigations or prosecutions, or would disclose 
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably 
be expected to risk circumvention of the law . 

In applying the first clause of the exemption, a technique or procedure need not be new or 
even sophisticated to qualify for protection -- however, it should be generally unknown to the 
public and be of such character that revelation would impair its future effectiveness. On the other 
hand, a technique or procedure may be protected if it is known to the public, but the 
circumstances of its usefulness may not be widely known and release of the information would 
risk circumvention of the law. 

The second clause of the exemption protects guidelines (e.g., guidelines for response to 
terrorist attacks or a final contingency plan in the event of an attack on the U.S.) prepared for law 
enforcement investigations and prosecutions if release could reasonably be expected to give 
anyone with that particular knowledge the ability to circumvent the law. 

'/k 

Therefore, the mere fact that a "technique was utilized" in an investigation is 
insufficient for asserting Exemption (b)(7)(E), even though it falls within the scope of the 
exemption. A PLS must review each technique or procedure on its own merit and determine 
if there is any "foreseeable harm" in the disclosure of the information. In other words, could the 
disclosure of a particular technique, procedure or guideline lessen the effectiveness, assist in 
circumvention or compromise its integrity? If there is a question as to whether information could 
be protected by Exemption (b)(7)(E), it should be discussed with the Team Captain or Unit Chief. 
Also, contacting the Case Agent of the investigation or the substantive Division for assistance is 
recommended when contemplating whether to protect this type of information. 
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Listed below are some situations where Exemption (b)(7)(E) might apply: 

1) Location, denomination, and serial numbers of bait money (See Memo 43) 

2) Location, activation, and type of bank security devices (See Memo 43) 


3) Location and type of cars used in a surveillance 


4) Mechanics of surveillance 

5) Location of and types of aircraft used in a surveillance 


hn£ 


6) Model, serial number and type of recording equipment (e. g.,^BRtransmitters) 
(Exemption (b)(7)(E) does not provide protection for the fact that a Nagra body recorder 
was utilized in an investigation. } 

7) Mechanics of installation of recording equipment 


8) Mechanics of wire tap monitoring 

9) Certain polygraph information ( See Memo 71) 

1 0) Computerized Telephone Number File (CTNF)/Telephone Application (TA) 
( See Memo 82) 

11) Effectiveness ratings of known techniques (FD-5 1 5) (See Memo 44) 


12) Personality profiles, equivocal death analysis (See Memo 66) 




(See Memo 55) 


14) Mail Covers (limited use) (See Memo 64) 


Pretext phone calls 


15) 
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MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Exemption (j)(l) 

Date: March 31, 1998 


Discussion of Exemption (0(1 "1 - CIA Records 

Title 5, United States Code, Section 552a (j)(3) provides that “The head of any agency may 
promulgate rules, in accordance with the requirements (including general notice) of Sections 553 
(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency from 
any part of this section except subsections (b), (c)(1) and (2), (e)(4)(A) through (F), (e)(6), (7), (9), 
(10) and (11), and (I) if the system of records is maintained by the Central Intelligence Agency.” 

The Privacy Act contains two general exemptions which permit heads of specified agencies 
to promulgate regulations exempting certain systems of records from the Privacy Act’s access and 
amendment requirements. The first of these is exemption (j)(l), which pertains exclusively to Central 
Intelligence Agency (CIA) records, permitting the Director of the CIA to exempt certain records from 
access under the Privacy Act and the second being Exemption (j)(2). 

The Director of Central Intelligence has promulgated regulations' which provide, “Pursuant 
to authority granted in subsection (j) of the Act, the Director of Central Intelligence has determined 
to exempt from access by individuals under subsection (d) of the Act those portions and only those 
portions of all systems of records maintained by the CIA that: (1) consist of, pertain to, or otherwise 
would reveal intelligence sources and methods; and (2) consist of documents or information provided 
by foreign. Federal or state or other public agencies or authorities.” 

FODPA personnel of the FBI will claim exemption (j)(l) only after consultation with, and on 
behalf o£ the CIA. The claim of exemption (j)(l) will be made in conjunction with FOIA exemptions 
(b)(1) and (b)(3). 2 


'Title 32, Code of Federal Regulations, Section 1901.61(d). 
2 Title 5, United States Code, Section 552a (t)(2). 
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MEMO 34 


MA N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Field Offices 

Date: March 3 1,1998 

Contacts with Field Office Personnel 


Effective June 9, 1995, all requests for field office assistance, will be made by Electronic 
Communication (EC) or by a routing slip. ECs should be used for all requests concerning 
ELSUR reviews. ECs or routing slips may be utilizied for requesting files to be sent to FBIHQ or 
to return the files to the field office(s). 

Any requests for assistance which will require a substantial amount of work to be done by 
the field office Paralegal Specialist will now be made by EC. All ECs of this nature are to be 
initially coordinated with the Regional Coordinator in the Field Coordination Team (FCT) prior to 
transmitting the communication to the field office. Once this has been done, the EC should be 
directed to the attention of the field office Chief Division Counsel for appropriate handling. 
Requests for routine minor assistance may be made via routing slips. 

Telephone requests are to be kept at a minimum. Prior to making any telephone requests, 
the HQ PLS is required to contact the proper Regional Coordinator in FCT and discuss the nature 
and need of the telephone contact or request. 


Procedures for Field Office FOIPA Requests 
(Searches and Referrals to FBIHQ) 

Effective April 1997, the following search procedures are to be followed in handling 
FOIPA requests made to FBI field offices: 

• When a FOIPA request is limited or directed to a particular field office, only the indices 
for that field office will be searched for responsive main files. No processing of auxiliary 
offices or FBIHQ files will be conducted, unless a requester states he desires a search of 
the indices for other field offices or FBIHQ; or if he actually directs his correspondence to 
other field offices and FBIHQ. 

• When a field office searches its indices upon receipt of a FOIPA request and determines 
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that one or more main files exist and the investigation(s) were "reported" to FBIHQ, the 
field office will follow established procedures in referring those files to FBIHQ for 
processing. In addition, if cross-references exist, the field office will advise the FBIHQ 
PLS of this fact, and it will be his or her responsibility to advise the requester in the 
disclosure letter of the existence and that the requester must specifically request them to 
be processed. 

• When a field office searches its indices and only "unreported" main files and/or "cross- 
references" exist, the field office PLS will process the responsive file(s) and release the 
material directly to the requester. 


Field Office Flies Transmitted to FBIHQ 
fUse of Green File Fronts) 

Since the field offices use the same type of file fronts as FBIHQ, on many occasions they 
had been confused with FBIHQ files and misplaced into the FBIHQ filing system. Therefore, it 
was necessary to develop special procedures for field office files being transmitted to FBIHQ so 
they would be visibly distinguishable from FBIHQ files. To minimize this problem, the field file 
front remains on the field file, but is covered by a green file front that prevents intermingling of 
field and FBIHQ files. Furthermore, it allows the field file front to be marked appropriately 
relative to FOIPA processing. No file number or other markings should be placed on the green 
file front so that it can be used again. 
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MEMO 35 


M A N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: File Classification "73" 

Date: March 31, 1998 

App.ljg.ati.o n _ f or. Pa rdo n Aft e r C o m ple tio n 
Qf-Sgn.ten.cg. .( AP A C Sj.Ca s es 

( File Classification "73") 

A Presidential pardon is a constitutional power of the Executive Branch under Article n. 
Section 2, and as such is fully discretionary with the President. Pardon applications are frequently 
referred to the FBI in order to conduct an Application for Pardon After Completion of Sentence 
(APACS) background investigation. Often, the subject of that investigation submits a FOEPA 
request for this material. 

As of June 30, 1996, in conducting an APACS background investigation. Manual of 
Investigative Operations and Guidelines (MIOG) Part H, Section 17-5.4 and (3)(b) procedures are 
currently being followed in order to record interview results of persons requesting total 
confidentiality. These procedures are the same as followed in background investigations 
conducted in 67, 77, 116, 140, 161, 259 and 260 classifications. That is, all persons interviewed 
are advised of the appropriate provisions of the Privacy Act and, if requested, their identities and 
information may be kept confidential. 

Therefore, in processing an APACS file of a first party requester, the PLS should consider 
the file exempt pursuant to (k)(2) of the Privacy Act and provide the requester all information with 
the exception of that material which would identify a source who furnished information under an 
expressed promise of confidentiality. For those cases compiled prior to June 30, 1996, an 
implied promise of confidentiality exists for those individuals interviewed during the course of the 
background investigation. 

Upon completion of processing an APACS, the Pardon Attorney’s Office has requested a 
copy of the FBI disclosure letter and a black out copy of the release made to first party requesters. 

Pardon Applications 

The FBI is authorized to release a copy of the pardon application in its entirety to first party 
requesters without consulting the Pardon Attorney’s Office. However, continue to consult with 
the office with respect to any intra-departmental memoranda or information in FBI documents 
which originated with this office. 
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MEMO 36 

HAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: File Classification "77" 

Date: March 3 1,1998 


File Classification ”77” 

DOJ and Judicial Appointment Files 

The Office of the Deputy Attorney General maintains DOJ and Federal judicial 
appointment files which include FBI background investigation reports. When DOJ receives a 
request for one of those files, the request letter will be referred to the FBI for handling. Prior 
procedures required that the proposed release be reviewed by any Office of Information and 
Privacy (OIP) attorney upon completion of processing these files. By memorandum dated 
4/1 1/96, Richard L. Huff, Co-Director, OIP, advised that these files may now be released without 
OIP review. 
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MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: File Classification "92" 

Date: March 31,1998 


File Classification "92" 

Anti-Racketeering Investigative Files 

Anti-Racketeering (AR) investigative files serve as a repository for the collection of criminal 
intelligence data usually gathered during an organized crime investigation. There is not a substantive 
criminal violation associated with this type of investigation; when a substantive violation is discovered, 
a separate case is opened under the appropriate character. AR files may remain open for a lengthy 
period of time on individuals who are known members or longtime associates of an organized crime 
family, or may be closed on lesser members or those no longer active. Their activities may still be 
monitored, nevertheless, through informants or through the investigation of other members of the same 
LCN family or organized crime group to which the subject belongs. 

It is important, therefore, to recognize that when processing a FBIHQ or Field Office "92" file, 
particularly one which is closed, that it may contain information applicable to another open 
investigation either on the subject, one or more of his associates, or on the organized crime family to 
which he belongs. At this time, exemption (b)(7)(A) should be considered to protect this information. 

One area often overlooked in these AR files is the intelligence information gathered as a result 
of surveillance by FBI Agents. Such material will show, for example, the identity of associates, 
meeting places, methods and frequency of travel. If released, this information could enable the subject 
or his associates to alter their activities and change their current method of operation, thereby 
frustrating the ability of the FBI to actively investigate either the subject, his associates, or the 
organized crime family of which he is a member. To prevent this, such information should be withheld 
as (b)(7)(A) material as long as it can be established that the subject is a member or a longtime key 
associate of an organized crime family whose activities are currently under investigation by the FBI. 

While most AR files relate to individuals who are members of an organized crime family 
currently under investigation, some pertain to individuals who are later determined not to be members 
of the LCN. If the file itself does not indicate the status or affiliation of the subject, you should contact 
the Organized Crime Section, Criminal Investigative Division, prior to processing to establish if the 
subject is an LCN member or longtime key associate. You should also contact the appropriate Field 
Office to ascertain if there are any other pending investigations on the subject and to alert them as to 
the nature of the FOEPA request. 
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M A N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: File Classification " 161 " 

Date: March 31, 1998 


File Classification " 161 " 

Special Inquiry Investigations 

The 161 classification covers investigations requested by the White House, Congressional 
Committees and other Government agencies. From 1993 through May 1995, former Special 
Agent H. Gary Harlow from the A-l squad at WFO, was assigned to investigate or conduct some 
aspect of Special Inquiry investigations. In January 1996, Harlow pled guilty to several counts of 
an indictment in which he was charged with, among other things, falsifying his investigations in 
certain 161 investigations and was sentenced in U.S. District Court, Eastern District of Virginia, 
Alexandria, Virginia. 

Special Inquiry and General Background Investigations Unit (SIGBIU) advised that all of 
the applicant type investigations have not been identified wherein former SA Harlow was the 
investigato^A^fDecCTdyy^l, 1996, discussions with SAs Richard Hildreth, Jr., Section 
Chief, andflH|^mmpUnit Chief, SIGBIU, resulted in the following procedures being 
implemented processing a 161 file pursuant to a FOIPA request within the time frame of 
1993 through 1995: 

1) When any portion of a 161 file has been identified by SIGBIU as having been 
handled by Harlow, a "Routing Slip" (example attached) should appear as the top document in the 
file and is to be released to the requester. 

2) If there is no indication in the file that SIGBIU has reviewed the file (i.e., there 
is not "Routing SliDjMrUh^J^ancHt contains investigative mate rial co nducted by former SA 
Harlow, contact SIGBIU, Room 4371, Ext.dl so that SIGBIU is made 
aware of that specific investigation. 

In all instances, whenPLSs are processing 161 investigations which were conducted by 
former SA Harlow in the above time frame, his name is to be released throughout the file. 


“MAINTAIN AS TOP SERIAL IN THE 'KELTIW TJ5T25? VS’i CASE FTLF.” 


ROUTING SLIP 
.* v * 

v- .. . •• April 3, 1996 

To: rae(16l£-HQ-|l Sj*£) 

Unit 

Special Inquiry and General Background Investigations Unit (SIGBIU) 

Personnel Division : 

Subject: A f & fL . f‘ 

CLASSIFICATION 161 BACKGROUND INVESTIGATION CONTAINING 
INVESTIGATION ALLEGEDLY CONDUCTED BY FORMER WMFO SPECIA L 
AGENT (S A) H. GARY HARLOW 

IN VIEW OF THE INFORMATION SET FORTH BELOW. UNDER NO 
CIRCUMSTANCES IS THERE TO BE ANY FURTHER DISSEMINATION OF ANY 
INFORMATION OR DOCUMENT CONTAINED IN CAPTIONED 161 FILE WITHOUT 
PRIOR APPROVAL OF. AND COORDINATION WITH. THE SIGBIU UNIT CBTEF. 

Attached is one xerox copy of those document(s) (if rncre than one, stapled together anc 
considered as one enclosure) contained in captioned 161 case fiie reSectins investicaticn 
conducted cn captioned subject by WMFO, including investigation allegedly conducted by former 
WMFO SA KfGary Harlot (hereinafter “Harlow”). 


This 16 1 case file is one of many containing investigation allegedly conducted by Ha 
du^ng the time he was assigned to the A.-l squad in WMFO. Harlow is currently awaiting 
sentencing in U.S. District Court, Eastern District of Virginia, Alexandria, Virginia.— Harlow 
deviously plead guilty to several counts of an indictment returned in 1/96, in which he was 
charged with, among other things, falsifying his investigation in certain 161 cases. 


new 


, _ Regarding captioned 161 case, it is not known if Harlow falsified any part cf his 

investigation. If Harlow did falsify any part of his investigation, then the FBI’s summary 

memorandum(s) dated — jb( ff'/ CjJ) , contained in captioned 161 fiie, as well as the 

documents) enclosed herewitn, contain inaccurate information. It Is noted that the 
aforementioned summary memorandum (s) were furnished by the SIGBIU to the client entity in 
response to its request of the FBI to conduct a background investigation cn captioned subject. 


1 - WMFO ( 1 6 1 fv H^^^ ^Vj^ TfEriclosure ) 
(Atte ntion: SSAi^l^BHBSquad A-l) 


Jo(o 


MEMO 38 - ATTACHMENT I 




The handling of 161 background investigations coritaini^iinvestigation allegedly 
conducted by Harlow is ‘being addressed on a case by case bashss follows: 

. (A) In the event a request is received of the* FBI which would involve dissemination of ' 
Investigation,.^ documents reporting investigation, allegedly conducted by Harlow and contained 
in captioned 161 case file, SIGBIU will prompty initiate appropriate steps, with the' assistance of 
WMFO, to determine if Harlow falsified any part his investigation. Based upon those findings, 
SIGBIU will (1) initiate further steps to amend any summary memoranda to accurately reflect the 
results of the background investigation and make it suitable for dissemination, if necessary, and 
(2) wiU make other appropriate corrections/notations in captioned case file to avoid any 
dissemination of incorrect information. 

» 

(B) Ii; in the future, the FBI is requested by an outside entity to conduct another 
background investigation on captioned subject, SIGBIU will take appropriate steps to determine 
if Harlow falsified any part of his investigation in the prior FBI background investigation, and, if 
so, redo that part 2 nd report the results in the current background investigation. 

WMFO IS -RE QUESTED TO MAINTAIN THIS ROUTING SLIT AND TEE 
.ENCLOSURE THERETO AS THE TOP SERIALfSI IN ITS 161 CASE FILE' . 
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MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: File Classification "197" 

Date: March 31, 1998 

File Classification "197" 

Civil Suits and Administrative Claims 

Prior to a decision to disclose information from any 197 classification file (or equivalent 
file reporting civil actions or claims against the Government or individual employee such as 62 or 
63 classifications), the PLS should identify through the Automated Case Support system the 
status of the litigation and to whom the case is assigned within the Office of General Counsel 
(OGC). Upon obtaining this information, the PLS should consult with the attorney to determine 
the following: 1) whether there is any privileged material in the file, and; 2) whether affidavits 
and other similar records were actually filed with the court, thus making them public source 
material. 

Records prepared for litigation involving DOJ / FBI matters may generally be protected 
from disclosure by Exemption (d)(5) of the Privacy Act and/or FOIA exemption (b)(5), in 
addition to, any other applicable FOIA exemptions. The basis for claiming (d)(5) of the Privacy 
Act is that “nothing in this [Privacy Act] shall allow an individual access to any information 
compiled in reasonable anticipation of a civil action or proceeding.” The basis for claiming 
Exemption (b)(5) is either: (1) the deliberative process privilege, which is to protect decision 
making processes of government agencies; (2) the attorney work-product privilege, which 
protects documents prepared by an attorney in contemplation of litigation; or (3) the attorney- 
client privilege, which protects confidential communications between an attorney and his client 
regarding a legal matter for which the client has sought professional advice. 

In applying these exemptions to 197 files, the PLS must determine what type of request is 
being made (i.e., first vs. third party) and if the requester is a party to the lawsuit or administrative 
claim. Records requested by third parties (those individuals which are not a party to the lawsuit) 
are processed strictly under FOIA. The applicability of Exemption (b)(5) may be considered, 
however, the PLS must be mindful of Attorney General Janet Reno’s “foreseeable harm” standard 
to establish if the disclosure of the information would harm the basic institutional interests. The 
information should be disclosed unless the PLS is able to articulate a specific harm after his or her 
discussion with the OGC attorney. 
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Records processed for first party requesters who are a patty to the civil suit or claim (i.e., 
a plaintiff) must be reviewed pursuant to Exemption (d)(5) of the Privacy Act. It should be 
noted, however that this provision in certain respects is not as broad as Exemption (b)(5) and 
does not incorporate certain (b)(5) privileges. It should be kept in mind the application of other 
PA and FOIA exemptions may be contained within the documents maintained in these files and 
that information should be processed accordingly. 

First party requests for 197 files wherein the requester was represented by a DOJ attorney 
(i.e., a DOJ attorney represents an Agent who is being sued), are also processed using the (d)(5) 
exemption, and generally, he or she should have access to the entire file. 

It is recommended the PLS refer to the DOJ/OIP FOIA Guide and Privacy Act Overview 
publication for a detailed and in-depth discussion concerning the application of Exemptions 
(b)(5)/(d)(5) and the “foreseeable harm” standard. 
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— MEMO 40 

MANUAL 


To: All FBI FOEPA Personnel 

From: J. Kevin O’Brien 

Subject: Filing of FOEPA Material 

Date: March 31,1 998 


Preparing Mail for File 

Once the LT/PLS has closed a case, wait approximately 60 days prior to preparing or 
sending the mail to file. This will avoid unnecessary delays in handling appeals or responding to 
the requester should he/she correspond after the final disclosure letter or the last action taken by 
the FBI. 

The following steps will assist the LT/PLS in preparing and sending the mail to file: 

(1) Date Order : Mail should be placed in date order before sending it to file. Do not 
staple communications together. Intra-Bureau forms such as the OPCA-18 form (referral to 
DCU) should also be treated as separate pieces of correspondence and not stapled to any 
outgoing or incoming mail. All enclosures indicated on the correspondence should be placed 
directly behind the piece of mail. Every enclosure should be accounted for and any missing 
enclosure should be identified and a notation made as to the disposition. Once the separate 
pieces of correspondence have been arranged in date order, the package should be secured by 
heavy rubber bands or straps to ensure that it will not detach in the mail during transmittal. Do 
not staple the package together or place the entire package on a file back . 

(2) Enclosure Count : The number of enclosures designated on the yellow should 
correspond with the number of enclosures being sent to file with the exception of routine 
enclosures such as the "Explanation of Exemptions" sheet, a copy of the requester’s letter, "Fee 
Waiver Regulations", "Attorney General Order 556-73" (instructions for requesting arrest 
records), etc. It might be helpfiil to note on the yellow the identity of each enclosure if there is 
any doubt as to the number of enclosures being transmitted. Place a file cover sheet on top of 
each enclosure in the processed package (See Attachment for an example). When an enclosure 
has been detached, (such as a field office file from an EC) the LT/PLS should make a notation on 

the EC that "files detached in Room " and initial the notation. A blank sheet of paper 

should be placed on the bottom of all the enclosures so that during routine handling and filing of 
the mail if the bottom page becomes tom it will be the blank sheet of paper tom and not the last 
page of your processing package or an original communication. 
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(3) Search Slips : The search slip(s) should be attached to one of the following: a) the 
yellow no record letter, b) the processed package (place between the file cover sheet and the 
inventory s heet of the top enclo sure in the processed package! or c) stapled to the front of the 
initial FOIPA request. 

(4) Duplicate Copies : Do not send the following documents to file: tickler copies, extra 
copies, or duplicate copies which have been made of any correspondence. Carbon copies of 
original correspondence directed to the FBI may be detached and destroyed, however, a notation 
should be made on the copy count that the additional copies have been detached. Since each 
piece of mail is being recorded/serialized, this will ensure that only one piece of correspondence 
is placed on record. 

(5) Mail not Addressed to the FBI : Place the notation "FBI" on the lower left-hand 
comer of correspondence not addressed to the FBI (e.g., copies of letters sent by DOJ to the 
requester acknowledging receipt of an administrative appeal or advising of the final 
determination of the appeal). This designates it as an official FBI copy. 

(6) Receipts : Copies of receipts which FOIPA employees sign acknowledging receipt of 
mail from a requester, DOJ, or another Government agency should not be sent to file. The fact 
that the mail is in file is sufficient acknowledgment of our possession. The only receipts that are 
necessary to file are those which we might ask a requester to sign acknowledging his/her receipt 
of certain material. Therefore, all other receipts will be kept in EPU/RTSS. 

(7) Abandoned Cases : Form OPCA-25 should be used to transmit documents to file in 
cases where the material has been processed but is not sent to the requester (i.e., the material was 
processed and the money letter sent to the requester, but no reply was received, or the material 
was processed and not sent because the request was withdrawn). 

(8) Mail Returned by the Postal Service : When material is sent to the requester and 
then returned by the Postal Service for insufficient address, addressee unknown, etc., the LT/PLS 
will write the complete file number and, if known, the serial number of the outgoing yellow at 
the bottom of the original letter and send the letter with the envelope on top to the 190 
Processing Subunit to be filed behind the original yellow. There is no need to send the enclosure 
(the black-out copy of the release material) to the 190-file, therefore, the LT/PLS should indicate 
on the original letter that the enclosure has been detached and destroyed. 

(9) Copies of Original Mail : If the original piece of mail is not available (misplaced or 
inadvertently destroyed) and the LT/PLS maintained a copy of the original, then the copy of this 
mail may be sent to file with the notation "Treat as Original" in red pencil on the bottom left side 
of the copy. If the original mail is located, it will be inserted in file in place of the copy. 
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(10) Placing the 190 number on the documents : The LT/PLS should write the 190 
file number in red on the lower right corner of every document. In all instances, when 
sending the mail to be placed on record and filed by the 190 Processing Subunit, the salmon tag 
(O-l 00c) should be completed and attached to the upper right-hand comer of the most current 
piece of mail. If a Universal Case File Number for the 190-fiie (the case number consists of 
seven or more digits) has been assigned to the FOIPA case, the 190 number should be 

documented and placed on the O-l 00c by checking the block adjacent to "Place in Existing 

If a pre-UCFN 190-file (six digits or less) is still being used, a new UCFN 190-file number 

will be assigned to the case when it is sent to the 190 Processing Subunit for placing the mail on 
record. In this situation, the O-lOOc should be completed by checking the blocks adjacent to 

"New 190" and "Place in Existing ", entering the pre-UCFN on this line. At the time 

the 190 Processing Subunit places the mail on record, a new UCFN 190 number will be assigned 
to the case. Keep in mind that these FOIPA requesters will now have both a pre-UCFN and a 
regular UCFN 190 file. 

(11) Indexing : Underline the subject in green pencil on the most recent piece of mail 
when the package has been assembled. If the most recent piece of correspondence is something 
other than the disclosure letter, such as a DOJ/OIP letter affirming an appeal or an electronic 
communication returning field office files, the PLS should underline the subject of the request in 
green pencil on the disclosure letter. This allows IPU to easily determine the subject of the 
request for indexing purposes. 

(12) Enclosure Behind File fEBFV Bulky . When an enclosure contains 50 pages or 
less, the material will be placed in the main 190 file behind the original mail. If the enclosure is 
approximately 51 to 99 pages, the material will be placed on record as an EBF, or when over 100 
pages, it will be prepared as a Bulky. This step of preparing an EBF and Bulky will be done by 
the 190 Processing Subunit. 

Sending Processed Personnel Material to File 

When preparing processed personnel material for file, the above procedures should be 
followed except the 62 (Administrative Inquiry (AI)}, 67, 263, or 280 file number should be 
documented on the bottom of each document instead of a 190 file number. Each piece of mail 
(all incoming, outgoing and inter/intra office communications) should also have "FOP A" or 
"OPCA" written or stamped on the bottom right comer and the PLS should initial through the 
FOPA or OPCA. 

When a Privacy Act request involves processing of material from a 62 (AI), 67, 263 or 
280 file classification, only those pages containing deletions should be forwarded to the 
Personnel Records Section, Room 1 1741, for filing into the respective 62 (AI), 67, 263 or 280 
file along with the original FD-488 and/or OPCA- 16 form (Disclosure letter). Please note those 
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documents from the 67 Sub M and/or the Sub S which contain redactions are to be filed in the 67 
Sub M and/or Sub S, along with a copy of the FD-488 or the OPCA-16 form, and not in the main 
67 file. 


If processing also involves additional file classifications other than personnel type 
records, a 190 file should be opened and the processed documents from the other file 
classification(s) should be filed in the 190 file along with a copy of the FD-488 and/or OPCA-16 
form. The 190 file number should be recorded in the “Miscellaneous” block on the computer 
sheet. 

Note: All personnel type records must be placed in and transmitted by a messenger envelope.. 

Filing of Previously Released FOIPA Material 

When a request is made for the same information which has been previously released, it 
will not be necessary to have the released documents filed again. Instead, place the notation 
“previously processed material” in the lower left margin next to the referral blocks on the 
disclosure letter. A notation of the prior release should be noted on the yellow outgoing 
communication (disclosure letter) by indicating the 190-file number where the preprocessed 
material is located and the serial number (Bulky and/or EBF). The note should also include a 
list of the preprocessed file numbers and/or documents as well as the number of pages being 
released to the subsequent FOIPA requester. Further, the PLS should forward a copy of the 
current FOIPA release letter to the preprocessed 190-file (where the documents were originally 
released) in order to keep the original 190-fiie from being destroyed. 


190 Classification Control Files 

Below is a list of FOEPA control files: 


190 

Main File for each requester 

190-0 

General Type Mail, Administrative Closings 

190-00 

FOIPA Policy and Federal Legislation 

190-1 

FOIPA Regional Field Division Conferences 

*190-2 

FOIPA No Record Responses 

190-3 

FOIA Impact on Law Enforcement Activities 
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190-4 

FOIPA Reading Room Requests and Releases 

190-6 

FOIA Annual Report to Congress 

190-710 

FOIPA - Instruction to Field Offices 

190-711 

State Privacy Legislation 

190-56511 

FOIPA Training FBIHQ 

1 90-HQ-1046286 

FOIPA Third Party Denials 

190-HQ-l 056344 

FOIPA Referral Policy Matters 

197-122 

FOIPA Litigation Cases 

242-42 

FOIPA Automation 


*190-2 has been changed to 190-HQ-l 189353 
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MANUAL 


To : All FBI FOIP A Personnel 

From: J. Kevin O’Brien 

Subject: Foreign Intelligence Surveillance Court (FISC) 

Date: March 31, 1998 

Foreign Intelligence Surveillance Court (FISC) 

The FISC was established pursuant to the Foreign Intelligence Surveillance Act (FISA) of 
1978 and has sole responsibility for approving requests for electronic surveillance coverage in FCI 
and international terrorist cases. Unlike other federal courts, the records of the FISC are ncit 
public in nature and must be maintained under secure conditions. Care must be exercised in order 
to avoid releasing under the FOIA any FISC material where disclosure would violate the FISA. 

The investigative file of an individual, group, entity, or organization which was the target 
of an FISC approved electronic surveillance will normally contain the following documents: 

(1) Application to the FISC for an order approving the electronic surveillance. 

(2) Minimization procedures adopted by the Attorney General which govern the FBI’s 
acquisition, retention, and dissemination of information obtained through the electronic 
surveillance ordered by the court. 

(3) Certification attesting to certain facts concerning the electronic surveillance (i.e., 
purpose of the surveillance, type of foreign intelligence information sought, etc.). It can only be 
signed by the Director of the FBI or certain other high-level government officials designated by 
the President. 

(4) Primary order authorizing the FBI to conduct electronic surveillance. This order also 
makes reference to the minimization procedures by directing that they be followed. 

(5) Secondary order directing a communications carrier to render operational assistance 
to the FBI in connection with the electronic surveillance. 

The application and minimization procedures are classified by the Deputy Counsel for 
Intelligence Operations, Office of Intelligence Policy and Review (OIPR), Department of Justice 
(DOJ). The certification is classified by the FBI Director or other certifying official and both the 
primary and secondary orders receive derivative classification by the FISC clerk of court based on 
the application. 
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Since the minimization procedures originate from DOJ and are classified by OIPR, that 
portion must be referred to OIPR for a decision regarding access under the FOIA. 



Established procedures should then be followed as 

in the memorandum pertaining to Exclusions. 


Prior to processing FISC records or notifying the requester that FISC records were 
referred to DOJ fo r review, the PLS is to consult with the National Security Division (Room 
IflB, Ext.mp as well as DOJ, OIPR. 
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MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: FD-376 Dissemination Letter to Secret Service 

Date: March 31, 1998 

FD-376 Dissemination Letter to Secret Service 


Pursuant to the letter from William J. Bacherman, ATSAIC, Freedom of Information and 
Privacy Acts Officer, U.S. Secret Service, to Mr. Thomas Bresson, FBI, dated 12/1/80, the 
practice of consulting with the U.S. Secret Service prior to the release of each FD-376 was 
discontinued. Experience indicated that there were very few situations where the U.S. Secret 
Service objected to the release of an FD-376 pursuant to exemptions (b)(5) and (b)(7)(E). 
Likewise, Mr. Bacherman believed that their objections would most likely be overruled on appeal. 
Therefore, the PLS may process and release the FD-376 form, however, other applicable 
FOIA exemptions such as privacy interests may apply. (See Attachment) 



FD-376 (Rev. 8-6-62) 



U.S. Department of Justice 
Federal Bureau of Investigation 


Washington, D.C. 20535 


Director 

United States Secret Service 
Department of the Treasury 
Washington, D. C. 20223 RE: 


The information furnished herewith concerns an individual or organization believed to be covered 
by the agreement between the FBI and Secret Service concerning protective responsibilities, and to fall 
within the category or categories checked. 

1 . D Threats or actions against persons protected by Secret Service. 

2. □ Attempts or threats to redress grievances. 

3. □ Threatening or abusive statement about U.S, or foreign official. 

•i. 1 Participation in civil disturbances, anti-U.S. demonstrations or hostile incidents against foreign 
diplomatic establishments. 

5. G Illegal bombing, bomb-making or other terrorist activity. 

6. □ Defector from U.S. or indicates desire to defect. 

7. □ Potentially dangerous because of background, emotional instability or activity in groups engaged in 

activities inimical to U.S. 

Photograph □ has been furnished O enclosed □ is not available. 

Director 

Federal Bureau of Investigation 


1 - Special Agent in Charge (Enclosure(s)) 

U.S. Secret Service 

Endosure(s) 
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MANUAL 


To: AH FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: FD-430 Bank Robbery Summary Report 

Date: March 31, 1998 


When processing the FD-430, copies attached, the following procedures should be 
utilized: 

All of the boxes for the answers in the “Security Devices” portion of the FD-430 should 
be redacted when any of the boxes are checked pursuant to Exemption (b)(7)(E). (The response 
boxes cannot be selectively withheld since that would reveal which devices were in use at the time 
of the crime, thus rendering the bank vulnerable to future robbery attempts.) The names of the 
devices should not be redacted. If none of the boxes are checked, this portion of the form may 
be released entirely. 

In the “Modus Operandi” portion of the form, all of the information should be redacted 
with the exception of the checked boxes with their corresponding techniques in first party 
requests pursuant to Exemption (b)(7)(E). (Since the requester is the perpetrator of the crime, he 
already knows the modus operandi which was utilized.) In third party requests, this entire portion 
of the form should be redacted. The concern in both cases is that a list of robbery techniques may 
suggest to the requester a technique to be used in a future robbery. 

The older FD-430 forms include a statement in the “Solution” portion of the form 
indicating whether informant information contributed to the solution of the crime. This statement 
has been challenged under the Landano decision, and the statement itself can be released, however 
the boxes should be redacted in all cases under (b)(7)(D). 

At times there may be a letterhead memorandum (LHM) attached as an enclosure to the 
FD-430 or other documents within the file which may indicate the denomination and serial 
numbers of the bait money taken during the robbery. If the PLS is able to determine from a 
review of the file that all of the bait money was recovered, there is no harm in the release of the 
denomination and the serial numbers. If only partially recovered, not recovered, or if the PLS is 
unable to determine this information from the file, excise only the denomination and serial 
numbers of the bait money pursuant to Exemption (b)(7)(E). Exemption (b)(7)(E) may also be 
applied to the specific location of the bait money in the teller’s drawer. Do not withhold the fact 
that bait money was taken. 



FOIPA Numbered Memo 43 
Page 2 

FD-340 Summary Bank Robbery Reports 

Many banks utilize what is known as “dye packs.” This exploding device, when 
detonated, releases a red dye on its surroundings. The denomination and serial numbers of the 
money in the dye pack are recorded by the bank in the same manner as bait money. The 
denomination and serial numbers should be redacted using the same criteria applied to the bait 
money mentioned above. 

Exemption (b)(7)(E) should be cited for any mention or details of the construction of the 
dye pack and Exemption (b)(4) for the specific chemical makeup of the dye. 



FD-430 (Rev. 1-28-97) 


( 


Field Office Case: 
Subject: 


J MEMO 43 


ATTACHMENT 1 

TYPE: 


CFRONT) 

Date: 


□ Robbery 
O Burglary 

□ Larceny 
D Extortion 

□ Hobbs Act - Armored Carrier 


Time of offense _____ □ am □ pm 

Demand Note Available O Yes D No 

Surveillance Photos Available □ Yes □ No 

Quality of Photos D (P) Poor □ (F) Fair □ (G) Good 

Is there any Noteworthy Text for this east D Yes □ No 

County 


ENTRY (check one): 

D New Case 

□ Change or addition • complete applicable categories only 
D Deletion - remove entry, do violation 


Initial submission must be uploaded within 10 calendar days of the offense. 


INSTITUTION TYPE: 

P (A) Armored Carrier 

□ (B) Commercial Bank 
O (C) Credit Union 

□ (M) Mutual Savings Bank 

□ (S) Savings and Loan 


IN STTTUTION /COMMUNITY CHARACTERISTICS: 


Facility Type: 

□ (B) Branch Office 
O (M) Main Office 

□ (O) Other 

O (R) Remote Facility 


Facility Location: 

D (C) Commercial District 

□ (L) Rural 

□ (R) Residential 

□ (S) Shopping Center 


(Check one of each group) 
Community Type: 

D (C) Small City or Town 

□ (M) Metropolitan 

□ (R) Rural 

□ (S) Suburban 


INSTITUTION AREA INVOLVED: 


D (A) Teller Counter 

□ (B) Vault/Safe 

O (C) Safe Deposit Area 

□ (D) Office Area 


□ (E) Drive-in/Walk-up 
D (F) Night Depository 

□ (G) Armored Vehicle 

□ (H) Automatic Teller Machine 


(1) Courier 
(0) Other 


SECURITY DEVICES: 


Alarm System 

□ 

Yes 

□ 

No 

Activated 

D 

Yes 

Surveillance Camera 

□ 

Yes 

0 

No 

Activated 

0 

Yes 

Bait money maintained 

□ 

Yes 

D 

No 

Taken 

□ 

Yes 

Guards(s) 

0 

Yes 

D 

No 

On Duty 

0 

Yes 

Currency dye/gas pack 

D 

Yes 

D 

No 

Taken 

D 

Yes 

Electronic Tracking Devices 

n 

Yes 

□ 

No 

Activated 

D 

Yes 

Bullet resistant enclosure 

D 

Yes 

O 

No 





□ 

No 

Functioned 

□ 

Yes 

D No 


□ 

No 

Functioned 

0 

Yes 

□ No 


□ 

No 

Bait Criteria met 

D 

Yes 

□ No 


0 

No 

Armed 

□ 

Yes 

□ No 


□ 

No 

Functioned 

□ 

Yes 

J3 No 

0 (U) Unknown 

□ 

No 

Functioned 

0 

Yes 

□ No 



SUBJECTS: Number known involved 


Race/sex-specify number each: 

White Male 

Black Male 

Hispanic Male 

Other Male 

Unknown Male 

Unknown Race/Sex 


or □ (U) Unknown 

White Female 

Black Female 

Hispanic Female 

Other Female 

Unknown Female 


VIOLENCE: □ Yes D No 

□ Shooting 

□ Explosion 

Injury O Yes □ No Death 


□ Yes □ No 


□ Physical Assault 

□ Hostage Taken 

Hostage □ Yes O No 


LOOT TAKEN: □ Yes □ No 


D Cash 

$ 

D 

(0) 

Unknown 

O Security - Face Value 

$ 

a 

(U) 

Unknown 

O Checks 

$ 

□ 

(U) 

Unknown 

□ Traveler’s Checks 

S 

□ 

(U) 

Unknown 

D Food Stamps 

S 

□ 

(U) 

Unknown 

□ Other Property 

s 

o 

(U) 

Unknown 

LOOT RECOVERED: 
□ Cash 

□ Yes D No 
S 



D Security - Face Value 

$ 




Checks 

$ 




'reveler's Checks 

$ 




— Food Stamps 

S 




□ Other Property 

$ 





Specific number of each: 



Injury 

Death 

Hostage 

Customer 




Employee 




Employee Family 




Subject 




Law Officer 




Guard 




Other 







MEMO 43 - ATTACHMENT 1 (BACK) 


>DUS OPERAND!: 


□ Ora! demand 
D Demand Note 

□ No weapon threatened 
O Weapon threatened 

□ Orally 

□ Written 

□ Gestured 
O Firearm used 

□ Hand gun 

□ Shoulder weapon 
D Sawed-off shotgun 

D Explosive device or hoax bomb 

□ Knife Used/Threatened 

□ Hypodermic Needle Used/Threatened 
O Other weapon used 

D Counter vaulted 
O Occupants ordered to floor 

□ Bank business pretense 

□ Facial disguise 

(wig, mustache, beard, etc.) 

□ Ski masks/theatrical masks 

□ Head Covering/Helmet Used 

□ Gloves/hand covering worn 


□ Law enforcement impersonation 
O Walkie-talkies used 

□ Handcuffs/other restraints used 

□ Employees confronted before work 

□ Employee(s)/victim(s) put in 
vault/back room 

□ Subjects) took employee’s vehicle 

□ Till theft/grab and run 
O Foot getaway 

D Vehicle getaway 

□ Auto □ Truck O Other 

□ Motorcycle □ Aircraft D Bicycle 

□ Switch vehicle(s) used 

□ Police diversion 

□ Alarm compromised 

Q Vault/Safe Burglary/Larceny 

□ Rip/peel 

□ Punch 

□ Torch/thermal bar 
D Explosive 

□ Drill 

□ Hydraulic equipme m/tools 


D Exact □ Paraphrased) 


D Night Depository Burglary/Larceny 

□ Forcible entry 

□ Depository trap/basket 

□ Drill 

□ Explosives 

□ Glue/Adhesive 

□ Automatic Teller Machine Attack 

□ Extortionate Demand 

□ Phone call 
O Written 

O Mailed to victim 
D Left in Night Depository 
D Other delivery 
D Bomb threat 

□ Hostage claimed 

□ Real 

□ Hoax 

□ Residence invasion 

□ Forcible 
O Pretense 

□ Other M.O 
(Describe in narrative) 


Demand Note Text (Is Demand Note Text Exact or Paraphrased: 


Significant Information 


SOLUTION: Complete only upon identification of all subjects. Complete justification for solution credit must be set forth in accompanying narrative pages. 

Solution communication date: (mm/dd/yyyy) 

Solution by: D (F) FBI D (I) Joint Police/FBI □ (P) Police 

Predominate solution factor: □ (D) Defensive action by employee, guard, etc. D (E) Extended investigation D (L) Law enforcement response 

Elapsed time-violation to solution: O (A) Response □ (B) Same Day □ (C) 1-5 Days O (D) 6-30 days D (E) 1-3 months □ (F) 3-6 months 

(G) □ 6-12 months D (H) 1 year or longer 

Total number of subjects: 

Interstate aspect: □ Yes □ No □ (U) Unknown Multiple BR, BB, BL or BE activity □ Yes D No 

'ject(s) previously convicted (Federal or State) for BR, BB, BL, or BE: D Yes 0 No Number 

ject(s) on parole/probation (Federal or State) at the time of offense: O Yes □ No Number 

_ubject(s) in escape status: □ Yes □ No Number 

Drug user's) involved: D Yes □ No O (U) Unknown Number 

NABRA cancellation: O Yes □ No (Attach administrative comments) 

/ " 



FD-43C_(Rev. 9-28-87) 


JUEMO 43 - ATTACHMENT 2 

1 

Federal Bureau of Investigation 


AIRTEL 


Date: 5/1B/88 


Director, FBI 

.fimiM sac, CHICAGO (p) 

***** See attached for Title. 


Attention: CRIMINAL INVESTIGATIVE WVtStOH 

TYPE: 

Robbery 

□ Burglary 

□ Larceny 

□ Extortion 

□ Hobbs Act - Armored Carrier 

Subclass: £} 91A □ 91B □ 91C O B1F Q 182C 

ENTRY (eltecfc one): 

K New case 

□ Change a addition • complete appfcable categories only 

□ Del et io n • remove entry, no violation 

Offense location; HQ/RA code: -^-^-®lsoe codes isted on back) 


initial submission must be made within 14 calendar days of die ottanaa. 

titSTfTUTlON TYPE: 

□ Commercial Bank 
O Mutual Savings Bank 
X Savings and Loan 

□ Credit Union 

O Armored Carter Co. 

WSTTTURON AREA INVOLVED: 

Jsf Teller Counter Q Drive-in/Walk-up D Courier 

D Vault'S ate □ Night Depository D Other 

C Safe deposit Area □ Armored Vehicle 

Q Office Area Q Automatic Teller Machine 

SECURITY DEVICES: 

Alarm System 
Surveillance camera 
Bait money maintained 
Guard(s) 

Currency dya/gas pack 
**• «Het resistant enclosure 


IN5TTTUTION/COMMUNTTY CHARACTERISTICS: Check one ot each group 
Facility Type: Facility Location: Community Type: 

□ Mam Office £3." Commercial District J5 Metropolitan 

JSL Branch Office D Shopping Center O Suburban 

O Remote Facility □ Residential □ Small City or Town 

□ Other D Rural □ Rural 

OCCURRENCE - Indicate both Day and Time: 

Date: □ Monday □ Tuesday 

J&Fridsy □ Saturday 

Time: □ 6-9am J£9-1lam 

□ 1 -3pm O 3 -6pm 


□ Wednesday □ Thursday 
D Sunday O Unknown 
O llam-tpm Q Unknown 

□ 6pm -6am 


JB. Yes 

O 

No 

Activated 

E Yes 

□ 

No 

Functioned 

K Yes 

□ 

No 

22 Yes 

□ 

No 

Activated 

E Yes 

□ 

No 

Functioned 

JZ Yes 

□ 

No 

S< Yes 

□ 

No 

Taken 

K Yes 

□ 

No 

Bait criteria met 

E Yes 

D 

No 

SB Yes 

□ 

No 

On duty 

X Yes 

□ 

No 

Armed 

EL Yes 

D 

No 

□ Yes 

E 

No 

Taken 

□ Yes 

□ 

No 

Functioned 

□ Yes 

□ 

No 


□ Yes X No 


□ Unknown 


JECTS: Number known imrotved 
-e/sex - specify number each: 
White Male , 

4 


„ or O Unknown 


Black Mate 
Hispanic Male 
Olher Male 
Unknown Male 


White Female 
Black Female 
Hispanic Female 
Other Female 
Unknown Female 


LOOT TAKEN: X Yes □ No 
O Cash $ 

O Securities -Face value t 
D Other property $ 

LOOT RECOVERED: 

52. Cash S . 

O Securities -Face value $ 

D Other property 6 

VIOLENCE^ Yes □ No 
Q. Shooting □ Physical Assautt 
□ Explosion □ Hostage Taken 
Specify number each: 


..'LL, 456...QQ 


1,635.00 


□ Unknown 
D Unknown 
D Unknown 


Customer 

Employee 

Employee family 

Subject 

Law Officer 

Guard 

Other 


Q Injury 


□ Death 


□ Hostage 


MODUS OPERANDI: 

□ Oral demand/no weapon threatened 

□ Weapon threatened 
D Orally 

□ Written 
D Gestured 

O Robbery note 
X, Firearm used 
JC Hand gun 
X Shoulder weapon 
D Sawed-off shotgun 
O Explosive device or hoax bomb 

□ Other weapon used 
X Counler vaulted 

X Occupants ordered to ffoor 

□ Bank business pretense 
Facial disguise 

(wig, mustache, beard, etc.) 

□ Ski masksAheatrical masks 
X Gloves/hand covering worn 

O Law e rttomement impersonation 
WalJri&jg^gfd 
Haritajff^rlmsjraijts used 
Employees confronted tefrxe work 
Em^ee(s)rvictim(»i£uyn 
vsuitback room 
O Subject(s) took erppkafGflS vehlck. 

□ Till thett/prabary run 
O Foot getaway * 

K Vehicle getaway 

X-Auto O Truck O Otiter 

□ Motorcycle O Aircraft O Bicycle 


P 

□ 

a 

o 


X Switch vehide(s) used 
O Police diversion 
D Alarm compromised 

□ Vautt/Safe Burgtary/Larceny 
D Rip/peel 

Q Punch 

□ TbretVthermal bat 
Q Explosive 

O Drill 

O Hydraulic eguipmentilpots 

□ Night Depository Burglary /Larceny 

□ Forcible entry ' 

D Depository trapitiaskel- , 

□ Drill 

□ Explosives 

□ Automatic Teller Machine Aaeet 
D Extortionate Demand 

□ Phone call 

□ Written 

□ Mailed to victim 

□ Left in Night Depositoiy 

□ Other delivery . 

D BotX? threat 

O F^mgeaaimpa 

□ Hoax 

□ Residence invasion 

O Forcibly. 

□ Pretense- 

□ Other M.O- 

(Deeerlbejn narrative) 


SOLUTION: Complete only upon Identification of all subject*. Complete Justification for solution credit muet be aet forth In accompanying narrative pages. 


Solution by: O FBI □ Police SJ Joint FBlAteiice Wal number of subjects . 


Predominate solution factor: J5. Law entorcemerff response □ Extended investigation O Defensive action by employee, guard, etc. 

Elapsed time-violation to solution: jl Response S Same day □ 1-S days O 6-30 days □ f-3mos □ 3-6 mos D $-12mos □ overt yr 


Interstate aspect: □ Ybs^jNo □ Unknown Multiple BR. 8B, BL, or BE activity; □ Yes D No 
' * ' vrol/xt rwviousfv convicted fFerferal nr RtxteiterRR SR. Rl_ or RF' ST Yec n No Numbi 


' teet(s) prevtousty convicted (Federal or State) ter BR, BB, BL, or BE : JC Yss D Ho Number . 
ctjs) on parole/probation (Federal or Stale) at the time ot offense: □ Yes P? No Number 
ct(s) in escape status: □ Yes £! No Number . 


Number . 


-.coticsuserfs) involved: □ Yes D, NoJSc Unknown 
jIABRAcaneellafterc; O OrtttctMnvinistrairua oomments) 

/Waureeu 1 - Cincinnati 

' — y D Copy ol demand note endmed. 1 — Cleveland 

□ Surveillance/arrest photos enclosed. ^ _ Detroit 

1 — Tndi ^riRnnl i 


^^43$ Milwaukee 
^^'iriweapolis 
i - Omaha 

1 — T.nn l ctri lie 


1 - Springfield 
1 - St. Louis 
7 - Chicago LJF 


mam 
no 



FD-43f_(Rev. 9-28-67} 


MEMO 43 - ATTACHMENT 

(FIBST PARTY BEQUEST) 

Federal Bureau of Investigation 


AIRTEL 


Date: 5/18/88 


Director, FBI 

lirefh: SAC, CHICAGO (P) 

duni«t: See attached for Title. 


Attention: CRIMINAL INVESTIGATIVE DIVISION 
TYPE: 

Robbery 
O Burglary 

□ Larceny 

□ Extortion 

Q Hobbs Aft • Armored Carrier 

Subclass: jffl S1A O 91B □ »tC □ BtF O «2C 

ENTRY (check one): 

M Hew ease 

□ Change or addition • complete appScebte categories only 

□ Deletion • remove entry, no violation 

Offense location: KURA code: 


-^i-5-P(see codes fated on back) 


Initial aubmlaalon mutt be made within 14 calendar days of the otfanaa. 


INSTITUTION TYPE: 

□ Commercial Bank 

□ Mutual Savings Bank 
JeZ Savings and Loan 

□ Cradit Union 

□ Armored Carrier Co. 

INSTITUTION AREA INVOLVED: 

JSf Teller Counter □ Drive-in/Walk-up 

D Vault/Sate □ Night Depository 

D Sale Deposit Area □ Armored Vehicle 

□ Office Area □ Automatic Teller Machine 

SECURITY DEVICES: 

Alarm System 
Surveillance camera 
‘ Bait money maintained 
Guand($} 

Currency dye/gas pack 

“■ -net resistant enclosure 

IECTS: Number known involved 
jisex - specify number each; 

White Male 
Black Male 
Hispanic Male 
Other Male 
Unknown Male 

LOOT TAKEN: JBL Yes □ No 
G Cash $ 

Q Securities -Face value $ 

D Other property S 

LOOT RECOVERED: 

52. Cash 

□ Securities -Face value 

□ Other property 

VIOLENCE:^ Yes O No 
d. Shooting □ Physical Assault 
P Explosion O Hostage Taken 
Specify number each: 

□ Injury 

Customer 
Employee 
Employee family 
Subject 
Law Officer 
Guard 
Other 


□ Courier 
D Other 


WSTTTUTiON/COMMUNrTY CHARACTERISTICS: Check one o) each group 
Facility Type: Facility Location: Community Type: 

□ Main Office J2C Commercial District (£ Metropolitan 

^.Branch Office P Shopping Center P Suburban 

□ Remote Facility D Residential O Smalt City or Town 

□ Other □ Rural D Rural 

OCCURRENCE - indicate both Day and Time: 

Date: □ Monday □ Tuesday 

SI Friday □ Saturday 

Time: D 6 -Sam jas-nam 

Dl-3pm D 3 -6pm 


□ Wednesday □ Thursday 
D Sunday D Unknown 

□ 11am- 1pm □ Unknown 
D 6pm-6am 



natTafive) 


SOLUTION: Compto* only upon identification of , alt subject*. Complete justification for solution credit muat be eat forth In accompanying narrative page*. 


Solution by: O FBI O PoBoe Iff Joint FBI/Pofce Teas! number of subjects 


Predominate solution factor Law en forcement response □ Extended investigation □ Defensive action by employee, guard, etc. 

Elapsed time-violation to solution: n Response & Sameday □ 1 -5 days p 6-30 days □ 1-3mos □ 3-6 rnos D 6-12 mos □ overt yr 
Imerstate aspect: Q Yes ^ No □ Unknown Multiple BR.BB, BU or BE activity: □ Yds □ No 

* ^ "-leafs) previously convicted (Federal or Stale) for BR.BB.BL, or BE: JG Yes P No Number Ife 

ct(s) on parotofprobation (Federal or State) at the bme of offense: □ Yes K No Numbef 

ctjs) in escape status: P Yes Si No Number 

. ..jotiosuserfs) involved: □ Yds □ NojEcty k nown Number 

NABRA cancellated? □ ftttSSimirustrative comments) _ » 

(i ^Bureau 1 - Cincinnati ^^-^Milwaukee 

□ copy of demand note enaosed. i - Cleveland ^g^nViteapolis 

1 - Detroit I - Omaha 

1 — Tnfliananrtlis 1 — T.nm' cxri 1 1 o 


□ Surveillanee/arresl photos enclosed. 


1 

1 

7 


- Springfield 

- St. Louis 


Chicago 


L JF : mam 
noi 




FD-WJRev. 9-26-67) 


•MEMO 43 - ATTACHMENT 2b , 

' (THIRD PARTY REQUEST) 

Federal Bureau o! Investigation 


AIRTE 

0 

Dale: 5/18/88 


. - Omelet, FBI 

Fjrofti: £ac, CHICAGO (p) 

See attached for Title. 


Attention: CRIMINAL INVESTIGATIVE DIVISION 

TYPE: 

Robbery 

□ Burglary 

□ Larceny 

□ Extortion 

O Hobbs Aft • Armored Carrier 

Subclass:® 81A □ PIS □ SIC □ PlF □ M2C 

ENTRY (check one): 

Know ease 

D Change or addition - complete eppBcable categories only 
O Deletion • remove entry; no violation 

Oflenee location; HQ/RA code: -?-i-^R(see codes fated on back) 


Inttlsl submission must be made wftftln 14 eslmndsr dsys of ths often so. 


wsTrrunoN type-. 

D Commercial Bank 
D Mutual Savings Bank 
22 Savings and Loan 
D Credit Union 
O Armored Carrier Co. 

INSTUimON AREA INVOLVED: 

H TeUerCoumer □ Drfve-irVW»5k-up □ Courier 

□ Vault/Safe O Night Depository □ Other 

O Sale Deposit Area □ Armored Vehicle 

□ Office Area Q Automatic Teller Machine 

SECURITY DEVICES: 

Alarm System 
Surveillance camera 
Bail money maintained 

Guard(s) 

Currency dye/gas pack 
Rullet resistant enctosui 



Activated 
Activated 
Taken 
On duty 
taken 



WSrmmOWCOMMUNnY CHARACTERISTICS: Check one o» each group 
Faculty Type; Facility Location: Community Type: 

□ Main Office JSC Commercial District JiS Metropolitan 

J8. Branch Office □ Shopping Center D Suburban 

□ Remote FacAty □ Residential □ Small City or town 

D Other □ Rural □ Rural 

OCCURRENCE • indicate both Day and Time: 

Data: D Monday □ Tuesday 

JZL Friday □ Saturday 

Time: □ 6-Sam J3 8-llam 

D 1 -3pm D 3 -6pm 


Functioned 
Functioned 
Bait criteria 

Armed 

Functioned 


□ Wednesday D Thursday 
D Sunday Q Unknown 
O llam-lpm D Unknown 

□ 6pm -6am 


JECTS: Number known involved . 
-e/sex - specify number each: 

White Male . . 

Black Mate .. H 

Hispanic Male 

Other Male ~ 

Unknown Mate _ 


_ or □ Unknown 


LOOT TAKEN: X Y « □ No 

O Cash $ . 

□ Securities -Face value $ . 

D Other property $ . 

LOOT RECOVERED: 

5C. Cash S . 

O Secorities-Facevalve S . 

□ Other property $ . 


White Female . 
Black Female , 
Hispanic Female , 
Other Female . 
Unknown Female . 

41,456,00 


□ 

□ 

□ 


Unknown 

Unknown 

Unknown 


1.635.00 


VIOLENCE:^ Yes □ No 

(3. Shooting □ Physical Assault 

□ Explosion D Hostage Taken 


Specify number each: 


Customer 

Employee 

Employee family 

Subject 

Law Officer 

Guard 

Other 


□ Injury 


D Death 


□ Hostage 



SOLUTION: Complete only upon Identification of all subject*. Complete Juetlfl cation lor solution credit mu*t be eet forth in bcoompanyfae narrative pages. 


Solution by: O FBI □ Police J5 Joint FBUPoiee fata! number of subjects 2 

Predominate solution factor: Jjt Law enfo rc e m ent response Q Extended investigation □ Defensive action by employee, guard, etc. 

Elapsed time-violation to solution: O Response SJ Same day □ 1-5 days □ 6-30 days □ 1-3 mos □ 3-6 mos □ 6-12 mos □ overl yr 
interslate aspect: □ Yes No □ Unknown Multiple SR, 86, BL, or BE activity: □ Yes □ No 

i'*’ hjed(s) previously convicted (Federal or State) tor BR, 68, BL, or BE: JE Yes O No Number 3- 

>ct(s) on parole /probation (Federal or State) at the time of offense: □ Yes BS.No Number 

ict(s) in escape status: □ Yes IS.' No Number 


ootics user(sj involved: □ Yes n ( UbjK^tJikno»m Number . 


ABRAcancejlatttrt? O tfttiidyMministrative c om men ts ) 

( 2/^Bureau ^ " ‘ ^V-*' 1 - Cincinnati 

□ Copy of demand note enclosed. J_ _ Cleveland 
D SurvetUance/arrest photos enekaed. . _ . . . 

1 - Detroit 


Milwaukee 
^$^nSseapolis 
1 - Omaha 

1 — TfifliariAnnl ic T — T.oivi etTri 1 1 


1 - Springfield 
1 - St. Louis 
7 - Chicago LJFcmam 

I 1 Q 1 



F 0 I P A 


MEMO 44 

MANU A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: FD-515 Accomplishment Report 

Date: March 31, 1998 


Attached is a copy of Bureau form FD-515 (Attachment 1-two samples) and FD-515a 
(Attachment 2). The FD-515 is used to record convictions, recoveries, and other FBI field office 
accomplishments credited to a particular investigation. The FD-515a, a supplemental page to the 
Accomplishment Report, is prepared when reporting an indictment and/or conviction of a subject 
of an Organized Crime Program case. At times, several FD-515a reports may be attached to the 
FD-515 since a supplemental page is required for each subject indicted and/or convicted. 

When processing the FD-515, particular attention should be given to the “Investigative 
Assistance or Techniques (IA/T) Used” block located in the upper right comer of the form. The 
“IA/T” block lists various items of IA/T which are publicly known; however, opposite each item 
is a space for a numerical rating of each IA/T (from one to four) to record its assistance in the 
captioned investigation. If any IA/T block has a numerical rating assigned to it, all spaces 
adjacent to each activity under the word “rating” in all four columns should be redacted 
pursuant to Exemption (b)(7)(E). This will preclude disclosure of which activities were used 
and what ratings were awarded, while the list of activities remain visible. 

In addition, the agent’s social security number, located to the left of the “IA/T” block, 
should be redacted pursuant to Exemption (b)(7)(C). 

The FD-515a supplemental page is generally releasable, although privacy issues may be 
considered if warranted. 


f 0*6.1 £ *fRev. 2-24*06) * 

, 5CC0MPUSHMENT REPORT 

fEfioetrv* 10/1/05) 

(SrtXM w*h* 30 day* *om d*»* ©f src w w pf h i n o i tq 

TO: DIRECTOR, FBI 


<: SAC, 

TT: 


r* 


kmJ Fi# NgmM< 


FMttf OWe* rip Numtef 


S»*flo»*A Wuwby 


Agongt to n B o cu n t y Wo 


□ 

□ 


MtloMi 


X X a 
cmsMBUMtic 
cdtoW (fodpr*. Sw* <* 
COCSQ, 


loaaamaBaa Aaalalaaaa ar TaaH«aaa Uaad 
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MEMO 44 

Properly Typo Codot* 

Codo 

No Description 


- ATTACHMENT 1 (BACK) 

Sample 1 

Potontlol Eeonomje tott Prevented (PELP) Type Codet* 

Code 

No Oetcrlptlon 


* Cash (U.S. and foreign currency) 

Stock, Bonds or Negotiable instruments (checks, travelers checks, 
money orders, certificates of deposit, etc) 

3 General Retail Merchants# (clothing, food, Iquor, cigarettes, TVs, etc) 

4 Vehicles (autos, tucks, tractors, trailers, campers, motorcycles, etc) 

5 Heavy Machinery & Equipment (heevy equipment, computers, ate) 

6 Bulk Materials (grain, fuel, raw materials, metals, wire, etc) 

7 Jewelry (lnekxSng unset precious and aemiprecioua atonas) 

8 Precious Metals (gold, saver, s*verwere. ptaOnum, etc) 

9 Art, Antiques or Rare CoSeettona 
1 1 Weapons or Explosives 

20 AX Other R e co ve ri es (not Using in any category above) 


22 

23 

24 

25 

26 
27 
30 


Counterfeit Stocks. Bonds, Currency or Negotiable Instrument- 

Counterfeit or Pirated Sound Recordings or Motion Pictures 

Bank Theft Scheme Aborted 

Ransom, Extortion or Bribe Demand Aborted 

Theft from, or Fraud Against, Government Scheme Aborted 

Commercial or Industrial Theft Scheme Aborted 

AX Other Potential Economic Loss Prevented (not tailing in any 

category above) 



'Except for cash, the Remarks taction must contain an explanation of the computation of the recovery value or loss prevented. An explanation airtel must 
accompany this report « the recovery Is SI rrafcoo or more, or if the PELP la S5 million or more. 


Organized Crime Subjects (Include Fsmlly Name Or Group): 

1 A Boss. Underboss or Consigners 
IB Capodecina or Soldier 
1 C Possible LCN Member or Associate 
ID OC Subject Other Then LCN 

IE Not a Member or Associate of LCN Family or OC Organization 


Subject Description Codas* 

• Entsr Description Cods Only Whan Reporting a Conviction • 


Union Members: 

5A International or National Officer 
5B Local Officer 
5C Union Employee 

Government Officials Or Employees: 


Known Criminals (Other Than OC Members): 

Federal 

State 

Local 

2A Top Ten or 1.0. Fugitive 

6A Presidential Appoinlee 

6J Governor 

6R Mayor 

2S Top Thief 

6B U.S. Senator 

6K Lt. Governor 


2C Top Con Man 

6C U.S. Representative 

6L Legislator 

6S Legislator 

Foreign Nationals: 

60 Judge 

6M Judge 

6T Judge 

3A Legal Alien 

6E Prosecutor 

6N Prosecutor 

6U Prosecutor 

38 illegal Alien 

6F Law Enforcement Officer 

6P Law Enforcement Officer 

6V Law Eniorcemem Olfi.ce 

3C Foreign Official Without Diplomatic Immunity 

6G Fed Empl - GS 13 4 above 

6Q All Others • State 

6W All Others • Local 

0 U.N. Employee Without Diplomatic Immunity 

6H Fed Empl • GS 1 2 4 below 


y 

„E Foreign Students 

Bank Officers or Employees: 


3F All Others 
Terrorists: 

4A Known Member of a Terrorist Organization 
4B Possible Terrorist Member or Sympathizer 


7 A Bank Officer 
7B Bank Employee 
Ali Others: 

BA All Other Subjects (not fitting above categories) 


*tf a subject can be classified in more than one of the categories, select the most appropriate in' the circumstance. 


Instructlona 

Subject Prioritise for FBI Arrest or Locstee: 

A - Subject wented for crimes of violence (Le. murder, manslaughter, forcible ripe, robbery and aggravated assault) or convicted of such crimes in the past fii 
years. 

B - Subje cts wanted tor Crimea involving the loss or destruction of property valued in excess of $25,000 or convicted of such crimes in the past live year 
C - Al others 

Claiming Noo-Federsl Arrests, Summonses, Recoveries or Convictions; 

H is permissible to claim a local anest, summons, recovery or conviction If the FBI significantly contributed to the accomplishment. A succinct narrativ 
setting forth the basis for the cfaim must accompany this report When claiming a local recovery, enter the word "LOCAL” to the right of the amount. Enti 
“LF" In the "ln*Jar‘ block for all ife sentences and ”CP“ for capital punishment sentences. 

Reporting Convictions: 

Convictions should not be reported until the sentence has been Issued. There sre two exceptions to this nils. The conviction information can be submitte 
by itself H: 

1 . The subject becomes a fugitive after conviction but prior to sentencing. 

2. The subject cSes after conviction but prior to sentencing. 

An explanation is required in the Remarks section for either of the above exceptions. 

Rule 20 Situations: 

The field office that obtained the process (normaty the office Of origin) Is the office that should claim the conviction, not the office where the subject enters ti 
plea m eases Involving Rule 20 of the Federal Rides of Criminal Procedures. 

Investigative Assistance or Technique* (I ATT*) Used: 

•Since more then one IA/T could have contributed to the eccompSshment, each IA/T used must be rated. 

-The IA/T used must be rated each time an accomplishment la claimed. (For example • H informant information was the basis for a complaint, an arrest, 
recovery and a conviction and if separate FD-5 1 5a are submitted for each of the aforementioned accomplishments, the "Informant Information" block re- 
tted on each FD-515 even H it was the same information that contributed to ail the accomplishments.) 
i Codet: 

C « Chinese; I w fndlan/American; J« Japanese; N« Negro; 0« All other; U« Unknown; W*» While 
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MEMO 44 - ATTACHMENT 1 »-./ 
(BACK) 




F0-S1S (Re v. 10-29-97) 

Squad supervisor approval 
(pleasa initial) 


Accomplishment Report 

(Aocompiishmem must be reported and loaded into ISRAA 
within 30 days from date of accomplishment) 


Date Prepared. 
Date Loaded _ 


Accomplishment involves - , 
(check all that apply) 


' v, J0S □ 

JQitive □ 

-nkruptcy Fraud □ 

Computer Fraud/Abuse Q 
Corruption of Pubfc Ofcicte □ 
Forfeiture Assets □ 

Sob Invest Asst by FO (S) Q 


Data Loaders Initials ■ 


Rle Number 


Stat Agent Soc. Sec. No. 


Stat Agent Name 


Asst. FO(s) . 


A, B, C. D 


Taskforce 


Assisting Agencies x « 


1 . 


2 . 


RA 


Squad 


Assisting Agents Soc. Sea No. * 


1. 


Name: 


2 . 


Name: 


| Rata FQ I 

9 


Investigative Assistance or Technique Used 

1- Used, but did nor help 3 . Helped, substantially 

2 - Helped, minimally 4 ■ Absolutely essential 
For Sub. Invest. Assist, by other FO (s) indicate A.B.C.D tor corresponding FO 


Rata FO 


Fin. Analyst 


Aircraft Asst. 


Computer 


Consen Mon. 


Elsur/ FISC 


9 

3 


Elsur /T. HI 


Eng. Field Spt. 


Eng. Tape Ex 


Legats Asst. 


Complaint / Information / indictment 

□ Federal Q Local Q International 

Complaint Date 

Check if Civil Rico Complaint □ 

Information Date 

Indictment Date 


B. Locate/ Arrest 

□ Federal □ Local □ International 
Subject Priority: □ A OB □ C 
Locate Date ____________ 

Arrest Date 

□ Subject Resisted Arrest 

□ Subject Arrested was Armed 


C. 


Summons 

O Federal □ Local 
Summons Date 


H. Conviction 

□ FederaJ Q Local □ International 

Conviction Date: 


L 


Subject Description Code: _ 

For $F, G. H~ Include Agency Code 

□ Felony Or □ Misdemeanor 

□ Plea Or □ Trial 

State: Judicial District: 


Evid Purchase 


Inf/CW Into 


Lab. Div. Exam 



UCO - Group I 

I 

1 

Ft Mon.- r 

Lab. FtekJ Sup 



UCO- Group D 


For. Lang 

Pen Registers 


| 

UCO - Nat. Back 


Non FBI l 

Photo Cover, 


NCAVC / VI - CAP 


Vict-Witn 

Polygraph 


Cfim Intel Asst 




Search Warrant 


Crisis Neg. - Fed. 




Show Money 


Crisis Neg. - Local 




SOG Asst. 


ERT Asst. 




Swat Team 


Butte - 1TC 




Tech. Ag/Equip 


Sav - ITC 




Phone Toll Rec 

f 


Poc- WRCSC 






D. Hostage(s) Released Date . 


Released by: □ Terrorist □ Other 

Number of Hostages: 

Child Located Date 


Recovery / Restitution / PELP X 

□ Federal Q Local □international 
Recovery Date ________ 

Code • Amount 



$ 


$ 


Restitution Date 

□ Court Ordered 

□ Pretrial Diversion 
Code * Amount 


$ 


□ 


PELP Date. 

Code • 


Amount 


S 


U.S. Code Violations 

Required for Sections A, B, F, and H 

(Federal only) 


Title 

Section 

Jf Of 
Counts 














F. 


Civil Rico Matters Date 
Also Complete Section 1 


Other Civil Matters Date 

Judgment. _• 

Judicial Outcome 

Amount: $ 


x • 


Suspension: 


Veers 

Months 





G. 


Administrative Sanctions Date 

Subject Description Code 

Type: 


Length: 

□ Suspension □ Permanent 

□ Debarment 

□ Injunction 


Years 

Months 




J. Sentence Date: 

Sentence type: _ 


In-Jail 

Years Months 

Suspended 
Years Months 

Probation 
Years Months 








Fines: $. 


K, Acquittal I Dismissal I Pretrial Diversion 

Acquittal Date 

Dismissal Date 

Pretrial Diversion Date 


Name 

■rrjjif'ji'A 


! Date of Birth 




■ I 




Comp?e4% a D-5i5a a Sto C e N 1 £? SideT^ Cfim8 (A ° C1, l,alia " Crime < I0C > - RussiarVEastern European, Caribbean, or Nigerian Organized Crime Grou 

— * Complete FD*51^a* Stota 2 ' 0r9anizatk>n ‘ a VCMO pro 9 ram National Gang Strategy target group, or a VCMO Program National Priority Initiative target group - 

X Additional information may be added by attaching another form or a plain sheet of paper for additional entries. 

* See codes on reverse side. 


MEMO 44 - ATTACHMENT 1 (FRONT) 
Sample 2 


Serial No. of PD-51 























































For Farther Instructions See: MAOP, Part II, Sections 3-5 thru 3-5 3 . 
PROPERTY CODES RACE CODES 


MEMO 44 - ATTACHMENT 1 (BAC 

Sample 2 

JUDGMENT CODES 


01 

Cash 

A AsUaTacific Islander 

a 

Consent Judgment 

02 

Stocks, Bonds or Ncgot. instruments 

B Black 

CO 

Court Ordered Settlement 

03 

General Reuil Merchandise 

1 Indian/ American 

DF 

Default Judgment 

04 

Vehicles 

U Unknown 

DI 

Dismissal 

05 

Heavy Machinery & Equipment 

W White 

JN 

Judgment Notwithstanding 

06 

Aircraft 

X Nonindividua! 

MV 

Mixed Verdict 

07 

Jewelry 



s; 

Summaty Judgment 

08 

Vessels 

AGENCY CODES 

VD 

Verdict for Defendant 

09 

Art, Antiques or Rare Collections 



VP 

Verdict for PUintiff 

11 

Real Property 

ACTS 

Army Criminal Investigative Service 



20 

AUOther 

BATF 

Bureau of Alcohol, Tobacco it Firearms 

JUDICIAL OUTCOME 



BIA 

Bureau of Indian. Affairs 



SENTENCE TYPES 

DCAA 

Defense Conrraa Antfit Agency 

AG 

Agreement 



DCIS 

Defense Criminal Investigative Service 

BR 

Baircd/Removed 

CP 

Capital Pua&nnrm 

DEA 

Drug Enforcement Administration 

CC 

Civil Contempt 

JS 

Jail Sentence 

DOC 

Department of Corrections 

DC 

Disciplinary Charges 

LS 

life Sentence 

do: 

Dept, of Interior 

FI 

Fine 

NS 

No Sentence (Subject is a Fugitive. 

EPA 

Environmental Protection Agency 

PI 

Preliminary Injunction 


Insane, has Died, or is a 

FAA 

Federal Aviation Administration 

PR 

Temporary Restraining Order 


Corporation) 

FDA 

Food and Drug Administration 

PS 

Pre-filing Settlement 

PB 

Probation 

HHS 

Dept, of Health it Human Services 

RN 

Restitution 

SJ 

Suspension of Jail Sentence 

HUD 

Dept, of Housing it Urban Development 

SP 

Suspension 

VC 

Youth Correction Act 

INS 

Immigration and Naturalization Service 

VR 

Voluntary Resignation 



IRS 

Internal Revenue Service 

OT 

Other 

PEIP CODES 

NASA 

Nat‘1 Aeronautics St Space Admin 





NBIS 

Nat’l NARC Border Interdiction 

SUBJECT PRIORITY 

22 

Counterfeit 

NCIS 

Naval Criminal Investigative Serv ice 




S tacks /Bonds/Currc ncy/ 

RCMP 

Royal Canadian Mounted Police 

A 

Subject wanted for crimes of violence 


Negotiable Instruments 

SBA 

Small Business Administration 


(i.e.. murder, manslaughter, forcible 

23 

Countcrfcii/Pirated Sound 

USBP 

U.S. Border Patrol 


rape) against another individual or 


Recordings or Motion Pictures 

USCG 

U.S. Coast Guard 


convicted of such a crime in the past 

24 

Bank Theft Scheme Aborted 

uses 

U.S. Customs Service 


five years 

25 

Ransom, Extortion or Bribe 

USDS 

U.S. Department of Sute 




Demand Aborted 

USMS 

U.S. Marshals Service 

B 

Subject wanted for crimes involving 

26 

Theft From or Fraud Against 

USPS 

U.S. Postal Service 


loss or destruction of property valued in 


Government Scheme Aborted 

USSS 

U.S. Secret Service 


excess of $25,000 or convicted of such 

27 

Commercial or Industrial 

USTR 

U.S. Treasury 


a crime in the past five years. 


Theft Scheme Aborted 

DOC 

Local 



30 

AU Other 

cm 

City 

C 

All other subjects. 



COUN 

County 





ST 

Sute 





OTHR 

Other 




SUBJECT DESCRIPTION CODES 


ORGANIZED CRIME 
SUBJECTS 


TERRORISTS 


• 1 A Known Member of t 


GOVERNMENT SUBJECTS 
(6T t 6G,6T1- Include Agency Code) 


IF 

Boss 


Terrorist Organization 

6A 

Presidential Appointee 

1G 

Underboss 

4B 

Possible Terrorist Member 

6B 

U.S. Senator/Staff 

1H 

Consiglicrc 


or Sympathizer 

6C 

U.S. Representative/Staff 

1J 

Acting Boss 



6D 

Federal Judge/Magistrate 

IK 

Capodecina 

UNION MEMBERS 

6E 

Federal Prosecutor 

IL 

Soldier 



6F 

Federal Law Enforcement Officer 



5D 

President 

6G 

Federal Employee * GS 13 St Above 

KNOWN CRJMEVALS 

SB 

Vice-President 

611 

Federal Employee - GS 12 & Below 



5? 

Treasurer 

6J 

Governor 

2A 

Top Ten or I.O. Fugitive 

5G 

Secretary /Treasurer 

6K 

Lt. Governor 

2B 

Top Thief 

5H 

Executive Board Member 

61. 

Sute Legislator 

2C 

Top Con Man 

51 

Business Agent 

6M 

Sute Judge/Magistrate 



51 

Representative 

6N 

Sute Prosecutor 

FOREIGN NATIONALS 

SK 

Organizer 

or 

Sute Law Enforcement Officer 



5L 

Business Manager 

6Q 

State - All Others 

3A 

Legal Alien 

5M 

Financial Secretary 

6R 

Mayor 

3B 

Illegal Alien 

SN 

Recording Secretary 

6S 

I-ocal Legislator 

3C 

Foreign Official W/out 

5P 

Office Manager 

6T 

Local Judge/Magistrate 


Diplomatic Immunity 

5Q 

Clerk 

6U 

Local Prosecutor 

3D 

U.N. Employee W/out 

5R 

Shop Steward 

6V 

Local Law Enforcement Officer 


Diplomatic Immunity 

5S 

Member 

6W 

Local - AU Others 

3E 

Foreign Student 

5T 

Trustee 

GX 

County Commissioner 

3F 

All Others 

JU 

Other 

6Y 

City Councilman 

OTHERS 



BANK EMPLOYEES 

8A 

AU Other Subjects 



7A 

Bank Officer 

8B 

Company or Corporation 



7B 

Bank Employee 


MEMO 44 - ATTACHMENT 1 (BACK) 
Sample 2 



FD-3 13a (Rev. 10-29-97) 


MEMO 44 - ATTACHMENT 2 (FROb 

Supplemental Page to the Accomplishment Report ( FD-515 ) 
for Organized Crime Program (OCP) Matters Only 


T his supplemental page is required with the FD-515 reporting an indictment and/or conviction o i a subject of an OCP case. A separate pa 
~'‘ired for each subject indicted and/or convicted. The completion of Section A- D is mandatory. The other sections should be comp, 
applicable. 

\ 

K Name of Subject 

8. Field Office Field Office File No. 


C. Criminal Activity - Indicate the primary criminal activity which resulted in the reported indictment and/or conviction. (Indicate on/> 

activity.) 

O Labor Racketeering (LRK) (See Section E and G if applicable) □ Extortion (EXT) 

n Corruption (COR) (See Section F if applicable) Q Loansharking (LNS) 

□ Illegal Gambling (IGM) □ Drugs (DRS) 

□ Other (OT), specify 


D. 


Organized Criminal Group 

1. LCN: □ Member (MEM) □ Associate (ASO) 

□ BU □ KC 

□ CG □ LA 

□ CV □ Ml 

□ DN □ NK - De Cavalcante 

□ DE □ NE - New England - 

Patriarca 


□ NO 

□ NY- Bonanno (BO) 

□ NY- Colombo (GO) 

□ NY - Gambino (GA) 

□ NY- Genovese (GE) 


□ NY -Luchese (LU) 

□ PH 

□ PX 

□ PG 

□ Pl-Pittson- 
Bufalino 


Position: 

□ Boss □ Consigliere (CNS) □ Capo(CPO) 

□ Underboss (UBS) □ Acting Boss (ABS) □ Soldier (SOL) 


□ RC - Rochester 

□ SF 


□ SO -San Jose 

□ SL 

□ TP 


2. Other Non-LCN OC Groups, specify .. □ Member (MEM) □ Associate (, 

E. Business Influenced/Affected (If applicable) Indicate below if the subject’s criminal activity influenced or affected a particular tra 
industry: 

□ Toxic Waste (TW) □ Building Trades (BT) □ Entertainment (ET) □ Hotel/Restaurant (HR) 

□ Carting (CR) □ Meat/Pouitry/Fish (MT) □ Garment (GR) 

] Vending (VN) □ Shipping (SH) □ Trucking/Trans (TT) 

J Other (OT) Specify 

Name of company subject connected with . 

F. Elected/Appointed Public Officials - Complete if subject was a public official at time of indictment and/or conviction. Indicate one 
each category. 

Level - □ Federal (FD) □ State (ST) □ Local (LO) 

Branch - □ Executive (EX) □ Legislative (LE) □ Judicial (JD) 


Position/Title: 

□ Governor (GV) □ Mayor (MY) □ City 

□ Lt. Governor (LG) □ County C-omm (CC) □ Senator/Staff (SE) 

□ Other (OT), specify 


□ House of Rep/ □ Prosecutor (PR 

Staff (HR) 

□ Judge/Magistrate (JM) □ Law Enforceme 

Officer (LE) 


G. Union Members or Officials - if the subject was a Union member or official at the time of indictment and/or conviction, indicate the hi 
position the subject held/holds in the Union and the Union's name. 


Name of Union _ 

Union Affiliation: 

□ Teamsters 

□ Other, specify 


O Hotel and Restaurant 
Employee 


□ Laborers 
International 


Level - □ International □ Conference □ Council □ Local - Local No 

Position: 

□ Pres (PR) □ Sec/Treas (ST) □ Repr(RP) □ Fin Sec (FS) 

1 Vice Pres (VP) □ Ex Brd Memb (EB) □ Orgzr(OR) □ RecSec(RS) 

JTres(TR) □ BusAgt(BA) □ Bus Mgr (BM) □ Off Mgr (OM) 

□ Other (OT), specify 


□ Longshoremans 
Association 


O Clerk (CL) □ Trustee (T 

□ Shop Stew (SS) 

□ Memb (ME) 


Side 1 


MEMO 44 - ATTACHMENT 1 (FRONT)' 



MEMO 44 - ATTACHMENT 2 (BACK) 

Supplemental Page to the Accomplishment Report (FD-515) 
for Organized Crime/Drug (OC/Drug) Program Matters or 
Violent Crimes/Major Offenders (VCMO) Program Matters 
relating to street gangs involved in drugs. 


This supplemental page is required with the FD-515 when a field office has either disrupted or dismantled an 
organization under the OC/Drug Program or the VCMO Program relating to street gangs involved in drugs. 

Subject Name: 

Field Office File Number: 

A. For the Subject identified on Section "L" of the FD-515, was the Subject’s Role in the 
Organization/Enterprise (check only one): Mandatory 

□ Leadership □ Associate/Member □ Other 

B. The investigative efforts resulted in the (check only one): Non-Mandatory 

□ Disruption of a Drug Organization/Criminal Enterprise 
or 

□ Dismantlement of a Drug Organization/Criminal Enterprise 

Note: A disruption should only be claimed once per event. 

A dismantlement should only be claimed once per organization. 

C. As to the Organization/Enterprise Disrupted or Dismantled, the scope of the Organization/Enterprise 
was (check only one): Only Check if B was Claimed 

□ International □ National □ Regional □ Local 

D. Case file serial(s) in which disruption/dismantlement is documented: 


Definitions 

A. Disruption occurs when the normal and effective operation of a specific enterprise is significantly 
impacted as a result of an affirmative law enforcement action, including (but not limited to) the 
indictment/conviction of the organization’s leadership. A substantial seizure of the organization's assets 
may constitute a Disruption if the organization's operations are significantly impacted by the event. 

B. Dismantlement occurs when an organization's structure is removed to the extent that it no longer 
operates as a coordinated organized criminal enterprise, and that removal is a result of an affirmative law 
enforcement action as outlined above. Further, if any components of the organization remain, their ability to 
re-form into another such organized criminal enterprise is not possible for an extended period of time. 

C. As to the scope, although the membership of an organization/enterprise may have contacts or 
relationships with persons or entities in other countries, regions or states, Section C describes the primary 
scope of operations and influence of the organization/enterprise. "International" and "Local" 
Organizations/Enterprises are self-explanatory. "Regional” Organizations/Enterprises are multi-state (or 
multi-metropolitan area in a large state). "National" Organizations/Enterprises arc multi-region. 

D. May be any case file communication or document describing the events resulting in the reported 
disruption/dismantlement, and the nature of the organization/enterprise as contained in Sections B and C. 

Note: 

Divisions currently are to communicate significant investigative developments (such as disruptions/dismantlements) 
to FB1HQ substantive units. 


Side 2 
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MANUAL 

To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: FD-761 Public Corruption Data Transmittal Form 

Date: March 31, 1998 

Form FD-761 was previously utilized for statistical purposes by the Public Corruption 
Unit, Criminal Investigative Division. However, the use of this form was terminated in 1995. 
Since the form is no longer in use, it would be difficult to articulate harm or risk of circumvention 
of the law. Therefore, none of the information contained on this form is exempt pursuant to 
(b)(7)(E). 

In certain instances, the code asserted for the subject (public official) in item number 6 of 
the form may warrant protection pursuant to (b)(7)(C). 
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M A N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Fugitive Requesters 

Date: March 31, 1998 

The issue of FOIPA requests from or on behalf of fugitives was decided in Dovle v. United 
States Department of Justice. 668 F.2d 1365 (D.C. Cir. 1981). Invoking the equitable doctrine that 
“those who demand equity must come into court with clean hands,” the court ruled that a fugitive 
cannot seek assistance from the courts in his FOIPA claim because he has removed himself from 
the jurisdiction of the courts. Thus, FOIPA requests from fugitives should be denied the release of 
any material and the request suspended at the outset. 


Procedures for Handling a FOIPA Request 
Involving a Fugitive 

When reviewing files responsive to a FOIPA case which may involve 88 classifications or 
information contained in any security or criminal investigative file, the LT or PLS should 
immediately determine if the fugitive requester has been apprehended and the status of the overall 
case. In some instances, it may be necessary to contact the Violent Crimes/Fugitive Unit on 
extension^Hpto obtain this information. If determined that the subject has been apprehended 
and the case is closed, the file or information may be processed under normal guidelines. 
However, if the subject is still considered a fugitive, then the filefs) should not be released to the 
requester . The LT/PLS should advise the Team Captain and/or the Unit Chief and, if not already 
done, the Fugitive Unit should be notified and provided with all pertinent information pertaining 
to the FOIPA request. A response to the fugitive requester will be determined on a case-by-case 
basis. 


The following is an excerpt of the response which was made in the aforementioned Dovle 
v. DOJ lawsuit: 

"In view of the fact that (subject’s name) remains in a fugitive status, a determination has 
been made that it would be improper for this Agency to make any records pertaining to your client 
available pursuant to the Freedom of Information and Privacy Acts, and therefore, this office is 
suspending further processing. This condition can be remedied by the resolution or termination of 
(subject’s name) fugitive status." 

"This response is not a denial of records. However, if you construe this response to be a 
denial, you may appeal ..." 



S&ET 

MEMO 47 

To: All FBI FOIP A Personnel 

From: J. Kevin O’Brie n 

Subject: HUmPLiaison 
Date: May 15, 1998 



All information concerning the above foreign law enforcement agencies is to be 
classified “Secret” in accordance with Executive Order 12958, Sections 1.5 and 1.6(b)(5), 
(d)(6) and Section 3.4(6). (U) 


-7- C ] 

REASON: 1.5 Xa ) 

DECLASSIFY ON: 


ALL INFORMATIOU CONTAINED 

HEREIN IS UNCLASSIFIED 

EXCEPT WHERE SHOWN 
OInEKWI S3 



* 


F 0 I P A 


MEMO 48 


MAN U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: High Visibility Electronic Communications (ECs) 

Date: March 31, 1998 


Purpose : A High Visibility EC is prepared by a PLS prior to a release of documents in cases 
where the release is likely to result in publicity. The memo is brief in content but contains enough 
information to infornrthe OPCAFront Office and the Director’s Office of possible publicity and 
the resulting inquiries from the press and/or public. 




High^^ibility ECs are notices of proposed action and not requests for approval. They 
should include language to the effect that the release will be made upon return of the 
communication. Please do not include language indicating that the release will be made upon 
approval. The FOIPA Section Chief is to be notified upon return of the communication with an 
indication evidencing the fact that it has been read in the OPCA Front Office and/or the Director’s 
Office. 


When to prepare High Visibility Communications : 

High visibility ECs are prepared whenever: 

A) the requester is : 

1 . A current high Government official, i. e., President, Vice President, Cabinet Level 
official, Supreme Court Justice, House and Senate leadership. Chairman or 
ranking members of a committee having oversight of the FBI, the Assistant 
Attorney General and above in the Department of Justice and United States 
Attorneys. 

2. Any other individual who may have personal contact with a high level FBI 
official. 

3 . Persons who may be high profile public figures, e.g., Presidential candidates, civil 
rights leaders, corporate or union leaders, 

4. Any other requester who has received recent substantial press notoriety. 
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High Visibility Electronic Communications (ECs) 

B) the FOIPA release mav result in the accusation of improper FBI activities . 

C) whenever the requester has the ability and intent to disseminate information to the 

public (typically requesters associated with the media, authors or journalists) and the 

subject matter : 

1. Is or was a person in the public eye, e.g., public officials, entertainers, sports 
figures, persons prominently associated with a course or movement, etc. 

2. Is controversial, derogatory, or shows improper activity on the part of the subject 
not previously known. 

3. Relates to FBI internal administrative matters, e.g., use of representation funds, 
Office of Professional Responsibility summaries, shooting incident reports, 
schedules or telephone logs of high Bureau officials, or disclose the individual 
activities of the Director or other Bureau officials. 

4. Has received recent publicity. 

5. The request involves a deceased Congressman or other significant political figure. 
( It is OPCA’s policy to contact the next of kin, advising of the release and 
providing a copy of the release. Therefore, one week prior to 
requester, a copy of the release package should be forwarded 
OPCA, Room 7240, for delivery to the next of kin.) 

If the need for the high visibility is q uestionablejContact^^W^^^^Wfor requests 
involving political figures on extension^Httor^^^^^HBbn extension^Hpfor all other 
matters. 

Information to include in the EC : 

The EC should be limited to one or two pages and include the following: 

1) The identity of the requester. 

2) The subject of the request, 

3) The date of the request. 

4) The number of pages to be released. 


the release to the 
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5) A brief summary of the material processed and the type of classification, i.e.. 

Bank Robbery, Special Inquiry, etc. (Do not include the actual file number or caption 
of the investigation.) 

6) A statement on whether or not derogatory information was found in material 
processed and, if so, a brief description of the derogatory information. 

7) A characterization of the exemption(s) asserted, e.g., “unwarranted invasion of 
personal privacy” instead of “(b)(7)(C).” 

8) Language indicating that the release will be made once the EC is returned to the 
FOIPA Section. 

Approval Process for the EC : 

Prior to preparing an EC in final form, a rough draft is to be submitted to the PLS’s Team 
Captain, Unit Chief, the Public Information Officer and the FOIPA Section Chief for any 
revisions. 



F 0 I P A 


==p" MEMO 49 

MAN U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Historical Processing of FBI Documents under the FOIA 

Date: March 31, 1998 

The policy of the FOIPA Section for processing historical FBI cases under the FOIA is 
governed by the guidelines as set forth in 28 CFR 50.8 and the agreement with the National 
Archives and Records Administration ( NARA) dated 9/4/84, which authorizes the transfer of 
files to NARA for permanent retention. 

Any file in which the last serial is dated more than 50 years ago will be presumptively 
historical. It is noted that there will be cases which will qualify for historical processing well 
before the 50 years and approval for such processing will be given on a case-by-case basis by the 
Section Chief or the Public Information Officer. 

In processing historical files, as defined above, only the first clause of Exemption 
(b)(7)(D) will be implemented in order to protect the identity of sources of information, including 
institutional sources, and/or informants with either an implied or express promise of 
confidentiality, but only to the extent that the information would tend to identify those individuals 
and/or institutions. On rare occasions the second clause may be applied, however, where the 
information would not harm or identify the source, it should be released. 

Information will continue to be protected which is exempt from disclosure by another 
statute or which is properly classified. In addition, Exemption (b)(2) will only be asserted to 
protect permanent symbol source numbers and T-symbols in conjunction with (b)(7)(D). 

Exemption (b)(5) should not be used to protect the internal deliberative process. 
Likewise, it is difficult to imagine investigative techniques, unless classified, which continue to 
warrant protection today; therefore, assertions of Exemption (b)(7)(E) is unlikely. 

Requests for 50 year old documents concerning an individual for whom there is no 
evidence of death or notarized authorization will continue to receive third party live responses 
unless the individual would be more than 100 years old at the time of the request. Any individual 
known to be 100 years old or older will be presumed dead and should not be afforded any privacy 
protection under Exemptions (b)(6) or (b)(7)(C). 


The privacy rules for third parties mentioned in any high profile investigation being 
processed under historical guidelines will be determined on a case-by-case basis. The age of the 
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document/mformation being processed will be a critical factor in this decision as well as if the 
investigation received wide publicity, The decision to release names and information pertaining to 
third parties mentioned in the file should be discussed between the PLS and the Team Captain and 
must have the approval of the Section Chief. 
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MANUAL 

To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Hoover’s Official and Confidential Files (O & C Files) 

Date: March 31, 1998 


J. Edgar Hoover’s Official and Confidential (O&C^ley^^urrently preprocessed and 
have been the subject of litigation with FOIPA requester, The O&Cs consist of 164 
“folders” on various individuals and topics. There is also IHolde^nicn contains the numerical 
listing of these individuals and topics. 

The O&Cs are indexed to the central records system by use of file number 62- 
116606-1. This number corresponds to Hoover’s index boxes which contain hundreds of index 
cards and is maintained in the Special File Room (SFR) along with the 164 folders. 

When this file number appears on the search slip, it’s an indication that your subject is 
indexed to the O&Cs. At this point, send the search slip (the same one that came back from the 
1 90 Processing SubUnit with the 62 number listed) to the SFR with a notation that you need 
search results of 62-1 16606-1 to be listed on the attached search slip. SFR will conduct a search 
of 62-116606-1 and will write on the bottom of the search slip exactly what appears on the index 
card(s). Subsequently, the SFR will determine where your subject is located in the O&C files by 
using the information on the search slip and the numerical listing of the folders. Once located, 
the SFR will provide the pertinent folder(s) to the LT or PLS who will review the material to 
determine if it’s identifiable to the subject matter. If the LT or PLS determines the material to be 
identifiable, it will be necessary to obtain a copy of and review the preprocessed O&C material 
located in the FOEPA Reading Room. 

When determining fees to be assessed or when processing a case, it is important not to 
overlook 62-116606-1 because documents in the O&C file may be duplicate of regular Bureau 
file material or the O&C material may qualify as a main file or a main file equivalent. 
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MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: House Select Committee on Assassinations 

Date: March 31, 1998 


House Select Committee on Assassinations 
(HO File 62-1172901 

The FBI was previously in litigation with requester, Mark Allen, for all material provided 
to the House Select Committee on Assassinations (HSCA) concerning its investigation into the 
assassination of President Kennedy. The House of Representatives joined the litigation in an 
attempt to claim Congressional privilege for all of the material connected to the HSCA 
investigation. This included all correspondence between the FBI and HSCA, as well as internal 
FBI communications. The HSCA’s position was that these materials, as well as materials 
concerning its investigation of the assassination of Martin Luther King, are congressional 
documents and not agency records. (It is noted that the HSCA investigation of the assassination 
of Martin Luther King was not in litigation.) 

Questions concerning any material contained in Bufile 62-11 7290, or duplicate d ocuments 
which may be unrecorded in other Bureau files, should be directed P^ or 

to any disclosure of material. 


Processing of Material Pertaining to La Costa Nostra Figures 

In connection with the investigation of the HSCA, and the request of Mark Allen for 
information provided to the HSCA, voluminous material was released pertaining to La Costa 
Nostra (LCN) figures. 

Employ ees who are processin g; a file containing information concerning any LCN figure 
should contact determine if and/or obtain any material which may be in 

the public realm. 


FOIPA 
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M A N U A l 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Identification Records (Rap Sheets), NCIC and Interstate Identification 

Index (HI) Printouts 
Date: March 31, 1998 

Identification Records of First Party Individuals 

When processing a first party request, identification records (rap sheets), NCIC printouts 
and Interstate Identification Index (III) printouts located in FBI files pertaining to the requester 
should be released and the disclosure letter should include the following paragraph: 

“The enclosed documents from our Central Records System (CRS) files contain a copy of 
an identification record or “rap sheet.” We have released this rap sheet as it existed when it was 
placed in the CRS file; it may or may not reflect current information. If you want an up to date 
copy of the rap sheet, please comply with the instructions set forth on the enclosed copy of 
Attorney General Order 556-73. Fingerprint impressions are needed for comparison with records 
in the Criminal Justice Information Services (CJIS) Division to ensure that an individual’s 
identification record is not disseminated to an unauthorized person.” 

A copy of Attorney General Order 556-73 is attached. 

Identification Records of Third Party Individuals 

Please keep in mind that if the identification record, NCIC or III printout belongs strictly 
to a third party and it is not known if that person is deceased, it will be assumed he or she is 
living. In such cases, the identification record should automatically be withheld pursuant to 
Exemptions (b)(6) and/or (b)(7)(C). On the other hand, if the individual is deceased, it should be 
released in its entirety. 


NCIC Message Keys and ORI Numbers 

Identification records (rap sheets), NCIC and HI printouts may contain NCIC Message 
Keys and/or Originating Agency Identifier (ORI) numbers. These message keys and ORI 
numbers do not warrant protection pursuant to a FOIPA exemption. 


A Message Key is a two-or three-character designator which identifies the type of entry or 
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query sent. Although there are over 75 keys in present use, they will typically begin with the 
alpha characters "C" (Clear or Cancel), "E” (Enter), "M H (Modify), "0" (query), "X" (Clear), or 
"Z1 1 " (Test). Ail letters in a Message Key are capital letters, and they generally appear at die 
beginning of a message. They often follow the entry code "MKE/", although they also appear in 
other places, such as in a header line, separated from the ORI by a period. (Note: the MKE/ code 
may also be followed by a narrative description of a message key for responses from system 
records.) 

An ORI is a nine-character entry which identifies the agency entering the message, or 
another agency related to a previous NCIC message or event. ORIs begin with a two-letter 
state code, but may end in either a numeric or alphabetic character. They may or may not follow 
the entry code "ORI". They commonly appear in three places: 

1) the beginning of a record, representing the agency requesting a record; 

2) in the body of a record, representing the agency which entered the record; and 

3) in an III record, following identification of an arrest event, representing the arresting 

agency. 


Due to variances in state and federal system formats, the positions of message keys and 
ORIs may vary from record to record. In addition, anticipated changes in the NCIC system may 
create similar codes (An example is the proposed "CTI" identifier for courts issuing warrants.) 
The examples provided below are typical of how the codes may appear as discussed above: 


I.) 2L0102077MJM ,QH.DCFBIWA36.N/ 


2.) 7L0102077MJM 

DCFBIWA36 

THIS NCIC INTERST ATE IDENTIFICATIO N INDEX RESPONSE IS THE RESULT OF YOUR 
INQUIRY ON RAC/W DOE 


NAME 


FBI NO. 


INQUIRY DATE 
10/25/90 


FINGERPRINT CLASS 
PO PI CO PO PM 
PI PM 10 PI 13 

ALIAS NAMES 


IDENTIFICATION DATA UPDATED 10/16/90 
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THE CRIMINAL HISTORY RECORD IS MAINTAINED AND AVAILABLE FROM THE 

FOLLOWING: 



THE RECORD(S) CAN BE OBTAINED THROUGH THE INTERSTATE IDENTIFICATION INDEX 
BY USING THE APPROPRIATE NCIC TRANSACTION. 

END 


3) 0#ii2|Sl^||.NAM/BADGUY,JOHN T.DOB/OIOIOI 
DCFBIWA36 

NO NCIC WANT DOB/010101 NAM/B ADGU Y .JOHN T 



■•Order S56-735 
PART 16-PROOUCTION OR 
DISCLOSURE OF 
KATERIAL OR 
INFORMATION 

Subpart C -production of Ft! 
Identification Records in 
Response to Ur it ton 

bp Subject* Thereof 

By order doted September 24, 1973, 
the Attorney General of the United 
States directed that the Federal Bureau 
of Investigation, hereinafter referred 
to as the FBI, publish rules for the 
dissemination of arrest and conviction 
records to the subjects of such records 
upon request. This order resulted from 
a determination that 28 U.S.C. 534 does 
not prohibit the subjects of arrest and 
conviction records from having access 
to those records. In accordance with 
the Attorney General's order, the FBI 
will release to the subjects of 
identification records copies of such 
records upon submission of a written 
fewest, satisfactory proof of identity 
of the person whose identification 
record is requested and a processing 
fee of $18.00. 

Since the FBI Identification Division 
not the source of the datg appearing 
identification records, obtains 
.1 data thereon from fingerprint cards 
or related identification forms 
submitted to the FBI by local, state, 

end Federal agencies, the 

responsibility for authentication and 

correction of such data rests uxxi the 
contributing agencies. Therefore, the 
rules set forth for changing, 
correcting or updating such data 
require that the subject of an 
identification record make application 
to the original contributing agency in 
order to correct the deficiency 
complained of. 

The retevent provisions of the 
Acbiinistrative Procedure Act (5 U.S.C. 
5535 requiring notice of proposed rule 
making, opportunity for public 
participation and delay in effective 
date are inapplicable because the 
material contained herein relates to 
the interpretation of 28 U.S.C. 534 as 
allowing the granting of an exception 

to subjects of identification records 

and relief of prior adninistrative 

restrictions on dissemination of such 
records to them. Furthermore, it is 
deemed in the public interest that 
there be no delay in effective date of 
availability of identification records 
to the subjects thereof. 

By virtue of the order of the 
-Ttomey General, dated September 24, 
7 3, and pursuant to the authority 
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delegated to the Director, FBI try 28 
CFR O.SSCb), Part 16 of 28 CFR Chapter 
I, is amended by adding the following 
new Subpart C: 

S 16.30 Purpose and scope 

This stiapart contains the regulations 
of the Federal Bureau of Investigation, 
hereafter referred to as the FBI, 
concerning procedures to be followed 
■ben the subject of an identification 
record requests production thereof. It 
also contains the procedures for 
obtaining any change, correction or 
Updating of such record. 

i 16.31 Definition of 
identification record 

An FBI identification record, often 
referred to as a “rap sheet*, is a 
listing ot certain information taken 
from fingerprint cards submitted to end 
retained by the FBI in connection with 
arrests and, in some instances, 
includes information taken from 
fingerprint cards submitted in 
correction with Federal employment, 
naturalization, or military service. 

The identification record includes the 
name of the agency or institution which 
submitted the fingerprint card to the 
FBI. If the fingerprint card concerns 
a criminal offense, the identification 
record includes the date arrested or 
received, the arrest charge, end the 
disposition of the arrest if known to 
the FBI. All arrest data included in 
an identification record are obtained 
from fingerprint cards, disposition 
reports end other reports submitted by 
agencies having criminal justice 
responsibilities. Therefore, the FBI 
Identification Division is not the 
source of the arrest data reflected on 
an identification record. 

S 16.32 Procmobre to obtain an 
identification record 

The subject of an identification 
record say obtain a copy thereof by 
submitting a written request via the 
U.S. mails directly to aMEfc^ 
j^SKiB±iaBtjoa s ixiX X SX*BCMa sSfSt ^ 
i&bkwtXB ■e&ai'*r»t*xmrKMar 

prttrtjjytJhct yttm-nararTTrr 



accompanied by satisfactory proof of 
identity, which shall consist of name. 


date and place of birth and a set of 
rolled-inked fingerprint impressions 
placed upon fingerprint cards or forms 


eonmonly utilized for applicant or taw 
enforcement purposes by taw enforcement 
agencies. 


i 16.33 Fee for production of 
identification record 

Each written request for production 
of an identification record must be 
accompanied by a fee of S18.00 in the 
for* of a certified check or money 
order, payable to the Treasury of the 
United States. This fee is established 
pursuant to the provisions of 31 U.S.C. 

9701 and is based upon the clerical 
time beyond the first quarter hour to 
be spent in searching for, identifying, 
and reproducing each identification 
record requested as specified in 
I 16.10 of this part. Any request 
for waiver of the fee shall accompany 
the original request for the 
identification record and shall include 
a claim and proof of indigence. 

J 16.34 ProcwAjre to obtain change, 
correction or updating of 
identification records 

If, after reviewing his/her 
identification record, the subject 
thereof believes that it is incorrect 
or inconplete in any respect end wishes 
changes, corrections or updating of the 
alleged deficiency, he/she should make 
application directly to the agency 
which contributed the questioned 
information. The subject of a record 

may also direct his/her challenge as to 
the accuracy or completeness of any 
entry on his/her record to the 
Assistant Director of the FBI 
Identification Division, Washington, 

D.C. 20537*9700. The FBI will then 
forward the challenge to the agency 
which submitted the data requesting 
that agency to verify or correct the 
challenged entry. Upon the receipt of 
an official communication directly from 
the agency trfiich contributed the 
original information, the FBI 
Identification Division will make any 
changes necessary in accordance with 
the information supplied by that 
agency. 

* FBI 

CJIS Division 
Attn: SCU, Mod. D— 2 
1000 Custer Hollow Road 
Clarksburg, West Virginia 263 

Published in the Federal Register on 
11/28/73; a mended on 10/27/78, 

10/27/81, 8/8/83, 5/6/86. 5/17/91, and 
1/3/95. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Immigration and Naturalization Service (INS) 

Date: March 31, 1998 


INS Lookout and Stop Notices 
for NAILS And OASIS 

INS Lookout and Stop Notices regarding the National Automated Immigration Lookout 
System (NAILS) and the Operational Activities Specific Information System (OASIS) should be 
referred to INS before acknowledging the existence of this material to the requester. INS policy, 
in most instances, is to neither confirm nor deny the information to first and third party requesters. 


Referrals From INS Containing "Tentative Index Card” Documents 

Many referrals from the INS consist of only “TENTATIVE IDENT” index cards and the 
fingerprint classifications shown thereon which may or may not be identifiable with the subject of 
the request. Any such referrals sent to FBIHQ will be handled in RMU. 

In responding to the requester concerning these INS referrals, the following two 
paragraphs should be utilized: 

"This is in reference to your Freedom of Information-Privacy Acts (FOIPA) request sent 
to us from the Immigration and Naturalization Service (INS)." 

"The INS referred information originating with the FBI Criminal Justice Information 
Services (CJIS) Division (formerly known as the Identification Division) which may or may not be 
identifiable with the subject of your request. In order to access CJIS Division records responsive 
to your request, you will have to comply with the enclosed instructions set forth in Attorney 
General Order 556-73. Fingerprint impressions are needed for comparison with records in the 
CJIS Division to insure that an individual’s record is not disseminated to an unauthorized person." 

In closing the case, the FOIPA computer sheet should be closed by checking the 
"Miscellaneous" box (item number 9) from block 17 along with the date being closed, then the 
notation "Ident Pitch sent" should be written in block 15. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Informant Flies, Requests for 

Date: March 31, 1998 

Establishing an Informant 

L Background : 

An informant is defined as any person or entity who furnishes information to the FBI on a 
confidential basis. (MIOG Section 137-1). Although many informants are able to furnish 
information because they are criminals themselves or are directly involved with criminals, others, 
such as confidential sources, are not criminals or involved in criminal activities. Confidential 
sources are defined as those who provide information to the FBI on a regular basis as a result of 
legitimate employment or access to records, not as a result of association with persons of FBI 
investigative interest. [(MIOG Section 137-1.1(7)] Thus, an "informant" can be a hardened 
criminal, an honest office worker who happens to have access to relevant records, or a high-level 
official who would be appalled to learn he had been characterized as an "informant." The 
hardened criminal, of course, normally becomes an informant because he expects to benefit from 
the relationship, such as by receiving payment for information or a reduction of pending charges 
against him. The high-level official would likely offer his services out of a sense of duty and 
would probably refuse any payment for information provided. 

Informants should not be confused with Cooperative Witnesses. A Cooperative Witness 
is an individual who, on a continuing basis and under the direction of an agent, contributes 
substantial operational assistance to the resolution of a case through active participation in the 
investigation. Although that individual's relationship with the Government is concealed until 
testimony is required at trial, he is treated as a witness and not opened as an informant. (MIOG 
Section 137-1.2.) 

When a field agent recognizes that an individual has informant potential, he opens an 
informant file for the purpose of conducting a "suitability and pertinence inquiry." This inquiry, 
usually completed within 120 days, is intended to determine the suitability of the person as an 
informant and the pertinence of the information he is likely to provide. A.t the end of the inquiry, 
the field supervisor must make a written finding whether the individual should be converted to an 
operational informant. If the case is closed because the individual is not suitable for an informant, 
all information volunteered by the individual regarding his background and substantive matters 
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may be retained by the field office, however, current procedures require the field office to destroy 
all other information regarding the individual which was obtained without his consent. [MIOG 
Section 137-3.1 .3(2)] If the individual is certified as an operational informant, the field agent 
gives the informant a number of admonishments regarding his status and activities, which usually 
clearly indicates that the RBI considers the individual an informant. Confidential Sources are 
given only a few admonishments which may not clearly indicate their status. 

Only a small portion of the considerable paperwork which is generated in the field will be 
included in the FBIHQ informant file. In general, the FBIHQ file will contain only records of an 
administrative nature: the opening communication, the communication which converts the 
individual's status to that of a certified operational informant, requests from the field for funds to 
operate the informant, and communications concerning problems with the informant such as 
unauthorized criminal activity. The field office file, on the other hand, contains not only the ’ 
administrative information, but also detailed substantive information received from the informant 
pertaining to crimes. This substantive information, generally contained in an FD-306 or FD-209, 
may be summarized in a communication to FBIHQ requesting funds to pay the informant, so at 
Idast some substantive information will be found in the FBIHQ file. 

In order to avoid security problems inherent in the transmittal of informant files between 
offices, an informant file is generally processed for FOIA purposes by the office where it is 
located: field office files are processed by the field and FBIHQ files are processed by FBIHQ. 
This procedure can be changed only in exceptional cases and with the approval of the Section 
Chief. The classifications which should be processed as informant type files are: 134, 137, 170 
(obsolete) and 270. The PLS should be alert for any informant information in the main 
investigative file which is also contained and being protected in the main informant file. 


Processing Guidelines for Informant Files 

Given the background circumstances, the processing guidelines which follow are meant to 
accomplish the following ends: 1) to protect the safety of informants who have submitted 
FOIPA requests under duress or who do not appreciate the dangers inherent in their requests; 2) 
to protect the viability of the informant program; 3) to protect the privacy of third parties named 
in informant files; 4) to protect ongoing investigations; 5) to protect the techniques involved in 
developing, operating, and evaluating informants; and 6) to avoid alienating confidential sources. 
The guidelines are not rules which must be followed even when the facts of an exceptional case 
require a different approach: they are some functional frameworks in which most informant file 
requests can be handled with the aforementioned goals in mind. Unusual cases should be referred 
to a FOIPA Section Supervisor and/or the substantive Division for advice. 
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IL First Party Requests : 

A) Requester’s Incarcerated :^ 

If the requester is incarceratedjj 

^ the requester 

specifically mentioned his informant file in the request letter, the procedures in paragraph (C) 
should be followed after discussion with the Team Captain and/or Unit Chief. 

B) Requester is Not Aware of "Informant 11 Status : 

If the requester is not incarcerated and is u naware of his status as an informant or of the 
existence of his informant fi le,! 

1 In essence, the requester should be treated as a Cooperative Witness: 
rmrormation he famished should be processed using the pertinent exemptions [i.e., exemptions 
(b)(2), (b)(7)(A), (b)(7)(C), and (b)(7)(E)] except for exemption (b)(7)(D). Determining that a 
requester is unaware of his status as an informant is a matter of judgment. Some factors which 
may lead to such a conclusion are the following: 1) the requester was never certified as an 
operational informant; 2) the requester never furnished any information of value; 3) the requester 
was never paid, or never signed anything as an informant; 4) the informant file contains only a 
few serials; and 5) the requester’s letter does not specifically indicate a desire for his informant 
status, his informant file or the confidential information he provided to the FBI. 

C) Requester is Aware of “Informant” Status : 


If the requester is not incarcerated and is aware of his status as an informant or the 


existence of his informant file, the field office which operated the informant should be notified of 



The outgoing FOIPA Section’s electronic communication to the field should advise the 
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Informant Unit. 

D) Informant Status Officially Confirmed - 

If the requester is not incarcerated, is aware of bis informant status/file, and he advises 
the request was submitted voluntarily, then a determination must be made as to whether the 
requester's informant status has been officially confirmed such as through testimony in open court 
or an official media release. When there has been no such official confirmation, the full range of 
applicable exemptions, to include exemption (b)(7)(D), can be used to avoid confirming the 
informant's status by the release. When there has been official confirmation through testimony or 
an official media release, the information which was publicly disclosed and which can be identified 
as such in FBI records is subject to release; the remaining information should be processed using 
the full range of relevant exemptions. 

HI. Third Party Requests : 

If information about or from an informant is requested by a third party, the Case Agent 
handling the informant should be advised at once. 

After first considering the (c)(2) exclusion, all of the potentially applicable FOIA 
exemptions should be considered. If an informant has been officially disclosed, only information 
concerning his identity as an informant and information about others which has been previously 
disclosed will be provided to the requester. 

IV. The Exemptions : 

In addition to the manner in which the FOIA exemptions are normally used, the following 
applications should be considered for informant files: 

Exemption (b)(2) may be used to protect informant symbol numbers, informant code 
names, and the designation "informant" or its equivalent in a file. This exemption would be most 
useful in those situations where the requester was not yet aware that he was being considered to 
become an informant or when his informant status has not been officially confirmed. 

Exemption (W7Y A) may be used if disclosure would reveal the direction of, or otherwise 
interfere with, a pending investigation. This may occur, for instance, when a report of an 
informant interview includes only some of the information furnished by the informant. The 
selective inclusion of information in the report may reveal the focus or direction of an 
investigation. Since even a thorough review of a file may not indicate whether disclosure could 
reasonably be expected to interfere with an investigation, it is recommended that the PLS discuss 
the matter with the case agent for the informant or investigation in question. 
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Exemption (b)(7)(C) may be used to protect the privacy rights of third parties mentioned 
in an informant file. Although one factor weighing in favor of disclosure is the public interest in 
ensuring that information is recorded properly in government files, the other side of the balance, 
at least where the informant receives some form of consideration or payment for the information, 
will include the notion that the proprietary right to that information has passed from the informant 
to the government. That factor, when combined with the traditional privacy concerns inherent in 
such information, will usually outweigh the factors favoring disclosure, especially in light of the 
Supreme Court decision in Reporters Committee for Freedom of the Press v. Department of 
Justice. 


As mentioned in Section II part D of this memo, the first clause of exemption fbY7)(D) 
should be used when the requester's informant status has not been officially confirmed. Thus, we 
would withhold any information which could reasonably be expected to disclose that the requester 
had been an informant. When the requester's informant status has been officially confirmed, 
exemption (b)(7)(D) can be used to withhold any information which could reasonably be expected 
to disclose that the requester had been an informant on matters which were not disclosed in the 
"official confirmation." Exemption (b)(7)(D) would also apply to information which had been 
provided by others on a confidential basis such as information provided by a local police 
department concerning the informant's criminal activities. It should be noted, however, that much 
of the substantive information provided by the requester will be withheld under exemption 
(b)(7)(C). 




Exemption (b)(7)(E) may be used to protect FBI techniques involved in developing, 
operating, and evaluating informants which are not well known to the public. 

Exemption (b)(7)(F) may be used to protect the physical safety of any individual, including 
the informant/requester. 

In a parti cularl y sensitive case, additional measures 

sould be considered. Such action should only be taken 

after careiul consideration and only with the approval of the Unit Chief and/or Section Chief 
personnel. 





Fina lly, th e Crimin al Informant (Ext^HPRoomfU^Witness Security Programs Unit 
(Hxt'flB ^°omMPhould be consulted prior to disclosing any information concerning an 
informant. 
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an extremely vital and 

sensitive program the existence of which is protectable under Exemptions (b)(l.) and (b)(7)(E). 
The program is further characterized in the following excerpt from a R. M. Bryant Memorandum 
to Mr. Baugh dated 3/28/94;, 


yrc. 


“As the lead agency for counte rterrorism within the U.S., the FB I has developed and 
implemented reduce the 

violencelHHHHMBBHHV^e objective 
proactive FBI project (as^Sme^vExeaitiveOrde r 12656. sinned by former Presi dent Reagan 
1/18/88) is to 

necessary, and by doing so, to facilitate the protection of the tbS^nfiastra^^ 




“It is important to note that although individual assets can be advised of their designation, 
the comprehensive list cannot be di ssemina ted in its en tirety outside the FBI This restriction is 
based on the security classification^ 





A’jL ur^OItMATION CGNT. 
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“If you have any further questions, do not hesitate to contact the Counterterrorism 
Section, Counterterrorism Planning Unit, National Security Division, at extensionBBB”' 
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To: Ail FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Institutional Sources and Information Provided by Them 

Date: March 31, 1998 

On May 24, 1993, the Supreme Court issued a ruling in the civil litigation of DOJ vs. 
Landano that had a significant impact in regard to the protection of confidential law enforcement 
sources under exemption (b)(7)(D). The Supreme Court’s decision basically stated that a 
confidential relationship cannot be inferred with every individual or institution contacted by the 
FBI during the course of a criminal investigation. As such, one difficult area that was affected in 
the Landano ruling was the protection of institutional sources, i.e., commercial and financial 
institutions, especially where the information provided by such a source is of a "routine" nature. 

However, there are certain circumstances in which we may be able to demonstrate 
implied confidentiality where the focus is on the nature of the information provided, and the 
proposition that, where an institution provides information that the subject would not want given 
out, it may be concluded that the institution was doing so with a tacit understanding of 
confidentiality. 

The approach in this regard would be to infer that an institution providing information to a 
federal law enforcement agency is acting with implied assurances of confidentiality whenever it is 
providing information that it would not normally make available to the public. The FBI may be 
able to support such an approach if it can demonstrate that particular sources or categories of 
sources are known to have policies restricting the public dissemination of the type of information 
in question. In this respect, the courts may take a narrower view of implied confidentiality in this 
context, and may be willing to find implied confidentiality only where the information provided is 
of a sensitive nature. Examples of communications where we may able to characterize as 
"confidential" under this theory include the following: 

1 . Institutions providing financial information about the subjects of investigations, other 
persons suspected of involvement in criminal activities, or criminal organizations or their 
members. 

2. Institutions providing information about the activities of suspects or members of criminal 
organizations, e.g., specific telephone calls made by them. 

3. Institutions providing derogatory information, or intimate or embarrassing personal 
information about any person. 
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4. Institutions providing assessments about the character or work of employees, if the 
information concerns a criminal suspect or is derogatory. 

In other circumstances, involving less sensitive types of information, a theory of implied 
confidentiality will be more difficult to justify in the absence of some indication that the source 
treated the information as confidential. Examples of such information include the following: 

1 . Information concerning vehicle registration or ownership from motor vehicle 
departments. 

2. Information about the fact that utility services were provided at particular locations and 
dates. 

3 . Routine information from state or local prison officials, such as release dates, etc. 

4. Routine information provided by employers about starting and ending dates of 
employment, salaries, etc. 

5. . Contacts in which no information was provided or, on the other hand, where 
innocuous/unimportant information was provided. 

6. Routine law enforcement record checks or credit checks. 

In all of the above examples, it should be kept in mind that the identities of persons contacted at 
such organizations and supplying the information to the FBI should be protected under 
Exemption (b)(7)(C), unless such persons are known to be deceased. In the same respect, should 
the information itself pertain to a third party individual, the name(s) and any identifiers concerning 
the individual(s) should likewise be protected pursuant to Exemption (b)(7)(C). 

In applying the standards of the Landano ruling, it should be kept in mind that this only 
affects the application of implied confidentiality. Wherein a confidential relationship does exist 
by virtue of an "expressed" or "specific" request of confidentiality, exemption (b)(7)(D) will be 
applied to protect the identity of the source, as well as, the information provided by the source. 
However, if the information would not tend to identify the source, it may be released as addressed 
in Attorney General Janet Reno’s policy of discretionaiy disclosure of October 1993. 

The following institutional sources have requested confidentiality as indicated: 

1 ) 

fcflP - 
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b~iP 


biD 




jsed if an investigation is not related to a violation agamst^HHI^ 1° addition, 

l policy requires that the customer whose reco rds are being sought must be advised of 

the issuance of the subpoena unless the subpoena directs VBMjfeto refrain from notifying the 
customer. 



Therefore, information from ^B^HVshould be considerec^^iaving been furnished 
under a promise ofconfidgitiality if the document containing the^m^information does not 
mention whethenjjjjjjp notified its customer. Assume it did not and protect the information 
^mderexemption (b)(7)(D) pursuant to an “express” grant of confidentiality. Howevei^f 

_ fadvises the customer that it has furnished information to the FBI HHHPhould be 
considered to have waived its confidentiality rights and the information may b^release^n first 
party requests. Privacy issues may be warranted and the appropriate exemptions asserted when 
the information pertains to third party individuals. 





criminal ancfcivil matters for 
asserted to protect 


[Checks 

iaison for Federal Customers has requested confidentiality in 
iture an d past information. Exemption (b)(7)(D) should be 
md the information provided. 
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Subject: Interesting Case (I.C.) Memoranda Located In FBI Files 
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I.C.s were originally created by the public relations staff for the media and the public. 
These narratives consist of approximately 2-12 pages, span the years 1932-1972 and can be 
identified by the letters “I.C. file No. ...” located at the top left comer of the document. As all 
I.C.s have been publicly disclosed, they can be released in their entirety without redactions. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Internal Revenue Service (IRS) 

Date: March 3 1,1998 


Social Security Account Numhers 

When referring documents or information to the IRS, it has been requested that, when 
known, the Social Security Account Number (SSAN) of the FOIPA requester also be furnished. 
Generally, the SSAN is provided on the initial FOIPA request letter of first party requesters, 
however, extensive file reviews should not be conducted to ascertain the number. The SSAN 
assists IRS in locating the original copies of the records referred by the FBI. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Interview Notes; Special Agent 

Date: March 3 1,1998 


Special Agents are required to retain the handwritten notes they make during or 
after any interview if they anticipate the results will become the subject of testimony. These 
notes are usually identified as the “1 A” portion of an FBI field office file. 

Exercise care in processing the handwritten interview notes. Compare the typed FD- 
302 interview notes, normally located in a main section of the investigative file, with the 
handwritten notes to ensure that all applicable exemptions have been asserted and that the 
same information has been protected in a consistent manner. Remain alert for additional 
information contained in the handwritten interview notes, such as the Agent’s idea of areas to be 
explored while questioning the interviewee, leads sent out, or information provided by the 
interviewee which does not appear in the typed FD-302 and process this information 
accordingly. 



P A 


M A N U A L 


MEMO 60 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Investigations Conducted by the FBI 

Date: March 31, 1998 


Compromising the Investigation of an Organization 
Through Disclosure of a Member’s File 

The purpose of this memorandum is to emphasize the importance of considering the full 
range of FOIA exemptions when processing material from organizational files of a security 
nature. For example, the FBI investigates organizations such as various mafia groups around the 
country and in the past, the FBI investigated various communist groups fronting as legitimate 
organizations. Pursuant to Attorney General guidelines, the number of domestic security 
investigations conducted on organizations have been reduced. 

It is imperative that we process material from organizational files in a manner which will 
adequately protect the Bureau’s penetration and the scope of the coverage. A situation which 
merits particular attention is a request from a member of an organization, “front.” or other group 
for his or her individual file. The individual’s file mav be closed, while the investigation of the 
organization may be continuing and quite sensitive . Documents concerning the investigation of 
the organization may have been channelized into the individual member’s file. This 
“channelization” of documents from an organizational file to an individual member’s file was 
created so that FBI investigators could have all current investigative information concerning an 
investigative subject. The indication that a document has been channelized is generally 
determined by an analysis of the copy count area on the document. The copy count will indicate 
the subject name and file number of all investigative files in which a copy of the organizational 
document was to be placed. 

In processing these types of investigative files, it is important to consider the useofthie 
(c)(1) exclusion or the (b)(7)(A) exemption if the investigation 6f thforgariization is jfendmg: 
In processing closed investigations, all applicable FOIPA exemptions should be considered. 


In order to ensure that organizational investigations are not compromised and that they 
are adequately protected, a PLS should call the last section of an organization’s file to determine 
whether the organization continues to be of investigative interest to the FBI. Consideration 
should also be given to consulting with the substantive Division if any doubt exists as to the 
status of the case. These same procedures should be used in FCI organizational files. In certain 
instances it might also be appropriate to follow these procedures in closed organization files 


all inforka T r 

HSREUj - 

DAT. 
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where a relationship might exist between the organization which was the subject of the closed 
case and another organization presently under investigation. 


Investigations in Foreign Countries 

The presence of an FBI Legat in a foreign country is at the pleasure of the host 
government. Any disclosure indicating that an investigation was conducted in a foreign country, 
by or on behalf of the FBI, may jeopardize the continued operation of our Legat in that country. 

In processing FBI files, the PLS will ordinarily find documents reporting information 
from foreign agencies or authorities, however, the PLS may encounter documents which report 
FBI investigative activities in foreign countries The latter type information is often classified 
and in such situations, Exemption (b)(1) should be cited to protect the information. Therefore, 
disclosure PLSs should be certain that information of this type is reviewed by the Document 
Classification Unit, keeping in mind this situation may also exist in non-security investigations. 

If the information does not warrant classification, the PLS should consult the Foreign 
Government Information Classification Guide (G-I) 1 to determine whether or not the foreign 
agency requests its information be protected and whether or not the foreign agency wants its 
relationship with the FBI made public. Some foreign agencies or authorities request that their 
information be protected; however, they do not object to their relationship with the FBI being 
made public. In those situations, the PLS would protect the foreign agency information pursuant 
to Exemption (b)(7)(D), but would release the identity of the foreign agency. Other foreign 
agencies request that both the information and their identity remain protected, and thus, all 
information would be redacted pursuant to (b)(7)(D). 

. ■ » 

Documents which often report foreign agency or authority information usually originate 
from an FBI Legat. It is important to note that even the “From” line in a Legat-authored 
communication can be sensitive information because it specifically identifies the host country 
and when combined with the details of the communication, reveals the fact that the host country 
has furnished information to the FBI. Situations do arise wherein the “From” line of a Legat 
communication is properly classified “Secret,” which is possible even in criminal cases. If the 
document has been classified “Secret” in its entirety that classification covers the “From” line. If 
the document is not classified in its entirety the “From” line is not classified unless there is a 
classification marking opposite that line. In all cases where the document is not classified in its 
entirety and there is no classification marking by the “From” line, the same procedures should be 
followed as above in utilizing the G-l guide. If there are any questions concerning the 


’The G-l Guide provides instructions on the classification of national security 
information pertaining to foreign government information. 
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classification of the “From” line, the PLS should contact the DCU PLS who reviewed the 
document for classification even if the case is of a criminal nature. 

If the PLS has any questions concerning the application of exemptions to Legat/foreign 
government information and/or the Legat’s activities in a foreign country, the matter should be 
discussed with the Team Captain and/or Unit Chief. If a disclosure is still contemplated after 
that point, the matter should be discussed with personnel from the International Relations Unit. 

Multiple Subject Investigations 

If the Team Captain and/or PLS determines that the requester is carried in a multiple 
subject investigation, it may be appropriate to check the other names with RTSS to determine if 
the file has been previously processed for another requester. It is recognized that privacy 
interests will dictate how much information will be provided other requesters; however, the 
possible use of Exemptions (b)(6) and/or (b)(7)(C) may depend on whether the information was 
withheld or disclosed in a prior release. 

Since these multiple subject cases vary in their makeup, a hard and fast rule that other 
subjects’ names should be checked for prior processing in every instance is not necessary. 
However, the advantages of uniformity in processing and the time saving factors should be 
carefully considered, resolving any doubts in favor of checking the indices. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Iran-Contra / Front Door Material 

Date: March 3 1,1998 


Iran-Contra Investigation: Front Door Files 

FRONT DOOR is the code word for the investigation conducted by the Office of 
Independent Counsel (OIC) relating to the Iran-Contra. Information pertaining to the Iran- 
Contra is filed in FBIHQ files 58-11887 and HQ 211-26. 

If either of the above file numbers appear on a search slip, DO NOT call the files and 
DO NOT PROCESS the files. The Special File Room (SFR) controlled access to HQ 58- 
1 1 887, but the SFR has released HQ 2 1 1 -26 for review. If you should receive either of the 
above files, contact PLS^BBmimmediately. 

The Office of the Independent Counsel on Iran-Contra has been disbanded and all of their 
material has been transferred to National Archives pursuant to Title 28, U.S.C., Section 594(k). 
Material indexed into 58-11887 or 21 1-26 will no longer be reviewed or processed by FBI PLSs 
and, where appropriate, the following paragraphs should be uyed for response to requesters: 

A ) First Party Request Which Results in Cross-references 

"A search of the indices to our Central Records System files at FBI Headquarters 
revealed material that may or may not be identical to you in files concerning the sale of arms to 
Iran and the possible diversion of proceeds from those sales to Nicaraguan “Contras.” This 
material is located at the Office of National Archives. If you have further interest in “Iran- 
Contra” related material, you may wish to correspond directly with the Office of National 
Archives.” 


B.) Request for the Entire Investigation 

“Reference is made to your request for material relating to the “Iran-Contra” 
investigation which concerns the sale of arms to Iran and the possible diversion of proceeds from 
those sales to Nicaraguan “Contras.” This material is located at the Office of National Archives. 
If you have further interest in ‘Iran-Contra” related material, you may wish to correspond 
directly with the National Archives.” 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Laboratory Notes 

Date: March 31, 1998 



The Scientific Analysis Section, Laboratory Division, has advised that it has no objection 
to the release of Laboratory notes and reports in Bureau cases. However, if such notes from this 
Section, or any other Section within the Laboratory Division for that matter, contain unique 
Laboratory exams or possibly unknown techniques, a Laboratory examiner should be consulted, 
preferably the examiner who made the notes, before such releases are made. If the original 
examiner is not available, the particular Unit Chief should be contacted for any questions or to 
review the proposed release of laboratory material. 

In cases where the Laboratory examination was done at the request of a local or state 
police agency involving a matter over which they have exclusive jurisdiction, the Landano 
standard of processing must be applied if a specific request for confidentiality for the material 
was not indicated. On rare occasions, it may be necessary to contact the law enforcement agency 
for assistance or for further information to complete the analysis and processing of the case. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Legal Attache 

Date: March 31, 1998 

Search Procedures for Legal Attache (Lepafl Files 

When a request is made for a search to be conducted of the Legat files, the LT or PLS 
s hould complete and submit a search slip to the Special File Room, RoomflflPto the attention beL 
Indicate on the search slip that the scope of the search is for the "Automated" 

Data Base only, unless the FOIPA request letter specifically asks for the "Manual" indices to be 
searched or if the information being requested would in itself only be found in the manual index. 

Also, indicate that the type of search requested is "Legat Indices," specifying which Legat is to 
be searched (See sample attached). If an initial FOIPA request is received in RMU for a specific 
Legat, the search should be completed and the copies of the file(s) obtained prior to assignment 

of the request to a Disclosure Unit. 


Storage of and Obtaining Legat Files 

On May 23, 1984, the Legat Micrographics Program was initiated to enhance security 
because of the potential hazardous environment of an overseas post and to relieve overcrowded 
file storage conditions in the Legats. 

When an investigation has been closed in the Legat for 90 days, the raw file is sent to 
FBIHQ to be stored or placed on microfiche. A copy of the microfic he is fu rnished to t he Le gat 
and a copy is maintained at FBIHQ in the Micrographics Unit, Room^BBBL extension^B^ 
The 1 A and Bulky Exhibits are not microfiched, only the covers to this material. If copies of the 
1 A or Bulky enclosures are needed, they can be retrieved from either Pickett Street or Boyers, 
Pennsylvania. If a copy of the file will suffice, the Microfiche can be duplicated and sent to the 
LT or PLS. If the raw material is needed, it will be retrieved by the Micrographics Unit and 

forwarded to the LT or PLS. 

Legat ELSIJR Requests 

If a request has been made for a search of a specific Legat ’s ELSUR indices, the 
requester should be advised there are no ELSUR indices in the Leg rats The FBI has no 
authority to conduct ELSUR in foreign countries, therefore an ELSUR indices is not maintained. 
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To: AM FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Mail Covers 

Date: March 31, 1998 


Mail covers are placed with the Postal Service and entail the Postal Service watching for 
and recording the addressee and addresser of all mail written to a particular individual or 
organization. The existence of a mail cover is not generally protected under Exemption 
(b)(7)(E); however. National Security mail covers are often classified and governed by 
Exemption (b)(1) law. 

At times, unique circumstances may exist where information pertaining to a mail cover 
may need to be protected, such as when the mechanics/details of the mail cover (which are not 
generally known to the public) are set forth in an FBI record. Should it surface, the PLS may be 
able to protect those aspects of the mail cover under Exemption (b)(7)(E). In other instances in 
which mail covers were utilized, the assertion of Exemption (b)(7)(E) should be considered for 
cases recently closed by administrative means and did not reach a prosecutive status. If the case 
has the possibility of being reopened or a “spin-off’ case was involved, the release of the fact a 
mail cover was utilized could be a detriment to the reopening of the investigation or any related 
pending investigations. Contact with the field office Case Agent is recommended in these 
situations in order to determine if there is a "foreseeable harm" in disclosure of the information. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Manuals, FBI 

Date: March 31, 1998 

The following FBI manuals have been, processed and are available for release: 

• Manual of Administrative Operations and Procedures (MAOP) 

• Manual of Investigative Operations and Guidelines (MIOG) 

• Foreign Counterintelligence Manual (FCEM) 

• National Crime Information Center (NCIC) Manual 

• Legal Handbook for Special Agents 

Inasmuch as these manuals are available for review in the FOIPA Reading Room and 
they undergo perio dic changes, informa tion bei ng considered for release should be coordinated 
with Team Captain<flHHHHHR)r PLS^HHHH^^Unit 3, prior to any disclosure. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: National Center for the Analysis of Violent Crime (NCAVC) 

Date: March 31, 199S 


"252" Files and Other Bureau Classifications 


The National Center for the Analysis of Violent Crime (NCAVC) is managed under the 
auspices of the Critical Incident Response Group fCIRGl . a field office entity located at the 
FBI Academy in Quantico, Virginia. Previously, the NCAVC has encompassed several 
programs and units to include: 

1 . The Violent Criminal Apprehension Program (VICAP) and the Criminal 

Investigative Analysis Program (CIAP), both of which have been administered 
by the Profiling and Behavioral Assessment Unit (PBAU). 


2. The Missing and Exploited Children Task Force (MECTF) which has been 
administered by the Child Abduction and Serial Killer Unit (CASKU). 


The CIRG consolidated PBAU and CASKU resources under the single descriptor, the 
^iuiuuiii ve nter for the Analysis of Violent Crime . VICAP has become its own unit, but sis o 


functions under the NCAVC umbrella. 


All NCAVC components are designed to provide assistance to federal, state and local 
law enforcement agencies in the detection and apprehension of violent criminal offenders, 
including those persons commonly referred to as “serial murderers.” 


The material compiled at the request of federal (non-FBI), state and local law 
enforcement agencies is maintained in the 252 classification. The NCAVC also provides 
assistance to FBI field divisions during the course of FBI criminal investigations such as * 
kidnaping, extortion, crime on government reservation, etc. In these instances the NCAVC 
material will be found in the FBI investigative file classification. 


The subject’s name, if known, as well as that of the victim(s), is indexed in the general 
indices at FBIHQ. These records will appear in the indices and/or on the search slip as Universal 
Case files (i.e., 252-IR-12345) or the pre-Universal Case file numbering system (i.e., 252-2345). 
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Since April 1992, all opened and closed HQ 252 classifications have been manually 
maintained at Quantico as a part of the NCAVC record system (JUSTICE/FBI 015). The HQ 
252 files generated prior to 1992 are maintained at Picket Street or Quantico. You should also 
be aware that NCAVC/VICAP manually maintains their equivalent 252 file classification and 
other file classifications concerning violent crimes investigated by the FBI (such as kidnaping, 
extortion or crime on government reservation) at Quantico. 

The NCAVC is maintaining a control file, 190-IR-C-2246, for FOIPA requests involving 
252 files and the other classifications, as described above. If an FOIPA search reveals that a 252 
file or other classifications exists, the LT or PLS should: 

VA !• 


2 


3. 


Data concerning violent crimes is also stored in an automated data base maintained by 
the NCAVC in a separate FBI record system which is part of the NCAVC (JUSTICE/FBI-015). 
This data base contains information which is used in the overall VICAP Program. 
NCAVC/VTCAP analyses the information in this data base to identify any common threads 
which might run through the various cases. 

Components of the NCAVC/VICAP data base should not be searched unless the 
requester specifically asks that it be searched or includes information in his request letter which 
indicates it should be searched. 

The information in the NCAVC/VICAP data base and the 252 VICAP files is exempt 
from access under the Privacy Act pursuant to exemption (j)(2). When processed under the 
Freedom of Information Act, the appropriate Exemption 7 provisions should be utilized in 
addition to any other applicable FOIA exemptions. In addition, contact and coordination should 
be made with NCAVC/VICAP when processing these cases. 

Because of the sensitive nature of the techniques used by all NCAVC components in 
their development of unknown offender profiles, investigative recommendations, interviews and 
interrogation techniques, prosecutive and trial strategies, threat assessments, overall crime 
analysis, search warrant affidavits and expert testimony, the NCAVC should be consulted. Upon 
completion of the processing of the 252 file or other classification, the PLS should: 


Contact the Rotor Clerk for the NCAVC at ■■■■lor 540-720 J 
in order to obtain the file(s) for duplication and processing. 


EC or FAX a copy of the FOIPA request l etter t o the attention of the 
NCAVC/VICAP Unit Chief at (540)-720-®#and the CIRG, Chief Division 
Counsel at (703)-64(>4Hfc 


Provide NCAVC with the requester’s 190 file number and the FOIPA 
computer number. 
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1 . Provide NCAVC with a black-out copy of the proposed release for their 
review prior to disclosing any material to the requester. 

2. Provide NCAVC with a copy of the final disclosure or denial letter. If the 

case is being closed administratively, notify NCAVC of this action and the reason 
for closing the case. 

If the FBI receives an administrative appeal concerning the material from a 252 file and 
the DOJ/OIP attorney affirms the appeal, there is no need to advise NCAVC. If however, the 
DOJ attorney suggests an amended release, consult with the NCAVC before agreeing to the 
release of additional material. Then provide NCAVC with copies of: 

1 . The requester’ s appeal letter. 

2. The DOJ acknowledgment letter. 

3. The DOJ letter advising requester of a remand or an amended release. 

4. The FBI letter releasing the additional material. 

If the FBI receives an appeal concerning one of the other file classifications, as described 
above, containing NCAVC material and the DOJ attorney affirms the appeal or the DOJ attorney 
recommends release of material that does not include the NCAVC material, there is no need to 
advise NCAVC of the appeal. However, if the DOJ attorney recommends the release of 
information of interest to NCAVC, consult with NCAVC before agreeing to the release of the 
additional material. Provide NCAVC with copies of items 1 through 4 above. 

Be aware that much of the work done by NCAVC is for other federal (non- 
FBI), local and state law enforcement agencies, and there will be times when the FBI file is 
closed and the other federal, state or local investigation is still pending. The (b)(7)(A) 
exemption of the FOIA should be considered. 

When processing a VICAP report, the PLS will release the cover page. For the report 
itself, the PLS will need to review the report to determine the origin of the information in the 
report. If the material in the report was furnished by a state or local law enforcement agency, the 
PLS will deny the report in its entirety citing Exemption (b)(7)(D) and if applicable Exemption 
(b)(7)(C). If the material in the report was furnished by a federal (non-FBI) law enforcement 
agency, the PLS will consult with the contributing agency. 
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To: All FBI FOEPA Personnel 

From: J. Kevin O’Brien 

Subject: National Crime Information Center (NCIC) 

Date: March 31, 1998 

NCIC Entries For Missing Children 

The Missing Children Act, which was signed on 10/12/82, gives a parent, legal guardian, 
or next of kin of a missing child the legal right to inquire of the FBI whether data on the missing 
child has been entered in the NCIC Missing Person File. Such inquiries should not be processed 
under the Freedom of Information Act (FOIA) or Privacy Act (PA), but should be referred to the 
FBI field office which covers the locality involved. 

Requests to verify the missing child entry which are made by anyone other than a parent, 
legal guardian, or next of kin must be considered FOIA requests. In most cases, such requests 
should be denied under Exemption (b)(7)(C). 


NCIC Message Keys and Originating Agency Identifiers (ORIs) 

Identification records (rap sheets), NCIC and III printouts may contain NCIC Message 
Keys and/or Originating Agency Identifier (ORI) numbers. These message keys and ORI 
numbers do not warrant protection pursuant to a FOIPA exemption. 

A Message Key is a two-or three-character designator which identifies the type of entry 
or query sent. Although there are over 75 keys in present use, they will typically begin with the 
alpha characters "C" (Clear or Cancel), "E" (Enter), "M" (Modify), "0" (query), "X" (Clear), or 
"Z 1 1 " (Test). All letters in a Message Key are capital letters, and they generally appear at the 
beginning of a message. They often follow the entry code "MKE/", although they also appear in 
other places, such as in a header line, separated from the ORI by a period. (Note: the MKE/ code 
may also be followed by a narrative description of a message key for responses from system 
records. 

An ORI is a nine-character entry which identifies the agency entering the message, or 
another agency related to a previous NCIC message or event. ORIs begin with a two-letter 
state code, but may end in either a numeric or alphabetic character. They may or may not follow 
the entry code "ORI". They commonly appear in three places: 
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1) the beginning of a record, representing the agency requesting a record; 

2) in the body of a record, representing the agency which entered the record; and 

3) in an III record, following identification of an arrest event, representing the arresting 

agency. 


Due to variances in state and federal system formats, the positions of message keys and 
ORIs may vary from record to record. In addition, anticipated changes in the NCIC system may 
create similar codes. (An example is the proposed "CTI" identifier for courts issuing warrants.) 
The examples provided below are typical of how the codes may appear as discussed above: 


10 


2L0102077MJM .QH.DCFBIWA36.N/ 


20 


7L0102077MJM 

DCFBIWA36 


THIS NCIC INTER STATE I DENTIFICATION INDEX RESPONSE IS THE RESULT OF YOUR 
INQUIRY ON NAhl^HHHHMHa^SEXM RACAV DO! 


NAME 


FBI NO. 


INQUIRY DATE 
10/25/90 


SEX RACE BIRTH D ATE HEIGHT WEIGHT 

M W OMIft 5'H" 185 


EYES HAIR 
BRO BRO 


BIRTHPLACE 



FINGERPRINT CLASS 
PO PI CO PO PM 
PI PM 10 PI 13 


IDENTIFICATION DATA UPDATED 1 0/1 6/90 

THE CRIMINAL HISTORY RECORD IS MAINTAINED AND AVAILABLE FROM THE 
FOLLOWING: 


blp 

bid, 

I 


FBI 


THE RECORD(S) CAN BE OBTAINED THROUGH THE INTERSTATE IDENTIFICATION INDEX 
BY USING THE APPROPRIATE NCIC TRANSACTION. 

END 


3) 


QW.DCFBIWA36.NAM/BADGUY.JOHN T.DOB/010101 


FOEPA Numbered Memo 67 
Page 3 

National Crime Information Center (NCIC) 
DCFBIWA36 

NO NCIC WANT DOB/OIOIO 1 NAM/BADGUY.JOHN T 


Stop Index in NCIC 

The Bureau Stop Index Program was instituted in April, 1971. Essentially, it was a 
computerized file included in NCIC for intelligence purposes on individuals against whom 
warrants were not outstanding. NCIC queries by any NCIC user would result in a “No NCIC 
Want” response to that user, but would generate a special notice to the NCIC Control Room to 
notify the appropriate Field Office of the inquiry. The Program was discontinued in February, 
1974. 

NCIC has determined there can be no entry into NCIC except for categories of 
individuals or records published in the Federal Register pursuant to the Privacy Act. 
Consequently, language in FBI documents, especially form FD-305, such as “Stop Notice Placed 
with NCIC” or “Stop Notice Placed with the Bureau Stop Index” is not protectable under 
(b)(7)(E). 

Please take the foregoing into consideration when processing documents pertaining to 
NCIC Stop Notices. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: National Security Agency (NSA) 

Date: March 31, 1998 


NSA Referral Policy 


b3 


When any NSA originated document or information is located in an FBI file being 
reviewed for release under the FOIPA, no information will be released to the reque ster from that 
file or document until a referral is made to NSA and a res 



NSA will make reasonable efforts to respond to the referral within ten days (allow an 
additional ten days for mailing). Depending on the particular circumstances, NSA will advise 



involve voluminous referrals. 


extensions can be arranged with NSA in those rare cases that 


pSV 



Since special clearances are normally required to handle NSA documents, the following 
individuals who have the proper clearances will handle all NSA referrals: 


Unit 1 -i 
Unit 3 





If you locate an NSA document or NSA information in an FBI document while reviewing 
a file, refer the matter to the PLS listed above who is designated to handle NSA matters in your 
Unit. The designated PLS will review the document and instruct the PLS on how to handle the 
referral or, if the document contains information that is Sensitive Compartmented Information 
(SCI), he or she will handle the document. The NSA has requested that the FBI refer only one 
copy of the referred document(s). The designated PLS’s name will be on all referrals as the 
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person for NSA to contact. After the referral is initialed for approval, the designated PLS will 
hand carry the referral to the Special File Room and an FD-5Qla form will be attached to the 
referra l. The d esignated PLS will then hand carry the referral to the FBI’s NSA Liaison Agent in 
Room 


When the referral has been returned by NSA, the designated PLS will hand carry the 
referral from the Special File Room and will handle the processing of the NSA information if it 
is SCI. If, however, the information is Top Secret (TS) or lower and not SCI, the PLS to whom 
the case is assigned will handle the returned referral since all FBI employees have access to TS 
information. The returned referral in all instances must be presented to Document Classification 
Unit. (See FOIPA Section numbered memorandum “Classified Material, Handling and 
Transmittal of’ which provides instruction on handling TS/SCI information.) 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Personnel Files 

Date: March 31, 1998 

Personnel Files of Current and Former FBIHO Employees 

A) CURRENT EMPLOYEES 

Experience has shown that few deletions are made from personnel records and few 
employees ever request a copy of their complete file. For this reason, it is more expedient to 
permit the employee to review the raw file and to copy, process, and retain only those documents 
wherein information is being withheld. The procedures outlined below should, therefore, be 
followed by the PLS: 

(1) Obtain the Official Personnel File (OPF). Personnel files are requested through the 
Automated Case Support (ACS) system. Many of the personnel files have now been separated 
into a main 67, a Medical Section (Sub M) and a Security Section (Sub S). If a Sub M or Sub S 
file exists, it will be stamped with a notation on the outside jacket of the main 67 file. If a 
personnel file is needed by the PLS for more than a day, it must be secured overnight in a locked 
cabinet. 

(2) Review the entire file and identify those documents containing information to be 
withheld. 

(3) Duplicate only those documents which contain material that requires protection from 
disclosure and use the duplicate as a work copy to delete the material. A final disclosure copy 
(black-out copy) should then be made and temporarily inserted into the file in place of the 
original document. (If a large amount of duplication is to be done, complete the duplication 
form, place the file in a messenger envelope and forward it to the Duplication Center.) 

(4) Since an employee will normally be afforded the opportunity to review classified 
information contained in their personnel file, it is not necessary to have the file reviewed by 
DCU prior to review by the employee. If the employee wants a copy of a document containing 
classified or potentially classifiable information, only those documents that the employee wants 
copies of will be reviewed by DCU. The file should be submitted to DCU with the documents 
which warrant classification review noted on OPCA-1 8 form. The following are examples of 
information which may be found in personnel files and require DCU review: Special Agent, 
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Radio Maintenance Technician, and Special Employee files which may contain references or 
notations in the annual performance rating to security informants or the specific nature of FCI 
investigations handled by the employee; a synopsis of an FCI investigative matter handled by an 
employee as justification for a letter of commendation; in-service memos detailing the nature of 
FCI training; or material in the background investigation of the employee which may have been 
obtained from foreign police agencies. 

(5) Prepare an addendum to the FD-488 (Privacy Act Request Form) setting forth the 
following; the reason for any excisions, number of pages withheld in their entirety, if any; and a 
description of the last document/serial in the file as of the time of processing. Since a formal 
disclosure letter is normally not prepared in connection with these reviews/releases, it is 
recommended that the employee initial the addendum as evidence of his or her understanding of 
the deletions made. 

(6) The proposed disclosure must be reviewed by a Team Captain. 

(7) Contact the employee and make an appointment to review the file. If possible, 
provide an appropriate location where the review can be conducted other than the PLS’s work 
area. If the employee is not located at FBIHQ and is not in a position to review the material in 
the FOIPA Section, contact the Field Coordination Team to determine the appropriate procedure 
for the employee to review the file. 

(8) Have the employee sign the lower portion of the FD-488 acknowledging the 
employee was given appeal rights and the right to obtain copies of reviewed material. 

(9) Have copies made of any documents requested. A notation may be added to the 
addendum identifying documents requested by the employee. 

Requests by FOIPA Section employees for access to their own personnel files will be 
assigned for processing by the Section’s Front Office. 

In addition to the OPF, personnel/performance folders are maintained by the rating 
official on FBI employees. At the time the employee is provided with his or her performance 
rating, a request may be made by the employee for access to physically review this folder. 

Should the employee request copies of any material maintained in this folder, he or she should be 
advised that a FOIPA request must be submitted in order to obtain copies of the material. 

There may be particular circumstances which preclude the release of certain performance 
related information or documentation to the employee. These circumstances may include 
information or documentation which is relevant to a pending complaint, charge or internal 
investigation. 
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B) FORMER EMPLOYEES 

Former employees are generally treated as members of the public. They may not review 
their files in the FOIPA Section space or have access to classified information. When their files 
contain information which may require classification, the entire file should be sent to DCU for 
review. 


FOIPA personnel should remain alert for information located in personnel records which 
may require classification. This includes, but is not limited to, such items as: references to the 
SSG (Special Support Group); language training for certain vice training classes; various Bureau 
codes and systems data; some security clearance forms; and information concerning the duties 
or responsibilities of Radio Maintenance Technicians. 

C) MEDICAL RECORDS 

Employee medical records may be located in the following places: 1) the employee's 
personnel file; 2) the employee's medical folder, which is part of the personnel file 
but is maintained separately from it; and 3) the employee's clinical file, which is located in the 
Health Services Unit. 

Medical folders were first established for agents in 1986 and for support personnel in 
1988. Prior to the establishment of those folders, all medical records were filed in the 
employee's personnel file. Since the records in a personnel file were not removed and placed in 
a newly opened medical folder, an employee's medical record can be located in all three places 
mentioned above. Existence of a medical folder will be indicated by the stamp "Medical 
Records Filed Separately" on the personnel file. Medical folders are requested by calling the 
Personnel Records Unit (Ext. 4857). 

Clinical files, which were first established on 1/13/86, contain the original EOD physical 
examination report of a current employee hired after that date and various other records. After 
employment ends, the documents in the clinical file are placed in the medical folder. Clinical 
files should be requested by calling the Supervisory Occupational Health Nurse (SOHN). If 
records are obtained from the clinical file for processing, an FOIPA Section employee must 
annotate the FD-488 Privacy Act Request to show which records were retrieved and included in 
the processed package. 

If a release of medical records pursuant to a Privacy Act request might cause harm to the 
requester or another person, then those records should first be discussed with the SOHN. This 
can occur, for instance, when records are found concerning a psychiatric/emotional condition, or 
any other sensitive medical problem. If the decision is made that potential harm could occur if 
released directly to the requester, then the requester should be advised the material will be 
released pursuant to Title 5, U.S.C. §552a (f) (3). That is, the requester must provide the FOIPA 
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Section with the name and address of his or her personal physician and the records will be 
forwarded to the physician for release to the requester. The release of this type of information is 
done through the physician so the medical information can be clearly discussed and explained to 
the requester. 

D) SENDING PROCESSED MATERTAT, TO FIFE 

When a Privacy Act request involves processing of material from a 62 (Administrative 
Inquiry (AJ)}, 67, 263 or 280 file classification, the pages containing deletions should be 
forwarded to the Personnel Records Section for filing into the respective 62 (AI), 67, 263 or 280 
file along with the original FD-488 and/or OPCA-16 form (Disclosure letter). Please note those 
documents from the 67 Sub M and/or the Sub S which contain redactions are to be filed in the 67 
Sub M and/or Sub S, along with a copy of the FD-488 or the OPCA-16 form, and not in the main 
67 file. If processing also involves additional file classifications, then a 190 file should be 
opened and the processed documents from the other file classifications should be filed in the 190 
file along with a copy of the FD-488 and/or OPCA-16 form. The 190 file number should be 
recorded in the “Miscellaneous” block on the computer sheet. 


Personnel Type Records Maintained at the FBI Academy. 

Ouantico. Virginia 

Presently, there are two administrative units at the FBI Academy which maintain separate 
folders containing records identifiable with Special Agent (SA) personnel. The New Agents 
Unit maintains folders containing information compiled during New Agent’s training. The 
Personnel Assessment Unit maintains similar folders containing information on those SA 
Personnel who attend the Management Aptitude Program (MAP) training sessions at the 
Academy. 

In order to bring these records within the FBI Central Records System, a memorandum is 
inserted in each employee’s personnel file at Headquarters at the time they go through either the 
New Agents or the MAP training program. This procedure was implemented in approximately 
November 1981. 

As a result of discussion with the MAP Assessment Unit, FBI Academy, it was 
determined that much of the material maintained in the MAP folder is exempt from access 
pursuant to Exemption (k)(6) of the Privacy Act (PA) and (b)(2) of the Freedom of Information 
Act (FOIA), as disclosure would compromise the evaluation process. 

In order to facilitate the processing of MAP materials, and to eliminate the need for the 
unnecessary transfer of documents from the FBI Academy to the FOIPA Section, all requests for 
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MAP documents will be reviewed personally by the Unit Chief of the Personnel Assessment 
Unit. The Unit Chief will remove all MAP documents previously determined to be exempt from 
disclosure pursuant to Exemptions (kX 6 ) and (b)(2). Any remaining documents will be 
forwarded by routing slip to the FOIPA Section for processing, setting forth the number of pages 
withheld pursuant to Exemption (k)(6)/(b)(2). 

In the event the request for MAP documents reaches the litigation stage, the Unit Chief of 
the Personnel Assessment Unit will provide justification for withholding exempt material. 

Documents forwarded to the FOIPA Section for processing will include, but are not 
limited to, the cover page of the MAP report, biographical statements filled out by the MAP 
candidate, the assessor rating sheets, and the post MAP documents. 

The MAP report, which the MAP candidate reviews and initials upon completion of the 
assessment or shortly thereafter, is exempt pursuant to Exemptions (k)(6)/(b)(2). If the FOIPA 
requester desires a second review of this MAP report, they should be advised to contact the Unit 
Chief of the Personnel Assessment Unit at Quantico. 


CIA Name Checks in Suitabilitv/Applicant Type Files 

Forms used for CIA name checks in suitability applicant files do not have to be referred 
to CIA if the form indicates "No Record", "No information," or "No Trace." For further 
information concerning the handling of these forms if any other type of response was noted, see 
the FOIPA Numbered Memo 8 pertaining to CIA. 


Credit Bureau Reports Contained in Personnel Files 

PLSs will often encounter credit bureau reports in personnel files. These reports are 
often denoted as “confidential”; however, this designation does not mean the report is classified 
and per discussion with personnel of Credit Bureau Reports, Incorporated, it does not denote the 
manner in which the reports were furnished to the FBI. Therefore, it is the policy of the FBI’s 
FOIPA Section to release these credit bureau reports to first party requesters as well as third 
party requesters with proper notarized authorization to receive such information. 
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Psychological Services Provided to the FBI 


Doctors 





Doctors^HBPandflHHHB, who are no longer under contract with the FBI, 
previously provided psychological services to Bureau empl oyees as pa rt of the Bureau's 
psychological services program. As ofMarch 1998, on behalf of himself and 

his wife, (Social Worker), requested they be given the opportunity to retain 

confidentiality on a case-by-case basis. Therefore, Dr.4flHMH| requested that he or his 
wife continue to be notified if information provided by them is in a file being processed pursuant 
to the F OIPA. DrWBW WBP may be c ontacted at 

4HBat tele phone n umbei^MMBW^F Sinc e the curre nt work environment 

of i s not conducive to receiving telephone calls ; ^HHHHI advised the 

message c ould be left with him or a message could be left at their home telephone number®® 
flBHH and®B® would return the call. This notification should be done at the Team 
Captain level or higher. 


Thus, if information provided by the Doctors is located in any document being processed 
by FOIPA Section employees, the doctors should be notified. Unless advised to the contrary by 
them, the information should be protected by FOIPA exemptions (k)(5)/(b)(7)(D) in order to 
protect the confidentiality of both doctors. If the information cannot be protected for some 
reason such as prior public disclosures, the Doctors should be contacted and notified of that fact. 


Metropolitan Psychiatric Group 

Dr. flHHHBPMetropolitan Psychiatric Group (MPG), telephone 202-452-9080, is 
currently providing psychological services to FBI employees. Information provided by Dr. 
■MMl and/or any member of the MPG should be afforded protection for confidentiality 
purposes pursuant to FOEPA exemptions (k)(5)/(b)(7)(D). Also, should there be situations where 
a document being processed contains information provided by the MPG about a third party 
employee, not the requesting employee, the third party information should be protected in its 
entirety for privacy rights of the third party and the confidentiality of MPG pursuant to FOIPA 
exemptions (k)(5), (b)(7)(D), (b)(6), etc. 


Any questions concerning the FBI’s psychological services program or specific questions 
concerning particular cases should be directed to the Unit Chief of the Employment Assistance 
Program at extension 5244. 
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Access to Career Board Minutes 


In July 1989, a 67 control file was established to maintain all information pertaining to 
Career Board Minutes. This file contains agenda which outlines all of the positions considered 
on a listing, and each agenda item is addressed separately, setting forth the position considered, 
the person selected and why, and all persons whose qualifications were considered. Due to the 
sensitivity and personal n ature of the material, access to the Career Board Minutes is 
limited to PLS^IH0, Unit 1. 

When a request is m ade for Career Board Minutes pursuant to a FOIPA request, it will be 
assigned to PLSflBflAfor processing of any or all Career Board tape recordings, 
accompanying minutes and/or agenda. Documents that are physically contained in a personnel 
file which pertain to Career Board activities or information will, in most instances, be proce ssed 
by the PLS to whom the case is assigned. However, the PLS should contact PLS^fliSH| in 
order to verify that he does not need to process the documents. 


Informal Access Review of Personnel Files 

(The request for an Informal Access review is not processed through or by the 
FOIPA Section or its employees. Employees have been designated from each field office 
and FBEEtQ Division to handle these requests. This is a request only to review the 
personnel file and no copies of any documents are made available to the employee through 
the Informal Access procedures.) 

In the Settlement Agreement reached in Emanuel Johnson, et. al. V. Stuart M. Gerson. 
Acting Attorney General , the FBI agreed to establish procedures whereby all FBI employees 
could access their personnel files without submitting a Privacy Act request. 

With the exception of Legats, all offices including FBIHQ Divisions and offices, will be 
responsible for handling requests for informal access to personnel files from employees assigned 
to their offices. (Legats will forward requests from employees assigned to their offices to 
FBIHQ for handling.) Field offices will also be responsible for handling requests from 
employees assigned to Resident Agencies within that office’s territory. 

FBIHQ employees may make an informal access request by executing a request form and 
submitting their request to the Assistant Director (AD) or office head of their assigned division. 
Field office employees may execute a request form and submit their request to the Special Agent 
in Charge (SAC) or the Assistant Director in Charge (ADIC). The request will then be 
forwarded to the designated employee handling these requests for processing. 
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Fifteen and 45 day periods have been established as a time frame in which the 
employee’s file will be available for review. This 15 and 45 day period will begin upon receipt 
of the employee's request by the SAC, ADIC, AD or office head. 

Upon review of the file, an employee will be afforded an opportunity to submit to the 
respective SAC, ADIC, AD or office head a response or rebuttal to any information in their 
personnel file for inclusion in that file. 
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MEMO 70 

M A N UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Photograph Albums, FBI 

Date: March 3 1,1998 


Processing under the Freedom of Information Act 

A partial list of FBI Photograph Albums is published in the FBI’s Privacy Act Records 
Systems Notices (52 Fed. Reg. 47, 237, October 5, 1993), which is included in the FOIPA 
Manual. Some of the Photo Albums identified in this systems notices are: 

Bank Robbery Album 

Known Check Passers Album 

Organized Crime Photo Album 

Prostitute Photo Abum 

Thieves, Couriers and Fences Photo Index 

Top Burglar Abum 

Truck Hijack Photo Abum 

Truck Thief Suspect Photo Abum 

Traveling Criminal Photo Abum 

Not all of the FBI’s Photograph Abums are published since some of them are classified. Since 
it would be impractical to research and treat each of the FBI’s Photograph Abums in detail, this 
memo will only give some general guidelines concerning processing of information from a 
Photograph Abum. 

If the Photograph Abum consists of subjects suspected of criminal activity, the album is 
probably published in the Federal Register and will generally not require classification review. 
DCU should be consulted, however, if there is a potential foreign relations impact in the event 
information is released. For example, if the document being processed indicates the FBI 
received an LCN member’s photo from Italian authorities, the document should be referred to 
DCU for classification review. Release of such information could have a negative impact upon 
the United States’ National Security as well as the future relationship between the FBI and the 
Italian authorities. Documents concerning domestic and international terrorism should always be 
forwarded to DCU for classification review. 


In addition to Exemption (b)(1). Exemptions (b)(7)(A), (b)(7)(C), (b)(7)(D) and 
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(b)(7)(E), and Exclusions (c)(1) and (c)(3), should also be considered. The use of Exemption 
(b)(7)(E) should be considered to protect the criteria used to determine when a subject is of 
sufficient interest to be shown in a Photograph Album. 


Processing under the Privacy Act 

Information from Photograph Albums will generally be protected from disclosure under 
Exemptions (j)((2) or (k)(l). 



== MEMO 7 1 

MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 


Subject: Polygraph Examinations 

Date: March 31, 1998 



_______ ________ b the use of the polygraph an effective" 

investigative technique. Countermeasures could be employed by an individual to defeat the 
procedure if die exact sequence of questions was known, along with the purpose for some of the 
questions and the importance placed on them by the FBI. Therefore, Exemptions (b)(2) and/or 
(b)(7)(E) are appropriate to withhold the following types of information concerning polygraph 
examinations in FBI criminal/security files: 


1) Numerical ratings on Polygraph Charts: 

Polygraph charts may be released to first party requesters with the exception of any 
numerical ratings. The numerical ratings usually appear at the bottom portion of the chart along with 
a minus (-) or plus (+) symbol. These ratings should be exempt pursuant to (b)(7)(E). In recent 
cases, computerized polygraph charts are being generated and the information as bracketed on 
Attachment 1 should be protected pursuant to Exemption (b)(7)(E). 

2) Polygraph Examination Worksheet (FD-497) 


Exemptions (b)(2) and (b)(7(E) should be utilized to protect the information in the 
boxes reporting the "Type Test, Series, Charts, and Instrument Serial No." Also, a complete list 
of questions asked during the polygraph examination will normally be found on the reverse side 
of the FD-497 or sometimes on a separate sheet of paper as original notes. If a complete list of the 
questions exists, redact the list entirely pursuant to Exemptions (b)(2)/(b)(7)(E). (See Attachment 2) 

3) Polygraph Examination Report (FD-498) 


The Polygraph Examination Report is releasable in first party requests, including references 
to the relevant questions and the examinee’s answers in the “conclusion” portion of the report, unless 
it contains additional material exempt under some other provision of the FOIA or PA. For example, 
some polygraph examinations will include FCI material and will have been classified at the time of 
origination. In many cases, these polygraphs remain classified upon completion of Document 
Classification Unit’s review and are withheld from disclosure in their entirety pursuant to Exemption 
(b)(1). (See Attachment 3) 
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4) Polygraph Zone Comparison Numerical Analysis Data Sheet (FD-524) 

Polygraph Review Modified General Question Test Numerical Evaluation (FD-525) 

The numerical ratings on these two forms (See Attachments 4 and 5) may be released 
entirely to first party requesters, however, foe examiner’s name should be protected pursuant to 
exemption (b)(7)(C). 

When encountering polygraph examinations conducted on third party individuals in FBI 
investigatory files, who are assumed or known to be living, they should be withheld entirely applying 
the above exemptions as indicated in addition to exemption (b)(7)(C). 

NOTE: The same Polygraph information should be protected as outlined above when 
processing an applicant/background investigation or personnel type files. The appropriate 
Privacy Act and FOIA exemptions should be asserted for this information. 

Any questions concerning polygraph material should be directed to the Polygraph Unit, 
Laboratory Division, after consultation with the Team Captain and/or the Unit Chief. 
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PF970014 Exam 1 Chart 1 
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Polygraph Examination Worksheet 


e of Report 

i •_! — . — ^ 

Date of Examination 

Bureau File Number 

Field File Number 

i jn of Examination 

Examiner Name 

txammee Name (Last, First , Middle) 

SSN 

Date of Birth 

Age 

Place o( Birth 

HT WT 

Sex 

_ J 

Marital Status Current Address 

Previous Polygraph Examination 

Language During Exam Requested By Examinee 

□ Yes □ No 


Education (Total Years ; 


Employment History/Military 


Health/Medication 


's/Convictions 


j Check One Only 

Subject 


Victim 


Witness 


Suspect 


Asset 


Informant 


Applicant 


FBI Employee 



FBI EMP/APP 

Special Agent 


Support 


Translator 


Contract 




Leak Case □ Yes □ No 


type of Investigation | 

Criminal 


FCI 


Admin. Inquiry 


PSPP 


Applicant 


WITSEC 


Other Federal 





Total Examiner Time (Include Travel) 


Hours 


Estimated Property Value 


Date(s) 

Time in 

TimeOut 



■ 




— 


■■■■ 


Examination Results 


Type Test 

zoc 

MGQT 

R/J 

POT 

ST1M 

Total 

No. Series 







No. Charts 








Instrument Serial No. 


Dl 


INC 1 

Z] 

NDi 


NO 

ZJ 


Pretest Admission | 


Confession 

Post Test Admission 


Confession 


Comments (Name of Witness or Interpreter) 
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POLYGRAPH REPORT 


DATE OF REPORT j 

j DATE OF EXAMINATION 

BUREAU FILE NUMBER 

FIELD FILE NUMBER 

FIELD OFFICE OR AGENCY REQUESTING EXAMINATION 

AUTHORIZING OFFICIAL 

DATE AUTHORIZED 

EXAMINEE NAME (LAST, FIRST, MIDDLE) 


CASE TITLE 


REFERENCES 


CASE SYNOPSIS /EXAMINER CONCLUSION 
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P-Stt (S-tl-78) 


POLYGRAPH REVIEW 
MODIFIED GENERAL QUESTION TEST 
NUMERICAL EVALUATION 


date of examination 


EXAMINEE mUUmtttmtUM 


; EXAMINES NAME. fL.tr ,Fh$t ^d Ulddl. ImlHml) 


chart ho. i 


ANtUHOeMM 


GALVANIC INN 

KUPQNH 


CANOICCRANM 


SUSTOT AL 


CHART NO. 2 


RMCUMOCAARH 


GALVANIC SKIN 
RCSROWSX 


CARDIOGRAPH 


SOSTOTAV. 


-/ 

— / 

4/ 


6 

D 

± 

O M 

Q 


CHA.HT NO. 1 

0*1 

Q f S 

PNeUMOOAARM 

D 

4/ 

\ 

GALVANIC IAIN 
NCS^QNtC 

+! 

+/ 

CAROIOOAARH 

O 

4i 

SUBTOTAL 

44 _ 

41 

SPOT TOTALS 

d 

H 


4/ 

4-/ 


4is 

Q VS 

r 

jj 



DATE OF REVIE* 
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MEMO 72 


MANUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Previously Processed Material, Assignments and Handling of 

Date: March 31, 1998 

Assignment of Requests for Previously Processed Material 

When a request is received for records which have been previously processed, excluding 
those maintained in the FQIPA Reading Room , the request will be assigned to the PLS who 
originally processed the documents. If the PLS is no longer assigned to a Disclosure Unit, the 
request will be assigned to any PLS and there should be no unnecessary delay in handling the 
request. 

Note: Requests for preprocessed files maintained in the FOIPA Reading Room, will continue to 
be handled by IPU employees. 


Referrals Contained in Preprocessed Releases 

In order to streamline the handling of preprocessed releases, it will no longer be 
necessary to coordinate referrals to others government agencies that were made in the initial 
release The original processed material should be copied and sent out "as is." If direct response 
and/or consultation referrals have been noted in the original release, please advise the requester 
that the referrals were not handled in response to his or her request. Language similar to the 
following should be used: 

“The documents responsive to your request were previously processed for another 
requester. In order to provide the information you requested as soon as possible, we have 
released the FBI information as it was originally processed. We have not contacted other 
government agencies concerning their information in FBI files.” 
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MEMO 73 

MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Psychological Services for FBI Employees 

Date: March 31, 1998 


Psychological Services Provided to the FBI 

iii" i " i ^ 

Doctors4H^anc4HBBHBll who are no longer under contract with the FBI, 
previously provided psychological services to Bureau employees as part of the Bureau's 
psychological services program. As of March 1998, Dr.^^j^HVon behalf of himself and 
his wife. Dr. JWm^(Social Worker), requeste d they be given the opportunity to retain 
confidentiality on a case-by-case basis. Therefore, Dr.HHHHP re( l ueste d that he or his 
wife continue to be notified if information provided by the m is in a file being processed pursuant 
tothe FOIPA. Dr4WBBWB^may be con tacted at the 

HP at telephone numbertHHflflHP or4HBHHflP Since the current work environment 
of Dr.MmPis not conducive to receiving telephone calls/VHHHHpadvised the 
message c ould be left with him or a message could be left at their home telephone numberlH 
ancUHHP would return the call. This notification should be done at the Team 
Captain level or higher. 

Thus, if information provided by the Doctors is located in any document being processed 
by FOEPA Section employees, the doctors should be notified. Unless advised to the contrary by 
them, the information should be protected by FOIPA exemptions (k)(5)/(b)(7)(D) in order to 
protect the confidentiality of both doctors. If the information cannot be protected for some 
reason such as prior public disclosures, the Doctors should be contacted and notified of that fact. 


Metropolitan Psychiatric Group 

► Metropilitan Psychiatric Group (MPG) telephone 202-452-9080, is 
curren tly providing psychological services to FBI employees. Information provided by Dr. 
HHB|and/or any member of the MPG should be afforded protection for confidentiality 
purposes pursuant to FOIPA exemptions (k)(5)/(b)(7)(D). Also, should there be situations where 
a document being processed contains information provided by the MPG about a third party 
employee, not the requesting employee, the third party information should be protected in its 
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entirety for privacy rights of the third party and the confidentiality of MPG pursuant to FODPA 
exemptions (k)(5), (b)(7)(D), (b)(6), etc. 

Any questions concerning the FBI’s psychological services program or specific questions 
concerning particular cases should be directed to the Unit Chief of the Employment Assistance 
Program at extension 5244. 
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MEMO 74 

MAN U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Reading Room, FOIPA 

Date: March 31, 1998 


Reading Room Appointments 

The FOIPA Reading Room is open from 8:00 a.m. to 2:30 p.m., by appointment only, 
Monday through Friday, except holidays. Appointments can be made by requesters calling (202) 
324-8057 forty-eight hours in advance. It is staffed by employees assigned to the Initial 
Processing Unit (IP.U). 

If you receive a request to view previously processed material that is not on the Reading 
Room list, please prepare the package and provide the documents to Reading Room personnel 
before advising the requester to schedule an appointment. All appointments will be made by 
Reading Room personnel to insure the Reading Room is not over booked. 


Adding Previously Processed Material to the Reading Room 

Consideration should be given to adding previously processed material to the FOIPA 
Reading Room if the following applies: the material is processed in such a fashion as to make it 
releasable to the general public in its excised form; the release could be of interest to a large 
segment of the general public; and it is anticipated that many additional requests for the 
information will be received. However, prior to the submission of any material considered for 
the Reading Room, all direct and/or consultation referrals to other government agencies should 
have been sent and a response received with the material processed accordingly. 

In order to assist in the maintenance of a neatly organized system of Reading Room 
materials, PLSs are requested to submit their processed materials to their Unit Chief. The 
material should be placed on a file back with a file cover on top containing notations which 
accurately describe the material contained therein (i.e., subject matter, file number, number of 
pages). In voluminous cases, each section should be assembled as described above. Each PLS is 
responsible for insuring the copy count on the previously processed material is correct and 
should furnish a copy of the disclosure letter along with the material to Reading Room 
personnel. The PLS should also prepare an electronic communication (EC) to the Reading 
Room Subunit describing the material the PLS is forwarding to the Public Reading Room. 
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Attached hereto are two examples of the EC. 

If additional information is being released on Reading Room subjects as a result of 
reprocessing, appeals or litigations, the Reading Room package should be updated through 
coordination with Reading Room personnel. 



( 12 / 31 / 1995 ) 


FEDERAL. BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 11/23/1997 

To: IPU/Public Reading Room Subunit 

From: Acting Unit Chief 

Disclosure Unit One 



Case ID #: 190-4 


Title: PLACING FOIA PREPROCESSED MATERIAL 

INTO THE READING ROOM 

Synopsis: Preprocessed material pertaining to Jackie Robinson is 

available for placement in the FOIPA Reading Room. 

Enclosures: Black-out package consisting of 131 pages and 

disclosure letter. 


Details: The late Jackie Robinson was the first African-American 

to play major league baseball in the United States. His career 
spanned ten seasons which began in 1947 until his retirement from 
the game in 1956. He was elected to the Baseball Hall of Fame in 
his first year of eligibility, 1962. Mr. Robinson later became 
an executive in numerous businesses and a member of the New York 
State Athletic Commission. While serving as a board member of 
the National Association for the Advancement of Colored People 
and being associated with many such groups, he was an outspoken 
civil rights activist who publicly defended the Black Panthers 
organization. He testified before the House Committee on Un- 
American Activities in 1949. Mr Robinson died in 1972. 


The preprocessed material consists of FBI HQ files 100- 
428850, 9-24780, 9-20570 and three cross-references. A 
Department of State document is contained in this package as 
declassified and excised by that agency. The original processed 
copies are located in HQ file 190-43620 and 190-62179. 


CC: 

)b W 


- £ OGm 

- bHI WKb Room 
1 - Disclosure Unit One (Attn: 
ATB : crw ( 5 ) 



Room 6927 


♦ ♦ 
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(12/31/1995) 


FEDERAL BUREAU OF INVESTIGATION 


^ Precedence: ROUTINE Date: 11/23/1997 

To: IPU/Public Reading Room Subunit 

From: Acting Unit Chief 

Disclosure Unit One 

Ext. 

Approved By: 

Drafted By: j 

Case ID #: 190-4 

Title: PLACING FOIA PREPROCESSED MATERIAL 

INTO THE READING ROOM 

Synopsis: Preprocessed material pertaining to Peter Lorre is 

available for placement in the FOIPA Reading Room. 

Enclosures: Black-out package consisting of 180 pages and 

disclosure letter'. 

Details: Peter Lorre was a major motion picture actor during the 

1940' s and 1950' s. He associated with many people who were 
involved in left-wing activities. Lorre signed petitions, 
appeared at gatherings and sent his written support for leftist 
causes. He was the subject of a FBI investigation because of his 
fringe involvement. His name appeared in a 1951 Report of the 
Senate Fact-finding Committee on Un-American Activities in 
California. Peter Lorre died in 1964. 

The preprocessed material consists of FBIHQ files 100- 
351116 (one section) and approximately 100 cross-references. 
Completed consultation referrals are incorporated into the 
package. The original processed copies are located in HQ 190- 
25650 and 190-36269. 

CC: 1 - Room 6 941 

1 - Room 6941 

1 - Disclosure Unit One (Attn: 

ATB : j sb (5) 


+ ♦ MEMO 74 - ATTACHMENT 1 (SAMPLE 2) 


J?(o 

MHk/ Room 6927 
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MEMO 75 


MANU A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject; Referrals; General Policy (Federal Government Only) 

Date: March 31, 1998 

Protection of Sensitive Information in Referral Documents 

This is to remind all FOIPA Section personnel of the necessity to protect sensitive 
information located in FBI documents referred to other government agencies. 

When referring Bureau documents containing other government agency information for 
consultation or direct response to the requester, be alert for documents which may contain 
particularly sensitive information, such as the true identity of an informant or classified 
information. In certain situations, neither the FBI informant's identity nor the classified 
information is needed by the other agency to process their material. Therefore, in these sensitive 
situations, the information should be redacted prior to referring the FBI document to another 
agency for review of their information. 


FBI Documents Which Contain Other Agency 
Information Which Can Be Segregated from FBI Material 

When processing FBI documents pursuant to the FOIPA, the documents will often 
contain other Federal Government agency information which, in many instances, is separate or 
easily segregated from the FBI material. In view of lengthy delays at some agencies in 
responding to FBI consultations, the document may be prepared for release to the requester with 
the exception of the other agency information. This procedure applies only where the other 
agency information is segregable and does not require FBI information that is exempt from 
disclosure in order to process their info rmation. When referrals ar e h andle d in this manner, the 
requester will be advised of the referral and that the other 

Government agency will be requested to process their information and make a direct release to 
the requester. The other agency will be requested to forward a copy of their response to the FBI. 
In the event of an appeal and/or litigation, the PLS may be required to contact and follow-up 
with the other agency if copies of their response have not been forwarded to the FBI. 

It should be noted that a copy of the request letter should always be sent to the other 
agency when a referral is made. 
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Consultation Referrals Returned from Other Government Agencies 

When FBI consultation referrals are returned to the FBI following review by the other 
agency, they sometimes contain changes in classification. Regardless of whether the 
classification changes, all consultation referrals returned from other government agencies 
containing classified information must be returned to DCU for annotation of classification 
markings desired by the other government agency. The returned referral documents are being 
treated as walk-ups by the DCU, thus eliminating needless administrative requirements and 
delays. 


Credit for Direct Response Referrals 

Effective 7/1/95, PLSs will receive credit for reviewing documents originated by other 
government agencies. Therefore, the pages referred to other agencies for direct response are to 
be counted as reviewed pages by the PLS, 

When referring documents originated by the other agency, refer only one copy of the 
document with any FBI information which needs protected blacked out except for the following: 

1 . CIA - Send two copies of the document (1 black out copy and 1 clean copy) 

2. DOJ/Civil Rights Division - Send two copies of the document (I black out copy 
and 1 clean copy) 

3. DOJ/Criminal Division - Highlight or bracket information to be protected and cite 
exemption (Do not black out) 

4. NS A - Coordinate with PLS assigned to the Unit which handles referrals to NS A 
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MEMO 76 


MAN U A L 


To: All FBI FOEPA Personnel 

From: J. Kevin O’Brien 

Subject: Selective Service System 

Date: March 3 1,1998 


Draft Board Information 

Effective 2/14/91, Mr. Heniy Williams, Selective Service System, advised Draft Board 
information pertaining to an individual of a first party request may be released to that individual. 
Likewise, Draft Board information concerning a deceased individual may also be released to 
third party requesters. Therefore, DO NOT refer Draft Board information to Selective Service 
concerning deceased individuals. 
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=== MEMO 77 

MANUAL 

To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Special Agent and Support Applicant Interview Forms/Testing Material 

Date: March 31, 1998 


Special Agent Interview Forms 

Effective 7/14/93, there is no longer a need to protect any information in the captioned • 
forms listed below, since they are not being used in the current Special Agent selection system. 

FD-190 Special Agent Interview Form 
FD-5 1 1 Special Agent Dimension Evaluation Work Sheet 

FD-510 Special Agent Applicant Interview Board Background 
Interview Form 

Since the implementation of the new Special Agent selection system in August of 1994, 
no testing material of any kind is being maintained in the applicant’s personnel record (67 
classification). This material is securely stored in Personnel Resources Unit (PRU) for a time 
period of one year, at which time, it is transferred to an off-site location for an additional year. 
At the end of this two-year period, all testing material on a Special Agent Applicant is destroyed 
When processing a personnel file, if it appears that any testing material from the Special Agent 
selection process is included in the background portion of the file, contact the Unit Chief of the 
PRU immediately on extension 4991 . DO NOT PROCESS OR RELEASE any of this material. 

“Checklists” of the material contained in testing packages are occasionally found in the 
Special Agent applicant file. One such “checklist” is the Checklist for Health Fraud Written 
Simulation form. If this check list is found in the applicant file, the PLS should cite the 
appropriate exemption for testing material. Other “checklists” of testing packages found in the 
applicant file should be reviewed for disclosure on a case-by-case basis. 

The FBI started audio taping the interview process of Special Agent applicants during 
1995 . The applicant is advised of this before the start of the interview. If the cassette tape is 
located in the personnel file during processing, contact the Unit Chief of PRU on extension 
4991. DO NOT PROCESS ORRELEASE this tape. 
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Su pport Applicant Interview Forms 

If the LT/PLS finds the Support Applicant Interview Form ( FD-I90a) in the 
background portion of a personnel file with a revision date prior to 9/4/96, the form is to be 
released in its entirety with file exception of any FBI employees names which should be 
protected pursuant to the appropriate FOIPA exemptions. Currently, the 9/4/96 revised version 
contains specific interview questions, responses and ratings which, if released, would give an 
unfair advantage to future support employee applicants. Therefore, this information on the 
current version of the FD-1 90a should be exempted as testing material. If the current version of 
this form is found in the personnel file during processing pursuant to an FOIPA request, the form 
should be removed and sent to PRU at Room PA-750. A copy of the FD-190a dated prior to 
9/4/96 is attached. 

In addition, any Clerical Selection Battery (CSB) interview documents (e g., FD-799 
and FD-80G) should not be contained in any personnel files since field offices are instructed to 
send these to the PRU for maintenance and destruction (after two years). However, PRU is 
aware that the CHS Division in West Virginia made copies of all their interviews and included 
them in packages submitted to the Applicant Unit for background investigations. These 
interviews are removed from the files as detected, but there are of some CSB documents that 
remain in the personnel files. In the event these documents are found in personnel files when 
processing pursuant to an FOIPA request, they should be removed and sent to PRU at Room PA- 
750. 


During 1997, the FBI started audio taping the interview process of support applicants. 
The applicant is advised of this fact before the interview is started. If the cassette tape is located 
in the personnel file at the time of processing, the tape should be removed from the file and sent 
to PRU at Room PA-750. DO NOT PROCESS OR RELEASE this tape. 

When the FBI receives a Privacy Act request for material related to the Special Agent or 
clerical applicant testing and interview process, IPU personnel will place a note (copy attached) 
in the request folder confirming they advised PRU of the existence of the re quest. When 
proce ssi ng such a request , the PLS should contact eithex^HHHHHRfe Unit 2, extension 4- 
^i®br WflHBHih Unit 3, extension 44M9who have been designated as liaisons to 
review this restricted material. These individuals will verify that the material is responsive, 
provide a page count and advise as to the releasability of the material. 
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MEMO 78 


MANUAL 


To: All FBI FOEPA Personnel 

From: 3. Kevin O’Brien 

Subject: Special Agent and Support Employee Names and Initials 

Date: March 31, 1998 

INITIALS OF FBI EMPLOYEES 

Effective May 6, 1997, the initials of FBI employees, both handwritten or typed, will no 
longer be deleted as a routine practice, but rather handled on a case-by-case basis. Consideration 
should be given to the age and type of investigation as well as the likelihood of retribution by the 
requester or others involved in the investigation. If it is determined that there is a foreseeable 
harm in the release of the initials and the decision is made to protect them, Exemptions (b)(2) 
and/or (b)(7)(F) should be cited. 


NAMES OF FBI EMPLOYEES 

In general, names of FBI personnel should continue to be withheld pursuant to 
Exemptions (b)(6) and/or (b)(7)(C). However, in processing documents for release, the names of 
high level FBI officials (Section Chief level and above) should be released. Additional 
exceptions to releasing FBI names other than high level officials would be: 1 ) if a case involved 
reporting of the news media and wide publicity was given to the case and the FBI employee; 2) 
if the FBI employee is deceased; or 3) the requester has provided sufficient information which 
would make withholding the name impossible to justify if challenged in Court. 


FBI Employee Names Located in Personnel Files 

In accordance to Section policy, the applicant background portion of personnel files is to 
be exempted from the Privacy Act pursuant to (k)(2). Therefore, when processing this portion of 
the personnel file, the names of FBI employees who are operating in their official capacity (other 
than high level officials) should be protected pursuant to exemption (b)(7)(C). 

FBI employee names located in the "on board" portion of personnel files should be 
released in most instances unless a clearly unwarranted invasion of personal privacy exists. If a 
privacy factor is warranted, the withheld information should be identified as "third party" 
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information along with Exemptions (b)(6) and/or (b)(7)(C) being cited. The following language 
should also be included on the disclosure letter: 

"The documents responsive to your request contain personal information about other 
individuals, without whose written consent release to you is precluded by the Privacy Act, Title 
5, United States Code, § 552a(b). This information is exempt under the Freedom of Information 
Act, Title 5, United States Code, § 552 (b)(6) and/or (b)(7)(C). This information was not used 
by the FBI to make any determination about you.*" 

*The last sentence may not be appropriate for every release; use it at your discretion. 
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= MEMO 79 

M A N U A L 


To: Ail FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Special File Room 

Date: March 31, 1998 

Procedures for FOIPA and DCU Access to Material 
Maintained in the Special File Room (SFR) 

Material maintained in the SFR is considered extremely sensitive for a number of 
reasons; consequently, access to this material must be limited and strict controls maintained. 

Recognizing the need to process such material in accord with the FOIPA and the 
necessary classification reviews in connection therewith, the following procedures for access to 
this material must be followed . 

(1 ) When the LT/PLS calls a file that is maintained in the SFR, he/she will be advised 
that the file is permanently charged out or a PCO. When this happen s, the LT/PLS should 
wait for the SFR to advise him/her to pick up the file(s) in RoonfJJJ^ 

(2) The handling of the materia! while charged out from the SFR must be restricted only 
to those employees having a “need to know.” If the file(s) is kept out of the SFR overnight, it 
must be secured in a safe-like cabinet. 

(3) If the material needs to be processed through the DCU, the LT/PLS should fill out 
the OPCA-18 form listing the file(s) needing review and indicate after the file number “file is in 
the SFR, June Mail folder or Top Secret folder.” The LT/PLS will return the file/folder to the 
SFR. The file/folder maintained in the SFR can not be transferred from person-to-person 
or office-to-office. The DCU employee handling the classification review will obtain the 
fi!e/folder from the SFR for their review. Upon completion of the classification review, DCU 
will forward the OPCA-18 form with their addendum to the LT/PLS and return the file/folder to 
the SFR. 

(4) When it is necessary to duplicate SFR material for FOIPA processing, the material 
must be returned to the SFR with OPCA-19 form (formerly 4-690), duplication form, attached 
indicating exactly what is to be duplicated. The SFR will call the LT/PLS when the duplication 
is completed. 
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(5) If copies are made for processing, the copies must also be secured overnight in a 
safe-like cabinet. 

(6) When the PLS closes a case which includes a copy of material from the SFR, the 
PLS should hand carry the disclosure letter and all of the processed documents to the SFR for 
filing. If the PLS referred a copy of a document(s) maintained in the SFR to another Federal 
Government agency and is attaching a copy of the referred document(s) to the yellow of the 
referral form, the referral with enclosure must also be sent to the SFR for filing. This also 
applies to any referral response enclosing a copy of a document(s) maintained in the SFR. 

All other FOIPA mail should be sent to the 190 Processing Subunit in IPU. 

(7) All material from the SFR must be hand carried to and from the SFR. 

Review of Special Compartmentalized Information (SCI) Material 

Special security clearances are required to review or handle certain “Top Secret” files or 
documents which contain SCI material. If the LT/PLS is notified by the SFR that he/she does 
not have the appropriate clearance to review the classified material requested, one of the 
following PLSs should be contacted to conduct the review. It is recommended that the 
individual contacted be from the same unit as the PLS handling the case. 

Disclosure Units: 



Unit 1 
Unit 4 


Litigation Unit: 



DCU: 



-Unit 3 


Help Desk: 




All Team Captains in DCU are afforded SCI clearances. However, should there be any 
questions concerning classification matters on a case prior to DCU review, the LT or PLS should 
initially contact the DCU Administrative Team Captain. 

RMU- 


Currently, there are no RMU employees with an SCI clearance. If an RMU employee 
has been advised by the SFR that they do not have the proper clearance to review the file 
material, they should contact one of the Disclosure PLSs listed above. 
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M A N U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Subpoena Duces Tecum 

Date: March 31,1 998 

Attorney General Notification to Agent Personnel in Response to 
Issuance of Subpoena Duces Tecum 

By memorandum dated 6/21/82, the Office of Information and Privacy (OIP), Department 
of Justice advised that it was no longer necessary for the FBI to refer to OIP for processing 
copies of routine notifications sent from the Attorney General to SACs and/or Agents concerning 
their appearance in a local court in response to a Subpoena Duces Tecum. Generally these 
notifications are in the form of a teletype from the AG to a named SAC and specified Agents 
within the Field Office who have been requested to appear in a local court to testify about and/or 
produce information contained in Departmental files, including those of the FBI. The AG’s 
teletype states that if the AUSA is unsuccessful in quashing the subpoena, the Agent(s) is 
authorized to appear pursuant to the subpoena, but directs that they respectfully refuse to testify 
or produce any documents in compliance with Departmental Order 381-67. 

Referral of these notifications need not be made to OIP so long as they contain no other 
substantive information and the only material being deleted is the name of a Special Agent. 


Subpoena Duces Tecum Statements 

At times, FBI documents may contain information obtained from sources such as financial 
or commercial institutions which may not be generally available to the public. In these instances, 
the source (i.e., financial institution, etc.) may provide the information to the FBI, however, may 
use the disclaimer to the effect that “this information may not be released to the public in general 
without the issuance a subpoena duces tecum.” When this statement or a statement similar to this 
appears in an FBI document, the information and the source should be protected pursuant 
Exemption (b)(7)(D) and be considered as an expressed grant of confidentiality. 


=== MEMO 8 1 

MAN UAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Substantial Equivalents of Main Files 

Date: March 3 1,1998 

Pursuant to the searching procedures established by the Initial Processing Unit (IPU) in 
February 1997, “main file equivalents” will be listed on the search slips. 


A “substantial equivalent of a main file” exists when the subject matter of a FOEPA 
request is included in, or indexed as, the subject of a serial or reference in one or more of the 
following classifications or files: 


All - Os 

105-7 

All - 62s 

105-16424 

All - 63s 

105-70374 

64-32001 

105-93124 

65-69260 

105-99938 

All - 66s 

105-174254 

All - 94s 

105-190290 

1 00-3 -Sub 104 

121-1 

100-358086 

140-1 

100-434445 

157-6-Subs 

100-436291 

157-9 

100-446533 

174-1 

100-448006 

174-2 

100-449698 

174-3 

105-1 



These are serials or references which, by their nature, could logically establish a main file 
on their own. It should be noted that the nature of the information in the document, not the 
method of filing it, determines whether or not it is a “substantial equivalent.” 

When the search slip contains what appears to be a “cross-reference” in one of the above- 
listed classifications or files, it must be reviewed and determined if it is responsive to the subject 
of the FOIPA request. If the serial/reference meets the above criteria and is responsive to the 
request, it will be processed for disclosure as a main file. 
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MEMO 82 


MAN _U A L 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Telephone Application 

Date: March 3 1,1998 


The Telephone Application (TA), formerly known as the Computerized Telephone 
Number File (CTNF), supports FBI investigative squads in collecting, analyzing and processing 



When processing a FOIPA request that contains information which refers to TA or the 
former CTNF, the mere mention of these systems should be protected pursuant to Exemption 
(b)(7)(E) since they are not systems of records and their use is not generally known to the public. 
In addition, all FBI information or documents that reflect or denote what information or the type 
of information that has been entered into these systems such as the FD-450 (Attachment 1) 
should be denied from public disclosure pursuant to the same exemption. 
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MEMO 83 


M A NUAL 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Third Party Requests/Third Party Information 

Date: March 31, 1998 


Third Party Requests/Information 

If a person makes a request for information concerning himself, this is referred to as a 
“first party” request. If a person makes a request for information about another person, an 
organization, or incident, this is referred to as a “third party” request. Personal information 
concerning someone other than the requester, whether in files responsive to first or third party 
requests, may be described as third party information. Third party requests and third party 
information should be processed pursuant to the following instructions. 


Third Party Requests 

If a person makes a request for the records of a third-party and the requester provides 
proof of death or the authorization (privacy waiver), IPU will acknowledge the receipt of the 
third-party request, conduct a search for records and handle accordingly. 

If CPU receives a request for records concerning a widely acknowledged investigation 
concerning a third party (i.e., O J. Simpson), and the requester does not provide proof of death or 
the authorization (privacy waiver), IPU will send a letter to the requester advising that the FBI 
needs either proof of death or the authorization from the subject of their request, and without 
either one or the other, only public source material such as court records, newspaper clippings, 
etc., will be processed for release. The requester is also advised to let the FBI know in writing if 
public source material is desired (See Attachment 1). 

If a person makes a request for records concerning an investigation pertaining to a third 
party that is not widely acknowledged, and neither proof of death nor the authorization are 
provided, EPU will send a letter to the requester advising that either proof of death or the 
authorization must be submitted. The letter also advises the requester that without either of the 
above, such records, if they exist, are exempt from disclosure pursuant to Exemptions (b)(6) and 
(b)(7)(C) of the FOIA, Title 5, United States Code, Section 552 (See Attachment 2). 
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Proof of Death 


The guidelines concerning the proof needed before processing and releasing records 
about a subject whom the requester asserts is dead are as follows: 

1 . The subject of a third party request should be presumed to be alive unless there is a 
record confirming death, The record of death can be a death certificate, obituary, or 
recognized reference source (e.g., Who Was Who in America). 

2. A mere assertion by a requester that a subject is dead is not sufficient proof of death. 

3. Death can be presumed if the requester asserts the subject is dead, and there is proof 
that the subject is at least 100 years old. 

4. If our own records establish death, then that is satisfactory. 


Waivers of Privacy 

Waivers of privacy require careful analysis, since there is significant potential for an 
inadvertent violation of the Privacy Act’s disclosure prohibitions if a waiver is interpreted 
inaccurately or if a waiver is insufficient. A waiver does not authorize anything more than what 
is stated in the waiver itself. The waiver should be compared with the request letter to ensure 
that a limited waiver is not misquoted by the requester. If any aspect of the waiver is not clear, 
the request should be brought to the attention of supervisory personnel for additional review. 

Waivers of personal privacy must be signed by the person waiving privacy, preferably in 
the presence of a notary, must specifically identify the person waiving privacy (including full 
name, date of birth and present address), and must be specifically directed to the FBI, permitting 
the FBI to release personal information (about the person executing the waiver) from its files. 
The waiver should be dated within a reasonable time period preceding the request, and the 
original copy of the waiver must be provided to the FBI. 


Third Party Information 

Information in FBI files concerning third parties which has not been provided by the 
requester, and which is not outweighed by a public interest in disclosure, should be denied 
pursuant to Exemption (b)(7)(C). An exception to this general standard will involve historical 
processing, wherein substantive information concerning third parties may be considered for 
released. 
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Information in FBI files concerning third parties which has been provided by the first 
party requester will be processed to protect the identity of the third parties pursuant to 
Exemption (b)(7)(C). This may require the redaction of the third party’s name, or it may require 
the redaction of significant portions of the substantive information, if an identifiable profile 
would otherwise be revealed. Although considerable flexibility and judgement will be required 
to determine how much information can be released without identifying the third party, the 
standard should be to protect all information which would identify the third party to a member of 
the public who does not have inside information about the case. The special knowledge of an 
individual requester should not be considered. This balances the right of a first party requester to 
know what information a governmental agency may have recorded from his own statements to 
that agency, while still protecting the privacy interests of persons who have been mentioned in or 
been the subject of an investigation. 

Third party information in government files being processed pursuant to a first or third 
party request must be weighed between the public’s right to know and the individual’s right to 
privacy. In balancing the public interest in disclosure against personal privacy rights of 
individuals, the reviewer should first determine that a right of privacy exists. Unless the 
information at issue can significantly contribute to a public understanding of government 
operations and activities, the privacy interest should prevail and disclosure of more than public 
source information in widely acknowledged cases would be unwarranted. For additional 
information concerning the balancing of interests in personal information, see FOIA Update. 

Vol . X, No. 2, Spring 1989 edition, published by the Office of Information and Privacy, U.S. 
Department of Justice (See Attachment 3). 



U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, D. C. 20535 


Request No, 
Re: . 


Dear Requester: 

The records responsive to your Freedom of Information 
Act (FOIA) request pertain to the investigation of third party 
individuals. In order to process any records other than 
public source material, we need either proof of death or the 
authorization (privacy waiver) from them. The only information 
subject to processing under the FOIA without either of the above 
would be public source material (court records, newspaper 
clippings, etc.) . Such material may or may not be contained in 
our records . 

If you want us to search for any releasable public 
source information responsive to your request, please let us know • 
in writing. In addition, to ensure an accurate search of our 
indices, please provide the complete name, as well as the date 
and place of birth of the subject or subjects involved in the 
investigation if you have not already done so. 

Proof of death can be a copy of a death certificate, 
obituary, or a recognized reference source. We ask that waivers 
of personal privacy be notarized. Waivers must specifically 
identify the person waiving privacy (including full name, 
date and place of birth, and present address) , and must be 
specifically directed to the FBI, permitting the FBI to release 
personal information from its files about the person executing 
the waiver. The waiver should be dated within a reasonable time 
period preceding the request, and the original copy of the waiver 
must be provided to the FBI. 

Without proof of death or appropriate authorization, 
the disclosure of law enforcement records or information about 
another person is considered an unwarranted invasion of personal 
privacy. Such records are exempt from disclosure pursuant to ' 
exemptions (b) (6) and/or (b) (7) (C) of the FOIA, Title 5, United 
States Code, Section 552. 
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You may submit an appeal from any denial contained 
herein by writing to the Co-Director, Office of Information and 
Privacy, U. S. Department of Justice, Suite 570, Flag Building, 
Washington, D. C. 20530, within 30 days from receipt of this 
letter. The envelope and letter should be clearly marked 
"Freedom of Information Appeal." Please cite the FOIA request 
number assigned to your request so that it may be easily 
identified. 


Sincerely yours, 


J. Kevin O'Brien, Chief 
Freedom of Inf ormation- Privacy 
Acts Section 
Office of Public and 
Congressional Affairs 




OPCA-IO ( 12 - 3 - 96 ) 



U.S. Department of Justice 


Federal Bureau of Investigation 
935 Pennsylvania Ave.,N.W. 


Washington, D.C. 20535-0001 


Subject of Request: 
FOIPA No.: 


Dear Requester: 

A copy of your letter asking for information maintained by the FBI under the Freedom of 
Information Act (FOIA) concerning another individual(s) is being returned to you. 

Before we commence processing your request for records pertaining to another individual(s), we ask 
that you submit to the FBI either proof of death or a privacy waiver from that person. Proof of death can be 
a copy of a death certificate, obituary or a recognized reference source. Death is presumed if the birth date 
of the subject is more than 100 years ago. Without proof of death or a privacy waiver, the disclosure of law 
enforcement records or information about another person is considered an unwarranted invasion of personal 
privacy. Such records, if they exist, are exempt from disclosure pursuant to Exemptions (b)(6) and/or 
(h)(7)(C) of the FOIA, Title 5, United States Code, Section 552. 

Enclosed is a Privacy Waiver and Certification of Identity form. (You may make additional copies if 
you are requesting information on more than one individual.) The subject of your request should complete 
this form and then sign it, preferably in the presence of a notary. The original privacy waiver must be 
provided to the FBI. 

In order to ensure an accurate search of our records, please provide your subject’s complete name, 
date of birth and place of birth, if you have not already done so. 

Once you have provided us with the necessary information, as described above, we will conduct a 
search of our records and advise you of the results. 

This response should not be considered an indication of whether or not records responsive to your 
request exist in FBI files. 

You may submit an appeal from any denial contained herein by writing to the Co-Director, Office of 
Information and Privacy, U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530-0001, 
within 30 days from receipt of this letter. The envelope and the letter should be clearly marked "Freedom of 
Information Appeal." Please cite the FOIA number assigned to your request so that it may easily be 
identified. 


Sincerely yours, 


Chief 

Freedom of Information- 
Privacy Acts Section 

Office of Public and Congressional Affairs 


All Attached Correspondence Must Be Returned To The FBI With This Letter 


Enclosure 
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Privacy Waiver and Certification of Identity 


Full Name: 

Current Address: ' 

Date of Birth: Place of Birth: 

Under penalty of perjury, I hereby declare that I am the person named above and I understand that any 

falsification of this statement is punishable under the provisions of Title 18, United States Code (U.S.C.), 

Section 1003 by a fine of not more that $ 3 0,00u or by imprisonment of not more than five years, or both; 

and that requesting or obtaining any record(s) under false pretenses is punishable under the provisions of 

Title 5, U.S.C., Section S52a (i}(3) as a misdemeanor and by a fine of not more than 55,000. 1 hereby 

waive my right to privacy, and I authorize the FBI to release any and all information relating to me 

to: 

(Attorney or other Designee) 

Your Signature: ________________ 

Subscribed and sworn to before me, this day of , 

year of 19 

Signature of Notary: - 

My Commission Expires: 



Spring 1989 
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FOIA Counselor 
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Exemption 6 and Exemption 7(C): 
Step-by-Step Decisionmaking 


The Scpreme Court's decision in Deoa r n m it of 
Justice v. Reporters Conti tree for Freedom of the 
Press . 109 S. Ct. 1468 (1989), greatly affects the 
protection of personal privacy interests under the 
Freedom of Information Act. The new griding prin- 
ciples set forth In Reporters Ceoraittee . which are 
applicable to Execution 6 and Exemption 7(0 of 
the Act alike, alter the mechanics of the basic 
"balancing process" by vhich privacy-protection 
decisions are to be made undter these exceptions. 
Be lew is a step-by-step guide to the decisionmak- 
ing process that now should be followed under both 
Exemption 6 and Exemption 7(C): 

STEP ONE: EETERJONE WHETHER A PERSONAL PRI- 

VACY INTEREST IS INVOLVED. 

The first step in considering the possible 
applicability of Exemption 6 or Exemption 7(C) 
(once its threshold requirement is passed) is to 
determine whether disclosure would threaten a 
personal privacy interest. There first must be a 
viable privacy interest in the requested informa- 
tion for ary further consideration of privacy- 
exenpticm protection to be appropriate. See. 
e g- ■ K)IA Update . Summer 1986, at 3-4. KpmpH vr- 
To qualify, the information must involve the pri- 
vacy interest of an identifiable,' living person. 
See FOIA Update . Sept. 1982, at 5. Passible Re- 
sult.: If to personal privacy interest is involv- 

ed, then the privacy exenptions do not apply. 

STEP TWD: EEIERMINE WHETHER A PUBLIC INTER- 

EST IS INVOLVED. 

Once a viable personal privacy interest is 
identified, the inquiry shifts over to the "public 
interest" side of the balan ce. Here, full consid- 
eration should be given to how disclosure would 
benefit the general public, but only in li^it of 
the content and context of the information in 
question. R sxsx ber: The requester's particular 

purpose, circumstances , and proposed vise re longer 
are to be considered; this means that a request- 
er's wn "socially useful purpose" now receives no 
special attention. 109 S. Ct. at 1480-81 & n.20. 
Possible Result: If disclosure to the general 

pblic would serve no public interest at all, then 
ary identified privacy interest should be protec- 
ted tnder the applicable privacy exenqption. 

STEP THRHl: TETERMTNE WHETHER AN mE NTT FIS) 
PUBLIC INTEREST QUALIFIES FUR COtSIESRAIICN. 

The next step, required now for ths first 
time under Reporters Ccrrrnirtee , is to determine 
whether an identified psblic interest actually 


qualifies for balancing under the new Reporters 
Ccrrnittee public interest standard. Jjfee 109 S. 
Ct. at 1482. Renenber: Only If an identified 

ptblic interest falls within the Act's "core pur- 
pose" of “shed[dingl light art an agency's perform- 
ance of its statutory duties," does it qualify for 
inclusion in the balancing process. Id. at 1481- 
83. Information that "reveals little or nothing 
about an agency's own conduct" does not meet this 
narrowed public interqgt standard. Id. at 1481. 
Possible Result: If disclosure would serve no 

"core purpose" interest, then any identified pri- 
vacy interest should be protected under the ap- 
plicable privacy exemption. 

STEP FOUR: BALANCE THE PERSONAL PRIVACY IN- 

TEREST AGAINST ANY QUALIFYING: PUBLIC INTEREST. 

lastly, if it is determined that a pdblic in- 
terest qualifying under the Reporters Ccnndttee 
standard is present, then that interest should be 
balanced against the personal privacy interest 
identified at the outset. This balancing process 
necessarily requires seme assessment and carpari- 
son of the relative magnitudes of the two inter- 
ests. See, e.p. . FOIA Update . Winter 1986, at 4. 
Asneraber: At this stage, the decisionmaking pro- 

cess becomes the sane as the one traditionally em- 
ployed under the Act's privacy exactions. See 
FOIA Update . Spring 1988, at 3, Possible Results : 
If the privacy interest is greater, then it should 
be protected under the applicable privacy exac- 
tion; if the public interest is greater, then the 
privacy exenptions do not apply. 

Additional Considerations 
In following this step-by-step decisiortoakirg 
process, certain additional considerations, which 
will apply in some cases, should be kept in mind. 
First, ary pcblic availability of the information 
in question will disqualify it frem privacy pro- 
tection only where it fails the new "practical ob- 
scurity" standard. £ge 109 S. Ct. at 1485. Sec- 
ond, the redaction of all identifying information 
some t imes will be sufficient to protect privacy 
.interests, sometimes not, depending upon the na- 
ture of the records in full context of the re- 
quest. See, e,g, . Carter v. Department of Goro- 
ggS.ce, 830 F.2d 388 , 391 (D.C. Cir. 1987); see 
a ls o FPIA Update , Spring 1986, at 2. Finally, 
same information, as with "rap sheets" sought 
in Reporters Carmittee itself, may be appropriate 
for "categorical" withholding. See 109 S. Ct. at 
1483-85; see_also FOIA Update . Spring 1989, at 6. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Undercover Operations 

Bate: March 31, 1998 


The recording of an undercover contact is usually made on an FD-302 by the office 
responsible for the undercover operation and since the targets/subjects may reside or work 
anywhere in the country, copies of the FD-302 may appear in substantive files of other field 
offices. The contact with the subject may have been productive or unproductive; prosecution 
may have ensued or the investigation of the individual may have been closed. The undercover 
operation which generated the contact, however, could still be operative. 


The FD-302 may be prefaced in the following manner: "O n (date) S A tNamet 

using the undercover nam e (Name - ) . contacted (Subjects at (Address! etc." 

References to the contact, however, could appear in any format or communication. 


blB' 


An unintentional disclosure of information regarding the contact to the subject could 
jeopardize an ongoing operation and the agents who are in contact with other individuals known 



hie 


To prevent this possibility, the Undercover Operations Unit, Division 6, as well as the 
office responsible for the undercover operation, should be contacted to determine if the 
operation is still functional and if disclosure of the document in question would jeopardize the 
operation. 


* 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Visual Investigation Analysis (VIA) Chart 

Date: March 3 1,1998 

Visual Investigation Analysis (VIA) Chart 

The VIA chart, which is prepared by the VIA Group of the Criminal Investigative 
Division, is one continuous roil of paper and its size is determined only by the complexity of the 
case. It is utilized in rather large cases, especially white-collar investigations, to show all 
important events in a case. 

For example, during the processing of a field office file pertaining to a kidnaping 
investigation, a VIA chart measuring lVz feet in width by 35 feet in length was located. Neither 
the field office, nor FBIHQ, had a machine capable of reproducing a document of this size. At 
the suggestion of the VIA Group, a memo was written from Division 4 to Division 6 requesting 
reproduction of the chart. Thereafter, the chart was reproduced by the VIA Group at another 
Government agency having a machine capable of photocopying this document. The duplication 
fee incurred by FBIHQ was 39 cents per foot, which was passed on to the requester. Since the 
chart required the assertion of FOIPA exemptions, a second copy was prepared in excised form 
which was feasible for maintaining in the 190 file. 

In the past, the VIA charts were retained by the VIA Group. However, they are now 
being incorporated into FBIHQ files and may be encountered by PLSs as a bulky enclosure to 
the main file. These charts are merely a recapitulation of information contained elsewhere in the 
file, are difficult to reproduce, and may contain exempt material. PLSs who receive requests for 
VIA charts or who locate one of the charts while processing either FBIHQ or field office files 
are to ensure that the Disclosure Unit Chief and/or the FOIPA Section Chief is notified prior to 
any processing . In most instances, it may be more practical to first advise the requester of the 
duplication fees involved, since there could be an exorbitant charge, or there may be no 
additional substantive information available for release on the chart. 


M A N U A L 


O 86 


To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: White House Referrals and Consultations 

Date: March 31, 1998 

The following is the full text of a memorandum sent by Associate Attorney General 
Webster L. Hubbell to the principal FOIA administrative and legal contacts at all federal agencies 
on November 3, 1993, regarding the FOIA consultation procedures required for any White 
House-originated record or information found in agency files: 

“The purpose of this memorandum is to set forth the procedures to be followed by all 
federal agencies for the handling of any White House-originated record or information that is 
found responsive to an access request made under the Freedom of Information Act, 5 U.S.C. § 

552 (1988). 1 " 

“In processing FOIA requests, agencies searching for responsive records occasionally find 
White House-originated records (or records containing White House-originated information) that 
are located in their files. These records raise special concerns, including questions of 
executive privilege, and require special handling— particularly in light of the White House’s 
unique status under the FOIA,” 

“By its terms, the FOIA applies to “the Executive Office of the President,” 5 U.S.C. 
§552(f), but this term does not include either ‘the President’s immediate personal staff or any 
part of the Executive Office of the President ‘whose sole function is to advise and assist the 
President.’ Meyer v. Bush, 981 F.2ed 1288, 1291 n.l (D.C. Cir. 1993) (quoting H.R. Rep. No. 
1380, 93d Cong., 2d Sess. 14 (1974)); see also, e.g. . Soucie v. David. 448 F. 2d 1067, 1075 
(D.C. Cir. 1971). This means, among other things, that the parts of the Executive Office of the 
President that are known as the ‘White House Office’ are not subject to the FOIA; certain other 
parts of the Executive Office of the President are.” 

“In coordination with the Office of the Counsel to the President, the Department of Justice 
has determined that agencies should implement the following FOIA procedures regarding all 
White House related records or information found in their files. Please note that these procedures 
prescribe ‘consultations,’ which do not involve a transfer of administrative responsibility for 


‘This memorandum supersedes the Department of Justice’s January 28, 1992 
memorandum on this subject. 
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responding to a FOIA request, as distinct from complete record ‘referrals.’ 2 In all instances 
involving White House records or information, your agency will be responsible for 
responding directly to the FOIA requester once the process of consultation is completed.” 

“1. Records originating with any part of the ‘White House Office* 3 should be forwarded 
to the Office of the Counsel to the President for anv recommendation or comment it mav wish to 
make, including any assertion of privilege, prior to vour response to the FOIA requester. Please 
be sure to advise the White House Counsel’s Office of any sensitivity that these records have from 
the perspective of your agency and whether you believe any FOIA exemption applies. If after 
considering the possibility of discretionary disclosure in accordance with the Attorney General’s 
FOIA Memorandum of October 4, 1993, you believe that a FOIA exemption applies, you should 
mark each record accordingly to facilitate review by the Counsel’s Office of your proposed 
response.” 

“All such consultation communications should be forwarded to the White House 
Counsel’s Office at the following address: 

Office of the Counsel to the President 

The White House 

1600 Pennsylvania Avenue, N.W. 

Washington, D.C. 20500 

“Please note that many records originating with the White House Press Office, such as 
“Press Briefings” and “White House Talking Points” (unless they are marked as. or appear to be 
drafts'), are in the public domain and thus mav be disclosed without consultation . Questions 
concerning records likely to be in the public domain should be referred to the White House 


2,1 See FOIA Update, Summer 191, at 3-4 (‘OEP Guidance: Referral and Consultation 
Procedures’) (further discussing differences between these two procedures). 

3 "The ‘White House Office’ includes, among other components, the Offices of the 
President, Cabinet Affairs, Chief of Staff, Communications, First Lady, Counsel to the President, 
Intergovernmental Affairs, Legislative Affairs, Management and Administration, Operations, 
Political Affairs, Presidential Personnel, Public Liaison, Scheduling and Advance, Staff Secretary, 
Correspondence, Visitors, Policy Development, Domestic Policy Council, Environmental Policy, 
Council of Economic Advisors, National Economic Council, Assistant to the President for 
National Security Affairs and Deputy Assistant to the President for National Security Affairs, 
Assistant to the President for Science and Technology, and the Presidents Foreign Intelligence 
Advisory Board. The White House Office also includes task forces and working groups created 
by the President or an official in the White House, and reporting to the President or an official in 
the White House, including, for instance, the National Performance Review.” 
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Counsel’s Office as well.” 

“ It is possible that a record originating in the White House Office ( or in the Office of the 
Vice President— see below') will be one over which the White House Office for the Office of the 
Vice President’) has retained control, in which case it will not be an ‘agency record* subject to the 
FOIA even though it is located by a federal agency in response to a FOIA request . Accord, e.g- 
Goland v. CIA. 6707 F.2d 339, 345-48 (D.C. Cir 1978) (honoring ‘retention of control’ by non- 
FOIA entity), cert, denied. 445 U.S. 927 (1980; see also Paisley v. CIA. 712 F.2d 686, 692-94 
(D.C. Cir. 1983); Holy spirit Ass’n v. CIA. 636 F.2d 838, 840-042 (D.C. Cir. 1981). Any such 
records should be identified for special handling.” 

“2. Any record originating with the Office of the Vice President or anv of its component 
offices, offices which likewise are not subject to the FOIA should be forwarded for consultation 
purposes to the Office of the Counsel to the Vice President. Old Executive Office Building. Room 
269, Washington. D.C. 20501.” 

“3. All records originating with other offices within the Executive Office of the President 
(EOP— including the Office of Administration; the Office of Management and Budget ; the Office 
of Science, Technology and Space Policy; the Office of the U.S. Trade Representative, the 
Council on Environmental Quality; and the Office of National Drug Control Policy— should be 
forwarded to the FOIA officers of the relevant individual EOP offices. This, again, is for 
consultation purposes only: agencies remain responsible for responding directly to the FOIA 
requester once these EOP consultations have been completed. For your convenience, a contact 
list for these EOP offices is attached.” 

“4. Responses to FOIA requests for any classified White House records or records 
originating with the National Security Council should be coordinated with Ms. Nancy V. Menan 
of the National Security Council at the following address: 

Director of Information Disclosure 

Office of Information Disclosure 

National Security Council 

Old Executive Office Building, Room 392 

Washington, D.C. 20506 

Records originating with the Assistant to the President for National Security Affairs or his deputy 
should continue to be treated as records originating in the White House Office (see footnote 3 
above).” 

“If any question arises regarding these procedures, either generally or in any particular 
case, please do not hesitate to contact Margaret Ann Irving, Acting Deputy Director of the Justice 
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Department’s Office of Information and Privacy, at (202) 514-4251.” 

“ Executive Office of the President- Agencies Subject to the FOIA” 

Council on Environmental Quality 
Deputy General Counsel 
722 Jackson Place, N.W., Room 31 
Washington, D.C. 20006 

Office of Administration 
Director, Administrative Services Division 
Old Executive Office Building, Room 350 
Washington, D.C. 20500 

Office of Management and Budget 
Deputy Assistant Director for Administration 
New Executive Office Building, Room 9026* 

Washington, D.C. 20503 

Office of National Drug Control Policy 
FOIA Officer 

750 17th Street, N.W., 8th Floor 
Washington, D.C. 20500 

Office of Science, Technology and Space Policy 
Executive Director 
726 Jackson Place, N.W., Room 5013 
Washington, D.C, 20500 

Office of the US. Trade Representative 
FOIA Officer 

600 17th Street, N.W., Room 222 
Washington, D.C. 20506 


* OMB requests that records be forwarded to the attention of Darrell A. Johnson at this address. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Witnesses - Protection of Information Provided in Confidence to the FBI by 

Persons Who Subsequently Testify in Criminal Trials 
Date: March 31, 1998 


FBI records, such as FD-302s, often contain information provided on a confidential basis 
by persons who subsequently testify in criminal trials. The issue to be considered is whether 
Exemptions (b)(7)(C) and (b)(7)(D) protect the information provided by confidential sources 
who later testify in open court. 


Exemption (b)(7)(C) protects information compiled for law enforcement purposes which, 
if disclosed, could reasonably be expected to constitute an unwarranted invasion of personal 
privacy. The personal privacy interests inherent in that information must be balanced against the 
public interest in disclosure. Several courts have found, however, that there is no reasonable 
expectation of privacy in matters of a public record. Since testimony in open court becomes a 
public record, personal information given in testimony in open court may not be withheld under 
exemption (b)(7)(C). See, e g, Kiralv v. FBI. 728 F.2d 273, 280 (6th Cir. 1984); Brown v. FBI. 
658 F.2d 71, 75 (2d Cir. 1981); Cooper v. IRS . 450 F. Supp. 752, 754 (D.D.C. 1977). 


An obvious problem in applying this rule is that FBI records may not reflect what 
testimony was given during a trial. If FBI records do not include a trial transcript. Exemption 
(b)(7)(C) may apply because there is no way for a PLS to determine from FBI records which 
information is in the public record. 



It should be noted that in applying the balancing test under Exemption (b)(7)(C), the 
interest of the general public must be served by disclosure and not the personal interest of the 
defendant/requester. Convicted requesters often make FOIPA requests in the hope of 
overturning their convictions: they argue that the public interest to be served by disclosure is the 
maintenance of the integrity of our criminal justice system. Courts have generally held that such 
a naked assertion is too uncertain to warrant the invasion of another’s personal privacy rights. 
Brown , supra, 658 F.2d at 75. 


As for exemption (b)(7)(D), the general rule is that “subsequent disclosure of information 
originally given in confidence does not render nonconfidential any of the information originally 
provided.” Lame V. United States Department of Justice. 654 F.2d 917, 925 (3rd Cir. 1981); 
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accord Lesar v. United States Department of Justice. 636 F.2d 472 (D.C. Cir. 1980). However, 
there can be a waiver of confidentiality, either explicit or implicit, by the source. DOJ policy at 
this time is that a waiver will be found as to information which is given in testimony in open 
court. Once again, though, if FBI records do not include a trial transcript, Exemption (b)(7)(D) 
may apply because there is no way to determine from FBI records which information is in the 
public record. 

Another point which needs to be made is that Exemption (b)(7)(D) does not depend on a 
balancing test or on the information provided: “Exemption (b)(7)(D) differs from other FOIA 
exemptions in that its applicability depends not on the specific factual contents of a particular 
document, instead, the pertinent question is whether the information at issue was furnished by a 
‘confidential source’ during the course of a legitimate criminal law enforcement investigation.” 
Once this question has been answered in the affirmative, it must be determined if it was provided 
under an expressed or implied promise of confidentiality and reviewed as such for any 
discretionary disclosure of information. 

Finally, PLSs should be aware that under certain circumstances, Exemption (b)(7)(F) 
may be used even though (b)(7)(C) and (D) are inapplicable. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: World War n Censorship Documents 

Date: March 31, 1998 

By letter dated 1 1/14/77, the National Archives and Records Administration (NARA) 
transmitted guidelines which are set out below, to be used by our agency and other agencies to 
review and process World War II censorship documents or documents that contain information 
taken from censorship documents. It is riot necessary to refer censorship documents to NARA. 
We process them using the following NARA guidelines. 



1. Coverage : These guidelines may be applied to: 

(a) Censored communications and information derived therefrom whether from mail, 
cable, radio or other means of communications, passing between the United States and its 
territories or possessions and any foreign country or touching the territory of the United States at 
any point while in transit from one foreign country to another. 

(b) Censorship activities carried on by the War and Navy Departments from December 
8, 1941 and the Office of Censorship from March 15, 1942 through August 15, 1945. 

(c) Except for those portions of RG 216 (Records of the Office of Censorship) which 
were placed under seal by President Truman in 1945, these guidelines may be applied to all 
censored communications and related documents and/or information derived therefrom in 
documents found in government agency records and in donated historical materials. 

2. Security-classified information : All national security-classified information in 
censored communications covered by this guideline which was originated by the military 
departments or the Office of Censorship is automatically declassified unless it contains 
information categorized under paragraphs (a), (b), and (c) of this section. Information in these 
three categories will be referred to the Director, Records Declassification Division, National 
Archives and Records Service, for further action. 


(a) Information concerning communications intelligence or cryptography and their 
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related activities. 

(b) Information concerning the intelligence method of secret writing, microphotography 
and their detection. 

(c) Information concerning foreign governmental censorship activities as disclosed by 
U.S. liaison with foreign censorship agencies and not previously declassified and released. 

3. Unclassified and declassified information in censorship intercepts and similar 
documents : Information in censored communications and related documents covered by this 
guideline that clearly identifies living individuals or organizations will normally be exempted 
from release in those cases where its disclosure would constitute a clearly unwarranted invasion 
of personal privacy [cf. 5 U.S.C. 552 (b)(6) and/or (b)(7)(C)], Reviewers of documents covered 
by this portion of the guideline should determine whether the document contains information 
about a living individual which reveals details of a highly personal nature which the individual 
could reasonably assert a claim to withhold from the public to avoid a clearly unwarranted 
invasion of privacy. Such information may be disclosed, however, to the individuals who were 
parties to the communication or their authorized representatives. Further, segregated portions of 
a record document requested under the Freedom of Information Act shall be provided to any 
person requesting such record after deletion of the portions which are exempt under this 
guideline. Information which may be exempted from such release may be further defined as: 

(a) Information clearly identifying living individuals or organizations whose 
communications were intercepted, were the object of surveillance or were of particular interest to 
the intelligence agencies of the United States or its Allies, including the following: 

(1) Originals, photocopies, transcripts or extracts from intercepted communications; 

(2) Daily reports (also known as “Dayreps”) which were Office of Censorship messages 
to stations providing background information on persons and organizations of interest to the 
Office of Censorship; 

(3) Special watch instructions (also known as SWIs) which were instructions or 
supplemental information on particular persons, addresses, organizations, etc., whose 
communications are to be intercepted; 

(4) Watch lists/flash lists which are lists of persons, organizations, addresses, etc., with 
indicator of subject interest, whose communications are to be intercepted, including proposed 
entries and deletions; 

(5) White lists which are names of persons whose communications were to be bypassed 
without examination including entries and deletions; 
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(6) Border watch/flash lists which includes names of persons whose communications 
across the U.S. borders were of particular interest to a local censorship station, including entries 
and deletions thereto. 

(b) Information clearly identifying living individuals or organizations involved in either 
complaints or recommendations arising out of such complaints about carrying out the specific 
provisions of the Code of Wartime Practices for the American Press and Broadcasters and not 
previously wholly releasable. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: COINTELPRO (Counter-Intelligence Program) 

Date: March 31, 1998 

Description of COINTETPRO 

The FBI’s Counterintelligence Program, widely referred to as COINTELPRO, was the 
overall name for numerous programs of disruption, dirty tricks, and other projects undertaken by 
the FBI against individuals and organizations under investigation by the FBI. One such 
organization was the Communist Party USA. Through a variety of techniques, such as 
anonymous letters and mailings, these activities caused unexpected consternation and disruption 
among the members. At times, the more sophisticated techniques and activities exposed and 
neutralized the communists and caused defections or expulsions within the Party ranks. 
COINTELPRO activities were formalized in 1956 and was discontinued in 1971. 

In 1978, the Department of Justice, Office of Professional Responsibility completed the 
COINTELPRO Notification Program which sought to notify 527 individuals (61 of whom the 
program failed to locate) that they could receive information on COINTELPRO actions against 
them, however, many people besides the 527 were targeted under COINTELPRO. 


Procedures on HandlingJFOIPA Requests Involving COINTEPPRO 


When a COINTELPRO action was conducted against an individual or organization, 
appropriate correspondence was inserted in one of the COINTELPRO files. A copy of the 
correspondence may, or may not, have been designated for the main substantive file on the 
individual or organization. The name of the individual or organization may, or may not, have 
been indexed depending on the circumstances and the action of the employee processing the 
mail. 


As there are an estimated 50,000 or more pages in the twelve COINTELPRO files, it 
would be impractical to conduct a page-by-page review for a particular subject. Therefore, when 
a FOIPA requester indicates in the request letter that the subject of the request was a target of 
COINTELPRO activities, our search of FBIHQ files should be limited to a review of: 1) the 
main substantive file of the requesting individual or organization and 2) any main file 
equivalents which indicate the individual or organization has been indexed in any one of the 
twelve COINTELPRO files. The twelve main file equivalent COINTELPRO files are: 
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Communist Party 

Bufile 

100-3-104 

Socialist Workers Party 

Bufile 

100-436291 

White Hate 

Bufile 

157-9 

Black Nationalist 

Bufile 

100-448006 

New Left 

Bufile 

100-449698 

Special Operations 

Bufile 

105-174254 

Soviet-Bloc 

Bufile 

65-69260 

Border Coverage 

Bufile 

100-434445 

Yugoslav 

Bufile 

105-190290 

Cuban 

Bufile 

105-99938 

Puerto Rican 

Bufile 

105-93124 

Hoodwink 

Bufile 

100-446533 


If a "no record" response is going to be given to a requester who has indicated he may 
have been the target of a COINTELPRO action, the following language should be used: 

“A review of the appropriate records pertaining to COINTELPRO actions was 
conducted and no indication that you were ever the target of a COINTELPRO action was 
located.” 

NOTE: If FBI records indicate a COINTELPRO action was not reviewed in accordance with 
the Attorney General’s notification program regarding COINTELPRO activities, then notice 
should be sent to the attention of the Counsel, Office of Professional Responsibility, Room 4304 
- MJB at the Department of Justice. 


CLASSIFICATION MATTERS CONCERNING 
COINTELPRO MATERIAL 

During a review of previously processed material located in the FBI FOIPA Reading 
Room, it was determined that there were some instances where the Reading Room copy and the 
original file copy were marked differently as to classification. 

In order to ensure that COINTELPRO material processed under FOIPA, litigation or any 
other purpose, is consistent with material previously released and currently located in the FBI 
FOIPA Reading Room, a memorandum is being placed as a “Top Serial," not to be serialized, in 
each of those original COINTELPRO files. PLSs processing material from these files are placed 
on notice that the Reading Room copy must also be reviewed to insure both are marked in a 
consistent manner. When such a review is completed, a notation must be made on the original 
that it has been compared to the Reading Room copy. 
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To: All FBI FOIPA Personnel 

From: J. Kevin O’Brien 

Subject: Department of the Army 

Date: March 31, 1998 

Army Intelligence Agency (AIA) 

This following instructions set forth procedures for the handling of referrals to the Army 
Intelligence Agency (ALA) in which classified information is involved. 

(1) If documents classified “Top Secret” or “Secret” are to be referred to the AIA, 
receipts should be attached indicating among other required information the name and telephone 
number of the FBI employee involved. Receipt forms are maintained by the Document 
Classification Unit (DCU). 

(2) Regarding Army documents in FBI files referred to the Army for handling and direct 
response to the requester, the PLS should specifically request in the referral letter that the FBI be 
notified of any classification changes. Upon receipt of the Army’s notice of a classification 
change, the material should be forwarded to DCU where the changes will be noted on the FBI file 
copies of the Army documents. After those changes are noted, the photocopied material 
furnished by the Army should be destroyed. 
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LIBRARY CONTROL NUMBER 972-3P{l) 
NO RECORD PITCH 


A search of the indices to our central records 
system files at FBI Headquarters revealed no record 
responsive to your Freedom of Information-Privacy Acts 
request. 


NOTE: A search of indices, conducted under approved procedures, 

located no main files or see references. 


8/15/89 



LIBRARY CONTROL NUMBER 972-3P<2) 


NO RECORD - ELSUR 


A search of the FBI's electronic surveillance indices 
revealed no record responsive to your Freedom of Information- 
Privacy Acts (FOIPA) request. 

A search of the indices to our central records system 
files at FBI Headquarters revealed no records responsive to your 
FOIPA request. If you believe records of interest to you are 
located in the iiies of an FBI field office and were not 
reported to Headquarters, you may write directly to that field 
office for those materials. 


NOTE: Use the second sentence in paragraph two when the field 

office has been specifically requested or when appropriate based 
on the request letter. 


8/15/89 



LIBRARY CONTROL NUMBER 972-3P(3) 
NO RECORD - FIELD OFFICE PITCH 


A search of the indices to our central records system 
files at FBI Headquarters revealed no record responsive to 
your Freedom of Information-Privacy Acts request. If you 
believe records of interest to you are located in the files of 
an FBI field office and were not reported to Headquarters, you 
may write directly to that field office for those materials. 


NOTE: Use the second sentence when the field office has been 

specifically requested or when appropriate based on the request 
letter . 


8/15/89 


LIBRARY CONTROL NUMBER 972-3P(4) 


This is in reference to your Freedom of Information- 

privacy Acts (FOTPA) request to the (a) i . 

Contained in their records was roaterialwhTcK originated with 
the FBI. This material was received by this Bureau on 

< b ) , with the request that the FBI 

determine its reieasability. 

As a result of the large number of FOIPA requests 
received by the FBI, some delay may be encountered in 
processing tM« material. The FBI has allocated substantial 
resources, including personnel, to insure that delays in 
responding to FOIPA requests are minimized. 

Prior to the processing or release of the referred 
material which may pertain to you, please submit your 
notarized signature. This procedure is designed to insure 
that information concerning an individual is released only to 
that person. 

Your request has been assigned number JcJ , 

which you are asked to use in any further correspondence 
concerning this matter. 


1/8/87 



LIBRARY CONTROL NUMBER 972-3P(6) 


FEE ESTIMATE WHERE CHARGES EXCEED $25 


Documents which appear to be responsive to your 
Freedom of Information-Privacy Acts (FOIPA) request consist of 

approximately (a ) pages. If all pages are 

determined to be releasable, duplication costs of $ (b) 

could result, representing a charge of ten cents per page. No 
fees are assessed for the first 100 pages of duplication. It 
is emphasized that this is only an estimate ? and that the 
actual charges, after completion of processing of these 
records, will most likely be less. No duplication fees will 
be charged for pages that are withheld in their entirety 
pursuant to any FOIPA exemptions. 

Department of Justice regulations (Title 28, Code of 
Federal Regulations, Sections 16.10 and 16.47) require 
notification to a requester when anticipated charges exceed 
$25. This letter constitutes such notification. 

Please indicate in writing your willingness to pay 
the estimated fees so that further action can be taken on your 
request. No payment should be submitted at this time . If you 
wish to reduce the scope of your request to meet your needs at 
a lower cost, please advise this office at your earliest 
convenience. 


NOTE FOR ANALYST: In estimating fees, round off page 

estimates to nearest 100 pages. 


2/15/89 



LIBRARY CONTROL NUMBER 972-3P{6a) 


FEE ESTIMATE WHERE CHARGES EXCEED $250 
(25% Deposit Requested) , 


Documents which appear to be responsive to your 
Freedom of Information-Privacy Acts (FOIPA) request consist of 

approximately (aj pages. If all pages are 

determined to be releasable, duplication costs of $ (b) 
could result, representing a charge of ten cents per page. No 
fees are assessed for the first 100 pages of duplication. It 
is emphasized that this is only an estimate ; and that the 
actual charges, after completion of processing of these 
records, will most likely be less. No duplication fees will 
be charged for pages that are withheld in their entirety 
pursuant to any FOIPA exemptions. 

Department of Justice regulations (Title 28, Code of 
Federal Regulations, Sections 16.10 and 16.47) require 
notification to a requester when anticipated charges exceed 
$25. This letter constitutes such notification. 

Please indicate in writing your willingness to pay 
the estimated fees so that further action can be taken on your 
request. Department of Justice regulations further provide 
that, where the anticipated fee exceeds $250, an advance 
payment of an amount up to the estimated fee may he required. 

A 25% deposit of $ (c) is hereby requested. Your check 

or money order should be made payable to the Federal Bureau of 
Investigation. Include the FOIPA request number with your 
payment. If you wish to reduce the scope of your request to 
meet your needs at a lower cost, please advise this office at 
your earliest convenience. 


n6te FOR ANALYST: When charges will exceed $250, the above 

Ditch should be used, unless the requester 
has a history of prompt payment. In estimating fees, round 
off page estimates to nearest 100 pages. 


2/15/89 



LIBRARY CONTROL NUMBER 972-3P(6b) 


FEE ESTIMATE WHEN WAIVER REQUESTED 
(Justification Provided) 


Documents which appear to be responsive to your 
Freedom of Information-Privacy Acts (FOIPA) request consist of 

approximately (a ) pages. If all pages are 

determined to be releasable, duplication costs of $(b) 
could result, representing a charge of ten cents per page. No 
fees are assessed for the first 100 pages of duplication. It 
is emphasized that this is only an estimate 7 and that the 
actual charqes, after completion of processing of these 
records, will most likely be less. No duplication fees will 
be charged for pages that are withheld in their entirety 
pursuant to any FOIPA exemptions. 

Department of Justice regulations (Title 28, Code of 
Federal Regulations, Sections 16.10 and 16.47) require 
notification to a requester when anticipated charges exceed 
$25. This letter constitutes such notification. 

A determination has not been made with respect to 
your request for a waiver of fees. If you are willing to pay 
the estimated fees in the event your fee waiver request is 
denied or only reduced, please advise us in writing. Your 
agreement to pay will not affect our decision with respect to 
your fee waiver request, but will allow us to proceed further 
with the review and processing of the documents while the fee 
waiver determination is pending. If you wish to reduce the 
scope of your request to meet your needs at a lower cost, please 
advise this office at your earliest convenience. 


NOTE FOR ANALYST: In estimating fees, round off page 

<• estimates to nearest 100 pages. 


2 / 15/89 



LIBRARY CONTROL NUMBER 972-3P(6c) 


FEE ESTIMATE WHEN WAIVER REQUESTED 
’ — (Insufficient Justification) 

Documents which appear to be responsive to your 
Freedom of Information Act (FOIA) request consist of 
approximately ( a ) pages. If all pages are determined 

to be releasable, duplication costs of $ (b) could 

result, representing a charge of ten cents per page. No fees 
are assessed for the first 100 pages of duplication. It is 
emphasized that this is only an estimate ; and that the actual 
charges, after completion of processing of these records, will 
most likely be less. No duplication fees will be charged for 
pages that are withheld in their entirety pursuant to any 
FOIA exemptions. 

Department of Justice regulations (Title 28, Code of 
Federal Regulations, Section 16.10) require notification to a 
requester when anticipated charges exceed $25. This letter 
constitutes such notification. 

Department of Justice regulations implementing the 
fee waiver provisions of the Freedom of Information Reform Act 
of 1986 provide that fee waiver requests be considered on a 
case-by-case basis and be "based upon information provided by 
a requester in support of a fee waiver request or otherwise 
made known to the component . " 

Your request for a fee waiver will be considered 
in accordance with Title 28, Code of Federal Regulations, 

Section 16.10. This section provides that requested information 
will be furnished without charge if the disclosure of the 
requested information is in the public interest because it is 
likely to contribute significantly to the public understanding 
of the operations or activities of the government. The 
determination of whether the fee waiver requirement is met 
is governed by the following four factors in sequence: 

(i) The subject of the request : Whether the 

subject of the requested records concerns 
"the operations or activities of the 

- , _ a.. n 

v • C- m 

(ii ) The informative value of the information to 
be disclosed : Whether the disclosure is 

"likely to contribute" to an understanding 
of government operations or activities. 



LIBRARY CONTROL NUMBER 972-3P(6c) 


FEE ESTIMATE WHEN WAIVER REQUESTED 
(Insufficient Justification) 
(continued ) 


(iii) The contribution to an understanding of the 
subject by the public likely to result from 
disclosure : Whether disclosure of the 

requested information will contribute to 
"public understanding." 

(iv) The significance of the contribution to 
public understanding : Whether the 

disclosure is likely to contribute 
"significantly" to public understanding 
of government operations or activities. 

It is necessary for you to respond in writing to 
each of the criteria listed above before your fee waiver 
request is considered. Also, make reference to any prior 
articles or books published; and if under contract to 
publish, provide the publisher's name. A copy of the 
pertinent section of the regulations is enclosed for your 
assistance. 

If you are willing to pay the estimated fees in 
the event your fee waiver request is denied or only reduced, 
please include a statement to this effect along with the 
requested information. Your agreement to pay will not affect 
our decision with respect to your fee waiver request, but 
will allow us to proceed further with the review and processing 
of the documents while the fee waiver determination is pending. 
If you wish to reduce the scope of your request to meet your 
needs at a lower cost, please advise this office at your 
earliest convenience. 


' NOTE FOR ANALYST: In estimating fees, round off page 

estimates to nearest 100 pages. 


4/28/89 



LIBRARY CONTROL NUMBER 972-3P(6d) 


FEE ESTIMATE FOLLOWING PARTIAL WAIVER OF FEES 


Documents which appear to be responsive to your 
Freedom of Information-Privacy Acts (FOIPA) request consist of 

approximately (a) pages. If all pages are determined 

to be releasable, duplication costs with a (b) % reduction 

in fees would amount to $ (c) . This represents a charge 

of (d) cents per page. No fees are assessed for the 

first 100 pages of duplication. It is emphasized that this is 
only an estimate , and that the actual charges, after 
completion of processing, will most likely be less. No 
duplication fees will be charged for pages that are withheld 
in their entirety pursuant to any FOIPA exemptions. 

Department of Justice regulations (Title 28, Code of 
Federal Regulations, Section 16.10) require notification to a 
requester when anticipated charges exceed $25. This letter 
constitutes such notification. 

Please indicate in writing your willingness to pay 
the estimated fees so that further action can be taken on your 
request. No payment should be submitted at this time . If you 
wish to reduce the scope of your request to meet your needs at 
a lower cost, please advise this office at your earliest 
convenience. 

If you disagree with the decision regarding your tee 
waiver, or from any other denial contained herein, you may 
appeal in writing to the Assistant Attorney General, Office of 
Legal Policy (Attention: Office of Information and Privacy), 

United States Department of Justice, Washington, D. C. 20530, 
within 30 days from receipt of this letter. The envelope and 
letter should be clearly marked "Freedom of Information 
Appeal" or "Information Appeal." Please cite the FOIPA number 
assigned to your request so that it may be easily identified. 


NOTE FOR ANALYST: In estimating fees, round off page 

estimates to nearest 100 pages. 


10/8/87 



LIBRARY CONTROL NUMBER 972-3P(6e) 

FEE ESTIMATE FOLLOWING PARTIAL WAIVER OF FEES WITH DEPOSIT 


Documents which appear to be responsive to your 
Freedom of Information-Privacy Acts (FOIPA) request consist of 

approximately (a) pages. If all pages are determined 

to be releasable, duplication costs with a (b) % reduction 

in fees would amount to $_{£) . This represents a charge 

of (d) cents per page. No fees are assessed for the 

first 100 pages of duplication. It is emphasized that this is 
only an estimate , and that the actual charges, after 
completion of processing, are most likely to be less. No 
duplication fees will be charged for pages that are withheld 
in their entirety pursuant to any FOIPA exemptions. 

Department of Justice regulations (Title 28, Code of 
Federal Regulations, Section 16.10) require notification to a 
requester when anticipated charges exceed $25. This letter 
constitutes such notification. 

Please indicate in writing your willingness to pay 
the estimated fees so that further action can be taken on your 

request. An advance deposit of $ (e) is also 

requested in accordance with the above regulations. Your 
check or money order should be made payable to the Federal 
Bureau of Investigation. Include the FOIPA request number 
with your payment. If you wish to reduce the scope of your 
request to meet your needs at a lower cost, please advise this 
office at your earliest convenience. 

If you disagree with the decision regarding your fee 
waiver, or from any other denial contained herein, you may 
appeal in writing to the Assistant Attorney General, Office of 
Legal Policy (Attention: Office of Information and Privacy), 

United States Department of Justice, Washington, D. C. 20530, 
within 30 days irom receipt of this letter. The envelope and 
letter should be clearly marked "Freedom of Information 
Appeal" or "Information Appeal." Please cite the FOIPA number 
assigned to your request so that it may be easily identified. 


NOTE FOR ANALYST: In estimating fees, round off page 

estimates to nearest 100 pages. 


10/8/87 



LIBRARY CONTROL NUMBER 972-3P(7) 


This is to acknowledge receipt of your Freedom of 
Information-Privacy Acts request. 

Your request is currently being reviewed to 
determine if we have the records you are seeking. You will be 
advised at the earliest possible date concerning the results 
of this review. 

Should you find it necessary to correspond with us 
concerning this matter prior to release of any documents, 

please refer to number _[aj , which has been 

assigned to your request. 


10/14/83 



LIBRARY CONTROL NUMBER 972-3P(8) 


If you have not already requested a current search 
of our Identification Division records for any arrest record 
that might pertain to you and wish to do so, please comply 
with the enclosed instructions set forth in Attorney General 
Order 556-73. Fingerprint impressions are needed for 
comparison with records in the Identification Division to 
insure that an individual's record is not disseminated to an 
unauthorized person. 

Effective January 17, 1983, the combined NCIC-CCB 
file was discontinued, information which formerly was 
contained in the NCIC-CCH file now is maintained in the 
Identification Division records system. However, to obtain 
this information you must comply with the attached 
instructions . 


10/8/87 



LIBRARY CONTROL NUMBER 972-3P(8a) 


If you have not already requested a current search 
of our Identification Division records for any arrest record 
that might pertain to you and wish to do so, please comply 
with the enclosed instructions set forth in Attorney General 
Order 556-73. Fingerprint impressions are needed for 
comparison with records in the Identification Division to 
insure that an individual's record is not disseminated to an 
unauthorized person. 


10/8/87 



LIBRARY CONTROL NUMBER <*72-3P(8b) 


This is in response to your request for records 
pertaining to . 

The information you have requested is exempt from 
disclosure under the Freedom of Information Act {FOIA) because 
release of our Identification Division records could 
reasonably be expected to constitute an unwarranted invasion 
of personal privacy pursuant to exemption (b) (7) (C) of the 
FOIA. 


You have 30 days from receipt of this letter to 
appeal to the Attorney General from any denial contained 
herein. Appeals should be directed in writing to the Attorney 
General, Attention: Freedom of Information Appeals Unit, 

Washington, D. C. 20530. The envelope and letter should be 
clearly marked "Freedom of Information Appeal" or "Information 
Appeal." 


6/24/88 



LIBRARY CONTROL NUMBER 972-3P(9) 


Should you desire a check of our field office files, 
it will be necessary for you to direct your requests to the 
appropriate field offices. 


10/14/83 



LIBRARY CONTROL NUMBER 972-3P(10) 


Background investigations for military and 
nonmilitary security clearances are conducted by many 
different Government agencies. The FBI conducts such 
background investigations in only a limited number of areas 
but does not issue security clearances. You may write 
directly to the agency which you believe initiated the 
background investigation or issued the security clearance. 


10 / 14/83 



LIBRARY CONTROL NUMBER 972-3P(13) 


Your request for information concerning yourself has 
been considered in light of the provisions of both the Freedom 
of Information Act {FOIA) {Title 5, United states Code, 

Section 552) and the Privacy Act of 1974 (Title 5, 

United States Code, Section 552a). Any documents which are 
found to be exempt from disclosure under one law will also be 
processed under the provisions of the other law. Through 
these procedures you receive the greatest degree of access 
authorized by both laws. 


10/27/87 



LIBRARY CONTROL NUMBER 972~3P(14) 


FEE WAIVER DENIAL - FIRST PARTY REQUEST 


Your request for a waiver of fees has been denied. 
Title 5, United States Code, Section 552 (a)(4) (A) (iii) , 
provides that documents shall be furnished without charge or 
at a reduced charge "if disclosure of the information is in 
the public interest because it is likely to contribute 
significantly to public understanding of the operations or 
activities of the Government and is not primarily in the 
commercial interest of the requester." Our decision in this 
matter is based on the statutory standard and the fee waiver 
guidelines issued by the Department of Justice, a copy of 
which is enclosed. We have concluded that your interest in 
these records is personal in nature and that the information 
pertains primarily to you. Disclosure of this material will 
not contribute to the understanding of the public at large 
and, therefore, a waiver of fees is inappropriate. 

If you disagree with the decision regarding fee 
waiver, or from any other denial contained herein, you may 
appeal in writing to the Assistant Attorney General, Office of 
Legal Policy (Attention: Office of Information and Privacy) , 

United States Department of Justice, Washington, D. C. 20530, 
within 30 days from receipt of this letter. The envelope and 
the letter should be clearly marked "Freedom of Information 
Appeal" or "Information Appeal." Please cite the FOIPA number 
assigned to your request so that it may be easily identified. 


10/8/87 



LIBRARY CONTROL NUMBER 972-3P(14a) 


FEE WAIVER DENIAL - FIRST PARTY REQUEST BASED ON INDIGENCY 


Your request for a waiver of fees has been denied. 
Title 5, United States Code, Section 552(a)(4) (A) (iii), 
provides that documents shall be furnished without charge or 
at a reduced charge "if disclosure of the information is in 
the public interest because it is likely to contribute 
signif ican + ‘ 1 y *<"'» public understanding of the operations or 
activities of the Government and is not primarily in the 
commercial interest of the requester." Our decision in this 
matter is based on the statutory standard and the fee waiver 
guidelines issued by the Department of Justice, a copy of 
which is enclosed. We have concluded that your interest in 
these records is personal in nature and that the information 
pertains primarily to you. Disclosure of this material will 
not contribute to the understanding of the public at large 
and, therefore, a waiver of fees is inappropriate. Your 
indigency was only one factor considered in making this 
decision and alone was not sufficient to require a waiver of 
fees . 


If you disagree with the decision regarding fee 
waiver, or from any other denial contained herein, you may 
appeal in writing to the Assistant Attorney General, Office of 
Legal Policy (Attention: Office of Information and Privacy) , 

United States Department of Justice, Washington, D C, 20530, 
within 30 days from receipt of this letter. The envelope and 
the letter should be clearly marked "Freedom of Information 
Appeal" or "Information Appeal." Please cite the FOIPA number 
assigned to your request so that it may be easily identified. 


10/8/8 7 



LIBRARY CONTROL NUMBER 972-3P(14b) 


Fee Waiver Denial - Third Party Request 


Your request for a waiver of fees has been considered 
in accordance with the provisions of Title 5, United States Code, 
Section 552 (a) (4) (A) which permits an agency to waive or reduce 
fees in the public interest "because furnishing the information 
can be considered as primarily benefiting the general public." 

The principal question is whether release of the particular 
information you have requested will benefit the general public. 

We have concluded that it will not and, therefore, your request 
for a waiver of fees is being denied. In reaching this decision, 
a number of factors were considered, including the public interest 
in the subject matter of the records requested; the nature of the 
information contained in the FBI files and whether the releasable 
portions of the records will meaningfully contribute to the 
public's understanding of the subject matter; whether any of the 
information in our files is already in the public domain; your 
qualifications, ability and intentions to disseminate the 
information to the general public; and whether the material is 
personal in nature or serves only your private interests. We 
will reconsider our decision on your fee waiver request if, upon 
processing the records, it is evident that we have understated 
the potential public benefit of the released information. 

If you disagree with the decision regarding fee waiver, 
or from any other denial contained herein, you may appeal in 
writing to the Assistant Attorney General, Office of Legal Policy 
(Attention; Office of Information and Privacy) , United States 
Department of Justice, Washington, D. C. 20530, within thirty 
days from receipt of this letter. The envelope and the letter 
should be clearly marked "Freedom of Information Appeal" or 
"Information Appeal." Please cite the FOIPA number assigned to 
your request so that it may be easily identified. 


1/31/85 



LIBRARY CONTROL NUMBER 972-3P(14c) 


Partial Fee Waiver - Third Party Request 


Your request for a waiver of fees has been considered 
in accordance with the provisions of Title 5, United States Code, 
Section 552 (a) (4) (A) which permits any agency to waive or reduce 
fees in the public interest "because furnishing the information 
can be considered as primarily benefiting the general public." 

The principal question is whether release of the particular 
information you have requested will benefit the general public. 

We have determined that a (a) percent reduction in 
duplication fees is appropriate in this instance in view of the 
limited amount of useful and substantive information contained in 
the releasable portions of the records and the extent to which 
this information will meaningfully contribute to the public’s 
understanding of the subject matter. Other factors considered 
included the public interest in the subject matter of the records 
requested; whether any of the information in our files is already 
in the public domain; your qualifications, ability and intentions 
to disseminate the information to the general public; and whether 
the material is personal in nature or serves only your private 
interests. We will reconsider our decision on your fee waiver 
request if, upon processing the records, it is evident that we 
have understated the potential public benefit of the information 
contained in the records released to you. 

If you disagree with the decision regarding fee waiver, 
or from any other denial contained herein, you may appeal in 
writing to the Assistant Attorney General, Office of Legal Policy 
(Attention: Office of Information and Privacy) , United States 

Department of Justice, Washington, D. C. 20530, within thirty 
days from receipt of this letter. The envelope and the letter 
should be clearly marked "Freedom of Information Appeal" or 
"Information Appeal." Please cite the FOIPA number assigned to 
your request so that it may be easily identified. 


7/29/86 



LIBRARY CONTROL NUMBER 972-3P(15) 


As a result of the large number of FOIPA requests 
received by the FBI, delay may be encountered in processing 
your request. The FBI has allocated substantial resources, 
including personnel, to insure that delays in responding to 
FOIPA requests are minimized. We solicit your patience and 
assure you that your request will be processed as soon as 
possible. 


8/29/86 



LIBRARY CONTROL NUMBER 972-3P (15a) 


FOIPA NO. Ja] 

Reference is made to your pending Freedom of 
Information-Privacy Acts (FOIPA) request concerning 
lb] » 

Additional delay may be encountered before the 
processing of your request can be completed. Every effort is 
made to handle requests in the approximate order of their 
receipt consistent with sound administrative practices. The 
time required to process a request, however, will vary 
depending upon such factors as the volume and complexity of 
the material requested, the need to consult with other 
government agencies as to information originated by them, and 
in many instances, a classification review. While it is not 
possible to furnish an exact date when your request will be 
completed, I want to assure you that it is being processed, 
and that all documents -which can be released will be made 
available as soon as possible. 

I regret the delay incurred in complying with your 
request and solicit your continued patience. 

Sincerely yours. 


Emil P. Moschella, Chief 
Freedom of Information- 
Privacy Acts Section 
Records Management Division 


6/27/84 


LIBRARY CONTROL NUMBER 972-3P<15b) 


FOIPA No. _£a) 

Reference is made to your pending Freedom of 
Information-Privacy Acts (FOIPA) request concerning 

Shi 


Dooimpnt-q pertaining to your request have been 
located; however, before release can be made, they must be 
reviewed to ascertain if they warrant classification under 
current standards. Due to the heavy volume of requests 
received, our personnel handling classification matters have 
accumulated a backlog of work. Please be assured that your 
request will be handled in turn, and we will notify you of the 
results as expeditiously as possible. 

I regret the delay encountered in complying with 
your request and again solicit your patience and 
understanding . 


Sincerely yours, 


Emil P. Moschella, Chief 
Freedom of Information- 
Privacy Acts Section 
Records Management Division 


2/11/87 



LIBRARY CONTROL NUMBER 972-3P(15c) 


FOIPA NO. (a) 

This is to advise you of the status of your pending 
Freedom of Information-Privacy Acts (FOIPA) request for 
documents pertaining to _[b] . 

You have previously been informed that documents 
responsive to your request must be reviewed to ascertain if 
they warrant classification under current standards and that 
our personnel handling classification matters have accumulated 
a backlog of work. 

We are still experiencing delays of several months 
in the classification process; however, I want to assure you 
that your request will receive attention as soon as possible. 
You will be advised when the classification review has been 
completed. Your continued patience and understanding are 
appreciated . 

Sincerely yours. 


Emil P. Moschella, Chief 
Freedom of Information- 
Privacy Acts Section 
Records Management Division 


7/31/87 



LIBRARY CONTROL NUMBER 972-3P(15d) 


FOIPA No. (a) 

i 


Reference is made to my letter dated 

(b) , advising you of the status of your 

Freedom of Information-Privacy Acts (FOIPA) request for 
documents pertaining to _(cj . 

The classification review process has been completed 
and the documents responsive to your request will now be 
examined for release in accordance with the provisions of the 
FOIPA. All non exempt information will be made available to 
you. 


Sincerely yours. 


Emil P. Moschella, Chief 
Freedom of Information- 
Privacy Acts Section 
Records Management Division 


7/31/87 



LIBRARY CONTROL NUMBER 972-3P(16) 


In order to obtain records of other Government 
agencies, you must write directly to the agency where you 
believe the records are maintained. 


5/1/87 



LIBRARY CONTROL NUMBER 972-3P{17) 


You may submit an appeal from any denial contained 
herein by writing to the Assistant Attorney General, Office of 
Legal Policy (Attentions Office of information and Privacy) , 
United States Department of Justice, Washington, D. C. 20530, 
within thirty days from receipt of this letter. The envelope 
and the letter should be clearly marked "Freedom of 
Information Appeal" or "Information Appeal." Please cite the 
FOIPA number assigned to your request so that it may be easily 
identified. 


10/14/83 



LIBRARY CONTROL NUMBER 972-3P{18) 

If you know of any matter in which your name may 
have been recorded by the FBI and can identify the matter in 
sufficient detail/ including approximate time frame and 
location, a further search will be made. 


10/14/83 



i 


LIBRARY CONTROL NUMBER 972-3P(19) 


Enclosed are copies of documents from our files. 
Excisions have been made from these documents, and other 
documents have been withheld in their entirety in order to 
protect materials which are exempt from disclosure by the 
following subsections of Title 5, United States Code, 

Section 552: 

(b)(1) (A) specifically authorized under criteria 

established by an Executive order to be kept secret 
in the interest of national defense or foreign 
policy and (B) are in fact properly classified 
pursuant to such Executive order; 

(b)(2) related solely to the internal personnel rules and 
practices of an agency; 

(b)(3) specifically exempted from disclosure by statute 
(other than section 552b of this title), provided 
that such statute (A) requires that the matters be 
withheld from the public in such a manner as to 
leave no discretion on the issue, or (B) establishes 
particular criteria for withholding or refers to 
particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial 

information obtained from a person and privileged or 
confidential ; 

(b)(5) inter-agency or intra-agency memoranda or letters 

which would not be available by law to a party other 
than an agency in litigation with the agency; 

(b)(6) personnel and medical files and similar files, the 
disclosure of which would constitute a clearly 
unwarranted invasion of personal privacy. 
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LIBRARY CONTROL NUMBER 972-3P(20) 


(b) (7) records or information compiled for law enforcement 
purposes , but only to the extent that the production 
ot sucn law enforcement records or information 

(A) could reasonably be expected to interfere with 
enforcement proceedings, 

(B) would deprive a person of a right to a fair 
trial or an impartial adjudication, 

(C) could reasonably be expected to constitute an 
unwarranted invasion of personal privacy, 

(D) could reasonably be expected to disclose the 
identity of a confidential source, including a 
State, local, or foreign agency or authority or 
any private institution which furnished 
information on a confidential basis, and, in 
the case of a record or information compiled by 
a criminal law enforcement authority in the 
course of a criminal investigation, or by an 
agency conducting a lawful national security 
intelligence investigation, information furnished 
by a confidential source, 

(E) would disclose techniques and procedures for 
law enforcement investigations or prosecutions, 
or would disclose guidelines for law enforcement 
investigations or prosecutions if such disclosure 
could reasonably be expected to risk 
circumvention of the law, or 

(F) could reasonably be expected to endanger the 
life or physical safety of any individual; 

(b) (8) coiiLauieu in or related to examination, operating, 
or condition reports prepared by, on behalf of, or 
for the use of an agency responsible for the regula- 
tion or supervision of financial institutions; or 

(b) (9) geological or geophysical information and data, 
including maps, concerning wells. 


1/15/87 


( 


LIBRARY CONTROL NUMBER 972-3P(21> 


A portion of the documents from our files has 
been processed in accordance with Title 5, United States 
Code, Section 552a (Privacy Act of 197*0. and the 
material withheld are exempt from disclosure by the 
following subsections of this statute: 

Enclosed are copies of documents from our 
files. Excisions have been made from these documents, 
and other documents have been withheld in their entirety 
in order to protect materials which are exempt from 
disclosure bv the following subsections of Title 5, 

United States Code, Section 552a: 

(d)(5) information compiled in reasonable anticipation 
of a civil action or proceeding; 

(j)(l) information maintained by the Central 
Intelligence Agency; 

(j) (2) material reporting investigative efforts 

pertaining to the enforcement of criminal law, 
including efforts to prevent, control, or 
reduce crime or apprehend criminals, except 
records of arrest; 

00(1) information which is currently and properly 

classified pursuant to Executive Order 12356 in 
the interest of the national defense or foreign 
poll cy ; 

(k) (2) material compiled for law enforcement purposes, 

other than criminal, which would reveal the 
identity of an individual who furnished 
information pursuant to a promise that his or 
- he' 1 Identity would be held in confidence; 

00(3) material maintained in connection with 

providing protective services to the President 
of the United states or any other individual 
pursuant to the authority of Title 18, 

United States Code, Section 3056. 
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LIBRARY CONTROL NUMBER 972-3P(22) 


(k) (4) 
(k) (5) 


(k) (6) 
(k) (7) 


required by statute to be maintained and used 
solely as statistical records; 

investigatory material compiled solely for the 
purpose of determining suitability, 
eligibility, or qualifications for Federal 
civilian employment or for access to classified 
information, the disclosure of which would 
reveal the identity of an individual who 
furnished information pursuant to a promise 
that: his or her identity would be held in 
confidence; 

testing or examination material used to 
determine individual qualifications for 
appointment or promotion in Federal Government 
service, the release of which would compromise 
the testing or examination process; 

material used to determine potential for 
promotion in the armed services, the disclosure 
of which would reveal the identity of the 
person who furnished the material pursuant to a 
promise that his identity would be held in 
confidence . 


10/14/83 



LIBRARY CONTROL NUMBER 972-3P(25) 


THIRD PARTY PITCH 

(Investigation is known to public, public source information 
exists) 


This is in response to your request for records 
pertaining to another individual (s) , Jaj . 

Disclosure of most of the records you requested 
could constitute an unwarranted invasion of the privacy of the 
other individual (s) . Access is denied pursuant to 
exemptions (b) (6) and/or (b) (7) (C) of the Freedom of 
Information Act (FOIA) unless you can obtain the notarized 
authorization of the other individual (s) involved and furnish 
the original of such authorization to us. 

The collection, maintenance and disclosure of the 
records to which you seek access, like the records of all 
Federal agencies, are governed by the provisions of the 
Privacy Act (5 U.S.C. 552a). This Federal law prohibits 
disclosure of such records in the absence of written 
authorization from the individual to whom the records pertain, 
unless, among other things, disclosure is required by the 
FOIA. 

The records you have requested contain other 
information generally available to the public, such as court 
records, newspaper clippings, official publications, etc. If 
you request in writing copies of these records, we will 
release them to you. 

(APPEALS PITCH) 
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LIBRARY CONTROL NUMBER 97 2- 3P (25a) 

THIRD PARTY PITCH 
(Investigation not publicly known) 


This is in response to your request for records 
pertaining to another individual (s) , JaJ . 

We can neither confirm nor deny the existence of the 
records you are seeking. The disclosure of the records to 
which you seek access is governed by the provisions of the 
Privacy Act (5 U.S.C. 552a) and the Freedom of Information Act 
(FOIA) (5 U.S.C. 552). The Privacy Act prohibits disclosure 
of such records in the absence of a written authorization of 
the other individual (s) , which we require to be notarized and 
the original furnished to us. 

Also, the Privacy Act allows for the release of 
documents pertaining to an individual if disclosure is 
required by the FOIA. In this regard, we have determined 
that, if records exist, disclosure of the FBI's investigative 
interest in the subject (s) of your request could constitute an 
unwarranted invasion of personal privacy, and as such, would 
be exempt from disclosure pursuant to exemptions (b) (6) and/or 
(b) (7) (C) of the FOIA. 

(APPEALS PITCH) 


NOTE FOR ANALYST: Where the request is for a record of a 

non-citizen or alien not admitted for 
permanent residence, reference to the 
Privacy Act must be deleted. 

(See Pitch 25c) 
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LIBRARY CONTROL NUMBER 972-3P(25b) 


THIRD PARTY PITCH 

(Investigation publicly known — but no public source into) 


This is in response to your request for records 
pertaining to another individual (s) , (a) • 

The collection, maintenance and disclosure of the 
records to which you seek access, like the records of all 
Federal agencies, are governed by the provisions of the 
Privacy Act (5 U.S.C. 552a). This Federal law prohibits 
disclosure of such records in the absence of written 
authorization of the other individual (s) , which we require to 
be notarized and the original furnished to us. 

Also, the Privacy Act allows for the release of 
documents pertaining to an individual if disclosure is 
required by the Freedom of Information Act (FOIA) . In this 
regard, we have determined that disclosure of the records you 
have requested could constitute an unwarranted invasion of 
personal privacy, and as such, would be exempt from disclosure 
pursuant to exemptions (b) (6) and/or (b) (7) (C) of the FOIA. 

(APPEALS PITCH) 
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LIBRARY CONTROL NUMBER 972-3P(25c) 


THIRD PARTY PITCH — SUBJECT IS NON-CITIZEN OR 
ALIEN NOT ADMITTED FOR PERMANENT RESIDENCE 
(THIRD PARTY LIVE - INVESTIGATION NOT OFFICIALLY ACKNOWLEDGED) 


This is in response to your Freedom of Information 
Act (FOIA) request for records pertaining to (an)other 
individual (s) , (a) . 

We can neither confirm nor deny the existence of the 
records you are seeking. The FOIA (5 U.S.C. 552) contains 
provisions to protect information pertaining to other 
individuals which could, if it exists, constitute an unwarranted 
invasion of personal privacy, namely: 

(b) (6) (language) 

and 

(b) (7) (C) (language) 

Confirmation of any information pertaining to the 
subject (s) of your request can only be made, if it exists, 
upon receipt of an original, notarized written authorization 
from (b) . 

(APPEALS PITCH) 
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LIBRARY CONTROL NUMBER 972-3P{26) 


A preliminary review of the index to the 
central records system files at FBI Headquarters 
discloses references to a name similar to 

Since we have reviewed 

«■» 4 

luc aw i 

themselves, we do not know at this point if the records 
pertain to your request. 


14 . 


only the index to our records, and not the actual records 


Your request is being handled as equitably as 
possible arid oil documents which can be released will be 
made available at the earliest possible date. Every 
effort is made to handle each request in the approximate 
order of receipt to the extent consistent with sound 
administrative practices. 


10/14/83 



LIBRARY CONTROL NUMBER 972-3P<27) 
Client, Background and Notary 


This is in reference to your Freedom of Information- 
Privacy Acts request on behalf of your client, 

(a ) . 

Based on the limited information you provided 
concerning your client, it is not possible to make an accurate 
search of our records. To insure an accurate search of our 
records, please furnish (b) 

complete name, vaci uc cxilu place of birth, and any specific data, 
such as aliases, prior addresses or employments, that would 

permit us to locate the documents ( c ) 

seeks. 

Before we can commence processing for release any 
documents which may pertain to your client, it will be 

necessary for (d ) to submit a 

notarized statement authorizing us to release documents 
concerning (e) to you. 

Upon receipt of your client's additional personal 
information and notarized authorization, we will review the 
index to our central records system files at FBI Headquarters 
and advise you of the results. 
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LIBRARY CONTROL NUMBER 972-3P(28) 


Records maintained in the FBI central records system, 
to the extent they are subject to exemption pursuant to Title 5, 
United States Code, Section 552a (j) and (k) , are exempt from 
the amendment provisions of the Privacy Act, as described in 
Title 28, Code of Federal Regulations, Part 16.96 (b)(2). 
However, even though the records are exempt, it is the policy 
of this Bureau to consider each request on an individual basis 
in order to reach an equitable determination consistent with 
the best interests of both the individual and the Government. 
Where amendment is appropriate, such action will be considered; 
where not appropriate, the exemption will be justification for 
denial of the request. 

Should you make a request for correction or amendment 
of information in our records, your letter of request should 
indicate the particular record involved, the nature of the 
correction sought and the justification for the correction or 
amendment. Your request should be submitted to FBI Headquarters 
and should be clearly marked "Privacy Correction Request." 
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Your recent Freedom of Information-Privacy Acts 

(FOIPA) request to our JaJ Office was 

referred to FBI Headquarters for handling. 

In an effort to be fair, each request is 
handled in the approximate order of receipt. As a result 
of the large number of FOIPA requests received by the 
FBI, delay may be encountered. We solicit your patience 
and assure you that your request will be processed at the 
earliest possible date. 

Please use the number (b) , which has 

been assigned to your request, in all correspondence 
concerning this matter. 
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Your recent Freedom of Information Act (FOIA) request 

concerning (a) to our (b) 

Office was referred to FBI Headquarters for handling. 

In an effort to be fair, each request is handled in 
the approximate order of receipt. As a result of the large 
number of FOIA requests received by the FBI, delay may be 
encountered. We solicit your patience and assure you that 
your request will be processed at the earliest possible date. 

Please use the number (c) , which has been 

assigned to your request, in all correspondence concerning 
this matter. 
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LIBRARY CONTROL NUMBER 972-3P(33) 


Your recent Freedom of Information-Privacy Acts 

(FOIPA) request to our (a) Office was referred 

to FBI Headquarters for handling. This is to advise you 
of our determination to comply with your request pursuant 
to Title 5, United States Code, Section 552 (a) (6) (A) (i ) 
and other applicable Federal statutes and regulations. 
Additional information, if needed by us in this matter, 
will be requested of you by separate letter. 

A search of the indices to our central records 
system files at FBI Headquarters will be made in an effort 
to determine if we have the information you seek. If the 
search fails to indicate the existence of any record (s) 
pertaining to the subject matter of your request, you 
will be notified. In the event the search reveals the 
existence of any record (s) responsive to your request, it 
will be retrieved and processed pursuant to the provisions 
of the FOIPA at the earliest possible date. 

Your request has been assigned number _£b] 

which you are asked to use in any further correspondence 
concerning this matter. 
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We are currently searching the indices to our 
central records system files at FBI Headquarters for any 
documents which may pertain to your request. Upon 
completion of this search you will be notified of the 
results . 
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Before we can commence processing for release 
any documents which may pertain to you, it will be 
necessary for you to submit your notarized signature. 
This procedure is designed to insure that documents are 
released only to an individual having a right of access 
to the information. 


10/14/83 
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Sincerely yours. 


J. Kevin O'Brien, Chief 
Freedom of Information- 
Privacy Acts Section 
Information Management Division 
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LIBRARY CONTROL NUMBER 972-3P(37) 


REQUESTS TOO VAGUE TO SEARCH 


The Freedom of Information Act provides for access 
to Government records where the records sought are "reasonably 
described" (Title 5, United States Code, Section 552(a)(3)). 
Your letter does not contain enough descriptive information to 
permit a search of our records. 

In accordance with Title 28, Code of Federal 
Regulations, Part 16.3(b), we are requesting that you provide 
more specific information to enable us to locate the records 
with a reasonable amount of effort. This should include the 
names of individuals, organizations or events, and the 
approximate time frame, if known. 
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RESPONSE FOR REQUESTS TO INSPECT RECORDS 
PRIOR TO PAYMENT OF DUPLICATION COSTS 


To permit you to inspect the records you requested 
prior to the payment of duplication costs would be tantamount 
to a waiver of fees, as the records still must be processed 
under the applicable statutes and duplicated for your review. 
Your request for inspection prior to the payment of 
duplication fees must be denied. 
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LIBRARY CONTROL NUMBER 972-3P(39) 


READING ROOM APPOINTMENT 


In the event that you are in the Washington, D.C. 
area, you may at no charge, review this material in our POIPA 
Reading Room at FBI Headquarters by making an appointment 48 
hours in advance by calling (202) 324-3386. 
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LIBRARY CONTROL NUMBER 972-3P(40) 


AGGREGATE FEES 


The records and subject matters of interest to you 
are considered a series of related requests, and as such, are 
subject to aggregate fees as provided by Title 28, Code of 
Federal Regulations, Sections 16.10 and 16.47. Accordingly, 
there will be a copying charge of 10$ per page for all 
documents released to you. No charge will be assessed for the 
first 100 pages ot duplication or if the aggregate duplication 
fee for the remaining documents does not exceed $8. 
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LIBRARY CONTROL NUMBER 972-3P(40a) 


No fees are assessed for the first 100 pages of 
duplication or if the search and duplication costs for the 
remaining pages do not exceed $8. Therefore, the enclosed 
documents are being forwarded to you at no charge. 
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LIBRARY CONTROL NUMBER 972-3P(42) 


DUPLICATION DOCUMENTS - FIELD OFFICE 


Numerous documents in the field office file(s) that 
were processed pursuant to your request were found to be 
duplicative of those contained in the file(s) at FBI 
Headquarters, which have also been processed. To minimize 
costs to both you and the Federal Bureau of Investigation, 
these duplicate documents have not been considered for release 
unless addilioudl information was included on the duplicate 
document. 
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LIBRARY CONTROL NUMBER 972-3P<43) 


Preprocessed 
MONEY LETTER 


The records which you requested have been previously 
processed under the provisions of the Freedom of Information 
Act for another requester. The documents available for 
release consist of (a ) pages. 

Pursuant to Title 28 , Code of Federal Regulations, 
Section 16.10, there is a fee of ten cents per page for 
duplication. No fees are assessed for the first 100 pages. 
Upon receipt of your check or money order payable to the 

Federal Bureau of Investigation in the amount of $(b) 

the documents will be copied and forwarded to you. Please 
place your request number on your check or money order. 


7/5/88 



LIBRARY CONTROL NUMBER (44) 

r 

CITIZEN'S GUIDE RESPONSE 

This is in response to your inquiry about obtaining Government 
records under the Freedom of Information Act and/or the Privacy Act. The 
Committee on Government Operations of the House of Representatives has 
released a report intended to serve as a general introduction to both Acts. 
This report discusses how to make a request, the various exemptions included 
in the Acts, administrative appeal procedures, and judicial review. 

This publication, "A Citizen's Guide on Using the Freedom of 
Information Act and the Privacy Act of 1974 to Request Government Records" is 
available for $2.75. Send prepayment (check or money order) to Superintendent 
of Documents, PO Box 371954, Pittsburgh, PA 15250-7954, stock number 
052-071-00999-0; or to order with VISA or MasterCard, phone (202) 783-3238. 
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LIBRARY CONTROL NUMBER 972~3P(45) 


Commercial Use Request - Designation 


Your request has been designated as a "commercial 
use" request. This refers to a request from or on behalf of 
one who seeks information for a use or purpose that furthers 
the commercial, trade or profit interests of the requester. 

As such, it is subject to search, review and duplication fees. 

For each quarter hour spent by clerical personnel in 
searching for and retrieving a requested record, the fee is 
$2.25. Where a search and retrieval cannot be performed 
entirely by clerical personnel - for example, where the 
identification of records within the scope of the request 
requires the use of professional personnel - the fee is $4.50 
for each quarter hour for search time spent by professional 
personnel. Where the time of managerial personnel is 
required, the fee is $7.50 for each quarter hour of time spent 
by such managerial personnel. 

It is estimated that a search for the records you 

seek will take approximately _£aj hours at a rate of 

9 (b) per hour. 

If you advise us of your willingness to pay search 
fees, we will conduct a search of records. 

If this check of our records reveals documents 
pertinent to your request, you will be advised of review and 
duplication fees. 

Should you disagree with the designation of your 
request as a "commercial use" request, you may respond by 
furnishing the reason (s) you believe that the results of your 
request will rot, ir. fact, further your commercial, trade or 
profit interest. 
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LIBRARY CONTROL NUMBER 972-3P(46) 
Commercial Use Request - Review Cost 


Reference is made to our letter to you dated (a ) 

pertaining to your Freedom of Information Act request regarding 
(b) . 


It has been determined that for each quarter hour spent 
by clerical personnel in preparing the documents for review, the 
fee is $2.25 per quarter hour and in reviewing a requested record 
for possible disclosure, the professional fee is $4.50 per 
quarter hour, except that where the time of managerial personnel 
is required, the fee is $7.50 for each quarter hour spent by such 
managerial personnel. 

It is estimated that a review of the records found to 

be pertinent to your request will take approximately (c) 

hours at the rate of $ (d ) per hour, approximately (e) 

hours at the rate of $ (f ) per hour, and approximately 

(q) hours at the rate of $ (h ) per hour. 

« In addition to this, all documents found to be 

releasable will be subjected to a duplication cost of 10 cents 
per page which may amount to approximately $ ( i ) 

If you advise us of your willingness to pay review and 
duplication fees, these documents will be processed. 
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Commercial Use Request - Fee Letter 

Subject of Request: (a ) 
FOIPA No. : (b) 


Reference is made to our letter of ( c ) 

The records which you requested have been processed, and the 
documents are available for release. 

Pursuant to Title 28, Code of Federal Regulations, 
Sections 16.10 and 16.47, fees were assessed at the following 
rates : 


Hourly Rate X Number of Hours = Fee for Service 


Search Fees: {§_) ( $ ) 

Review Fees : 

Clerical ($_) ( $ ) 

Professional ($J ( $ ) 

Managerial ($J ( $ ) 


Number of Pages X 10 cents per page 

Duplication Fees: ( $ ? 

Total accumulated fees ( $ ) 

Upon receipt of your check or money order, in the 

amount of ($ ) (d ) , payable to the Federal Bureau of 

Investigation, the releasable documents will be forwarded to you. 
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Commercial Use Request - Fee Letter 
( continued ) 


To insure proper identification of your request, please 
return this letter or include the above referenced FOIPA request 
number with your payment. 

( e ) See Continuation Page for additional information. 
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REFERRAL LETTER 
(Response to other agency) 


Date: 


NOTE : Operator, typed date roust be spelled out. 


To: NOTE: Operator, FOIPA will attach preprinted 7-line 

label here. Delete this message, but do not 
delete blank lines between "To" and "From." 


From: Emil P. Moschella, Chief 

Freedom of Information- 

Privacy Acts (FOIPA) Section 
Federal Bureau of Investigation 

Subject: FOIA/PA REQUEST OF iaj 

FBI FOIPA NO. _ib) 

(c ) No. JdJ 

Re : jej 

This is in response to your letter dated 

jf ) requesting the FBI to make a 

disclosure determination regarding the bracketed information 
contained in the attached (q) document (s) . 

After reviewing the information, we recommend that: 

all of the information be disclosed. 

all of the information be withheld pursuant to 

subsection (s) _(h) of Title 5, 

Uiu. lew 3 Lat.es Code , Section 552 • 

part of the information, highlighted in yellow, 

should be withheld pursuant to subsection (s) (i) 

of Title 5, United States Code, 

Section 552. The remainder of the information may 
be disclosed. 


Hi 5 (4) 
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REFERRAL LETTER (Response to other agency) 
(continued ) 


Please call (1) 

(202) 324- (m) if you have any questions. 

Enclosure (s) 


of my staff at 


REMARKS: 



LIBRARY CONTROL NUMBER 972-3P<49) 


REFERENCES ("Cross" References) 


The above fee estimate does not include 
references which may be identifiable with your request. 
A reference is a mention of the subject of your request 
in the file of another individual, organization, or 
activity. A further description of any such references 
will be made at a later date. 


2/15/89 



•»#« 


FEDERAL BUREAU OF INVESTIGATION 


FREEDOM OF 
INFORMATION AND 
PRIVACY ACTS 
REFERENCE MANUAL 


PART 9 OF 9 


INDEX 




This index covers the following sources of information: 



Source 

Abbreviation 

1. 

FOIPA Section Numbered Memos 

M 

2. 

Privacy Act 

PA 

3. 

Freedom of information Act 

FOIA 

4. 

Code of Federal Regulations 

CFR 

5. 

Manual of Investigative 
Operations and Guidelines 

MIOG 

6. 

DOJ Guide to the Freedom of 
Information Act (FOIA) 

GF 


If a citation in the index pertains to a particular 
issue, that issue will be shown in parentheses next to the 
citation. All GF citations, of course, will pertain to the FOIA. 

Any suggestions for inclusion of additional items 
should be submitted in writing to the Training, Research and 
Field Coordination Unit. 
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Index 


Abstracts - Ml 

Accelerated processing - M60 

Accounting of disclosures from Privacy Act 

system of records - PA § 552a (c); 28 CFR § 16.52 

Accuracy of records required by Privacy Act - 
PA S 552a (e)(5) 

Administrative inquiry records. Privacy Act exemption - 
PA § 552a (k) (2) 

Administrative markings - GF403 (b2) 

Administrative remedies, exhaustion of - GF384, 540 

Advance payment of fees - GF526; 28 CFR § 16.10(g) 

(FOIA); 28 CFR S 16.47(d) (PA) 

Advice to agency - GF438 (b5) 

Affiant requirements for declarations - GF555 

"Agency" defined - GF376; FOIA S 552(f); PA § 552a (a)(1) 

"Agency record" defined - GF377 

Aggregating requests - 28 CFR S 16.10 (f), M109 

Allen, Mark - M2 6 

Amendment of records under the Privacy Act - pa § 552a 
(C)(2); 28 CFR §§ 16.50 - 16.51; 1*15 



Classified by WPI 
Occtecsny cn: OABft y 


-l- 

4/1/91 


OL 

Annotating request letters - M64 

Anonymous source - GP507 (b7D) 

"Any person" as FOIA requester - GF379 

Appeals - M61; GF383 (Notice of); 28 § CFR 16.8 (FOIA); 

28 CFR $ 16.48 (Privacy Act) 

Appeal of district court decisions - GF571 

Appeals involving exclusions - GF523 

< 

Applicants (■unsuccessful) for federal employment 
GF474 (b6 ) ; M3 

Army documents - M93 

Assignment of requests for preprocessed material - M83 

Associations, privacy interests of - GF464 

Attica Legal Defense Committee - M39 

Attorney - client privilege - GF453 (b5) 

Attorney fees - GF561 (Generally); FOIA § 552 (a)(4)(B); 

PA 5 552a (g)(2)(B); GF546 (After dismissal of action 
for mootness); GF566 (Amount); GF561 (Pro se litigants); 
GF564 (Test for entitlement to award of attorney fees) 

Attorney General Notification to Agent Personnel in Response 
to Issuance of Subpoena Duces Tecum - M65 

Attorney work-product privilege - GF449 (b5) 

Authority to deny requests - 28 CFR, Appendix A to Subpart A 
(FOIA); 28 CFR, Appendix A to Subpart D (Privacy Act) 

Automatic release of records as created - GF385 

Awards to employees - GF401 (b2) 

Background investigations - GF474 (b6); GF481 (b7); PA 
S 552a (k) ( 5 ) ; M3 (unsuccessful job applicants) 

Bag jobs in domestic security investigations - M16 



Bait money - GF512 (b7E) 

Bank security devices - GF512 (b7E) 

Black- bag jobs in domestic security investigations 
(See "Bag Jobs") 

Black Panther Party ELSUR records - Ml 9 
Brady material - GF496 (b7C) ^ 



Bureau Source (Number Classified) - M4 Kept Separately 

- M5 

Burdensome requests - GF381 

Business dealings with the federal government - GF475 (b6) 
Business information - 28 CFR §16.7 


Certifying records as true copies - 28 CFR § 16.10 (k) 
Child's legitimacy - GF471 (b6) 

Central Records System exemption from Privacy Act - 
28 CFR $ 16.96 (a) 

Chicago 7 ELSUR information - Ml 9 

CIA, material regarding - M6; M20 

CIA referral matters - M94 

Circumvention of statute or regulation by disclosure - GF400 
(b2); GF510 (b7E) 

Citizenship - GF471 (b6) 

Civil litigation records. Privacy Act exemption - 
PA § 552a (k) (2) 

Civil remedies under the Privacy Act - pa § 552a (g)(1) 
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Classification 77 cases - M7 
Classification 92 cases - M8 
Classification 197 cases - M9 



Classification 252 cases - M10 

Classification appeals involving referrals - M95 
Classification decisions, court deference to - GF387 
Classification, duration of - GF397 
Classification guidelines - GF412 (b2) 

Classification of notes and addenda - Mioi 


Classification review - M102 (Documents previously examined 

by (DCAAU); 

M103 (FOIPA requests requiring); 

H104 (Previously released material); 
Ml 05 (Field office files.) 

Ml 10 (Reverse Processing) 

Classified documents - GF386 (Generally); GF397 (Age of); 

PA S 552a (k) (1) ; 

28 CFR § 16.44 (To be reviewed for 
cla ssi fication under Privacy Act ) ; 

28 CFR $ 16.6 (to be reviewed for 
classification under FOIA) 

Classified information in the public domain - GF392 

Code name for investigation - GF404 (b2) 

COINTELPRO - Mil 


Collateral estoppel - GF547 


Commercial information of a privileged/confidential nature - 
GF422 - 423 (b4) 

"Commercial use" request defined - GF525; GF532; 28 CFR $ 
16.10 (j)(5) 


Committee of Legal Aid in the South - M39 
Committee to Aid Southern Lawyers - M39 
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Committee to Assist Southern Lawyers - M39 

Competitive harm - GF428, 431 (b4) 

Compelling circumstances exception to Privacy Act 

nondisclosure rule - PA § 552a (b)(8); 28 CFR 5 16.53 (b) 

"Compiled for law enforcement purposes" - GF482 (b7) 

Components of DOJ - 28 CFR Appendix I to Part 16 

Computerized Telephone Number File - Ml 2 

"Confidential" defined for exemption b4 purposes - GF425 

"Confidential source" (b7D) - GF501 

Confidentiality, types of promises - MIOG $ 190-7.3 

Congressional access to records - GF375; FOIA § 552(d); PA 
S 552a (b)(9); 52 FR 47241 (1987) 

Congressional documents - Ml 3 


Consent as exception to disclosure rule of Privacy Act - PA 
S 552a (b) 


Consultants - GF438-439 (b5) 

Contract records - Ml 4 
Control files (FOIPA) - M79 

Coordination of FOIPA releases with other divisions - M67 
Copyrighted documents - M20 


Corporations, privacy interests of - GF464 
Costs of litigation - GF561 

Court order, as exception to Privacy Act nondisclosure rule 
PA § 552a (b) (11) 

Cover letters - GF404 (b2) 


Creation of records not required by FOIA - GF385 
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Criminal discovery's effect on exemptions - GF459 

Criminal penalties under the Privacy Act - PA § 

552a (i) (1) 

Customer lists - GF424 (b4) 

Data brokers, fee waivers - GF526, 532 

Date for determining responsive records - 28 CFR § 16.4 
(j)(FOIA); 28 CFR § 16.42 (h) (PA) 

Davis, Rennard - M19 

DEA Form 7 (Report of Drug Property) - Mill 

Death of requester/litigant - GF546 

Death of source of information (b7D) - GF509 

Death of subject of request, proof of — M53 

Deceased persons, privacy interests of - GF464 

Defunct agencies/departments - M68 

Deliberative process privilege (b5) - GF441 

"Deliberative" nature of exemption b5 documents - GF442 

Dellinger, David - M19 

Denial notice to requester - GF383 

De novo review standard - GF537 

"Direct costs" defined for fee purposes - 28 CFR § 16 . 10 
(j)(i) 

Disciplinary action for arbitrary /capricious withholding - 
FOIA S 552(a)(4) (F) 

Disclosure format - GF383 

Disclosure (official) of exempt material - GF459 
Discovery - GF555 
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Discretionary nature of exemptions - GF373 

Displacement statute, 26 U.S.C. S 6103 as - GF419 (b3) 

Dissemination of information, requester's ability ana intent 
re fee waiver GF530 

Dormant investigation - GF486 <b7A) 

Draft documents - GF444 (b5) 

"Due diligence" in processing requests - GF384, GF542 

- M17 



Duplicate dbcuments, processing - M69 

"Duplication" defined for fee purposes - 28 CFR § 16.10 

(d)(3) 

Duplication of proposed FOIA releases exceeding 180 pages - 
M70 


•Educational institution" defined for fee assessment - 
GF526; 28 CFR 5 16.10 (j)(6) 

EEO procedures - GF401 (b2) 

Electronic surveillance records - M106 

ELSUR indices, exemption from Privacy Act - 28 CFR § 

16.96 (c) 

Emergency disclosure of Privacy Act records - 28 CFR $ 

16.53 (b) 

Employee Assistance Program - Glomarization - GF476 (b6) 
Employee (FBIHQ) files - H43 

Bnployee standards of conduct. Privacy Act - 28 CFR § 16.57 

Equitable discretion of court to decline orderinq disclosure 
GF536 

"Exceptional circumstances," Open America rule - GF384 






Exclusions (Tip-Offs) - GF517; FOIA § 552 <c); M89; GF523 
(judicial review) 

Executive Order 12356 - GF394 (bl) 

Executive Order 12600 - GF428 (b4) 

Exemption 1 - GF385 
Exemption 2 - GF400 
Exemption 3 - GF414, M20 
Exemption 4 - GF422 
Exemption 5 - GF437 
Exemption 6 - GF460 
Exemption 7 threshold - GF477 
Exemption 7 A - GF485 
Exemption 7B - GF491 

Exemption 7C - GF492 (Generally); GF498 (Age of 
information); GF497 (Balancing test) 

Exemption 7D - GF500 (Generally); GF509 (age of 
information); M21 

Exemption 7E - GF510 

Exemption 7F - GF513 

Exemption first asserted in litigation - GF558 
Exhaustion of administrative remedies - GF384, 540 
Expedited processing - GF542 

Extensions of time limits for processing - GF382 
Factual matters (b5) - GF447; GF452 
Family fights - GF471 (b6) 

Favorable information - GF471 (b6) 

* 
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PD 190 - M2 2 



FD 190a - M22 
FD 376 - M2 3 
FD 430 - M24 
FD 510 - M2 2 
FD511 - M22 
FD515 - M25 

i 

Federal employees - GF473 (b6) 

Federal nondisclosure statute (b3) - GF414 

Federal Register , agency info to be published in-FOIA § 
552(a)(1) 

Federal Register, publication of Privacy Act system of 
records - pa § 552a (e)(4) 

Federal Register, publication of routine uses under Privacy 
Act PA $ 552a (e)(4)(D); PA S 552a (e)(ll) 

Federal Rule of Civil Procedure 26 (c) - GF415 (b3) 

Federal Rule of Criminal Procedure 6 (e) - GF415 (b3) 

Federal Rule of Criminal Procedure 32 - GF415 (b3); GF418 
(b3); GF464 (b6) 

Fees, Privacy Act, implied agreement to pay - 28 CFR § 

16.41 (c) 

Fees, Privacy Act - 28 CFR § 16.47; M71 

Fees, FOIA - GF524; M71; FOIA § 552(a)(4)(A); 28 CFR § 16.10 

Fees, failure to pay - GF382; GF541; FOIA § 552 (a ) ( 4 ) (A) ( v ) 

Fee waivers (FOIA) - GF528, FOIA § 552(a)(4)(A), 28 CFR S 
16.10 (d) 


Fee waivers (Privacy Act) - 28 CFR § 16.47(a) 
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Field Division Personnel, Contact With - M66 

File 62 - 117290 - M26 

File Duplication Requests - M72 

File numbers - GF403 (b2); GF503 (b7D) 

File Recharge Forms - M73 

Filing of previously released FOIPA material - M74 
Final opinions - GF444 (b5) 

Final opinions of agency to be publicly available - 
FOIA § 552(a)(2) 

Financial condition - GF424 <b4); GF471 (b6) 

Financial information of a privileged/confidential nature 
GF422 (b4 ) 

First Amendment activities in Privacy Act records - 
PA § 552a (e)(7) 

First-party requests also processed under FOIA - GF382 

FOIA exemptions not a bar to Privacy Act access - 
PA § 552a (t) (1) 

FOIA request requirements - 28 CFR § 16.3 

Foreign Agents Registration List - M27 

Foreign countries, investigations In - M3 3 

Foreign Intelligence Surveillance Court records - M28 

Foreign news service, fee assessment - GF526 

Foreign nationals, privacy interests of - GF465 

Forum non-conveniens (venue) - GF536 

Freelance journalists, fee assessment - GF 526; 28 CFR § 
16.10 (j)(8) 

Frivolous lawsuits - GF570 
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Froines, John - M19 

Fugitive as requester - GF379; M29 

Functional test for exemption b5 - GF4 37 

Fusion Energy Foundation - M3B 

General Accounting Office, access under the Privacy Act - 
PA § 552a (b) ( 10) 


General exemptions under the Privacy Act (rap sheets, 
criminal enforcement information) - PA § 552a (j)(2) 

Glomar denial - GF392; GF399 (bl) 

Glomarization - GF476-477 (b6) 

Glomarization of third party requests (b7C) - GF499 
Grand Jury Defense Office - M39 
Grand jury material - GF415^(b3^y M20 

" - M30 


Green file fronts - M76 
Grievance procedures - GF401 (b2) 

Guardianship, verification under the Privacy Act - 28 CFR 5 
16.41 (e) 


Guidelines for law enforcement investigations/prosecutions 
(b7E) - GF513 

Hayden, Thomas - M19 

High 2 information (b2) - GF400, 406, 407 
High visibility memo policy - M77 
Hiring criteria - GF412 (b2) 

Historical processing - 28 CFR 5 50.8, Ml 08 
Hoffman, Abbie - Ml 9 
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Identification Division records system exemption from 
Privacy Act - 28 CFR § 16.96 (e) 

Identification record - 28 CFR 5 16.31 (Defined); 

28 CFR § 16.32 (Obtaining); 28 CFR S 16.33 (Fee to 
obtain) ; 

28 CFR § 16.34 (Correcting); M47 (Ascertaining accuracy 
before disclosure); GF416 (b3); GF462 (b6); GF462 (b7C) ; 
GF499 (b7C - Glomar ) 

Identity of confidential source - GF502 (b7D) 

Illegal investigation - GF408 (b2); GF481; GF485 (b7) 

Implied promise of confidentiality - GF503 (b7D) 

"Improper withholding" of records - GF535 (Based on delay); 
GF535 (Based on use of exemption); GF535 (Based on public 
availability); GF535 (Based on pre-existing court order) 

Improperly addressed requests - 28 CFR § 16.4 (i)(FOIA); 

28 CFR s 16.42 (g) (Privacy Act) 

In camera affidavits re classified documents - GF391 (bl) 

In camera inspection of documents - GF551 

In camera review of classified documents - GF386 (bl) 

Indigent's request for fee waiver - GF530 

"Individual" defined for Privacy Act purposes - PA § 552a 
(a)(2) 

Informant file numbers - GF411 (b2); M21 

Informant files, requests for - M107; GF520 (exclusion 
(c)(2)) 

Informant symbol numbers - GF402 (b2) 

Information compiled for law enforcement purposes - GF477 
(b7A) 

Initials of person - GF403 (b2) 

Intelligence sources and methods - GF417 (b3) 




Inter-agency memoranda defined for exemption b5 - GF437 
Interest on fees - 28 CFR § 16.10 (h) 

Interesting case memoranda - M31 

"Interfere" with enforcement proceedings - GF487 (b7A) 

Internal agency matters of a trivial nature - GF400 - 401 
(b2) 

"Internal" document defined for exemption b2 - GF407 

Interview notes taken by agents - M32 

Interviews in criminal investigations - GF505 (b7D) 

Intra- agency memoranda defined for exemption b5 - GF437 
Investigations, status of - GF4B5 (b7A) 

IRS, referrals to - M96 

Judicial review of exclusions - GF523 

Jurisdiction of courts over FOIA cases - GF535; FOIA § 552 
(a)(4)(B) 

Jurisdiction of courts over Privacy Act cases - PA § 552a 
(g)(5) 

Juvenile delinquency proceedings - M20, M34 

Juvenile Justice and Delinquency Prevention Act - M34 

King, Martin Luther - M18 (Elsur info); M26 (House Select 
Committee on Assassinations) 

Laboratory notes - M3 5 

LaRouche, Lyndon - M3 8 

Law enforcement activity exception to Privacy Act - PA § 
552a (b)(7) 

Law enforcement personnel - GF473 (b6) 

"Law enforcement proceedings" - GF487 (b7A) 
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"Law enforcement purposes" - GF480 (b7) 

Leaked Information - GP459 
Leave practices - GF401 (b2) 

Legal guardian access to Privacy Act records - PA § 552a (h) 
Legal Handbook for Special Agents - M36 
Legats (FBI) - M3 3; M78 

Library as requester, fee waivers - GF531 

"Likely to contribute" to public understanding of government 
activities, fee waivers - GF529 

Location of surveillance devices - GF511 (b7E) 

Law 2 information - GF401 (b2) 

Mail covers - GF511 (b7E) 

Mail, handling FOIPA request mail - M79 

Mail, outgoing to CIA and NSA - M80 

Mailing lists - GF471 (b6) 

Manuals (administrative) to be publicly available - FOIA § 
552(a)(2)(c) 

Manuals, FBI - M36 

Manuals for law enforcement - GF406 (b2); GF480 (b7); GF512 
(b7E) 

M.A.p. (Management Aptitude Program) records - M44 
Marital status - GF471 (b6) 

Medical condition - GF471 (b6) 

Medical files - GF460 (b6) 

Medical records to be provided to physician (Privacy Act) - 
28 CFR § 16.43 (d) 

Microfilm records, reproduction of - M81 
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Midnight Special - M3 9 

Misconduct of government employees - GF468, 474, 477 (b6) 
Mootness GF545 

Mosaic approach - GF399 (bl); GF412 (b2); GP429 (b4) 
Multiple subject cases - M37 

Names and addresses to compile mailing lists - GF471 (b6) 
Names of FOIA requesters - GF464 (b6) 

Names of individuals in law enforcement file - GF492 (b7C) 

Names of law enforcement personnel - GP494 (b7C); GF514 
(b7F) - • 

Names of Privacy Act requesters «- GP464 (b6) 

Names of sources of information - GF496 (b7C); GF503 (b7D) 

N.A.R.A. preservation of records under the Privacy Act - 
PA § 552a (b)(6) 

National Caucus of Labor Committees - M3 8 

National Electronic Surveillance Project - M39 

National Lawyers Guild - M39 

National Security Act of 1947 - GF417 (b3) 

National Security Agency - M20 (b3); M97 (referral policy) 

NCAVC exemption from Privacy Act - 28 CFR S 16.96 (j) 

NCIC entries for missing children - M40 

NCIC exemption from Privacy Act - 28 CFR § 16.96 (g) 

NCIC Message Keys & Originating Agency Identifiers 
(ORIS) - Ml 12 

New Agents Unit (Quantico) records - M44 
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Newsgathering organizations, fee waivers - GF532 

"Noncommercial scientific institution" defined for fee 
assessment - GF526; 28 CFR S 16.10 (j)(7) 

Notarized signature required for Privacy Act request - 
28 CFR § 16.41 (d)(1) 

Objects not covered by FOIA - GF385 

Official disclosure of exempt material - GF459 

Old documents - GF498 (b7C) 

"Operations or activities of the government," fee waivers 
GF529 

Organizational files - M41 

Overhead and operating costs - GF424 (b4) 

Passive dissemination, fee waivers - GF531 
Payments received for FOIPA releases - H82 
Pen registers - M20; M42 
Pending investigation - GF485 (b7A) 

People’s House - M39 

Performance ratings - GF401 (b2); GF474 (b6) 

"Person" defined for exemption b4 purposes - GF424 
Personal privacy expectations - GF463 (b6) 

Personal records - GF378 (b2) 

Personnel files - GF460 (b6) 

Personnel investigations of government employees - GF482 
(b7) 

Personnel lists - GF403 (b2) 

Photograph albums (FBI) - M45 
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Physical safety of a person threatened by disclosure - 
GF513 (b7F) 

Policy documents - GF444 (b5) 

Policy statements of agency to be publicly available - POIA 
S 552(a)(2)(B) 

Polygraph examinations - M46 

Post-decisional documents - GF444 (b5) 

Post office boxes - GF511 (b7E) 

Predecisional communications - GP442 (b5) 

Presentence reports - GF415, 418 (b3); GF464 (b6); M20 

Preservation of records - 28 CFR § 16.9 (FOIA); 28 CFR § 
16.49 (PA) 

Presidential entities as agencies - GF376 
Pretext contact - GP511 (B7E) 

Prior disclosure of privileged information (exemption b5 
waiver)- GF456 

Privacy Act exemptions not a bar to FOIA access - PA § 552 
<t)(2) 

Privacy Act request requirements - 28 CFR § 16.41 
Privacy Interests, exemption b6 general rule - GF463 
Privileged commercial/confidential information - GF435 (b 4 ) 
Profiling as investigative tool - GF512 (b7E) 

Profit and loss data - GF424 (b4) 

Prospective investigation - GF485 (b7A) 

Protective services to public officials - PA § 552a (k)(3) 
Public-at-large understanding, fee waiver - GF529 
Public availability of exemption b6 information - GF463 




Public corruption - GF468 (b6) 

Public figures, privacy interests of - GF465 

Public interest in FOIA disclosure - GF461 (b6) 

Public reference facilities (See Heading Room) - 28 CFR § 
16.2 

Public source information - GF430 (b4); GF463 (b6); 

GF496 (b7C) ; GF529 (fee waivers) 

Publicity, prejudicial pretrial - GF491* (b7B) 

Publicly known investigative technigues/procedures - GF510 
( b7E ) 

Purpose of FOIA - GF373 

Purpose of request irrelevant - GF379 

Questions disguised as FOIA requests - GF385 

Rap sheets (see identification record) 

Reading Room (Public Reference Facility) - M84 (FOIPA); 

M85 (Adding material to); 28 CFR § 16.2 

"Reasonably describe" records sought under FOIA - GF380; 

28 CFR § 16.3(b) 

Reclassification of information - GF398 (bl) 

"Record" defined for Privacy Act purposes - PA § 552a(a)(4) 
28 CFR S 16.40 (C)(3) 

Referrals - M98 (Segregable other agency information); 

M99 (Sensitive FBI information); M100 (Stamp labeled 
"Classified Material Attached"); Mill (DEA Form 7) 

Referral/consultation responsibility of agency - 28 CFR § 
16.4 (c)-(e) (FOIA) ; FOIA - 28 CFR § 16 .42(c)-(e) (Privacy 
Act) 

Regulations governing FOIA requests - GF382 
Religious affiliation - GF471 (b6) 




Report on agency FOIA compliance to Congress - FOIA § 552(e) 

■Representative of the news media" defined for FOIA fee 
assessment - GF526; 28 CFR § 16.10 (j){8) 

Reputation - GF471 (b6) 

Requester as "any person" - GF379 

Requester's ability & intention to disseminate information - 
GF530 

Res judicata - GF547 
Research data - GF424 (b4) 

Research required by exemption b6 - GF466 
Retired law enforcement officers - GF514 (b7F) 

Reverse FOIA - GF572 
Reverse Processing - HI 10 

"Review costs" for fee assessment - GF525; 28 CFR § 16.10 
U>(4) 

"Routine use" of records - PA 552a (a) (7) (Defined) ; PA § 552a 
(b) (3) (Exception to nondisclosure rule) 

Rubin, Jerry - Ml 9 

Sales statistics - GF424 (b4) 

Sanctions against FOIA litigants - GF569 

Scope of request, narrowing - M86 

Search adequacy - GF382, 543, 555 

"Search" defined for fee purposes - 28 CFR § 16.10 (j)(2) 

Search procedures at FBIHQ for field office F0IPA requests - 
M87 

Search time charges - GF526 

Search warrant affidavit - GF510 (b7E) 
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Security techniques - GF411 (b2) 

Security clearances for court personnel - GF392 (bl) 

Segregabllity - GF382, 399 (b2); GF475 (b6); FOIA $ 552(b) 

Selective Service Law Committee - M39 

Sensitive compartmented informaton, handling - M91 

Sensitive non-law enforcement records - GF476 (b6) 

Settlement negotiations - GF439 (b5) 

" Significant" contribution to public understanding 
of government activities, fee waivers - GF531 

Social Security information - M48 

Sole source information - GF503 (b7D) 

- M49 


Source symbol numbers - GF503 (b7D) 

Southeast Asia Military Law Office - M39 

Southern Christian Leadership Conference ELSUR information - 
M18 

Spartacist League - M50 
Spartacus Youth League - M50 
Special File Room - M88 

Special Master to review classified records - GF392 (bl) 
Specific exemptions under the Privacy Act - PA § 552a (k) 
Specifications of equipment - GF511 (b7E) 

Standards of conduct - GF401 (b2) 

Statements attributed to subject of file where source is 
not recorded - M51 

"Statistical records" - PA § 552a (a) (6) (Defined) ; PA S 552a 
(k) (4) (Specific exemption) 
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Statistical research, exception to Privacy Act nondisclosure 
rule - PA § 552a (b)(5) 

Statute of limitations - GF537; PA § 552a (g)(5) 

Statute mandating nondisclosure - GF469 (b6) 

Stop index in NC1C - M52 

Subject/requester possess or submitted information - GF490 
( b7A) 

Submitter objections to disclosure - GF429 (b4) 

Subpoena Duces Tecum, A. G. notification to agent personnel 
in response to issuance of - M65 

"Substantially prevail" in litigation - GF562 

Summary judgment - GF553 

Supplier lists - GF424 (b4) 

"System of records" defined for Privacy Act purposes - 
PA § 552a(a) (5) ; 28 CFR $ 16.40 (c)(8) 

Tax return information - GF419 (b3); M20 

Technical designs - GF424 (b4) 

Techniques for law enforcement investigations - GF510 (b7E) 

Terminated investigations - GF487 (b7A) 

Testing material, exemption under the Privacy Act - 
PA § 552a (k) (6) 

Third party requests - M53 

Time limits - FOIA $ 552(a)(6) 

Tip-offs - See Exclusions 

Title of FOIPA communications, wording of - M92 
Title III Wiretaps - GF416-417 (b3) 

Top secret material - M90 (Transmittal); H91 (Handling) 

Trade secrets - GF422 (b4) 
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Transfers - GF401 (b2) 

Trap and trace devices - M20; M42 

Travel expenses and allowances - GF401 (b2) 

Undercover agent study - GF408 (b2) 

Undercover operations - M54 
Unit prices - GF432 (b4) 

United States Labor Party - M3 8 

"Unusual circumstances" re time limis - FOIA 5 552(a)(6)(b) 
Vaughn Index - GF547 

Verification of requester's identity (Privacy Act) - 
28 CFR S 16.41 (d) 


VICAP Program - Mio 
Visas - GF418 (b3 ) ; M20 

Visual Investigative Analysis Chart - M55 
Waiver of confidentiality - GF504 (b7D) 

Waiver of exemptions through prior disclosure - GF458 (b5) 

waiver of exemption b5 privilege through prior disclosure - 
GF456 

Watergate Special Prosecution Force - M56 

Weiner, Lee - M19 

welfare payments - GF471 (b6) 

White House records - M57 
Wiretap intercepts - GF417 (b3) 

Witnesses, privacy interests of - GF465 (b6); GF496 (b7C); 
GF514 (b7F) ; M58 


Witness statements - GF452 (b5); GF504-505 (b7D) 



- 22 - 

4/1/91 



World War II censorship documents - M59 
Wounded Knee Offense/Defense Committee - M39 
8 U.S.C. § 1202 (f) - GF418 (b3) 

18 U.S.C. S 2518 (8) ~ GF417 (b3) 

18 U.S.C. $ 4208 - GF418 (b3) 

26 U.S.C. § 6103 - GF419 (b3) 

28 U.S.C. S 534 - GF418 (b3) 

50 U.S.C. § 403 (d)(3) - GF417 (b3) 
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